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Chor et al.! Basic Scheme: Two-Database PIR, 1-Bit Messages

Database 1
random vector € {0, 1}M —_—

hi| hy | = = h; | hy Wi

W,

1B. Chor, E. Kushilevitz, O. Goldreich, and M. Sudan. Private information retrieval.Journal of
the ACM, 45(6):965-981, 1998.
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Chor et al.! Basic Scheme: Two-Database PIR, 1-Bit Messages

Datab 2
random vector € {0, 1}M me
hi| he |* = *|hi+1/* = *| hy Wy
Wy
i M
A =0 W,
AL =M W
Wi
—

1B. Chor, E. Kushilevitz, O. Goldreich, and M. Sudan. Private information retrieval.Journal of
the ACM, 45(6):965-981, 1998.
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Chor et al.! Basic Scheme: Two-Database PIR, 1-Bit Messages

random vector € {0, 1}M Database 2
ha'|She |5 ESE b+ 1SS oy Wy
Wo
Am = Z%:1 thm
AY = S0 B W+
W; = A[Qi] — Agi] Wi
N/

1B. Chor, E. Kushilevitz, O. Goldreich, and M. Sudan. Private information retrieval.Journal of
the ACM, 45(6):965-981, 1998.
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Chor et al.! Basic Scheme: Two-Database PIR, 1-Bit Messages

random vector € {0, 1}M Database 2
Byl by |* L1l = | hy W,
Wo
Am = Z%:1 thm
A[Z] = Z%:l thm‘i‘VVl
W; = A[Qi] — Agi] Wi
R=1 :
—/

1B. Chor, E. Kushilevitz, O. Goldreich, and M. Sudan. Private information retrieval.Journal of

the ACM, 45(6):965-981, 1998.
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Extension for arbitrary N [Shah-Rashmi-Ramchandran]?

Database 1
—

hig | hia hp * | hia [ hiz

] [ od | o

Iy

T2

W,

T1L

Tiy

Ti2

AEL] = ZIW i h'rmjmrlL,j

m=1 j=1

Wo

Ti.L

War

—

2N. B. Shah, K. V. Rashmi, and K. Ramchandran. One extra bit of download ensures perfectly
private information retrieval. In IEEE ISIT, June 2014.
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Extension for arbitrary N [Shah-Rashmi-Ramchandran]?

Database 2

T

hig [ hia B | *® i +1 | hig | * " hig| *** ‘ | hargy

[i] M L
Ay =30 j=1 P, i, j + Tia

2N. B. Shah, K. V. Rashmi, and K. Ramchandran. One extra bit of download ensures perfectly
private information retrieval. In IEEE ISIT, June 2014.

16



Extension for arbitrary N [Shah-Rashmi-Ramchandran]?

Database 3
—

o | [

oy

o

h1,2+1‘ o " hir,

hiy

hip|®*

iy

hig

T2

T1L

li] M L
Ay =2 i1 P T + o S

Ti.L

War

—

2N. B. Shah, K. V. Rashmi, and K. Ramchandran. One extra bit of download ensures perfectly
private information retrieval. In IEEE ISIT, June 2014.
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Extension for arbitrary N [Shah-Rashmi-Ramchandran]?

Database N

hip

hip

T

hijy

hia

hl,L+1‘ ctc ‘ hara| bl

oo i

[Z] _ M L ,
Ay =21 21 b + TN

2N. B. Shah, K. V. Rashmi, and K. Ramchandran. One extra bit of download ensures perfectly
private information retrieval. In IEEE ISIT, June 2014.
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Information-Theoretic Re-Formulation of the PIR problem

>
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Classical PIR [Sun-Jafar].

PIR with colluding databases (TPIR) [Sun-Jafar].

Robust PIR (RPIR) [Sun-Jafar].

Symmetric PIR (SPIR) [Sun-Jafar].

Coded PIR (CPIR) [Tajeddine-El Rouayheb & Banawan-Ulukus].
Coded symmetric PIR [Wang-Skoglund].

PIR with arbitrary message length (LPIR) [Sun-Jafar].

Multi-round PIR [Sun-Jafar].

Multi-message PIR (MPIR) [Banawan-Ulukus].

PIR with coded colluding databases [Freij-Hollanti et al. & Sun-Jafar].
PIR with Byzantine databases (BPIR) [Banawan-Ulukus].

Cache-aided PIR [Tandon & Wei-Banawan-Ulukus].

PIR with PSI [Kadhe et al. & Chen-Wang-Jafar & Wei-Banawan-Ulukus].
PIR with arbitrary collusion patterns [Tajeddine et al. & Jia-Sun-Jafar].
Secure PIR [Wang-Skoglund].

Private function retrieval [Sun-Jafar & Mirmohseni-Maddah-Ali & Karpuk].
PIR under asymmetric traffic constraints [Banawan-Ulukus].

PIR from wiretap channel Il [Banawan-Ulukus].

PIR with PSI under storage constraints [Wei-Ulukus].

Noisy PIR (NPIR) [Banawan-Ulukus].

PIR from multiple access channels (MAC-PIR) [Banawan-Ulukus].
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Classical PIR Model [Sun-Jafar]3
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3H. Sun and S. A. Jafar, The Capacity of Private Information Retrieval, in IEEE Transactions

on Information Theory, vol. 63, no. 7, pp. 4075-4088, July 2017.
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Formal Formulation

» Queries and messages are independent
I(Q{’],“' , ,[\;]; Wi, -, Wn) =0
» Answers are fully determined by messages and queries

HAY QY Wa, -+, W) =0, ne{l,-- N}

v

Reliability constraint

v

Privacy constraint
1@ iy=0, nef1,--- N}
» Retrieval rate
__ HW)
oL HAT)

The PIR capacity C is the supremum of R over all retrieval schemes.

v
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Example M =3, N = 2:

Retrieval

) Database 1
a | ax | az | ag | as | ag | ay | as
‘ by | by | by | by | bs | bg | by | bg
C1 | €2 | C3 | €4 | C | G | C7 | C8
\

25

Database 2
ay | az | az | a4 | as | ag | ar | ag
‘ by | by | by | by | bs | bg | by | bg
1 Co | €3 | C4 | C5 | Co | C7 | C8




Example M =3, N = 2:

Retrieval

) Database 1
a | ax | az | ag | as | ag | ay | as
‘ by | by | by | by | bs | bg | by | bg
C1 | €2 | C3 | €4 | C | G | C7 | C8
\
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Database 2
ay | az | az | a4 | as | ag | ar | ag
‘ by | by | by | by | bs | bg | by | bg
1 Co | €3 | C4 | C5 | Co | C7 | C8




Example M

3,N=2:

Retrieval

Database 1
p N\
a | ay | az | ag | as ‘ ag | ar | as
‘ by | by ‘ by | by | b5 | bs | by | bg
cy cy | c3 Cqy | C5 | Co Cr | Cs
L J
ay ‘ ‘ by ‘ ‘ c1

27

Database 2
ay | az | az | a4 | as | ag | ar | ag
‘ by | by | by | by | bs | bg | by | bg
@ Ca C3 Cq Cs Ce C7 Cs




Example M =3, N = 2:

Retrieval

Database 1
-
ay | ay | as | aq4 | as | ag | ar | as
‘ by | by ‘ by | by | bs | b | b7 | bs
Cp | C2 | C3 | C4 | C5 | Co | C7 | C8
\
ay b c1
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Database 2
ay | as | ag | as | as | ag | a7y | ag
‘ by | by | b3 | ba | b5 | bs | b7 | bs
Cp | C2 | C3 | C4 | C5 | Co | C7 | C8
ap by &)




Example M

3,N=2:

Retrieval

Database 1
-
ay | ay | as | aq4 | as | ag | ar | as
‘ by | by ‘ by | by | bs | b | b7 | bs
Cp | C2 | C3 | C4 | C5 | Co | C7 | C8
\
ay b c1
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Database 2
ay | as | ag | as | as | ag | a7y | ag
‘ by | by | b3 | ba | b5 | bs | b7 | bs
Cp | C2 | C3 | C4 | C5 | Co | C7 | C8
ap by &)




Example M

3,N=2:

Retrieval

Database 1
-
ay | ay | as | aq4 | as | ag | ar | as
‘ by | by ‘ by | by | bs | b | b7 | bs
Cp | C2 | C3 | C4 | C5 | Co | C7 | C8
\
ay b c1

Database 2
ay | as | ag | ay | as | ag | a7y | ag
‘ by | by | b3 | ba | b5 | bs | b7 | bs
Cp | C2 | C3 | C4 | C5 | Co | C7 | C8
ap by &)
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Example M =3, N = 2:

Decoding

Database 1
-
ay | ax | as | ay | a5 | ag | a7 | as
‘bl by ‘ by | ba | bs | b | by | bg
cy Co c3 cy Cs Ce Cr Cy
\
by c1

i

a7 + by + ¢y

]

1

Database 2
ay | as | as | as | as | ag | a7 | as
‘ by | by | by | by | b5 | bg | b7 | bs
c1 | Cc2 | €3 | ca| C5 | Co | CT | C8
as by Ca

____§ O pite




Example M =3, N = 2:

Decoding

Database 1 .
-
ay | ax | as | ay | a5 | ag | a7 | as
‘bl by | bs | ba | bs | bs | by | bg
cp | 2| c3 | ¢y | C5 | Co | C7 | C8
\ J
|
=]

9

Database 2
a | ax | a3 | as | a5 | ag | ar | as
‘ by | by | by | by | b5 | bg | b7 | bs
c1 | Cc2 | €3 | ca| C5 | Co | CT | C8




Example M =3, N = 2:

Decoding

Database 1 .
-
ay | ax | as | ay | a5 | ag | a7 | as
‘bl by ‘ by | by | bs | b | br | b
cp | 2| c3 | ¢y | €5 | Co | C7 | C8
\ J
|
e e [ |

Database 2
a | az | a3 | as | a5 | ag | ar | as
‘ by | by | by | by | b5 | bg | b7 | bs
c1 | Cc2 | €3 | ca| C5 | Co | CT | C8




Example M = 3, N = 2: Decoding

Database 1 Database 2
r \ v \
ay | ay | a3 | as | as | ag | a7 | as ar | ay | a3 | as | a5 | ag | a7 | ag
‘ by | bz | b3 | by | bs | b | br | bs ‘ by | by | b3 | by | b5 | b | b7 | bs
Ci | G2 | C3 | € | C5 | Cg | C7T | C8 Cp | €2 | € | €| C5 | C6 | CT | C8
\ J
‘ az ‘ ‘ bz ‘




Example M = 3, N = 2: Decoding

) Database 1
a; | ay | az | as | as | as | a7 | ag
‘ by | by | b3 | by | b5 | bs | b7 | bg
c1 | ¢ | c3 | c | C5 | G| Cr | Cs
\

Database 2
ap | Gz | Q3 | G4 | G5 | G | Q7 | Gg
‘ by | by | b3 | by | b5 | b | b7 | bs
Cp | €2 | € | €| C5 | C6 | CT | C8
az ‘ ‘ bz ‘ ‘ CZ ‘

a

az

as

Qaq

Ll

R

B




Example M = 3, N = 2: Decoding

) Database 1
a; | ay | az | as | as | as | a7 | ag
‘ by | by | b3 | by | b5 | bs | b7 | bg
c1 | ¢ | c3 | c | C5 | G| Cr | Cs
\

‘ al ‘ ‘ bl ‘

Database 2
ap | ay | az | a4 | a5 | as | a7 | ag
‘ by | by | b3 | by | bs | bs | by | bg
Cp | ¢ | €3 | €| C5 | Co | Cr | C8

a

az

as

Qaq

as

3
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Example M = 3, N = 2: Decoding

Database 1 Database 2
r \ r \
ap | Gz | a3 | G4 | Q5 | Q6 | A7 | Qg ap | Gz | Q3 | G4 | G5 | G | Q7 | Gg
‘ by | bz | b3 | by | bs | b | br | bs ‘ by | by | b3 | by | b5 | b | b7 | bs
Ci | G2 | C3 | € | C5 | Cg | C7T | C8 Cp | €2 | € | €| C5 | C6 | CT | C8
\ J \ J
‘ a ‘ by €1 ‘ ‘ Qa3 ‘ b C2 ‘

a

Q | a3 | G4 | G5 | Qg

7




Example M = 3, N = 2: Decoding

) Database 1
a; | ay | az | a4 | as | ag | a7 | as
‘ by | by | b3 | by | b5 | bs | b7 | bg
c1 | ¢ | c3 | €| C5 | Cg | Cr | Cs
\

‘ al ‘ ‘ bl

Database 2
ay | az | ag | a4 | as | ag | ay | as
‘ by | by | b3 | by | b5 | b | b7 | bs
Cl | €| € | €| C5 | C6 | CT | C8

‘ 0’2 ‘ bz ‘

as

Qaq

as

3

ar

8




Example M = 3, N = 2: Private Retrieval Rate

Database 1
p
a | Gz | Q3 | Q4 | A5 | @6 | Q7 | Qg
‘bl by | b3 | ba | bs | b | b | bs
€1 | G2 | C3 | €| C5 | G | CT | Cg
\
‘ a ‘ b

Database 2
ay | Gz | G3 | G4 | G5 | G6 | Q7 | QB
‘ by | by | b3 | by | b5 | b | br | bs
€ | €| €3 | €| C5 | Co | CT | C8
[ ‘ by

ay

az

ay ag

ar

as

0




Query Table for M =3, N =2

Database 1 Database 2
‘(ll‘ﬂ?‘(lg‘(L;‘ll",‘(lﬁ‘ﬂ7‘dg‘ ‘al‘uz‘a;‘@‘a;‘(1(,‘117‘(18‘
o[ o] o] s o] 0r] 0] o[ o] o] o] 0r] 0s]
‘6‘1""2‘(?:; Cq CG‘CU (&4 (?x‘ & Cz‘(f:;‘m‘(:;, Cp 67‘63‘

\—) ‘ l

Database 1 Database 2
ail ar
b1 b2
C1 (e}
a+ b as + b
a+ ¢ as + C1
b3 + c3 bs+ ca
ar+bs+c | as+ b3+ c

R 1—% 1—% _8 _4
—(@M -Gy 17



Query Table for M =2, N =3

Database 1 | Database 2 | Database 3
al an as
by b2 bs
as + by as + b1 ag + b
as + bs ar + bs ag + b
o 1ok 1% 9 3
C1-(3M 1-(1)2 12 4
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Query Table for M =3, N =3

Database 1 Database 2 Database 3
ai ar as
b bz b3
C1 2 (&
as + by ag + by an+ b
as + C2 ag + €1 a3+ a
bs + ¢4 bs + cs bg + ¢
as + b3 aw + bs au + b
ar+ ¢ ai + ¢ ais + @
bs + cs5 b7 + ¢z by + o
a6+ bs+c6 | an+ ba+ca | au+bs+ca
air+br+c | ax+bs+cs | as+bs+cs
aig+bg+cg | axx+bg+cs | ax+ b+ co
aww+bo+co | as+bo+co | axr+br+cr
R 1- N _ 1-3 21 9
S 1—(4) 1-(i)2 39 13
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Interference Alignment in PIR

Database 1 Database 2 Database 3
ai ar as
b bz b3
C1 2 (&
as + by ag + by an+ b
as + C2 ag + €1 a3+ a
bs + ¢4 bs + ¢c6 bs + cs
as + b3 aw + bs au + b
ar + ¢ ai + ¢ ais + @
bs + ¢ b7 + ¢z
a6+ bs+ 6 | ao+ ba+ca | au—+ bs+ca
air+br+c | a1+ bs+cs | as+ bs+ s
aig+ bs+cg | an+bs+cs | ax+ bs+ co
a + ar + ax + by + ¢
R 1- N _ 1-3 21 9
S 1—(4) 1-(i)2 39 13
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Achievability Proof: Rate Calculation

v

The scheme consists of M rounds.

v

Each round uses side information from N — 1 databases.
Number of stages:
> Round 1: 1 stage.
> Round 2: 1% (N — 1) stages.
> ...
» Round k: (N — 1)%—1 stages.
Number of bits in each stage of the kth round:
> Total bits= (V).
>

v

\4

v

Retrieval rate is given by:

Total bits SM(MY(N - 1)kt

NM—l
w1 ke () (N = 1)
NM71
(VM -1)
NM _ NM71 1— ﬁ
TNV -1 T 1 (L)M

44



Query Table for M =3, N =3

45

Database 1 Database 2 Database 3
— ai a as
2 | stage 1 by by bs
§ (a] (e} 3
as + b> as + b a2 + b
« | Stagel as + ¢ a + ¢ aiz+
T by + ca bs + co bs + cs
3 as + bs a0 + b3 aus + by
= | stage 2 a7 + c3 an +c ais + @
bs + ¢cs b + c7 by + co
v | Stagel || ae+bs+ G | antbitca | autbita
T | stage 2 || ar+br+c | an+bs+cs | axs+bs+cs
3 | stage3 || ais+bs+cs | ant+bg+cs | aw+ b+ o
= | stage 4 || ao+bo+co | as+bo+co | axw+ b+
p_ 1- N _ 1-3 21 9
Cl—(4) 1-—(i)2 39 13




Converse Proof: Step 1

» Lemma: Interference lower bound lemma

N
STHAM) L +o(L) > I(Waws Q1. ALL W)

mutual information between
interfering messages and the answers

interference within answers

> Intuition
> In the absence of privacy constraint, user downloads L bits only.

> The interference bits due to privacy is Eanl H(A[nll) — L
> In general, the answer strings are mixture of all messages.

» Interference is no less than the mutual info. between W5.p, and the answers.

46



Proof of Interference Lower Bound Lemma

1(Wamr; QL. ALh | W4)
= I(Wam; QP}V, [11],\,, Wi)  (independence of messages)
= 1(Waw; Q1T ATY) + | (War; WA Q1T ATL)

=o(L)(reliability)

= I(Waum; A[11]N|QHV) + o(L) (independence of queries and messages)
= H(ATL Q1) = HIALL Qo Wam) + o(L)

<V HA include W back
N

< ST HAR) — H(AT, Wi|QEY, Wam) + H(WA|AL), QLY. Waum) + o(L)
=t —o(L)(reliability)
N

=" H(AD) — H(WA| QL Wa) — HIAZL QL Wam) + o(L)
n=t —1 (independence) —0 (answers are functions

of msgs and queries)

N
=Y H(AY) = L+o(L)
n=1

47



Converse Proof: Step 2

» Lemma: Induction lemma

1(Wos; Q1T AT WA, 1)

=~
=

]. m m
2 NI(W”H’]-:M; Q{I\]I7A[llal| Wl:m) +

> Intuition
> Relates the interference bounds if the number of messages decreases by 1.

> Constructs an induction relation for the interference bounds.

> Consequence of the privacy constraint.

48



Proof of Induction Lemma

I(Wnens; QM AW, )

2

I\/

N
ZI(W,,,:M; Q,[,mfll,ALm71]|W1;m_1) (mutual info. is non-negative)

=2~

3
||
-

I(Woner; Q™A™ Wap, 1) (privacy)

=
M=

3
[l
-

I(Wm:M;AE,"’]|Q,[7m], Wi:m—1) (independence of msgs and queries)

=
M=

3
I
-

=~
M=

HA™ Q™ Wh. 1) — H(AI QU™ Wap)
—_—

3
Il
—

=0 (answers are functions
of msgs and queries)

Itl Z H(A["7]|QE"7\],7 A Wim_1) (conditioning reduces entropy)
n=1

N

Z HAR QI AT 1 Wam—1) = H(AT QU AT, Waiw)

2 \

=0 (answers are functions
of msgs and queries)

40



Proof of Induction Lemma (cont.)

I(Wann; QI Y, A W, 0)

N

1 m m m m m m

> 5 > HATIQUR, ALYy, Waim—1) = HIAT QU ATy, Waow)
n=1

N

1 m mj m

- ‘N Z I(Wm:M; AL ]lQ{:I\]I? A[I:r}—lﬂ Wl:mfl)
n=1

1 m m .
= NI(W,,,;M; ALMQ{ ,\],, Wi:m—1) (chain rule)

m]

= %I(Wm:l\/l; Ql[:N,AllT,“Wl;m,l) (independence of msgs and queries)

1 m m 1 m m
- NI(Wm:M; Vme L/\]/,A[I:/al‘wl:m—l) - N/(va M; W/H‘Wlilﬂ 1, Ql[/\]/'A[llll)

=o(L) (reliability)

1 1 ml alm o(L)
- NI(WmM; Wm‘Wl:mfl) + NI( Win:m 5 Q:{:/\]/,A:[[:/lllwl:m) - T

=L (independence) drop Wp,
L o(L)

1 m, m
= N + NI(Wm+1:M; {,\]/7A[1,3/|W1m) - T
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Proof of Induction Lemma (cont.)

I(Wons; QU0 A W, )

N

1 m m m m m m

> 5 > HATIQUR, ALYy, Waim—1) = HIAT QU ATy, Waow)
n=1

N

1 m mj m

- ‘N Z I(Wm:M; AL ]lQ{:I\]I? A[I:r}—lﬂ Wl:mfl)
n=1

1 mj m .
= NI(WWM;AE.:I“Q][.:/\]I? Wim—1) (chain rule)

m]

= %I(Wm:l\/l; Ql[:N,AllT,“Wl;m,l) (independence of msgs and queries)

1 m m 1 m m
- NI(Wm:M; Vme L/\]/,A[I:/al‘wl:m—l) - N/(Wm M; Wm‘Wl:m 1, Ql[/\]l'A[llll)

=o(L) (reliability)

1 1 m i o(L)
= Nl(Wm M Wm‘ Wl:rnfl) + NI( Wm:M y Q:{:/\]/, A:[I,:I1I|W13”7) - T
=L (independence) drop Wp,
L1 ol o(L)
= x5 T ! (Wassm: s AT WA ) — N
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Converse Proof: Fundamental Lemmas

» Lemma: Interference lower bound lemma

N
S TH(AY) = L+ o(L) > I(Wa: QLiy, ALy Wa)

n=1

» Lemma: Induction lemma

I(Wons; QU0 AP W, )

1 ™ - L
zﬁumﬁm@JAMmm+N—

52
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Converse Proof: Main Body

» Applying Interference lower bound and induction lemmas

zN:H(AL” ) —L+o(L)

n=1
> I(Wan; QU AL IWA)  (interference lower bound lemma)

1 2 2 L O(L)
N/(W&M? LJV’A:[l:]N‘WlQ) + NN

\%

(induction lemma)

1 3 3 L O(L) L O(L) . .
> N [I(W4;M; I[:J"’A[L]N|W1:3)+N_T + NN (induction lemma)
> .- (induction lemma - - - induction lemma - - - induction lemma - - )
1 1 1

» Reordering terms

N 11 1
§:HmW)z(1+RT+N5+~-+NVQ)(LfOHD
n=1

» Dividing by L and taking L — oo

L ( 1 1 )—1 1— 4
=—— < (l+=+—+-+ =
Sony H(AR) NN N 1— ()"
1%}



(n, k) MDS Code

» Construct the n-length codeword by observing any k coded symbols.

k message bits n code bits

..-. ka

msa

encode
reconstruct

my| mo my Ciy | Ciy Ciy,

k message bits Any k code bits

C | ¢ | C3

> Any k x k submatrix Ggxx of its generator matrix G is full rank.

» Example: (3,2) MDS code
S [

101}

ay + ap

Goxs = {0 11

» Maximum distance separable codes: achieves Singleton bound.
d=n—k+1
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X

Database 1

1

2

PIR with Colluding Databases (TPIR) [Sun-Jafar]*

X

Database 2

Wi

2

Database N

2

1

“H. Sun and S. A. Jafar. The capacity of robust private information retrieval with colluding

databases. IEEE Trans. on Info. Theory, 64(4):2361-2370, April 2018.
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PIR with Colluding Databases (TPIR) [Sun-Jafar]*

Database 1 >< Database 2 Database N

2

“H. Sun and S. A. Jafar. The capacity of robust private information retrieval with colluding
databases. IEEE Trans. on Info. Theory, 64(4):2361-2370, April 2018.
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PIR with Colluding Databases (TPIR) [Sun-Jafar]*

Database 1 Database 2 >< Database N

1

2

“H. Sun and S. A. Jafar. The capacity of robust private information retrieval with colluding
databases. IEEE Trans. on Info. Theory, 64(4):2361-2370, April 2018.
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PIR with Colluding Databases (TPIR) [Sun-Jafar]*

X

Database 1 Database 2

Wi

2

1

“H. Sun and S. A. Jafar. The capacity of robust private information retrieval with colluding
databases. IEEE Trans. on Info. Theory, 64(4):2361-2370, April 2018.
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Back to the Query Table for M =2, N =3

Database 1 | Database 2 | Database 3
a a as
b1 b2 b3
as + by as + b1 ag + b
as + b3 ar+ b3 as + by

50




Back to the Query Table for M =2, N =3: T = 2 Collude

Database 1 | Database 2 | Database 3
ai ar as
b1 b2 b3
as + b as + b1 ag + b
as + b3 ar+ b3 as + by

60



Back to the Query Table for M =2, N =3: T = 2 Collude

Database 1 | Database 2 | Database 3
a a as
by bo bs
as + b as + b1 ag + b
as + bs ar+ b3 aos + by

61



Back to the Query Table for M =2, N =3: T = 2 Collude

Database 1 | Database 2 | Database 3
ai az as
by b> bs
as + b as + b1 ag + b
as + bs ar+ bs as + b

» Privacy is compromised.

6?2



TPIR Example: M =2, N=3,T =2

Database 1 | Database 2 | Database 3
al as as
a as de
b bs bs
by by bs
ar + by ag + bg ag + by

aju9] = S1g,0 WA
bri:o) = MDSg56S2([1 : 6], :)sxo Wa
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TPIR Example: M =2, N=3,T =2

Database 1 | Database 2 | Database 3
al as as
a as de
b bs bs
by by bs
ar + by ag + bg ag + by

an:9] = Slgxg Wi
bri:o) = MDSg56S2([1 : 6], :)sxo Wa

» Download randomly-mixed symbols from desired and undesired messages.

> The undesired messages are further encoded by MDS code.
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TPIR Example: M =2, N=3,T =2

Database 1 | Database 2 | Database 3
al as as
a as de
by bs bs
b> by bs
ar + b7 as + bt ag + bt

a[1.g) = S1g,, W1
b[lzg] = MDngesz([l . 6]7 :)6><9W2
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TPIR Example: M =2, N=3,T =2

Database 1 | Database 2 | Database 3

b bs bs
by by bes

ag] = S1gxo W1
bpi:g) = MDSg56S2([1 : 6], :)6xo Wa
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TPIR Example: M =2, N=3,T =2

Database 1 | Database 2 | Database 3
ai as as
an as de
b1 bs bs
bo by bs
ar + by ag + bs ag + bo

» Privacy: From any 2 databases

ar = S1(Z, )Wy
~Si([1:6], )W

br = MDS(Z, :)6x6S2([1 : 6], :)Wa
~ So([1:6],:)W>,
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On the PIR Capacity Formula

» Capacity of classical PIR:

> Monotonically increasing in V.
> Monotonically decreasing in M.
» Capacity of T-colluding PIR:

1-—

T
Ceop = ——N
coL 17(%)1\4

» Effect of colluding: divide N by T.

CeoL < Cpir
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Converse Proof: New Tools and Lemmas

» Changes in the model:
> Privacy constraint: For any 7 C {1,---, N} such that |7 =T.

1G; QM) =0

> Use

1 m m
@ X A, Win) 2 HARLIQE, Wi

» Lemma: Interference lower bound lemma
> No change as it is not a consequence of privacy constraint.

» Lemma: Induction lemma
H(Wot; Q[’" 1A W)

m] a[m TL L
/(Wm+1M Qi]A[”W m) + olt)

NN
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Robust PIR (RPIR) [Sun-Jafar]*

X X X

Database 1 Database 2 Database N

1

z
%—/

“H. Sun and S. A. Jafar. The capacity of robust private information retrieval with colluding
databases. IEEE Trans. on Info. Theory, 64(4):2361-2370, April 2018.
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Achievable Scheme and Main Result

» Modification to TPIR scheme:
» The unresponsive databases introduce erasures.

> Use erasure code: (ﬁL7 L) MDS code for the desired message.

> Download MDS-coded mixtures from both desired and undesired messages.

» Main result for robust-colluding PIR:

( 1_ T
C: N—U
1= ()"

» Converse:
> Only N — U databases respond with answer strings.

> Capacity cannot be larger than the capacity of TPIR with N — U databases.

» No capacity penalty from not knowing which databases will respond.
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X

Database 1

1

2

X

Database 2

Wi

Wa

PIR from Byzantine and Colluding Databases (BPIR) [Banawan-Ulukus]®

X

Database N

2

W;

SK. Banawan and S. Ulukus, " The Capacity of Private Information retrieval from Byzantine
and Colluding Databases,” IEEE Trans. on Information Theory, submitted June 2017. Available on

arXiv:1706.01442.
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PIR from Byzantine and Colluding Databases (BPIR) [Banawan-Ulukus]®

B databases are outdated

X X X

Database 1 Database 2 Database N

1 WI ARAAAN kﬁh\\\\\\\

AARARRARRARRARARRN
ARAARN AARARRN

2 W2 AANNNNKKRANNNNNNY
N

W;

SK. Banawan and S. Ulukus, " The Capacity of Private Information retrieval from Byzantine
and Colluding Databases,” IEEE Trans. on Information Theory, submitted June 2017. Available on
arXiv:1706.01442. 73



X

Database 1

1

2

X

Database 2

Wi

Wa

PIR from Byzantine and Colluding Databases (BPIR) [Banawan-Ulukus]®

X

Database N

2

W;

B databases return errorneous answer strings

SK. Banawan and S. Ulukus, " The Capacity of Private Information retrieval from Byzantine
and Colluding Databases,” IEEE Trans. on Information Theory, submitted June 2017. Available on

arXiv:1706.01442.
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Achievable Scheme and Main Result

» Modification to RPIR scheme:
> The Byzantine databases

> For the undesired messages:
» Encoded via punctured MDS code at every round.

> Successive interference cancellation of side information.

> The desired message is encoded by an outer (Nisz L,L) MDS code.

» Main result for BPIR:

=
N-2B 1—gop

C =
N 1— (52

» Compared to TPIR result:
» Harm is equivalent to removing 2B storage nodes.

N—-2B.
N

> Penalty term : user needs to download from all N databases.
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Comparing Capacity Formulas

» Classical PIR:
1— 1L
Crir N
-G
» T-colluding PIR:
1-T
CeoL N
L= ()"
» U-robust PIR:
-
CroB = w0
1— (g™
» B-Byzantine PIR:
1—- T
Ceyz = _,\,23 : N_28
1- (N72B
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Converse Proof: Assumptions and Basic Tools

» Byzantine databases are restricted to altering the contents.
> The nth Byzantine database changes its contents Q, from W to W.

> Weaker adversary = potentially higher rate.
> Answer is a deterministic function.
> A[nl] = fa(Qn, QL']) = A[r;](Qn), of the altered database (if Byzantine) Q.

> Weaker adversary = potentially higher rate.

> Retrieval scheme is symmetric.
> Any asymmetric scheme can be by proper
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Converse Proof: New Tools and Lemmas

» Lemma: Uniqueness lemma

Fix a set of honest databases U/ C {1,---, N} such that U] = N — 2B,
and Q, =W, for every n € U. Then, for correct decoding of W,, the
answer strings Au (W) is unique for every realization of W.

> Intuition v
> For different realizations of messages )V # )V, we have Aw( V) # A”(f\‘).

> Ag/'{](W) suffices to reconstruct the desired message.
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Converse Proof: Main Body

L
R —M
TN H(AR Q)
_N-2B L
N Y HAT W) Q)

symmetry
responses from U suffice for decoding

<N-28 Cr(N —2B)
N —

valid rate upper bounded by
the T-private capacity

N —2B 1— 558

=R 1—(@)“”
_ 7

T-private capacity
with N — 2B databases
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X

Database 1

2

Symmetric PIR (SPIR) [Sun-Jafar]®

X

Database 2

1

2

Database N

2

T

SH. Sun and S. Jafar. The capacity of symmetric private information retrieval. 2016. Available

at arXiv:1606.08828.

0



Symmetric PIR (SPIR) [Sun-Jafar]®

common randomness (.5)

|
! } }

X X X
Database 1 Database 2 Database N

: :

D -GGl

SH. Sun and S. Jafar. The capacity of symmetric private information retrieval. 2016. Available
at arXiv:1606.08828. 21
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Example M = 3, N = 2: Private Retrieval Rate

Database 1
p
a | Gz | Q3 | Q4 | A5 | @6 | Q7 | Qg
‘bl by | b3 | ba | bs | b | b | bs
€1 | G2 | C3 | €| C5 | G | CT | Cg
\
‘ a ‘ b

Database 2
ay | Gz | G3 | G4 | G5 | G6 | Q7 | QB
‘ by | by | b3 | by | b5 | b | br | bs
€ | €| €3 | €| C5 | Co | CT | C8
[ ‘ by

ay

az

ay ag

ar

as

9




Example M = 3, N = 2: Private Retrieval Rate

Database 1
p
a | Gz | Q3 | Q4 | A5 | @6 | Q7 | Qg
‘bl by | b3 | ba | bs | b | b | bs
€1 | G2 | C3 | €| C5 | G | CT | Cg
\
‘ a ‘ b

Database 2
ay | Gz | G3 | G4 | G5 | G6 | Q7 | QB
‘ by | by | b3 | by | b5 | b | br | bs
€ | €| €3 | €| C5 | Co | CT | C8
[ ‘ by

ay

az

ay ag

ar

as

foied




Example M = 3, N = 2: Private Retrieval Rate

Database 1 Database 2
v \ v
ay | ay | a3 | as | as | ag | a7 | as ay | ay | a3 | as | a5 | ag | a7 | ag
‘ by | bz | b3 | bs | bs | b | b | bs ‘ by | by | b3 | by | b5 | b | b7 | bs
€1 | G2 | C3 | € | C5 | Cg | C7T | C8 Cl | €| € | €| C5 | C6 | CT | C8
\ J \ l
‘ al ‘ ‘ bl ‘ ‘ 01 ‘ ‘ az ‘ ‘ bz ‘ 02

a

Q | a3 | G4 | G5 | Qg

ar

4




Achievable Scheme

Database 1

Py

aR



Achievable Scheme

Al =2 S b+ S

6

Database 1

Py

+S



Achievable Scheme

hia+1

A[Z] = Ef\n/lzl E]L:l hmJImJ’ + S+ Ti1

Q7

Database 2

Py

+S



Achievable Scheme

A[Z] = Ef\n/lzl E]L:l hmJImJ’ + S+ Xi2

fefel

Database 3

Py

+S



Achievable Scheme

hip+1

Al = Z%:l Zf:l hom j®m j 4 S+ in-1

1
=2l=

80

Database N

Py

+S



Converse Proof: New Tools and Lemmas

» New: Database privacy constraint

I(Wh, - Wiy, Wi, Wag Ally, QU 1) = 1(Ws ALy, QL 1) = 0

> Secret key rate

» Lemma: Effect of conditioning
H(AM W Q[m] — H(Alm Q[m]
( n | my l:N) - ( n | l:N)
> Intuition
> The uncertainty of the answer does not decrease after decoding W/p,.

> No induction for the SPIR model.

» Consequence of the database privacy constraint.

a0



Converse Proof: Main Body
» Retrieval rate: No need for induction
L= H(Wn) = — H(Wa| AT, Q)
N— ——

=0 (reliability)

1(Wa; AT QYY)

H(ATY QI — H(AT Wan, QL)

< HATLIQIT) — HA | Wa, QL

= HAM 1QIMy — H(A™ QI (effect of conditioning)

> Adding over all n

N
NL < NH(ATLIQIM) — S H(AM Q)

n=1

< (N - 1)H(ATL Q)

> Hence, the retrieval rate is upper bounded by
L L _N-1 1
=N iy < "l | ol NN
SN HATY T HATIQI)

o1



Converse Proof: Main Body (cont.)

» Secret key rate:
=I(Wa; A

Starting from the database privacy constraint

AT QI

[m] v W, Q[m] (Wi, are independent of Wy, Q[m])

> 1(Win; A["’]| Wi, QT
*H(A[m]|Wm, Q[m]

ZH(A[m]|Q[m]) — H(S) (effect of conditioning)
» Hence, H(S) > H(AM QI

» Adding over all n

N
S) > H(AM QM)
n=1

> H(AT Q)
> NL
- N-1

» Secret key rate is lower bounded by

=
@)

), 1

p= N—1

@,\‘

2
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Database 1

1

2

PIR with Coded Databases (CPIR) [Banawan-Ulukus]’

X

Database 2

1

Wa

Database N

2

11

“K. Banawan and S. Ulukus, The Capacity of Private Information Retrieval from Coded
Databases, |IEEE Trans. on Information Theory, 64(3):1945-1956, March 2018.
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X

Database 1

i

PIR with Coded Databases (CPIR) [Banawan-Ulukus]’

X

Database 2

Wihy

Database N

Wihy

Wahy

Wihy

I

1

“K. Banawan and S. Ulukus, The Capacity of Private Information Retrieval from Coded
Databases, IEEE Trans. on Information Theory, 64(3):1945-1956, March 2018.
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Code Structure

coding every row via generator matrix H e F/ "V

C_ | (- )
|||

i N length codeword

[0]>9



Achievable Scheme: New Ingredients

> Any K elements of a row decode the entire row.
K= {iyia,- -+ ik} K={lil- Iy-x}
MDS Decode
‘hng ‘hiTsz e ‘hiTKxj — Xj ‘hﬂx]- ‘hng o oo b x;

» Scheme is performed in K repetitions.

> For undesired symbols:
> Download K symbols from same row from K different databases.

> Use this row in the other (N — K) databases as side information.

> For desired symbols:
> The start of the scheme shifts circularly each repetition.

> Symbols are decoded after K repetitions.

06



CPIR Example: M =2, (3,2) code

DB1 DB2 DB3

1. h! x" h x" hIx["
5 - hT [1] hT [1] h3 [1]
jg § hlx [2] hlx [2] haT [2]
o h! x [21 hl x [2] hIx: 2
[}

3 | h (! ) | W) | O+ )
o B hT [1] h;xlll] hT [1]
s | hTx [11 bl hI X fn
:g % hYx [2] hlx [2] h3T [2]
s | 2
o3 h{ XE] hy xgl hi XE]

% hT (x] 11 +x[2]) h! (xL [1] —|—X[2]) hT (x [ +X[2])

Q7




CPIR Example: M =2, (3,2) code

DB1 DB2 DB3
1. h! x" h x" hIx["
5 - hT [1] hT [1] h3 [1]
z |3 hl x [21 hTx [21 hIx! &
g |- hTx [21 hIx [z] hIx. 2
[}
S | h ! +x[§]) h] (g’ +x5") | hd (! + <)
o B hT [1] h;xlll] |13T [
s - hT [1] hT [1] h:‘;f' [1]
= |3 h!x [21 hTx [z] hIx! &
5|9
o3 h{ XE] hy XE] hi XE]
% hT (x] 11 +x[2]) h! (xL [1] —|—X[2]) hT (x [ +X[2])
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CPIR Example: M =2, (3,2) code

DB1 DB2 DB3

1. h! x" h x" hIx["
5 - hT [1] hT [1] h3 [1]
jg § h! x [2] hlx [2] haT [2]
o h! x [21 hlx [2] hIx: 2
[}

3 | h (! ) | W) | O+ )
o B hT [1] h;xlll] hT [1]
s | hTx [11 bl hI X fn
:g % hYx [2] hlx [2] h3T [2]
s | 2
o3 h{ XE] hy xgl hi XE]

% hT (x] 11 +x[2]) h! (xL [1] —|—X[2]) hT (x [ +X[2])

[o]0]




CPIR Example: M =2, (3,2) code

DB1 DB2 DB3

1. h! x" h x" hIx["
5 - hT [1] hT [1] h3 [1]
jg § h! x [2] hlx [2] haT [2]
o h! x [21 hlx [2] hIx: 2
[}

3 | h (! ) | W) | O+ )
o B hT [1] h;xlll] hT [1]
s | hTx [11 bl hI X fn
:g % hYx [2] hlx [2] h3T [2]
s | 2
o3 h{ XE] hy xgl hi XE]

% hT (x] 11 +x[2]) h! (xL [1] —|—X[2]) hT (x [ +X[2])
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CPIR Example: M =2, (3,2) code
DB1 DB2 DB3

1. h! x" h x" hIx["
g -g hT [1] hT [1] hJ X[ll
E 8 th [2] hT [2] h3T [2]
Q| = hT hT [32 h;— [2]
[0}

T | hed [2]) hi (6 +x1) | g (! + xi)
o _ hT [1] h;xlll] |13T []
5 o th [1] h;xlzl] hT [1]
=13 hl g hy x
S h] xt iy h]x?!

(q\]

5 | b (! + ) h2(x‘7”+ ) | IO+ )
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CPIR Example: M =2, (3,2) code
DB1 DB2 DB3
- | h! x[11] h] x[31] h] x[51]
S -g hT [1] hT [1] h{x[ﬁll
.% § th [2] h2T [12] h3T [2]
g hT [221 h2rx[2] hT [21
[q\}
S| e +}(J32r) (xt2 +}yf (x +}(Jﬂf)
N h/ xgil h2T [11] h3T [E
.S 2 thXéz] h;—x[%] hix Xy
% 5 h1TX£1] 2Tx[4‘] :
gf h2 2l h3Txt[3]
[q\}
S| ed+ ) | Tl ¢ I + 47
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CPIR Example: M =2, (3,2) code

DB1 DB2 DB3
RRCCArC AT
g -g thx[;] hT [1] h3T [1]
S| 5| hi | na | nTed
;QJ_ hifx[;] hl x [2] h] X[2]

S| i | ] x[; hI !
o | o | hix “ hi x| h]x!
s | 2| hlx “ h x| hxl!
:% 5 h! X[2] h2 [2] h;xLQ]
S hT [2] h2T E] h;’ [62]
thx[g1 h2Tx[71] h;xgll
R_ 1-X -3 9x2
_1—(%)M 1—()2_10*3_

103
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Revisiting Capacity Formulas

» Classical PIR:
1- 4
Crir
1— (M
» T-colluding PIR:
1- T
CeoL N
1— ()
» U-robust PIR:
1- NTU
Cros
1- (NTU)M
» B-Byzantine PIR:
1 T
Cyz 7\,23 N;2BM
1- (N—QB)
» Symmetric PIR:
1
CSYM =1 — N
» (N, K) MDS-coded PIR:
1- k&
C - N
MDS = - (ﬁ)



Converse Proof: New Tools and Lemmas

v

For MDS-code, contents of any K databases are linearly independent.

v

Lemma: Independence of any K answers
For any IC C {1,---, N} such that || = K, and subset Ws messages

(A[m]|Q[m] Z H(A[m]|Q[m], Ws)

nelkC

» Lemma: Interference lower bound lemma
> Lemma does not change due to the distributed storage code.

» Lemma: Induction lemma
( m:M; Q[m 1 A[lI:nN_l]|W1:m71)
KL o(L)

2 NI(Wm+1MvQ{";\][aA[m]|Wm)+77 N
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Multi-Message PIR (MPIR) [Banawan-Ulukus]®

X

Database 1

1

2

X

Database 2

1

2

Database N

2

[T

8K. Banawan and S. Ulukus, Multi-Message Private Information Retrieval: Capacity Results
and Near-Optimal Schemes, IEEE Trans. on Information Theory, to appear. Available at

arXiv:1702.01739.
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Multi-Message PIR (MPIR) [Banawan-Ulukus]®

X X

Database 1 Database 2
1

2

1
{

Database N

2

I

P messages
indexed by

P = {ir iz, -+ ,ip}

8K. Banawan and S. Ulukus, Multi-Message Private Information Retrieval: Capacity Results
and Near-Optimal Schemes, IEEE Trans. on Information Theory, to appear. Available at

arXiv:1702.01739. 107



Example M = 3, N = 2: Private Retrieval Rate

Database 1
p
a | Gz | Q3 | Q4 | A5 | @6 | Q7 | Qg
‘bl by | b3 | ba | bs | b | b | bs
€1 | G2 | C3 | €| C5 | G | CT | Cg
\
‘ a ‘ b

Database 2
ay | Gz | G3 | G4 | G5 | G6 | Q7 | QB
‘ by | by | b3 | by | b5 | b | br | bs
€ | €| €3 | €| C5 | Co | CT | C8
[ ‘ by

ay

az

as

ay ag

ar

as
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I (P>%)
rieva

2: Joint Ret

=2,P=2:

=3,N=

le M =

p

Exam

by

by

C1

Cq

1
Database ‘
Qy
| o |
Qg
o | .
| =
by ‘
b :
‘ C3
Ca
1
| -
o]
ay

az

Ca




Example M =3, N =2, P = 2: Joint Retrieval (P > ¥)

Database 1
o[ ool
o [ v o]
‘01‘02‘03 cy
i

110

Database 2
a1 ‘ a2 ‘ az ‘ aq ‘
by ‘ by ‘ bs by ‘
c1 &) ‘ cs Cy ‘
az ‘ by ‘ ‘ Co




Example M = 3, N =2, P = 2: Joint Decoding (P > ¥)

Database 1 Database 2
ERRA RS ERRERES
BN B
Lo [ e a]a] Lo [ o] a]
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Example M = 3, N =2, P = 2: Joint Decoding (P > ¥)

) Database 1 ) Database 2

‘ a ‘ as ‘ as ‘ ay ‘ ay ‘ ag ‘ as ay
o [ w [ a [ w (W[ w ] ]w
‘ c ‘ Co ‘ c3 ‘ Cy ‘ &) ‘ Ca ‘ C3 Cy
L l ‘ l
T e o — [ ]




Example M = 3, N =2, P = 2: Joint Decoding (P > %)

Database 1
N KR
‘51‘[)2‘(73 by
N
e
(ol wlola
A

113




Example M = 3, N =2, P = 2: Achievable Sum-Rate (P > ¥)

Database 1 Database 2
‘ ay ap ‘ ag ay ‘ ay ‘ ap ‘ as ay
‘ by by ‘ by by ‘ by ‘ by ‘ bs by
‘ €] Co ‘ C3 Cy ‘ c1 ‘ Co ‘ Cs Cy
e J[ e | a [ n | -
Lo o] el o] (o[ o] s [w]
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Example: M =5, N =2, P =1 (Classical PIR)

Database 1 Database 2
; stg 1 ay, by, cq,dy, e g, ba, o, do, €9
as + by ar + by
ag + ¢z as + ¢y
as + dy ay + d,
~ | ag + ez apg+ ey
2y b3 + c3 b + ¢
S by + ds br +dg
- bs +e3 bs + e
cy+dy ¢ +dr
C; + €y cg +er
ds + e5 ds + e
ar + b + ¢ a7 + by +c3
ayp + by + dg g+ by + ds
a3 +bs + e ay +b; +e3
- ay +cor+dq ago + ¢y +dy
9| o a5 + s+ er a + ¢ +ey
| %
3z ‘; a6+ ds + e ag +ds + e5
= by + o +dy big + c12 + dia
bio + cio + €9 biz + ci3 + €12
by + dyo + €10 by + dis + €13
¢y +dyy + e Crq+ dig + ey
Qg3 + bia + 12+ dia Qo7 + by + co + dy
2 : s+ biz + ci3 + erz s + big + ¢10 + €9
5| +bhiutdizten a9 + by + dig + €19
2= g6+ c1a + dig + €1 ag + e +di +en
bis + ci5 +dis + €15 big + c16 + dig + €16
l_; stg 1| agi + big + ¢i6 + dig + €16 | az2 + bis + 15 + dis + €15
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M.
Example for P < 70 M

5,N=2P=2

Database 1 Database 2
stg 1 a1, by, c1,dy e ag, by, ¢, do €
= [ste2 g, by, Ca, da, €3 az, by, 7, drer
£ | stg 3 ag, by, c3,ds, e3 as, bs, cs, ds, ex
5 [stg 1 a4, by, oy dy, e ay, by, o, dy. €9
stg 5 a5, b5, 5., €5 10, b10, C10, dio, €10
ay + bg ars + by
a2+ ¢ ay + ¢y
a3+ dg ag) +dy
- ay + e ag + ey
g by +er bis + 2
kS biy + dy big + dy
” by +er bao + €2
ey +dy c15+dis
~ ci2+en ci6+ €15
= diy +ern dig + i
2 ag + big ay + by
= aps + ¢y agy + 3
ayg + dy gy + dy
~ a7+ e Az + ey
S bis + ¢y by + 4
= by + dy bog +dy
” iz + ey oy + ey
cig + dig o+ di
Cua+ e cis +err
diy+ e dis + ers
ass + by + ¢ az + byg + 5
az + bos + dyg aso + ba +ds
ass + bs + €1 ag + by + €5
=] o aor + C15 + dy ag + e+ dpy
Zle (g + C16 + €15 gy + Cr2 + e
2 £ azy + dig + €16 ags +diz + ez
= bog + 17 + di7 byt + ci3 4 dig
byr + c1s + ear by +c1u+ers
bog + dis + e bas + dyg + en
cig +dig + 19 o+ doo + €3
E
7| st 1| s+ bt + o+ duo + €20 | @t + by + cro + dug + 10
5
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Example for P < M: M=5N=2P =2

Database 1 Database 2
stg 1 ay, by e dy, ey ag, bg. c6, ds, €5
_; stg 2 az, by, ca.ds, €3 ar, br e d7,er
EIETE] .03, 3.y, 3 s, b, s, s, 5
g [stgd arbicivdi ey ay, by, cy, dy. 9
stg 5 as5,b5,¢5.d5. ¢5 10, b10: ¢10. dio. €10
ay +bg ars + by
ap+c ag+ ¢
ay +ds az + dy
_ aute az + e
Py bu +er bis + 2
z by +ds b +da
” bis + €7 byo + €3
ey +dyy ci5 +dis
~ Ccr2 + e c16+ €15
E dis + ey dig + €16
H g + bis a1 + b
= ais+ cs g+ ey
ayg +ds ags + dy
~ a7+ es sy + ey
By bis +co bao + ¢4
£ big +dy bay + dy
* bir +eq bay + €4
g +dig ar +dir
cu e s+ er7
i+ ey dis + e1s
ags + by + c10 ag +byg + 5
ar +bys + dio ag + by + ds
as + bs + €10 az + by + €5
oo g + ¢15 + dys ag + e+ dy
2y s + i+ e1s ag +ci2 +en
3 ;_' agg + dig + €16 ags + dip + €12
=T byg + 17+ dar gy + c13 + dug
byr + 15+ €17 by + c1q + €13
bas + dis + €1 bys + dya + e
(c19 +dip +e19) Ca0 + dao f €29
s
£ | st8 1 | as = bys +(eao T dao + eao)] az1 +ba +erw + duo + 1)
=
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M.
Example for P < 70 M

5,N=2P=2

Database 1 Database 2
Stg 1 abrondi e o, Bo, Co, Ay, 0
; stg 2 ., bo, Co, dy, e ar, by, cr,d7, ex
= [stg 3 az, by, c3, dy, €3 ag, by, cs, ds, ex
2[stgd ag, by cqdy, ey ay, by, co, dy, €9
stg 5 a5, bs,¢5.ds. €5 a0, bio{C10.d10. €10) |
an +bg ars + b
a2 + ¢ ayg + ¢
ays +dg ax +dy
B au+e ax + e
% b+ 7 big +c2
8 bia +dy big + dy
” bis +er by + €2
cn +dy c15 +dis
o~ czten ci6 + e
o diz +erz dis + eig
H a6+ i ay + by
h a5+ ¢y am+c3
arg + ds g+ dy
~ ar+es azi + ey
S bis + ¢ a2 + 4
g big + dy bas + dy
: bir +eg boy + €4
Cig+dig cr +dir
cuuten cig + e
dig+en dis + ers
ass + by Hco ay + boy +C5
ar + by +|dqg agy + by +ds
az + bs +Hewo ag + bao + e
.. agr + ¢15 + dis agy + ¢y +dyy
2| g ags + 16 + €15 agy + ¢z + ey
g g agg + dig + €16 agy +diz + e
- bag + 1z + duz byy + c1g + duy
by + c1s + ez bsy + c1a + ex3
bas + dis + €1 bss + dis + €1
o+ dio + ex 0+ dy + ex
: stg 1 | as + bsy + co0 + dog + €20 | azs + by + c19 + dig + €19
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Example for P < M: M=5N=2P =2

Database 1 Database 2
stg 1 ay, by, e, dy ey ag, b, Co, ds, e
; stg 2 Ay, by, oy o, € ar, by, cr,dy, e
2| stg 3 as, by, c3, ds, €3 as, bs, s, dy, es
3 [stg 4 , by, 1, dy, €4 ay, by, Co, dy, Cy
stg 5 as, bs, cs, ds, 5 10, b0, €10, 1o €10
an + bg ars + by
app + ¢ ay + ¢y
a3+ dg ag + dy
~ ap + eg az + €y
% by +cr bis + c2
= by + dr by + d»
’ by +er by + €2
ci1+dn ci5 +dis
~ Ci2 + €11 Ci6 + €15
g diz + e dig +ei6
g ag +byy ay + by
= ays + ey ag + 3
g+ ds ags + dy
~ ayy +eg g4 + €3
% bis + ¢y bas + ¢4
= big + dy boy + dy
* bz + ey boy + €4
ag; + by + 19 ag + bog + ¢5
a7 + by + dio ago + by +ds
az + by + €10 as + by + 5
o - ax +ers
1: I ags +{Cip
§‘ ; agg +|dig +
cig+dig + ey 0 + do + €20
“—j stg 1| as + bya + coo + dao + €20 | aza + by + g+ dig + €19
=
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M.
Example for P < 70 M

5,N=2P=2

Database 1 Database 2
stg 1 a;,by[c1,dy,eq) a, bg,[Cs, ds, e6)
= [ste 2 @2, b, Ca, Az, €3 a7, by {c7, d7.e7)
=[stg 3 a3, b3,[C3. d3, €3 as, bs [Cs. dg. eg)
S[stgd a4, b1,(Ca, da, Ca) g, by{Co. dy. Co)
stg 5 as, by, c5, ds. €5 a9, b1o, C10, dyo, €10
ain + b a1s + by
ayz +Cq arg HCy
a3 + [ +
~ 14 +es ag Hey
3 biy Her bis +/c2
g1 bz +|(dy] by +da
’ big +ez by + ez
e +diy 15 +dis
™ ciz+en cig + €15
g dis + €12 dyg + €16
H ag + by ay + by
= a5 HCs
axg Hds
~ a7 Hes >3
& bis Hco baa +{c)
£ big + bas +
iz +Heg by +lea
ciy+dig ar+di
Cuut e cig +err
dis+ e dis +exs
a4+ by +cio az +bag + 5
ar +bos + dyg azo + by +ds
g+ bs + ey ag+by +e5
| = a7 + 15+ dis ag +cn +dn
2l g ags + 16 + €15 az + ¢z +en
g ; ag + dig + €6 agz +diz + €12
I bog + c17 + diz byy + ¢34+ dig
byt +c1s +err by + 14 + €13
bas +dis +e1s by + dyy + €14
crg+dig + €19 0+ dao + e
=
= | stg 1| as+bss + co + dao + €20 | asa+bs + 10+ o + €19
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Multi-Message PIR Capacity
P

Sun-Jafar

121



PIR Under Asymmetric Traffic Constraints [Banawan-Ulukus]®

Database N

2

LI

H(Ay)

IN

Anty

9K. Banawan and S. Ulukus. Asymmetry hurts: Private information retrieval under asymmetric
traffic constraints. IEEE Trans. on Info. Theory, 2018. Available at arXiv:1801.03079.
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Introducing Asymmtery: PIR with Arbitrary Message Length [Sun-Jafar]'®

Database 1 Database 2
ai az
by by
C1 2
az+ b as + by
a+ o as + a1
bs + c3 by + s
ar+bi+c | as+ b3+

1 1
- _ 1-53 8 4

R = = - — =_
-G T 1-(y 1.7

OH. Sun and S. Jafar. Optimal download cost of private information retrieval for arbitrary
message length. 2016. Available at arXiv:1610.03048.
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Introducing Asymmtery: PIR with Arbitrary Message Length [Sun-Jafar

Database 1 Database 2
ai
by
(5]
a+ b
a+c
by +
a+ b+ o
p_ l-wn _ 1-3 _4
Cl—(gM 1-(3)P 7

OH. Sun and S. Jafar. Optimal download cost of private information retrieval for arbitrary

message length. 2016. Available at arXiv:1610.03048.
124
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Introducing Asymmtery: PIR with Arbitrary Message Length [Sun-Jafar]'®

Database 1 Database 2
ai
by
1
a + b
a+c
by + o
a+b+o
el 1ok _1-3 s

1M 1-GP T

9H. Sun and S. A. Jafar. Optimal download cost of private information retrieval for arbitrary
message length. IEEE Trans. on Info. Forensics and Security, 12(12):2920-2932, Dec 2017.
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Introducing Asymmtery: PIR with Arbitrary Message Length [Sun-Jafar]'®

Database 1 Database 2
ai
by
1
a + b
a+c
by + o
a+b+o
el 1ok _1-3 s

1M 1-GP T

1OH. Sun and S. A. Jafar. Optimal download cost of private information retrieval for arbitrary
message length. IEEE Trans. on Info. Forensics and Security, 12(12):2920-2932, Dec 2017.
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Introducing Asymmtery: PIR with Arbitrary Message Length [Sun-Jafar]'®

Database 1 Database 2
ai
by
1
a+ b
a+c
b+
a+b+o
1-% 1-1 4

S LSt

» Ratio between traffic is 4 : 3.

» How to achieve a general traffic ratio A\ : \27?

1OH. Sun and S. A. Jafar. Optimal download cost of private information retrieval for arbitrary
message length. IEEE Trans. on Info. Forensics and Security, 12(12):2920-2932, Dec 2017.
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Introducing Asymmtery: PIR with Arbitrary Message Length [Sun-Jafar]'®

Database 1 Database 2
ai
by
1
a» + b
a+c
b + o
a+b+o
1— 1 1-—1 4\
N 2

S LSt

» Ratio between traffic is 4 : 3.
» How to achieve a general traffic ratio A\ : \27?

» A reason for different traffic ratios: different link capacities.

1OH. Sun and S. A. Jafar. Optimal download cost of private information retrieval for arbitrary
message length. IEEE Trans. on Info. Forensics and Security, 12(12):2920-2932, Dec 2017.
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Asymmetric Traffic Constraints

> The nth database responds with a t,-length answer string.

> The lengths of the answer strings are different.

t‘n:Anh, 12)\22)\32~”2)\N(W|0g)

» The ratios between the traffic are

I:X: A3+ AN

» Traffic ratio of the nth database

120



Asymmetric Traffic Constraints

> The nth database responds with a t,-length answer string.

v

The lengths of the answer strings are different.

th=Xnt1, 12X 2>A32>--- > Ay (wlog)

v

The ratios between the traffic are

I:X: A3+ AN

v

Traffic ratio of the nth database

Th =

Z,'V:1 /\j

<

> (A1, ,An) have a with (71, -+, ™w).
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Asymmetric Traffic Constraints

» The nth database responds with a t,-length answer string.

v

The lengths of the answer strings are different.

t‘n:Anh, 12)\22)\32~”2)\N(W|0g)

» The ratios between the traffic are
I:X: A3+ AN
» Traffic ratio of the nth database
Th = An
PIYEPY
> (A1, ,An) have a with (71, -+, ™w).

» Does asymmetry hurt the retrieval rate?
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Converse Proof: New Tools and Lemmas

» Lemma: Interference lower bound lemma
> No change as it deals with the length of the entire downloaded answers.

» Lemma: Induction lemma
For all m € {2,..., M} and for an arbitrary nn—1 € {1,---, N},

/( M Q{n;\, 1 A[m 1]|Wl:mfl)

>

[m]  plm] 1 & o(L)
I<Wm+1:l\/l; 1N7A |W1m) + L—t; Z An —

Nm— Nm—
m! mel n=nm_1+1

Np—1 is the number of databases applying

symmetric schemes for messages W, 1. remaining answers are bounded _trivia\ly
by the length of the answer string t,
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Converse Proof: Tightest Upper Bound

» Ordering terms and minimizing over n; € {1,--- , N} leads to
N Tn N, Tn ZN Tn
cry < 1 Hn By B

7)< C(7) = min —

( )_ ( ) ne{l, - N} 1+%+n1n2+...+ 1
» If n =n>=---=ny_1 = N (Sun-Jafar bound)

1
C(r) <

I+ 5+ + 7=

> |If , and we pick

1

C("') < I
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Example: M =3, N =2

» Traffic ratio m» = Aﬁsz.

» Explicit upper bound: by minimizing over ni, n»

2

§+2%, 0< <

C(7—2)S §+%7 §T2S
<m<

7
» Asymmetry hurts: A, < 2 (72 < 2) incurs capacity

~NIWa =

0.6

—
Sies
RIS

0.3

0 0.1 0.2 0.3 0.4 0.5
T2

134
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1
4
3
i
2
loss

RIS



Achievability of Corner Points: M =3, N =2

» The 7, = 0 Corner Point: This achieves R = 1 = C(0).

Database 1 | Database 2
ai, b17 C1
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Achievability of Corner Points: M =3, N =2

» The 7, = 0 Corner Point: This achieves R = 1 = C(0).

Database 1 | Database 2
ai, b17 C1
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Achievability of Corner Points: M =3, N =2

» The » = % Corner Point: This achieves R =

1
2
e

Database 1

Database 2

a1,b1,61

a+ b +a
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Achievability of Corner Points: M =3, N =2

» The 7» = ; Corner Point: This achieves R = 1 = C(3).

Database 1

Database 2

a1,b1,C1

a+ b +a

0 0.1 0.2

0.3 0.4




Achievability of Corner Points: M =3, N =2

» The 7, = 2 Corner Point: This achieves R = 2 = C(2).

Database 1 Database 2
ai, bl7 (5]
a + b
a+a
b, + o
as+ b+ @
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Achievability of Corner Points: M =3, N =2

» The 7, = 2 Corner Point: This achieves R = 2 = C(2).

Database 1 Database 2
a1, b1, a
a + b
a+a
b, + o
as+ b+ @

0.6

05f
Eoast
=

0.4r

0.35

0.3

(] 0.1 f&o 0.3 0.4 0.5

Qi

~al



Achievability of Corner Points: M =3, N =2

> The » = % Corner Point: Sun-Jafar symmetric scheme.

Database 1 Database 2
ai, 1317 C1 az,
a + as + b
as + a + C1
b3z + ¢3 bs + ¢
ar+bs+c | ag+ b+
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Achievability of Corner Points: M =3, N =2

> The » = % Corner Point: Sun-Jafar symmetric scheme.

0.6

055 f

05
Eoast
=

04

Database 1 Database 2
ai, b1, C1 az,
as + as + b
as + a + C1
b3z + ¢3 bs + ¢
ar+bs+c | ag+ b+




Achievability of Non-Corner Points: M =3, N =2

» Upper bound is affine in 7.
> Achievability of any non-corner points is done by time-sharing.

» Example: =1 R(3)=2 =2+ 2% =C(3).

Database 1 Database 2
ai, b, a a + b1
a+
b+ o
a+ b+
| as,bs,cs | as+bs+cs |
| arbi,ca | as+bitc |
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Achievability of Non-Corner Points: M =3, N =2

» Upper bound is affine in 7.
> Achievability of any non-corner points is done by time-sharing.
» Example: =1 R(3)=2 =2+ 2% =C(3).

3
Database 1 Database 2
a1, b1, a a+b
a+
b+ o
a+ b+
| as,bs,c3 | as+bs+cs |
‘ ar, ba, ¢ ‘ ag + bs + ¢ ‘

DR

0 0.1 02 03 0.4 05



Achievability of Non-Corner Points: M =3, N =2

» Example: m»

) =7 =C(3)
Database 1 Database 2
a1,b1,C1 az,
a + as + b
as + as + 1
bz + 3 bs + ¢
ar+bs+ci | ag+ b3+ cs
ag, bs, cs aw + bs
ai + G
bs + cs
a + bs + G

14%




Achievability of Non-Corner Points: M =3, N =2

. _ 10, peloy _ 4
» Example: » = 37: R(3) = 3

= C(39)-

Database 1 Database 2
a1,b1,C1 az,bQ.Cg
az+ b as + bx
as+ @ as + C1
bs + c3 bs + ¢4

ar+bs+cs | as+ b3+
ag, bs, cs aw + bs
ai + G
bs + ¢c6
a + bs + G

0.1
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Non-Tight Example: M =4, N =2

upper and lower bounds for R(7)

0.55

0.5

0.45

©
IS

0.35

e
w

— — upper bound
=6— achievable rate

O non-matching corner point
I

0.1 0.2 0.3 0.4 0.5
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Cache-Aided PIR

X

Database 1

1

2

Database 2

W)

W

Database N

2
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Database contents

=

Wi

v

—

Cache contents

Variations of Cache-Aided PIR: Cache Format
Uncoded Prefetching

Full Messages

Database contents

1

2

W

W,

II

Cache contents

140

Arbitrary Function
Database contents

Cache contents



Variations of Cache-Aided PIR: Cache Format

Uncoded Prefetching

Database contents

Cache contents

Wei et al., ISIT 2018

Full Messages

Database contents

1

2

W

W,

II

Cache contents
Kadhe et al., Allerton 2017
Chen et al., Arxiv 2017
Wei et al., CISS 2018

150

Arbitrary Function
Database contents

Cache contents

Tandon, Allerton 2017



Variations of Cache-Aided PIR: Awareness of the Side Information

Fully Known Fully Unknown Fully/Partially Unknown
Database contents Database contents Database contents

1

2

3

W

v

z

Cache contents W

II<_

Cache contents Cache contents
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Variations of Cache-Aided PIR: Awareness of the Side Information

Fully Known

Database contents

Cache contents

Tandon, Allerton 2017

Fully Unknown
Database contents

Cache contents

Wei et al., ISIT 2018

152

Fully/Partially Unknown
Database contents

1

2

W

W;

II<_

Cache contents
Kadhe et al., Allerton 2017
Chen et al., Arxiv 2017
Wei et al., CISS 2018



Arbitrary Function, Fully Known, Non-Private Sl [Tandon]*

Database contents

2

Cache contents

1R, Tandon. The capacity of cache aided private information retrieval. 2017. Available at
arXiv: 1706.07035.
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Memory-Download Cost Tradeoff: M =5, N =2

18

16

1.4

12

Q= 1

0.8

0.6

0.4

0.2

—known prefetching] |

0.1

0.2

0.3

0.4

0.5
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Uncoded, Fully Unknown, Non-Private SI [Wei-Banawan-Ulukus]?

Database contents

N

Cache contents

12y -P. Wei, K. Banawan, and S. Ulukus. Fundamental limits of cache-aided private information
retrieval with unknown and uncoded prefetching. 2017. Available at arXiv:1709.01056.
15K



Uncoded, Fully Unknown, Non-Private SI [Wei-Banawan-Ulukus]'?

» For each message, Lr out L bits are cached by the user.
» DBs do not know the cached bit indices.
» Ex: N=2, K=3, r:%.

Database 1 Database 2
0| as] a] aa as| ag| as) L] as) a] au as| ag| as)
b |[p2] bs] ba] b5] bs] br b1 | 2] bs] ba] b5] bs] br
Leilles| esl ea| es] o] e Lailles| csl ea| 5] o] e

User Cache

2y -p. Wei, K. Banawan, and S. Ulukus. Fundamental limits of cache-aided private information
retrieval with unknown and uncoded prefetching. 2017. Available at arXiv:1709.01056.
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Converse Proof: New Tools and Lemmas

» Lemma: Interference lower bound lemma
D(r) = L(1 = )+ o(L) > | (Wi QL AL Wi, 2, 1),

for k € {2,..., M}.

» Lemma: Induction lemma
I<WkM Qi Al 1]‘W1:k71>Z7H>

L(1—r)

= (M= k+1)Lr = o(L).

1
> N/ (Wk+1:M; Q{zk,]wA[l,f}\AWl:k,Z,H) +
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Converse Example: M =3, N =2

» k = 2 for interference lower bound, and apply induction lemma twice.

D(r) = L(1 = r) > 1 (Was; @, Al WA, 2, H)

1 L(1—

> 11 (Was; QB A Wao, z.1) + FO 20 air —o(1)
1[L(1-7r) L(1—r)

S - ko Y G i) S YO

25 { 5 r} += r—o(L)

Therefore, Di’) >y

» k = 3 for interference lower bound, and apply induction lemma once.

L(1-r)
2

D(r) = L(1 = r) = | (Was; QF, AL Wi, Z,H) > —Lr—o(L)

D(r)

Therefore, =

3
>3 r.

Njo

» Non-negativity of mutual information for interference lower bound.

Therefore, @ >1—r.
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Optimal Normalized Download Cost for M =3, N =2

(0,7/4)
1.6 .

14¢

L2r (1/7,817)

Q=
0.8

0.6

0.4

0.2}

150



Achievability Example: M =3, N =2 and r = %

Database 1

Lo

as] as| au] as| ag| o4

by

b bs] ba] b5 bs[ b7

Lo

eof esf ea] es] o ]

Database 2

I

as] as] au] as] a| ]

by

b by] ba] bs ] bs[ b

L]

o] csf ea] es] o] er]

User Cache
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Example: M =3, N=2and r = %: Queries

Database 1 Database 2
1] as] 4y au] as| agl af 1] as] ay] au] as] agl af
by ba| bs| ba | bs| bg| b7 1| o] bs] by b b br |
Leallea] ca] ca] es] e[ 7] Leallea] ca ea] es] co] ]

User Cache

161



Example: M =3, N=2and r = %: Queries

Database 1 Database 2
1] as] 4y au] as| agl af 1] as] ay] au] as] agl af
by ba| bs| ba | bs| bg| b7 1| o] bs] by b b br |
Leallea] ca] ca] es] e[ 7] Leallea] ca ea] es] co] ]

B (oo G (oo

User Cache
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Example: M =3, N=2and r = %: Queries

Database 1 Database 2
1] as] 4y au] as| agl af 1] as] ay] au] as] agl af
| by | ba| b3 b4 b5 b br | 1| o] bs] by b b br |
Leallea] ca] ca] es] e[ 7] Leallea] ca ea] es] co] ]
25 7
‘m+QH%+%+@‘ ‘%+QH@+%+Q

User Cache
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Example: M =3, N=2and r = %: Query Table

» Download cost:

s DB1 DB2
s=1 a+ b as+ b
a3+ a as +a
b+ bz + c3
a+bit+c | art+bh+o
22(21,b1,C1) l
D_s
L7
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Example: M =3, N=2and r = %: Decoding

Database 1

Lo

a2| (13| (14| a5| a6| (17‘

by

b bs| ba bs] be] br]

L]

C2| C3| C4| 05| 06| C?‘

| by

Cg‘ ’a6+b3+03‘

Database 2

’ a1] a2| a3| a4| a5| a6| a?‘

1| ba| bs| ba | b b br |

el e[ ea] es e ]

arfbi] e

User Cache
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Example: M =3, N=2and r = %: Decoding

Database 1

Lo

a2| (13| (14| a5| a6| (17‘

by

b bs| ba bs] be] br]

L]

C2| C3| C4| 05| 06| C?‘

‘b2+02‘ ’a6+b3+03‘

Database 2

I

a2| a3| a4| a5| a6| a?‘

by

by | bs| by bs] bs] 7]

Lo

] ca] ca] 5] es] ]

User Cache
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Example: M =3, N=2and r = %: Decoding

Database 1

Lo

a2| (13| (14| a5| a6| (17‘

by

b bs| ba bs] be] br]

L]

C2| C3| C4| 05| 06| C?‘

‘b2+02‘ ’a6+b3+03‘

L
User/ Cache

Database 2

I

a2| a3| a4| a5| a6| a?‘

by

by | bs| by bs] bs] 7]

Lo

] ca] ca] 5] es] ]
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Example: M =3, N=2and r = %: Decoding

Database 1

[

a2| (13| (14| a5| a6| (17‘

by

b bs| ba bs] be] br]

L]

C2| C3| C4| 05| 06| C?‘

‘b2+02‘ ’a6+b3+03‘

User Cathe
|| as] au] as

Database 2

I

a2| a3| a4| a5| a6| a?‘

by

by | bs| by bs] bs] 7]

Lo

] ca] ca] 5] es] ]

arfbi] e
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Example: M =3, N=2and r = %: Decoding

Database 1

[

a2| (13| (14| a5| a6| (17‘

by

b bs| ba bs] be] br]

L]

C2| C3| C4| 05| 06| C?‘

‘b2+02‘ ’a6+b3+03‘

Database 2

I

a2| a3| a4| a5| a6| a?‘

by

by | bs| by bs] bs] 7]

Lo

] ca] ca] 5] es] ]

arfbi] e

User Cache

Loz a| as] as] ag
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Example: M =3, N=2and r = %: Decoding

Database 1

Lo

a2| (13| (14| a5| a6| (17‘

by

b bs| ba bs] be] br]

L]

C2| C3| C4| 05| 06| C?‘

‘b2+02‘ ’a6+b3+03‘

Database 2

I

a2| a3| a4| a5| a6| a?‘

by

by | bs| by bs] bs] 7]

Lo

] ca] ca] 5] es] ]

User Cache

‘b3+C3‘ ’(I7+b2+02‘

v
(olasaiaslaglar}s
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Optimal Normalized Download Cost for M =3, N =2

(0,7/4)
16}

1.4

1.2f (1/7,817)

Q=

0sl (1/3,213)

0.6
0.4

0.2F
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Example: M =3, N=2and r = %: Query Table

s DB1 DB2

s=2 | a+b+a |a+b+a

l 4] =(31,b1,C1)

» Download cost:
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Example: Optimal Normalized Download Cost for M =3, N =2

(0,7/4)
16}

1.4

12} (1/7,8/7)

Q=
0.8
(1/3,2/3)

0.6

0.4

0.2F
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Normalized Download Cost for M = 100, N = 2

—¥— Achievability

18 - © —Converse ||

1.6
14r
1.2

QN 1

0.6

0.4

» Worst additive gap is -.
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Awareness gain: M =5, N =2

—known prefetching ||
—e-unknown prefetching

16

14

12F

Q= 1

0.8 [

0.6

04

02
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Partially Unknown Uncoded Prefetching [Wei-Banawan-Ulukus]!

» For each message, Lr out L bits are cached by the user.

» Caches M,é' bits from DB1, M,\f’ bits from DB2, ..., % bits from DBN.
>

>

DBn knows the M,\f’ bits the user has cached from DBn.
DBn does not know other bits the user cached from other databases.

Database 1 Database 2

L1 as] as] ad] as] agl ar] af [ai] as] as] as] as] agl ar] ay
[01] 2] bs] ba] bs] be[ b b5 [b4] 03] bs] ba] bs] b6 br] bs]
Lale el el esl ol erf cs] [ei colles[ eal es[ co] er] cs]

User Cache

3Y.-P. Wei, K. Banawan and S. Ulukus, Cache-Aided Private Information Retrieval with
Partially Known Uncoded Prefetching: Fundamental Limits, IEEE Jour. on Selected Areas in
Communications, to appear. Available at arXiv: 1712.07021
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Awareness Gain Comparison: M =12, N =2

Fully known, Tandon, Allerton 2017
—eo— Partially known, Wei et al., ICC 2018
—e— Fully unkown, Wei et al., ISIT 2018

1.8

1.6

141
1.2
R~ 1f
0.8

0.61

0.2
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Full Messages, Fully/Partially Unknown, Private S| [Chen-Wang-Jafar'# &
Wei-Banawan-Ulukus!9]

Database contents

2

W

W

II<_

Cache contents

147. Chen, Z. Wang, and S. Jafar. The capacity of private information retrieval with private side
information. 2017. Available at arXiv:1709.03022.

15Y -P. Wei, K. Banawan, and S. Ulukus. The capacity of private information retrieval with
partially known private side information. 2017. Available at arXiv:1710.00809.
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Full Messages, Fully/Partially Unknown, Private S| [Chen-Wang-Jafar'# &
Wei-Banawan-Ulukus®®]

v

The user possesses S full messages in the cache.

v

The user applies the classical PIR scheme.

\4

The user encodes the original queries by an MDS code.

\{

Maps the original queries into fewer queries by exploiting S messages.

v

In both cases ( and partially unknown), the capacity is given by:

v

Partial knowledge of the side information does not hurt performance.

147 Chen, Z. Wang, and S. Jafar. The capacity of private information retrieval with private side
information. 2017. Available at arXiv:1709.03022.

15y -P. Wei, K. Banawan, and S. Ulukus. The capacity of private information retrieval with
partially known private side information. 2017. Available at arXiv:1710.00809.
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PIR over Wiretap Channel Il [Banawan-Ulukus]*®

Database 1 Database 2 Database N
Q! Ql Qll

1

Wa

I..H..HH
|

Al Al Al
Sc{l,- .t} S C {1, 2} Sy C{l -ty
18] =t S2] = pate Sn] = vty
2, = All(s) 7, = A(S,) Zy = Al(sy)
.
‘ : i

Eavesdropper

16K, Banawan, and S. Ulukus. Private Information Retrieval Through Wiretap Channel Il:
Privacy Meets Security. 2018. Available at arXiv:1801.06171.

180



Capacity Result for M =3, N =2
> The answers are encrypted to satisfy the security constraint.
> The answers are asymmetric in length.

» Different capacity expressions depending on (f1, p2).

(0,1) (1.1)

(0,0)

H



Noisy PIR (NPIR) [Banawan-Ulukus]'’

Database 1 Database 2
oy ol

Wi Wi

2 2

]
11

AP = el xtl) A= () Xl

Al =i v A=l vl

7K. Banawan, and S. Ulukus. Noisy Private Information Retrieval: On Separability of Channel
Coding and Information Retrieval. 2018. Available at arXiv:1807.05997.
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Capacity Result for M =3, N =2 from BSC(p;1) and BSC(p2)

» Channel coding and the retrieval scheme are almost separable.

> Noisy channels affect only the traffic ratio requested from each database.

» Different capacity expressions depending on (p1, p2).

» Depends only on the capacity of channels not on transition probabilities.

2
7

T

—_—
TG T TG

—T—
THeD T THED

P
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PIR from Multiple Access Channels (MAC-PIR) [Banawan-Ulukus]'’

» Channel coding and the retrieval scheme are inseparable.

» Full unconstrained capacity may be attainable for some MACs.

7K. Banawan, and S. Ulukus. Noisy Private Information Retrieval: On Separability of Channel
Coding and Information Retrieval. 2018. Available at arXiv:1807.05997.
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Capacity Results: Summary

Model Work of PIR capacity
T
Classical PIR Sun-Jafar 171(75)"/’
-
Colluding (TPIR) Sun-Jafar 1_(T"’)M
n
_ T
Robust-colluding (RPIR) Sun-Jafar I 1( N “)
N—U
Symmetric (SPIR) Sun-Jafar 1=% 2w
0, otherwise
Coded Banawan-Ulukus : IZW)M
—(
T 1
. 1+M P P Z 2
Multi-message (MPIR) Banawan-Ulukus lp"% y
1_(%)/\/)/[’7 P € N
_ T
Byzantine-colluding (BPIR) Banawan-Ulukus M : 1( N;Z'S)M
—\N—2B
T
Cache-aided (known-arbitrary) Tandon T 171(%%,,
Cache-aided . . . .
(unknown /partial-uncoded) Wei-Banawan-Ulukus | low/high caching ratios
PIR with PSI Chen-Wang-Jafar 1-4
(unknown /partial-full) Wei-Banawan-Ulukus 1-()M—3

Asymmetric traffic

Banawan-Ulukus

upper and lower bounds

Wiretapped PIR

Banawan-Ulukus

upper and lower bounds

18hH




Conclusion

» PIR

>

>

schemes for:
Classical PIR.

Colluding PIR.
Robust PIR.
Symmetric PIR.

contributions:
Coded PIR.

Multi-message PIR.

Byzantine PIR.

PIR under asymmetric traffic constraints.
Cache-aided PIR.

PIR from WTC-II.

Noisy PIR.

PIR from MACs.

» Many open problems - - -
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