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Data privacy has gained significant interest in information theory with the
emergence of a wide range of data-driven technologies in the recent past. Data
privacy is compromised primarily when the data origins (private users) download or
upload information. This dissertation focuses on how information-theoretic privacy
of the users’ data can be guaranteed when downloading and uploading information,
along the lines of private information retrieval (PIR) and private read-update-write
(PRUW), which have applications in privacy-preserved distributed learning.

First, we consider the problem of semantic PIR, in which multiple non-colluding
databases store a number of files, out of which a user desires to download one with-
out revealing its index to any of the databases. Semantic PIR deviates from classical
PIR by allowing the files to have arbitrary semantics such as different file sizes and
arbitrary popularity profiles. As the main result of this work, we characterize the
capacity of semantic PIR, with achievable schemes and a converse proof. We provide
capacity results for semantic PIR with replicated databases, MDS coded databases

and colluded databases.



As PIR deals with private reading, we consider private writing in the second
work, which is an immediate conceptual extension of PIR. In the problem of private
read-update-write (PRUW), a user downloads, updates and writes back a specific
section of a storage system while guaranteeing information-theoretic privacy of the
index of the section updated and the values of the updates. PRUW has applica-
tions in distributed learning such as privacy-preserved federated learning (FL) with
sparsification and private federated submodel learning (FSL). In FSL, a machine
learning model is divided into multiple submodels based on different types of data
used for training, and a given user only downloads and updates the submodel rele-
vant to the user’s local data. To guarantee the privacy of the users participating in
the FSL process, both the updating submodel index and the values of the updates
must be kept private from the server that stores the model. This is achieved by
PRUW, where the required submodel is downloaded in the reading phase without
revealing the submodel index to the databases (similar to PIR), and the updates
are sent back to the databases in the writing phase without revealing the values of
the updates or the submodel index. We provide a basic PRUW scheme to perform
private FSL that achieves the lowest known total communication cost of private FSL
thus far. In this work, we introduce the concept of combining multiple parameter
updates into a single bit in terms of a Lagrange polynomial in such a way that it
can be privately decomposed into the respective individual updates and added to
the relevant positions at the server.

Third, we consider the problem of private FSL with top r sparsification, in

which the user-server communications are significantly reduced by only sharing the



most significant r fractions of parameters and updates in the reading and writing
phases. However, this introduces additional privacy requirements as the positions
of the sparse updates/parameters leak information about the users’ private data
in addition to their values and the submodel index. To this end, we provide a
PRUW scheme that performs top r sparsification in FSL while guaranteeing the
information-theoretic privacy of the updating submodel index, values of the sparse
updates and the positions of the sparse updates/parameters using a permutation
technique.

Fourth, we study random sparsification in FSL, in which the user only down-
loads and uploads a specific fraction of randomly selected parameters and updates to
reduce the communications. The problem is formulated in terms of a rate-distortion
characterization, where we derive the minimum achievable communication cost for
a given amount of allowed distortion. We show that a linear rate-distortion relation
is achievable while guaranteeing the information-theoretic privacy of the updating
submodel index, the values of the sparse updates and the positions of the sparse
updates/parameters.

Fifth, we extend the ideas of PRUW to FL with top r sparsification. While the
same permutation technique introduced in FSL with top r sparsification is applicable
to this setting, it incurs a significantly large storage cost for FL. To alleviate this, we
modify the permutation technique in such a way that the storage cost is reduced at
the expense of a certain amount of information leakage, using a model segmentation
mechanism. In general, we provide the trade-off between the communication cost,

storage cost and information leakage in private FL with top r sparsification, along



with achievable schemes with different properties.

In all of the above PRUW settings, we require multiple non-colluding databases
to store the central model to guarantee information-theoretic privacy of the users’
local data. In the sixth work, we consider the practical scenario of private FSL,
where the databases storing the central model are allowed to have arbitrary storage
constraints. As the main result of this work, we develop a PRUW scheme and a stor-
age mechanism for FSL that efficiently utilize the available space in each database
to store the submodel parameters in such a way that the total communication cost
is minimized while guaranteeing information-theoretic privacy of the updating sub-
model index and the values of the updates. The proposed storage mechanism is
a hybrid of MDS coded storage and divided storage, which focuses on finding the
optimum MDS codes and fractions of submodels stored in each database for any
given set of homogeneous or heterogeneous storage constraints.

Seventh, we go beyond privacy and consider deception in information retrieval.
We introduce the problem of deceptive information retrieval (DIR) which is a con-
ceptual extension of PIR. In DIR, the user downloads a required file out of multiple
files stored in a system of databases and reveals information about a different file as
what was required, to the databases. In other words, the user deceives the databases
by making their prediction on the user-required file index incorrect with high prob-
ability. We propose a scheme to perform DIR that achieves a given required level
of deception, with the goal of minimizing the download cost. The proposed scheme
incurs higher download costs compared to PIR for positive levels of deception, and

achieves the PIR capacity when the level of deception specified is zero.
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CHAPTER 1

Introduction

Data privacy has gained significant interest among the researchers in computer sci-
ence and information theory over the years due to the increasing dependency on
private and sensitive data in a wide range of emerging technologies. For example,
artificial intelligence (AI) and machine learning (ML), which are powered by users’
private data, have become the driving force in many of the essential applications in
the modern world. As much as the Al-based applications such as navigation and
fraud detection systems have become indispensable to the users, it is the responsi-
bility of the technology to ensure the privacy of the data origins using which the
learning processes are powered-up, due to ethical and legal reasons, as well as to im-
prove the sustainability and reliability of the services. While data privacy has been
an active area of research in computer science for quite a long time with compu-
tational privacy guarantees, it has gained significant recent interest in information
theory with perfect privacy guarantees that ensure zero information leakage. Typ-
ically, the information of a private user is leaked when the user downloads (reads),

or uploads (writes) information from/to another party. This dissertation discusses



specific cases of information retrieval and transmission, and provides methods to
perform them while guaranteeing information-theoretic privacy of the users’ private
data, along with the corresponding fundamental performance limits.

In Chapter [2, we focus on guaranteeing information-theoretic privacy of a user
who only reads, i.e., downloads, information from a data storage system. In par-
ticular, we study the problem of private information retrieval (PIR), introduced in
the seminal paper [1], in which a user retrieves a message (file), out of several mes-
sages stored in multiple replicated and non-colluding databases, without revealing
any information about the identity of the desired message. Recently, this prob-
lem has attracted significant attention in information theory where the fundamental
limits of the problem based on absolute guarantees (in contrast to computational
guarantees as in [2]) have been investigated. In [3], the notion of PIR capacity is
introduced as the maximum ratio of the desired message size to the total download
size. Since then, many variants of the classical PIR problem have been studied.
References [4-8] study the setting with colluding databases, [9-11] investigate the
problem with coded databases and [12-15] consider the setting with databases that
are both coded and colluded. PIR with storage constrained databases and Byzan-
tine databases are studied in [16-24] and [25-27], respectively. Multi-message PIR,
where a user requires to download multiple message more efficiently, compared to
the naive method of downloading one message at a time is studied in [28,29]. An-
other interesting variant is symmetric PIR, where the privacy of databases is also
taken into account on top of user’s privacy. Here, the users gain no information

about other messages, except for the one that is required. This is studied in [30-34].



Methods of reducing the download cost of PIR with the aid of side information,
caches, and privacy leakage is studied in [35-42], [43-47] and [48-50], respectively.
In all these works, two assumptions are made: All messages have the same
sizdﬂ, L, and all messages are requested uniformly by the users. These assumptions
are highly idealistic from a practical point of view. For instance, consider a stream-
ing example where the storage database has a catalog of different movies and TV
shows. These media files cannot be assumed to have the same level of popularity
or the same size. Consequently, each message stored in the databases exhibits dif-
ferent semantics, in the sense that each message has a different size and a different
prior probability of retrieval. With this backdrop, we introduce the problem of se-
mantic PIR, in which we investigate how a PIR scheme should be implemented over
databases holding messages with different semantics. The retrieval rate is defined to
be the ratio of the expected message size to the expected download cost. Due to the
privacy constraint, the download cost needs to be the same for all messages; thus,
the expected download cost is equal to the download cost for each individual mes-
sage. Hence, the retrieval rate achieved by a given scheme is equal to the weighted
average of all individual message retrieval rates. We investigate the semantic PIR
capacity as a function of the system parameters: number of databases N, number of
messages K, message priors p;, and message lengths L;. We ask how semantic PIR

capacity compares to classical PIR capacity, and whether there is a PIR capacity

'With the exception of [30], which characterizes the capacity of the symmetric PIR (SPIR)
problem for heterogeneous file sizes (without considering prior probabilities of retrieval) to be
Ry = nmii’t (1 — %), where Ry is the rate of retrieving message k. The achievable scheme
follows by dividing the files into partitions of length N — 1 and repeating the original SPIR scheme
in each partition. This scheme zero-pads shorter messages so that their lengths are equal to that

of the longest message.



gain from exploiting the message semantics.

As the main result of this work, we characterize the exact semantic PIR ca-
pacity for arbitrary parameters. To that end, we present two achievable schemes;
the first scheme is deterministic, in the sense that the query structure is fixed, and
the second scheme is stochastic, in the sense that the user picks a query structure
randomly from a list of possible structures. For the deterministic scheme, we present
a systematic method to determine the subpacketization level for each message. Note
that this is crucial in our semantic problem due to the heterogeneous message sizes,
unlike the majority of the literature that utilizes uniform subpacketization within
their schemes [51]. This scheme uses non-uniform subpacketization where the block
size considered in each download differs from one message to another. The query
structure of the deterministic scheme resembles the query structure of 3], in that,
our scheme uses the same k-sums idea of [3]. The second achievable scheme is
composed of several query options that the user may use with equal probability to
retrieve any message. In this scheme, the messages are divided into several blocks
depending on the number of databases. The message is retrieved using a single set
of queries, which is chosen uniformly randomly from the query options to ensure
privacy. This is similar to the scheme presented in [49] with an extension to more
than two databases (see also [52]). We provide a matching converse that takes into
account the heterogeneity of message sizes, resulting in settling the semantic PIR
capacity. Additionally, we provide two extensions of the semantic PIR problem,
namely, semantic PIR from MDS-coded databases, where each database stores in-
dividual bits of a (N, K') MDS code, and semantic PIR from colluding databases,

4



where T' out of the N databases are allowed to collude. For both extensions, we
derive the exact PIR capacities by providing corresponding optimal schemes and

converse results.

The capacity of semantic PIR given by C' = (]EL[—E] -+ %EL[—E] +---+ Né_l I&—ﬁ) B
is a function of the message sizes, the a priori probability distribution, the number
of databases and the number of messages. The expression implies that for certain
message sizes and priors, the classical PIR capacity may be exceeded by exploiting
the semantics of the messages even if the zero-padding needed in classical PIR
to equalize the message sizes is ignored. Concretely, our results imply: 1) When
message lengths are the same, semantic PIR capacity is equal to the classical PIR
capacity no matter what the message priors are, i.e., priors cannot be exploited to
increase the PIR capacity if the message lengths are the same. 2) For certain cases,
such as when the prior probability distribution favors longer files (i.e., longer files
are more popular), the semantic PIR capacity exceeds the classical PIR capacity
which depends only on the number of databases and the number of messagesﬂ 3)
For all priors and lengths, semantic PIR achieves larger rates compared to what
classical PIR would achieve by simply zero-padding the messages to bring them to
the same length, as it assumes.

In Chapters we present different variants of the basic the problem of pri-

vate read-update-write (PRUW), in which we investigate how information-theoretic

privacy can be guaranteed when a user reads (downloads) and writes (uploads)

2By classical PIR capacity, we mean the classical PIR capacity expression, which may not be
attainable for heterogeneous file sizes in practice.



information to a data storage system. Note that private writing is an immediate
conceptual extension of private reading present in PIR, which has a number of appli-
cations in privacy-preserving distributed learning. To motivate PRUW we address
two issues present in distributed learning, namely, the information leakage of partic-
ipating users and the significantly large communication cost. In distributed learning
techniques such as federated learning (FL) [53-56], millions of users collectively train
a ML model stored at a central server by downloading the model, updating it with
their local data and sending the updates back to the server. Even though the user’s
local data is not directly shared with the server, it has been shown that the updates
sent to the server leak information about the user’s local data in FL [57-H63]. Dif-
ferent methods have been developed to minimize this information leakage such as
classical cryptographic protocols as in secure aggregation [64], differential privacy
(DP) [65] via noise addition, data sampling and data shuffling, e.g., [66/78]. How-
ever, these methods do not guarantee perfect privacy of each individual user’s local
data. In Chapters we introduce new techniques via PRUW, that can be used to
guarantee information-theoretic privacy of the users participating in the FL process.

Apart from the privacy concerns, distributed learning techniques such as FL
incur significantly large communication costs since many users communicate param-
eters and updates with the server in multiple rounds. Moreover, FL requires all users
to download and update the entire model even when the users do not have all types
of data required to update the entire model. Gradient sparsification [79-86] , gradi-
ent quantization [87-90] and federated submodel learning (FSL) [91-95] are among

the solutions proposed in the literature to mitigate these inefficiencies. In gradient



sparsification, the users only communicate a selected set of gradients (most signif-
icant /randomly chosen) as opposed to sending all gradient updates corresponding
to all parameters in the model to the central server. In gradient quantization, the
values of the gradients are quantized and represented using a fewer number of bits.
In FSL, the machine learning model is divided into multiple submodels based on
different types of data used to train it, and each user only downloads and updates
the submodel that can be updated by the user’s own local data. This saves the
communication cost and makes the distributed learning process more efficient.
Although FSL and gradient sparsification are efficient in terms of the commu-
nication cost, they leak more information on the user’s local data to the servers. In
FSL, the index of the updating submodel clearly depends on the types of data that
the users have. Therefore, in FSL both the updating submodel index as well as the
values of the updates need to be kept private from the server in order to guaran-
tee the privacy of each user’s local data. In FL with gradient sparsification, when
the sparse gradients are chosen based on their significance, the indices/positions of
these selected gradients leak information about the user’s private data, in addition
to the information leaked by the values of the gradients. Hence, we need to hide
both the values and the indices of the sparse gradient updates from the server in FL
with sparsification to ensure user-privacy. All of the above privacy requirements can
be fulfilled with the concepts introduced in PRUW. Formally, PRUW refers to the
general process of privately reading a required segment of a data storage system and
writing back to the same/different segment privately, without revealing the segment
indices or the values written, to the storage system. Private FSL and private FL
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with sparsification are both applications of PRUW.

In Chapter |3| we investigate the problem of private FSL along the lines of
PRUW. Private FSL consists of two phases in terms of the communications. 1)
Reading phase in which the user downloads the required submodel from the storage
system without revealing its index. 2) Writing phase in which the user uploads
the updates back to the same submodel without revealing the submodel index or
the values of updates. Note that the reading phase is similar to PIR. Existing
works on private FSL [91-96] provide schemes with different notions of privacy.
References [91},93] consider locally differential privacy, in which a predetermined
amount of information of the user is leaked to the databases. Reference 78] presents
a group-wise aggregation scheme (related to the writing phase in FSL) based on local
differential privacy. The schemes in [92] and [95] consider information-theoretic
privacy of the submodel index and the values of updates. However, they are less
efficient in terms of the communication cost, compared to the schemes presented
in [94] and Chapters that are based on cross subspace alignment (CSA) [97]
for different variants of FSL that consider information-theoretic privacy. Reference
[94] presents a private FSL scheme for the general case with arbitrary number of
colluding databases with the presence of dropouts. An efficient private FSL scheme
that is over-designed with extra noise terms to reduce the communication cost is
presented in Chapter[3] along with its extensions to storage constrained databases in
Chapter [7]and further means of reducing the communication cost with sparsification
in Chapters [4 and [5]

The system model we consider for private FSL consists of N non-colluding



databases storing M independent submodels that contain elements from a finite
field F,. We consider information-theoretic privacy of the values of updates and
the index of the submodel updated by the user, and define the reading and writing
costs to be the normalized total downloads and uploads, respectively. The privacy
constraints are guaranteed by adding random noise to quantities that need to be
kept private. This is a direct application of Shannon’s one time pad theorem which
states that when X is a random variable with an arbitrary distribution and Y is
a uniformly distributed random variable (random noise), both within a finite field,
X +Y is uniformly distributed and is independent of X. In Chapter [3| we improved
the scheme in [95] by reducing the writing cost from = % to é for the case
with N non-colluding databases. The improved scheme is able to perform FSL by
only downloading and uploading approximately twice as many bits as the size of
a submodel when N is large, while guaranteeing information-theoretic privacy of
the updating submodel index and the values of the updates. This is achieved by
introducing the concept over-designing the storage with extra noise terms to aid
the process of combining multiple parameter updates into a single bit (by users
in the writing phase) in the form of a modified Lagrange polynomial, such that it
can be privately decomposed into the respective individual updates and added to
the relevant positions at the databases. The basic PRUW scheme introduced in
Chapter |3|is one of the main building blocks of the schemes presented for different
variants of PRUW described in Chapters [4H6]

In Chapters we investigate further means of reducing the communication

cost in private FSL. In basic private FSL described in Chapter |3] it is assumed that
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each individual user downloads and updates all parameters of the required submodel.
However, the communication cost can be reduced further by only downloading and
updating a selected set of parameters within the submodel. This is in fact gradient
sparsification in FSL, i.e., the combination of the two main applications of PRUW.
In Chapters [4] and [5] we consider two types of sparsification in FSL, namely, top
r and random sparsification. In top r sparsification, only a given fraction of the
most significant parameters/updates are downloaded and uploaded in the reading
and writing phases. In random sparsification, a random set of parameters is read in
the reading phase, and the same/different random set of parameters is updated in
the writing phase. A given amount of distortion is introduced in both sparsification
methods, which in general has little or no impact on the accuracy of the model.
In fact, sparsification is a widely used technique in most learning tasks to reduce
the communication cost, which even performs better than the non-sparse models in
certain cases [80},86,98|.

In private FSL with top r sparsification, each user only uploads the most sig-
nificant r fraction of updates of the updating submodel in the writing phase, and
downloads only a r’ fraction of parameters in the reading phaseﬂ This ensures that
the most significant gradient variations in the training process are communicated
while incurring significantly reduced communication costs compared to non-sparse
training. In general, top r sparsification requires users and the server to commu-

nicate the updates/parameters as well as their positions in order to update the

3The »' fraction of parameters can be the union of the sparse sets of parameters updated by all
users in the previous iteration, or they can be chosen in a specific way as in [80].
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model correctly. Note that even if the values of the sparse updates/parameters are
privacy-protected as in non-sparse private FSL described in Chapter [3| specifying
the positions leak information of the user’s local data. For example, in the writ-
ing phase, the databases learn that the updates corresponding to the non-specified
positions are less significant compared to the ones that are specified. Therefore, in
private FSL with top r sparsification, three components need to be kept private,
1) updating submodel index, 2) values of sparse updates 3) positions of sparse up-
dates. In Chapter [4, we provide a scheme that performs private FSL with top r
sparsification while guaranteeing information-theoretic privacy of the three compo-
nents stated above. Privacy of components 1 and 2 are satisfied by random noise
addition, i.e., one time padding, and for the third component, we introduce an up-
date/parameter shuffling mechanism, in which the true positions are permuted and
transmitted in a specific way such that the permutations can be reversed at the re-
ceiving end, while guaranteeing information-theoretic privacy of the true positions.

The proposed scheme significantly reduces the reading and writing costs of private

2r
1
-4

FSL from —25 (without sparsification) to ~ where r is the sparsification rate,

%
which is in general around ~ 1072 to ~ 1073.

Essentially, private FSL with top r sparsification discussed in Chapter [ is an
extension of basic private FSL presented in Chapter 3] with the additional challenge
of guaranteeing the information-theoretic privacy of the positions of the selected sets
of updates/parameters resulting from top r sparsification. The main contributions of
this work are as follows; 1) introduction of the concept and the system model for top

r sparsification in PRUW in relation to private FSL, 2) scheme that performs private
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FSL with top r sparsification while guaranteeing information-theoretic privacy of
the updating submodel index, values of the sparse updates, and the positions of the
sparse updaes, 3) introduction of a permutation/shuffling mechanism to privately
convey information about the indices of a set of selected elements of a vector in a
distributed setting.

In Chapter [5] we investigate random sparsification in private FSL. Here, the
user only downloads and uploads a randomly selected set of parameters and up-
dates of the required submodel, without revealing the submodel index, the values
of the sparse updates and the indices of the sparse parameters/updates. The un-
read (unwritten) parameters (updates) result in a certain amount of distortion in
the reading (writing) phase. Therefore, we formulate this problem in terms of a
rate-distortion characterization in PRUW, where the goal is to minimize the total
communication cost for a given amount of allowed distortion. The distortion is de-
fined as the Hamming distance between the actual and downloaded/uploaded data.
We consider N non-colluding databases storing M independent submodels, with
given reading and writing distortion budgets denoted by D, and Dw, respectively.
In the proposed scheme, based on the allowed distortions in the two phases, we find
the optimum subpacketﬁ sizes, and download and upload only a single bit per sub-
packet, per database in the reading and writing phases, respectively. These single
bits are combinations of randomly chosen subsets of parameters/updates within the

respecitve subpakcet, and are structured in a specific way such that they can be

4A subpacket is a block of bits of all submodels stored in databases, on which the proposed
scheme is defined. The scheme is repeatedly applied on all such subpackets in the entire storage.
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privately decomposed into the sparse individual parameters/updates at the receiv-
ing end. The queries and storage in the proposed scheme are designed such that
they are compatible with the sparse update decomposition process. Moreover, the
storage structure in databases is carefully designed to accommodate the possible
differences between the subpacket sizes in the reading and writing phases. We show

that a linear rate-distortion trade-off in private FSL is achievable, i.e., a reading

2
2
I-%

(writing) cost of = (1 — D) is achievable where D is the allowed amount of
distortion in the reading (writing) phase.

Next, we extend the ideas of PRUW in FSL with top r sparsification to FL in
Chapter [0 As explained before, top r sparsification is a widely used sparsification
technique in FL, where only the most significant r fraction of parameters/updates
are shared between the users and the central server to reduce the communications in
the FL process. However, the values as well as the positions (indices) of the sparse
updates leak information about the user’s local data. The positions of the sparse
updates leak information about the most and least significant sets of parameters
for a given user, which can be used to infer information about the user’s private
data. Thus, in order to guarantee the privacy of users participating in the sparse
FL process, two components need to be kept private, namely, 1) values of sparse
updates, 2) indices of sparse updates. In this chapter, we develop schemes to perform
the user-database communications in FL with top r sparsification while guaranteeing
information-theoretic privacy of the values and the indices of the sparse updates.

The system model consists of multiple non-colluding databases storing the

FL model, and a single user that communicates with the databases in the training
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process. The proposed schemes are based on a permutation technique, in which a
coordinator initializes a random permutation of sets of parameters, and sends it to
the users. The coordinator then places noise added permutation reversing matrices
at each database in such a way that the databases learn nothing about the underlying
permutation. All communications between the user and the databases take place
in terms of the permuted indices, which guarantees the privacy of the indices of
the sparse updates. However, the parameters in each database get updated in the
correct order, with the aid of the noise added permutation reversing matrices. The
main drawback of this method is the considerably large storage cost incurred by the
large permutation reversing matrices. To that end, we propose schemes that reduce
the storage cost by decreasing the size of the noise added permutation reversing
matrices, at the expense of a given amount of information leakage. This is achieved
by dividing the ML model into multiple segments and carrying out permutations
within each segment. The number of segments is chosen based on the allowed
amount of information leakage and the storage capacity of the databases.

We present four schemes to perform user-database communications in pri-
vate FL with top r sparsification with different properties such as lower commu-
nication costs, lower storage costs or lower amounts of information leakage. The
four schemes differ from each other based on the storage structure (MDS coded or
uncoded) and the permutation mechanism (only within-segment permutations or
within and inter-segment permutations) used. MDS coded storage decreases the
storage cost while increasing the communication cost, and the two-stage permu-
tations (within and inter-segment permutations) decrease the information leakage
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significantly compared to single-stage permutations (only within-segment permuta-
tions), while slightly increasing the communication cost. Based on the specifications
and limitations of the given FL task, one can choose the most suitable scheme. In
general, we present the trade-off between the communication cost, storage complex-
ity and information leakage in private FL. with sparsification.

In Chapeter [7, we consider the problem of PRUW with storage constrained
databases, focusing on the application of private FSL. This problem is motivated by
the fact that it requires multiple non-colluding databases to store the submodels to
guarantee information-theoretic privacy of the user-required submodel index and the
values of the updates in FSL. In practice, these non-colluding databases may have
arbitrary storage constraints, which requires a flexible PRUW scheme that efficiently
utilizes the available storage space in all databases to achieve the minimum possible
communication cost in FSL. The main goal of this work is to determine storage
mechanisms and compatible PRUW schemes that are applicable to any given set of
arbitrary storage constraints.

This work is closely related to the work presented in [9,(17-20}24./42] in the PIR
literature on storage constrained databases. In this work, we extend these ideas to
PRUW with the goal of minimizing the total communication cost while guaranteeing
the additional privacy and security requirements present in PRUW. Divided storage
and coded storage are the two main approaches to storing data in databases with
storage constraints. In divided storage, the data is divided into multiple segments,
and each segment is only replicated in a subset of databases. In coded storage, multi-

ple data points are combined into a single symbol using specific encoding structures,
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and stored at all databases. The concept of combining coded storage and divided
storage to meet homogeneous storage constraints in PIR was introduced in [20].
It is shown that this combination results in better PIR rates compared to what is
achieved by coded storage and divided storage individually. In this work, we explore
such ideas for both homogeneous and heterogeneous storage in PRUW in the con-
text of a private FSL problem. We propose a hybrid storage mechanism for private
FSL that uses both divided and coded storage to store the submodel parameters,
followed by a compatible PRUW scheme that achieves the minimum total commu-
nication cost within the algorithm for any given set of storage constraints, while
guaranteeing the information-theoretic privacy of the user-required submodel index
and the values of the updates.

We consider both heterogeneous and homogeneous storage constraints. The
former corresponds to the case where different databases have different storage con-
straints, while the latter corresponds to the case with the same storage constraint
across all databases. We provide two different schemes for the two settings, as they
are rooted differently to increase the communication/storage efficiency of each case
separately. Both schemes are composed of two main steps, namely, the storage mech-
anism, which assigns the content stored in each database, and the PRUW scheme,
which performs the read-write process on the stored data. The PRUW scheme is
based on the scheme presented in Chapter |3] with the parameters optimized to
achieve the minimum total communication cost, when the submodel parameters are
(K, R) MDS coded. In the heterogeneous case, the basic idea of the storage mecha-

nism is to find the optimum (K, R) MDS codes and the corresponding fractions of
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submodels stored using them. The general scheme that we propose in this work is
applicable to any given set of storage constraints, and is based on a PRUW scheme
that achieves lower and higher communication costs when the data is (K, R) MDS
coded with odd and even values of R — K, respectively. To this end, we show that
the use of (K, R) MDS codes with even R — K can be avoided, and the total com-
munication cost can be reduced if the given storage constraints satisfy a certain set
of conditions. The class of homogeneous storage constraints satisfies this set of con-
ditions. Hence, we discuss the case of homogeneous storage constraints separately
in detail and propose a different storage mechanism that is more efficient compared
to the general scheme designed for heterogeneous storage constraints.

In Chapter [§, we go beyond privacy, and consider deception in information
retrieval. We introduce the problem of deceptive information retrieval (DIR) in this
chapter, which is a conceptual extension of PIR. In PIR, the databases’ prediction of
the user-required file based on the received queries is uniformly distributed across all
files. Hence, the probability of error of the database’s predictions in a PIR setting
with K files is 1 — . In weakly private information retrieval [48,99], a certain
amount of information on the user-required file index is revealed to the databases to
reduce the download cost. In such cases, as the databases have more information on
the file index that the user requests, the error probability of the database’s prediction
is less than 1 — % In this work, we study the case where the error probability of

1

databases’ prediction is larger than 1 —

Note that with no information received by the user at all, the databases can
make a random guess on the user-required file index, and reach an error probability
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Figure 1.1: Download costs and prediction error probabilities for different types of
information retrieval.

of 1 — % Therefore, to result in a prediction error that is larger than 1 — %, the
user has to deceive the databases by sending fake information on the required file
index. The goal of this work is to generate a scheme that allows a user to download
a required file k£, while forcing the databases’ prediction on the user-required file
index to be ¢, where k # ¢, for as many cases as possible. This is coined as deceptive
information retrieval (DIR). DIR is achieved by sending dummy queries to databases
to manipulate the probabilities of sending each query for each file requirement, which
results in incorrect predictions at the databases. However, sending dummy queries
increases the download cost compared to PIR. Fig. shows the behavior of the

prediction error probability and the corresponding download costs for different types

of information retrieval [l

5The regions marked as “weakly PIR” and “DIR” in Fig. show the points that are concep-
tually valid for the two cases and does not imply that every point in those regions are achievable.
The achievable points corresponding to “weakly PIR” and “DIR” lie within the marked regions.
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The concept of deception has been studied as a tool for cyber defense [100-104],
where the servers deceive attackers, adversaries and eavesdroppers to eliminate any
harmful activities. In all such cases, the deceiver (servers in this case), gains nothing
from the deceived, i.e., attackers, adversaries and eavesdroppers. In contrast, the
main challenge in DIR is that what needs to be deceived is the same source of
information that the user retrieves the required data from. This limits the freedom
that a DIR scheme could employ to deceive the databases. To this end, we formulate
the problem of DIR based on the key concepts used in PIR, while also incorporating
a time dimenston to aid deception.

The problem of DIR introduced in this chapter considers a system of non-
colluding databases storing K independent files that are time-sensitive, i.e., files
that keep updating from time to time. We assume that the databases only store the
latest version of the files. A given user wants to download arbitrary files at arbitrary
time instances. The correctness condition ensures that the user receives the required
file, right at the time of the requirement, while the condition for deception requires
the databases’ prediction on the user-required file to be incorrect with a probability

that is greater than 1— <, specified by the predetermined level of deception required

e
in the system.

The scheme that we propose for DIR deceives the databases by sending dummy
queries to the databases for each file requirement, at distinct time instances. From
the user’s perspective, each query is designed to play two roles as real and dummy
queries, with two different probability distributions. This allows the user to manip-

ulate the overall probability of sending each query for each message requirement,
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which is known by the databases. The databases make predictions based on the

received queries and the globally known probability distribution of the queries used

L

for each file requirement. These predictions are incorrect with probability > 1 — %

as the probability distributions based on which the real queries are sent are different
from the globally known overall distribution. This is the basic idea used in the pro-
posed scheme which allows a user to deceive the databases while also downloading
the required file. The download cost of the proposed DIR scheme increases with the
required level of deception d, and achieves the PIR capacity when d = 0.

The conclusions of this dissertation are provided in Chapter [0
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CHAPTER 2

Semantic Private Information Retrieval

2.1 Introduction

In this chapter, we consider the problem of semantic PIR. In semantic PIR, a user
retrieves a message out of K independent messages stored in N replicated and
non-colluding databases without revealing the identity of the desired message to
any individual database. The messages come with different semantics, i.e., the
messages are allowed to have non-uniform a priori probabilities denoted by p; >
0,7 € {1,...,K}, which are a proxy for their respective popularity of retrieval,
and arbitrary message sizes L;, i € {1,...,K}. This is a generalization of the
classical PIR problem, where messages are assumed to have equal message sizes.
We derive the semantic PIR capacity for general K, N, p; and L;, along with two
achievable schemes and a converse proof. We also derive necessary and sufficient
conditions for the semantic PIR capacity to exceed the classical PIR capacity with
equal priors and sizes. Our results show that the semantic PIR outperforms classical
PIR when longer messages are more popular. However, when messages are equal-

length, the non-uniform priors cannot be exploited to improve the retrieval rate
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over the classical PIR capacity. We provide two extensions of the semantic PIR
problem, namely, semantic PIR from MDS-coded databases and semantic PIR from
colluding databases. For both extensions, we derive exact PIR capacities in addition

to providing the corresponding optimal schemes.

2.2 Problem Formulation

We consider a setting, where N non-colluding databases store K independent mes-
sages (files), Wy, ..., Wk, in a replicated fashion. The messages exhibit different
semantics, i.e., the messages have different sizes and different a priori probabilities
of retrieval. The a priori probability of W; is denoted byE| pi, such that p; > 0
for © = 1,..., K. The a priori probability distribution is globally known at the
databases and the user. We assume that all message symbols are picked from a
finite ﬁeldﬂ F,. The message size of the ith message is denoted by L;. Without loss
of generality, we assume that the messages are ordered with respect to their sizeg’
such that L; > Ly > -+ > Lg. We assume that the messages stored in databases
are mutually independent (which in turn implies pairwise independence). Hence,

assuming that the message sizes are expressed in s-ary symbols,

HW)=1L;, i=1,.. K (2.1)

!We assume that p; > 0 for all i € [K] without loss of generality, as p; = 0 for some j implies
that this message, Wj, is either non-existent or never requested by the user. Hence, the setting
can be reduced to a semantic PIR problem with K — 1 messages, each with p; > 0.

2In this work, it suffices to work with the binary field, hence, symbols can be interpreted as
bits.

3This is for ease of expression of the capacity formula in . The largest length should have
the largest coefficient in the expression in in order to have the largest achievable rate and the
tightest converse.
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HWy,...,Wg)=>_ HW;) =Y L (2.2)

In semantic PIR, a user needs to retrieve a message W,; without revealing the
index 7 to any individual database. To that end, the user sends a query to each
database. The query sent to the nth database to retrieve W; is denoted by Q%]
for n =1,..., N. Prior to retrieval, the user does not have any information about
the message contents. Hence, queries sent to the databases to retrieve messages are
independent of the messages, i.e., the mutual information between messages and

queries is zero,
IWh, . Wi QB oy =0, i=1,.... K (2.3)

Once the databases receive the queries, they generate answer strings to send
back to the user. Specifically, the nth database prepares an answer string A,[.f] which

is a deterministic function of the stored messages W7, ..., W, and the received query

gy Therefore,
HAMQW Wy, ... Wg)=0,i=1,....K, n=1,...,N (2.4)

For a feasible PIR scheme, two conditions need to be satisfied, namely, the
correctness and the privacy constraints. These are formally described as follows.
Correctness: The user should be able to perfectly retrieve the desired mes-

sage as soon as the answer strings to the queries are received from the respective

23



databases. Therefore,

HWi| AL Al Qi Q=0 i=1,.. . K (2.5)

Privacy: To protect the privacy of the desired message index i, the queries
should not leak any information about i. Formally, for the nth database, the a
posteriori probability of the message index 7 given a query QE] should be equal
to the a priori probability of the message index i. That is, the random variable
representing the desired message index, 6, should be independent of the received set

of queries. Therefore,

PO=ilQi=P@O=1i),i=1,....K, n=1,...,N (2.6)

The privacy constraint (2.6) along with the independence of messages and queries

[2:3) implics,

(QU, AW, Wie) ~ (QF, AL WA, W),

n=1,....,N, di,j=1,...,K, i4j (2.7)

An achievable semantic PIR scheme 7 is a scheme that satisfies the correctness
constraint (2.5)) and the privacy constraint (2.6) (or equivalently (2.7))). Due to the
heterogeneity of message sizes and a priori probabilities, in this work, we define the

performance metric, the expected retrieval rate R(w) for any scheme 7 € II, where
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IT is the set of all PIR schemes satisfying the correctness and privacy constraints
given in (2.5) and (2.6)), as the ratio of the expected retrieved message size to the

expected download size, i.e.,

R(m) = —=, well (2.8)

where E[L] is the expected number of useful bits downloaded and E[D] is the ex-
pected number of total bits downloaded. The expectation E[-| in E[L] is with respect
to the a priori probability distribution. Note that E[L] is fixed for any scheme as
it is completely determined by the set of message lengths and prior probabilities
which are given in the semantic PIR setting. The expectation E[-] in E[D] is with
respect to the distribution of the queries. Note that E[D] does not depend on the
prior distribution as for any desired message, the download cost must remain the
same to preserve privacy. Therefore, E[D] of a given scheme is completely deter-
mined by the structure of the scheme. The semantic PIR capacity is defined as the
supremum of the expected retrieval rates over all achievable PIR schemes in I, i.e.,
C = sup,¢p R(m). Moreover, the optimal semantic PIR scheme 7* € II is an achiev-

able scheme that minimizes the expected download cost, i.e., 7* = arg min,cy E[D].

2.3  Main Results and Discussions

In this section, we present the main results of this work. Our first result is a complete
characterization of the semantic PIR capacity. The semantic PIR capacity depends

on the message sizes and prior probability distribution.
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Theorem 2.1 The semantic PIR capacity with N databases, K messages, mes-
sage sizes L; (arranged in decreasing order as Ly > Ly > --+ > L), and prior

probabilities p;, 1s

L1 1 L2 1 LK o
o=(gp " wag* o) 2

1 Ly 1 Lk

~1
Ly
N TVt T — (2.10)
(ZfilpiLi NZfilpiLi NEL Zfil piLi>

where B[L] = S8 piL;.

The achievability proof of Theorem is presented in Section and the
converse proof is presented in Section [2.5] Next, we have a few corollaries and
remarks.

The following corollary gives a necessary and sufficient condition for the cases

at which the semantic capacity exceeds the classical PIR capacity.

Corollary 2.1 (A Necessary and Sufficient Condition for Capacity Gain)
The semantic PIR capacity is strictly larger than the classical PIR capacity (with

uniform priors and message sizes) if and only if,

S
> i1 (Li —E[L]) <0 (2.11)
i=1
which 1s further equivalent to,
K K D
>N L (Li-L) <0 (2.12)
i=1 j=1 N
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Proof: The proof follows from comparing the semantic PIR capacity expression in

(2.9) and the classical PIR capacity, Cp;g, in [3],

1 N\
Cprp = (1+N+...+NK_1> (2.13)
Hence, C' > Cprr implies
Ly 1 L 1 Lg 1 1
— s S [ A 214
DL T A =T
Ordering the terms leads to,
S|
> i1 (Li —E[L]) <0 (2.15)

i=1

Noting L; = Zjil p;Li, since p; sum to 1, and E[L] = Zjl.ilijj by definition of

expectation,
K K )
>N ~ig(Li— L) <0 (2.16)
i=1 j=1

|

Remark 2.1 The condition in (2.11)) is a statement about the sum weighted (by
ﬁ) deviation of message size from its expected value. Note that the expected
value of the message size E[L] is a function of the message sizes L; and the prior

distribution p; fori=1,..., K.
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Remark 2.2 The intuition behind the condition in Corollary[2.1] is as follows. The
set of message lengths and prior probabilities need to result in a large enough expected
message length, which further implies that the longer messages need to be more

popular, in order for the semantic PIR rate to outperform the classical PIR rate.

Remark 2.3 More explicit conditions can be derived for specific cases. For erxam-

ple, consider the case K = 2, N = 2, and assume that Ly > Lo (strictly larger).

Then, (2.11)) simplifies to,

1
(Ll - (plLl +p2L2)) + §(L2 - (p1L1 +p2L2)) <0 (2.17)
1
p2<L1 — L2> + §p1(L2 — Ll) <0 (218)
1
P2 = 5h <0 (2.19)
2
D1 >§ (2.20)

where (2.19) follows from Ly > Lo. This means that for N = 2 and K = 2, the

capacity of semantic PIR is greater than the capacity of classical PIR when the a

2

priori probability of the longer message is greater than

wrrespective of the values
of L1 and L.
As a further explicit example, if the more likely message is 4 times more likely

and 4 times longer than the less likely message, i.e., if p1 = 4ps and Ly = 4Ls, then

the semantic PIR capacity is C' = % while the classical PIR capacity is Cprg = % =

30 : : 2 34
VR That s, for this case, Cprg = 3 < C = =

Remark 2.4 We further expand on Remark[2.5 above by noting the following fact.
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The classical PIR capacity is a formula, as given in , that depends only on
the number of databases N and the number of messages K, and is not necessarily
achievable by the classical PIR scheme for any given message priors and lengths.
To see this, we note that the classical PIR scheme requires equal message sizes. In
the example in Remark 2.3 where py = 4ps and Ly = 4L, if we zero-pad the shorter
message to make the message lengths the same, we achieve Ryep = pl% —|—p2% = %
by noting D = %Ll as the length of the longer message is the common message
2

length now, and the classical PIR capacity for this case is 5. Thus, we observe

Ryen, = ;—g < Cpipr = % < (C = % for this case.

As a follow up to Remark [2.4] we note that the achievable scheme proposed
in this work always outperforms zero-padding shorter messages and applying the
classical PIR scheme for so-constructed equal-length messages. This is proved in

the following corollary.

Corollary 2.2 Semantic PIR capacity outperforms classical PIR rate with zero-

padding.

Proof: We first calculate the general achievable rate for the classical PIR scheme
with zero-padding, R... Noting L; > Lo > --- > Lg, we zero-pad messages
2,..., K until the message sizes are all equal to L;. Next, we apply the classical
PIR scheme with the common message size L;. Then, the download cost (and the

expected download cost) becomes,

(2.21)



Now, using Cpsg in (2.13)) in equation (2.21) above, we obtain,

_E[L]

Roon =g (2.22)
(L 1L 1 L\ -
~ (et wem * v (223)

Note repeated L; in the expression in (2.23). Comparing R, in (2.23) with the
semantic PIR capacity in (2.9)), we deduce that Ry, < C as Ly > Ly > -+ > Lg.

Remark 2.5 [f all messages have equal lengths, irrespective of the prior probabili-
ties, the capacity of semantic PIR becomes equal to that of classical PIR. Note, in
this case, L; = RE[L] and the capacity expression in reduces to the classical
PIR capacity expression in . Thus, in order to exploit variability in priors to
achieve a PIR capacity higher than the classical PIR capacity, we need variability in

message lengthsﬁ

Remark 2.6 Similar to classical PIR, the semantic PIR capacity increases with

the number of databases, N. As the number of databases approaches infinity, the

capacity approaches %f]. The reason why this asymptotic capacity is less than 1 is

that the download cost must remain constant at Ly (as the longest message achieves

a rate of 1) irrespective of the desired message. The semantic PIR capacity decreases

as the number of messages, K, increases. As K approaches infinity, the semantic

41t is worth noting that classical PIR schemes need to be designed to satisfy the privacy con-
straint irrespective of the prior distribution. Nevertheless, the performance of the classical PIR
schemes does not depend on the prior distribution as they consider uniform message sizes. This
is in contrast to the semantic PIR problem, where the heterogeneity of the message sizes can be
exploited to enhance the retrieval rate based on the properties of the prior distribution.
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PIR capacity is lower bounded by

C> %f] <1 _ %) (2.24)

2.4 Achievability Proof

In this section, we present two PIR schemes that achieve the semantic PIR capacity
given in Theorem 2.1} For each scheme, we first formally present the scheme, then
we verify its correctness and privacy, calculate its achievable rate, and give explicit

examples for illustration.

2.4.1 Achievable Semantic PIR Scheme 1

The scheme is based on the iterative structure of the achievable scheme in [3]. In
this scheme, the user downloads k-sums from the messages for k = 1,..., K. The
novel component in our scheme is the calculation of the number of stages needed to
be downloaded from each message based on the message sizes.

This achievable scheme is parameterized by (K, N,{L;}X,). Based on these
parameters, the user prepares queries to retrieve the desired message privately. The

basic structure of our achievable scheme is as follows.

1. Message indexing: Order the messages in the descending order of mes-
sage sizes. That is, index 1 is assigned to the longest message and index

K is assigned to the shortest message (L; > Ly > --- > Lg). Calculate

31



retrieval parameterdﬂ V1, Vs, ...,V corresponding to each message such that
vy > vg > -+ > vg. The retrieval parameters denote the number of stages
that needs to be downloaded from each message. The explicit expressions for

these parameters are as follows:

1 N-1 N-1 N-1
U1 N N2 N3 T NK Ll
1 N-1 N-1
U2 0 N2 N3 ~NE Ly
va | = 1 0 0 1 N1 (2.25)
3 a N3 NK 3
VK 0 0 0 ... 3= Ly

where o can be chosen as the ged of the vector elements resulting from the
matrix multiplication in the right side of ([2.25]). This choice will become clear

in Section R.4.1.11

For the rest of this section, assume that the user wishes to download W;.

2. Index preparation: The user permutes the indices of all messages inde-
pendently, uniformly, and privately from the databases. I.e., if the num-
ber of elements in a subpacket of W; is ¢;, let W, be denoted by, W; =
(Wi(1),...,W;i(£;)) for i € {1,...,K}. For each message W;, the user uni-
formly and randomly chooses a permutation of the ¢; indices out of the /¢;!

options, indicated by (7;(1),7:(2),. .., vi(¢;)), which is independent of all other

5This set of parameters determines the nonuniform subpacketization of a given semantic PIR
setting with arbitrary message lengths. It also controls the numbers of stages in the next steps
of the scheme (numbers of ¢-sums, ¢ € {1,..., K}) such that the scheme is private and capacity
achieving.
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message permutations. Then, the permutation of the elements of W; is given
by, T(W;(1),...,W;(4;)) = (Wi(7i(1)), ..., Wi(~i(¢;))). This process simply
shuffles the elements of message vectors uniformly and randomly irrespective
of the message requirement. All queries generated by the user in the scheme

are based on these permuted indices.

. Singletons: Download vy, different bits from message W}, from the nth database,
wheren =1,...,N and k= 1,..., K. Table shows the singletons down-
loaded from the required message W; and any other message W;, i # j. Note

that the permuted elements of W; and W; are denoted by a’s and b’s respec-

tively.
Message | Database 1 | Database 2 e Database N
W; A1y« 5y | Quitls -+ o520 | oo | O(N=1)vj+1) - - - AN,
VV“Z%] blw--abvi bUi+1""7b2Ui b(N—l)vi—i-la"‘?vai

Table 2.1: Singleton queries.

. Sums of two elements (2-sums): There are two types of blocks in this
step. The first block is the sums involving bits of the desired message, W,
and the other block is the sums that do not have any bits from W;. In the first
block, download (N —1) min{v;, v,} bit-wise sums of W; and W; each from the
N databases for all 7 # j. Each sum comprises an already downloaded W; bit
from another database and a new bit of W;. Le., if v; > v; user sends queries of
the form (anuv,+1+bu,41)s - (ANvj 40 T020,)5 - - (AN0 (N -2)0i+1 FON-1)0i41),

-y (anv+(N=1)v; + bnv,) to database 1. Note that each min{v;,v;} = v; side
information bit downloaded from each of the databases 2 to N in the previous
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step have been utilized exactly once in the 2-sums of database 1. Queries of
the same form are sent to all databases, which contain new bits of W and all
the already downloaded bits of W;, i # j from the rest of the databases. Each
side information bit from the previous step is utilized only once in a given

database.

If min{v;, v;} = v; user can randomly pick any v; side information bits out of
the v; bits from each database and follow the same steps as above, ensuring
that any given side information bit from a different database in the previous

step is utilized only once in a given database.

For the second block, for all possible message pairs (W;,, W,,) for iy # iy # 7,
download (N — 1) min{v;,, v, } number of bit-wise sums of W;, and W, each

from the N databases. Each sum comprises of fresh bits from W;, and W;,.

. Repeat step 4 for all k-sums where k = 3,4,..., K. For each k-sum, down-
load k bit-wise sum from k& messages. If one of these messages is the desired
message, the remaining (k—1)-sum is derived from the previous (k—1)th round
from a different database. Otherwise, download (N — 1)*!min{v;,,...,v; }

sums from new bits of the undesired messages.

2.4.1.1 Rate of Semantic PIR Scheme 1

In this PIR scheme, the total number of downloaded bits remains constant for all

message requirements of the user in order to guarantee privacy. Therefore, E[D] in

(2.8)) can be calculated by counting the total number of bits in the set of queries sent
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to the databases by the user to download any message. Within the set of queries,

there are 3. Nv; number of singletons and 3.1, N(N — 1)" oy (i~) number of

sums of ¢ elements. Therefore,

E[D] = Z Nu;+ ) Y N(N = 1)y (Z B} 1) (2.26)

t=2 i=t

=N é v; + i i(l\f — 1)ty (i i} 1)] (2.27)

=N il v; + izu (gu\f —1)! (Z ; 1) — 1)] (2.28)

NAY v+ v (N = 1)] (2.29)

K
> uN' (2.30)
i=1

In order to calculate E[L], assume that the desired message is W;. There are
Nwvj number of singletons of W; in the set of queries sent to the databases to retrieve
W;. The scheme can recover N(N — 1)"'v; (/")) + N(N — 1)’5_127{;“ vi (1))
number of W; bits using the tth block of the scheme (sum of ¢ elements) when ¢ < j,
where the first term in the sum corresponds to t-sums with the shortest message
being W; and the second term corresponds to t-sums with the shortest message
being some other message (# W,). When ¢ > j this scheme is able to retrieve
SE N(N=1)"y, (:~2) number of W; bits as there should be at least ¢ — j number

of messages in the sum that are shorter than L;. Therefore, the total number of
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useful bits of W; retrieved, Uj, is given by,

U; =Nv; + tz;: (N(N — 1)ty (ff B i) + :ZKEI N(N — 1)y, (; - 2))
+ til é N(N — 1)ty (Z B} ;) (2.31)
—Nu; (1 + tzj;(N — 1)t (‘Z B i)) + tzj;il N(N — 1)ty (z - ;)
+ i i N(N — 1)ty (; - ;) (2.32)
t=j+1 i=t
=N, <1+(N—1)(]:1) +(N—1)2(j;1) +"'+(N_1)j_l<j:1)>
+ Nvjy (Z;N — 1)t <‘z B ;)) + Nvjig (g(zv — 1)t <t i 2)) +...

s (S (£ 3) e
(" )+,..+(N_1)K—1(§:§)) (2.33)

() e o

+(N — 1)”16» ++ Ny ((N— 1)(K0_2) +(N - 1)2(K 2)

+...+(N_1>K—1(§:§)> (2.34)
=N’0; + N(N = 1)(N = 14+ 1Y 0 + N(N = 1)(N — 1+ 1)vj0 + ...

+ N(N = 1)(N — 1+ 1)K 20k (2.35)
=Nv; + (N —1) i N1y, (2.36)

36



K

Thus, the scheme retrieves N7v;+ (N —1) 33;25 | N~ 'v; number of useful bits

of the required message at a time. Hence, we define subpacketization for message

W; as U;, where
K
Up=Nuvj+(N=1) Y N, j=1,... K (2.37)
i=j+1

We then need the message sizes to be a common multiple of their own subpacketi-

zations,
Lj:an, j:].,,K (238)

We note that a should be the same for all j in (2.38)) to guarantee privacy.

The requirements in (2.37) and (2.38]) can be written succinctly as a matrix

equation,
Ly N N(N-1) ... NE-Y(N-1)| | v
L2 0 N2 NK_I(N—l) (O]
—a (2.39)
LK 0 0 . NK VK
Since L,..., Lk are parameters (inputs) to the scheme, the internal parameters
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vy, ...,V can be calculated by inverting the matrix as,

1 N—-1 N—-1 N—-1
U1 N T N2 ~ N3 T NEK Ll
1 N-1 N—-1
U2 0 Nz ~ N3 —NE Ly
va | = ! 0 0 L _N-1 g (2.40)
3 a N3 NK 3
UK 0 0 0 . e | |Lx

Here, a should be chosen to be the greatest common divisor (ged) of the elements of
the vector resulting from multiplying the matrix and the vector on the right side of
. This allows the shortest subpacketization levels for all messages for increased
flexibility.

The total number of bits downloaded calculated in and the number of
useful bits downloaded calculated in ([2.36) are both within one subpacketization
level. This subpacketization level downloads are repeated « times to download the

entire file; see also (2.38)). Thus, we calculate the achievable rate of this scheme as,

. :% (2.41)
:;Z;KZ—@Z (2.42)
= é Zfil piL; 0.15)

S AN N L = S (N = )N L) -
N = (2.44)

YL Li— (N1, ZJK:i-H N L;N' '
L (2.45)

S Li— (N =1) (ZfZQ N=HL + S N2 NflLK>
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_ E[L]
L+ Ly(1—=(N=1N )+ + Lg (1= (N =1)(N-E-D ... 4 N-1))

(2.46)
E[L]
- I, . Ly o ... Lx_ (2.47)
Ll + N + N2 + + NE-T
L1 1 L2 1 LK -
_ 1 . 2.4
(E[L} TNEL T VR [L]) (2.48)

where ([2.43)) follows by applying (2.38)) in the numerator and writing v; in terms of
L; using (2.40)) in the denominator. This concludes the derivation of the achievable

rate.

Remark 2.7 We assume that message L; has a length which is a multiple of N°
to aid smooth computation of vi,...,vi. This is automatically satisfied by the

assumption of all message lengths being multiples of N¥ in [5].

2.4.1.2 Proof of Privacy

Since Ly > Ly > -+ > Lk we have vy > vy > --+ > vg. A given database receives
a set of queries for vy, vg, ..., vg numbers of bits of Wy, Wy, ..., W, respectively,
as singletons and (N — 1) ! min{v;,,...,v;,} bit-wise t-sums of W;,,..., W;,, for
t = 2,...,K. According to the query generation procedure, no bit of any mes-
sage is requested from a given database more than once as a singleton or as an
element of a sum. Any given database receives the exact same set of queries in
type, irrespective of the desired message of the user. Therefore, two sets of queries

corresponding to two different message requirements received by a given database
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can only differ from the permutations used in each message in the index prepa-
ration step. Let (wy,ws,...,Wg) be a sample realization of permutations used
in the query generation process when the message requirement 6 is W, where
w; = [y(Wi(1), Wi(2),...,W;(4)) for i € {1,..., K} with permutation functions
['; that independently and randomly permute the ¢; elements of W;, where ¢; is the
subpacketization of W;. Therefore, the probability of sending the set of queries ¢ for
a given message requirement # = k is equal to the probability of choosing the corre-
sponding sample realization of permutations of the message bits when downloading

Wy. This probability is calculated by,

P(Q, = q|0 = k) =P(permutation = (w1, wy, ..., Wg)|0 = k) (2.49)
K

H P(permutation of W; = w;|0 = k) (2.50)
=1
K

1

= | 2.51

1(z) () (=) 251

forn € {1,..., N}, where @, is the random variable representing the set of queries

sent to database n. This yields,

P(Q.=ql0=i)=P(Qn=ql0 =7), i,jell,....K}, ne{l,...,N} (2.52)

as P(Q, = q|0 = k) is independent of k by the above calculation. The a posteriori

probability of the user needing W; given a realization of the set of queries received
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by any given database is given by,

P(0=il@=q) =

Using (2:52),

(2.53)

(2.54)

(2.55)

which ensures that this scheme is private, since it implies that 6 and () are indepen-

dent.

2.4.2 Examples of Semantic PIR Scheme 1

2.4.2.1 Example 1: N =2, K =2, L1 = 1024 bits, L, = 256 bits

First, the message indices are independently and uniformly permuted. The first and

the second messages after permutations are denoted by bits a; and b;, respectively.

e Message indexing and calculation of v;: Messages are indexed such that the

first message is the longer one, and the second message is the shorter one.

Below, we will give query tables for downloading W; and W5. We calculate vy
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and vy as,

11
vl 1|y x| |
== 2.56
A (2.56)
(%) 0 1 L2
where o :gcd{% — %, %} By direct substitution, we get,
v | |448
= — 2.
. (2.57)
(%] 64

Hence, a =gcd{448,64} = 64. Therefore, v; = 7 and v, = 1. The sub-
packetization levels of W, and Wy are Uy = 224 = 16 and U, = 26 = 4

64 64 )

respectively.

e Singletons: Download vy, = 7 bits of W, and vy = 1 bit of W5 each from the

two databases.

e Sums of twos: Download (N — 1)vy = 1 sum of W and W5 bits each from the
two databases. Note that if W] is the desired message, the singletons of Wy

are used as a side information with new W bits in the sum and vice versa.

Tables and show the queries sent to the databases to retrieve W and

W, respectively.

Database 1 | Database 2
ay, .

.o, ar asg,...,0a14
by by
a5 + by a1 + by

Table 2.2: The query table for the retrieval of Wj.
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Database 1 | Database 2
ar,...,ay as,...,a14
by b
ag + bg a; + b4

Table 2.3: The query table for the retrieval of W.

16

The rate achieved by this scheme when downloading Wy is Ry = g = %, and

the rate achieved by this scheme when downloading W5 is Ry = 1% = %. Therefore,

the average rate R achieved by the scheme is,

E[L Ly + poL L L 8 2
[]_pl 1T P2 2:p 1+p2—2:p131+p232:—p1+—p2 (258)

R= = =
E[D] pD+pD "'D D 97t 9

This matches the capacity expression in Theorem as,

L 1 L, \ !
_ 1 9.
¢ (E[L]+NE[L]> (2.59)
256\ !
—=(1024p; + 256p,) 1024 + == (2.60)
8 9
:§p1 + 5]?2 (2.61)

The classic PIR capacity for this case with equal priors is,

C:(1+%)_1:<1+%)_1:§ (2.62)

The semantic PIR capacity in (2.61]) exceeds the classical PIR capacity in ([2.62))

when

8 2 2
— —py > — 2.63
9171 + 9]?2 3 ( )
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which is when p; > % Consequently, when p; > %, there is a strict gain from

exploiting message semantics for PIR, in this case.

Remark 2.8 Although it is apparent in this example that the rate of semantic PIR

1s lower than the capacity of classical PIR for p; < %, as discussed in Remark and

Remark|[2.4), there is a subtle aspect that should be addressed for a fair comparison.

To see this, let us take the case of uniform a priori distribution, i.e., py = py = %,

i.e., a case where p; < % In this case, the semantic PIR capacity using (2.61])

is 2

5. In order to properly use the classical PIR scheme in [3], messages need to

be of equal size. One way to do this is to zero-pad the shorter message to be of
length 1024 bits as well. In this case, the actual retrieval rate is not % as the actual

message size of Wy is much less. Specifically, the total download for this scheme is

D=L _— 1024 _

E= 23 = 1536. The actual retrieval rate for the classical PIR problem is,

" _1/2><1024+1/2><256_5<5<
ach = 1536 1279 9

D

(2.64)

S which is less than the semantic PIR

Thus, the actual achievable rate Ren 15 15,

capacity g, which is less than the classical PIR capacity g. Thus, even though the
semantic PIR capacity is less than the classical PIR capacity, the semantic PIR
capacity (which is achievable) is larger than the classical PIR rate with zero-padding

as proved in Corollary[2.3
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2.4.2.2 Example 2: N =4, K =3, L1 = 8192 bits, Ly = 2048 bits,
L3 = 512 bits

First, the message indices are independently and uniformly permuted. The first,
second, and third messages after permutations are denoted by bits a;, b; and c¢;,

respectively.

e Message indexing and calculation of v;: Messages are indexed such that the
first message is the longest one, and the third message is the shortest one.
Below, we will give the query table for downloading W5, i.e., the medium-

length message. The bits of Wy are represented by b;. We calculate vq, vy and

U3 as,
1 3 _ 3
U1 4 16 64 Ly
=2l o sllg (2.65)
2 Q 16 64 2
0 0 L L
U3 64 3
_ Li 3Ly 3Ly Ly  3Ls Ls ~ N
where o =ged{ 7 — 52 — %3, 7% — %> 62 ). By direct substitution, we get,

vy 1640

1
va| = | 104 (2.66)
U3 8

Hence, av =ged{1640,104,8} = 8. Therefore, v; = 205, vy = 13 and v = 1.

The subpacketization levels of Wy, Wy and W3 are U; = %’2 = 1024, U, =
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%48 =256 and Us = %2 = 64, respectively.

e Singletons: Download v; = 205 bits of Wi, vy = 13 bits of W5 and v3 = 1 bits

of W3 each from the four databases.

e Sums of twos: Download (N —1)vy = 39 sums of W; and W5 and (N —1)vs = 3
sums of W5 and W3 bits each from the four databases. Use the downloaded
singletons from Wj, W3 as side information with new W5 bits. Download
(N —1)vg = 3 bit-wise sums of W and W3 each from the four databases using

fresh bits of both messages.

e Sums of threes: Download (N — 1)*v3 = 9 bit-wise sums involving all three
messages from each database utilizing the downloaded sums of W; and Wj

from the other databases in the previous step as side information.

Table shows the queries sent to the databases to retrieve W.

The rate achieved by this scheme when downloading W5 is Ry = % = %,
and the rates achieved when downloading W; and W3 are R; = % = % and
Ry = %32 = 21—763, respectively. Therefore, the average rate R achieved by this
scheme is,

E[L L L L
R: [ ] :pl 1+p2 2+p3 3 (267)
E[D]  p1D +p2D + p3D
L L L
Zplfl +p252 +p363 = p1Ry + p2Ry + p3R3 (2.68)
256 64 16
=555P1 T 55502 + 555P3 (2.69)

273 273 273
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Database 1 Database 2 Database 3 Database 4
at, ..., a205 a206; - - - > @410 Q4115 - - -5 G615 ag16; - - -5 4820
b17...7b13 b14’...’b26 b277...7b39 b407...7b52
C1 (&) C3 C4
a206 + bs3 a411 + bgo ag16 + D131 ar + biro
asis + bes as23 + bioa ae2s + b1as a1z + biso
as11 + bes as16 + b1os a1 + biaa as06 + biss
423 + brg agos + b1y a3 + bise azig + bigs
agi6 + bro aj + big az06 + b157 a411 + bioe
ae2s + bo1 a1z + bizo az1s + bigy 423 + boos
baog + €2 ba1a + c3 ba15 + ¢4 ba1s + 1
ba1o + 3 ba1s + ¢4 baie + €1 batg + 2
ba11 + ¢4 ba1a + 1 ba17 + ¢2 bago + ¢3
aga1 1 Cs ag24 + Cg ag27 + C11 ag3o + Ci4
g2 + Cg agzs + Co agag + C12 ag31 + Cis
aga3 + C7 agze + Cio agz9 + C13 ag32 + Cip
agos + bag1 + g | agar + bazo + 11 | Gg3o + bagg + €14 | agar + basg + cs
agas + baga + Co | agag + bazy + C12 | aszi + baso + C15 | agaa + basg + c
agoe + baoz + Cro | agag + baga + €13 | ag3a + bag1 + C16 | agaz + basp + 7
agor + bags + C11 | ag3o + bazs + C1a | agar + boao + 5 | agas + basy +c
agag + bags + C12 | agz1 + baza + C15 | agaa + bz + 6 | agas + basa + ¢y
agag + bagg + 13 | agsp + bags + C16 | gz + boas + 7 | agas + bass + cio
agso + baoy + C1a | agor + bage + C5 | agos + boss + s | agar + bass + 1y
ag31 + bagg + 15 | Ggao + bagr + Cg | agas + bosg + co | agas + bass + ci2
g3z + bagg + C16 | Ggaz + bags + 7 | agos + baar + Cro | agag + base + C13

Table 2.4: The query table for the retrieval of Wj.

This matches the capacity expression in Theorem as,

o= (&

N 1 Lo . 1 Ly \ !
NE[L] © N2E[L]
2048 512\ !
— (8192p; + 2048ps + 512ps) (8192 =t ?) (2.71)
9256 64 16
= 4 —py + — 92.72
973l T 573l T 57aPs (2.72)
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The classical PIR capacity for this case with equal priors is,

1 1\* 1 1\' 16
C=(14+—+—) =(1+424=2) == 2.7
<+N+N2) <+4+42) 21 (2.73)

The semantic PIR capacity in (2.72)) exceeds the classical PIR capacity in ([2.73))

when

256 64 16 16
— — —p3 > — 2.74
o Tl Tam T o (2.74)
which is equivalent to
1 4
Zpy > — 2.75
D1+ 5]92 5 ( )

2.4.3 Alternative Description of Semantic PIR Scheme 1

In this section, we present an alternative description to the semantic PIR scheme
presented in Section [2.4.1] The two descriptions are identical in terms of the queries
generated considering the retrieval of the entire required message (all subpackets).
However, the two descriptions differ in subpacketization and the scheme used within
a subpacket.

Consider the general semantic PIR setting with K messages with arbitrary
message lengths Ly > Ly > ... > Lg and arbitrary probabilities of retrieval p;, i €
{1,..., K}. The alternative description requires the messages to be partitioned in

to K segments, such that the first segment contains the first L bits of all messages,
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the second segment contains the next Ly 1 — Lg bits of messages W7, ..., Wx_1 and
the (th segment for £ € {3,..., K} contains Lx_py1— Ly g0 bitsof Wi, ... . Wik 414
that follow the bits in the (¢ — 1)st segment.

Apply the classical PIR scheme in [3] to the 1) first segment with K messages
with a subpacketization of N¥, 2) second segment with K — 1 messages with a
subpacketization of N¥~! and 3) (th segment with K — ¢ + 1 messages with a
subpacketization of NX=#! for ¢ € {3,..., K}. The above three steps need to be
followed irrespective of the message requirement for privacy. Note that the schemes
used in each segment are private [3], and the fact that the K schemes corresponding
to the K segments are always used, even though the required message may not be
within a given segment, guarantees privacy. The achievable rate of this scheme is

calculated as follows. The fixed download cost is given by,

L
D =— 2.76
. (2.76)
_ Lk Lk 1— Lk . Ly — Ls
A+ttt i+t ) 1+~
Ly — L
+ = - = (2.77)
1 1 1
Therefore, the achievable rate is,
ElL]
R=_"" 2.79
= (279)
E[L
] (2.80)

_LK#+LK—1ﬁ+---+L2%+L1
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Figure 2.1: Comparison of the two descriptions of semantic PIR scheme 1.

which is the capacity of semantic PIR in ({2.9).
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Note that the description in Sec-

tion provides a systematic way of calculating the nonuniform subpacketization

based on the given set of message lengths. The scheme is then described on a single

subpacket, which is repeatedly applied throughout the retrieval process in the same

way. On the other hand, the alternative description has different uniform subpacke-

tizations for different segments. Therefore, the scheme needs to be specified for each

segement separately. This is illustrated in Fig. 2.1}

2.4.4 Achievable PIR Scheme 2

The scheme is stochastic in the sense that the user has a list of different possible

query structures and the user picks one of these structures randomly. This is unlike

20



the previous scheme where the structure is deterministic and the randomness comes
from the random permutations of indices.

This scheme is developed for arbitrary number of databases and arbitrary mes-
sage lengths that are multiples of N — 1; the deterministic scheme in Sections [2.4.1]
and assumed message lengths that are multiples of N¥. The scheme can be
viewed as an extension of the achievable scheme in [49] to work with arbitrary num-
ber of databases and heterogeneous message sizes. Our scheme shares similarities
with [52]. However, our scheme differs in that it introduces database symmetry to

the scheme. The basic structure of the achievable scheme is as follows.

1. Message indexing: Index all messages such that L; > L, > --- > Lg.

Divide all messages into N — 1 blocks. Let W/" be the mth block of W;.

For the rest of this section, assume that the user requires to download W;.

2. Single blocks: Use N — 1 out of the NV databases to download each block of
W; and download nothing from the remaining database. Consider all IV cyclic
shifts of the blocks around the databases to obtain N options for different
queries that can be used to download W;. These N queries require the user

to download L; bits in total, resulting in no side information.

3. Sums of two blocks/single blocks: Choose one database to download W}
where i # j and download W™ + Wl form=1,...,N—1 from the remaining
N — 1 databases. Create N query options in total by considering all N cyclic

shifts of the blocks, around the databases. Repeat the procedure for W} where
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¢ =2,...,N —1. There are a total of N(N — 1)(K1_1) query options of this

type.

4. Sums of three blocks/sums of two blocks: Choose one database to
download Wl + W, where i1,i, # j and download W™ + W, + W, for
m = 1,...,N — 1 from the remaining N — 1 databases. Create N query
options in total by considering all N cyclic shifts of the blocks around the

databases. Repeat the procedure for I/Vil + I/ij where (1,0, € {2,..., N —1}.

There are N(N — 1)2(K2_1) query options of this type.
5. Repeat step 4 up to sums of K blocks/sums of K — 1 blocks.

The above steps describe all the N¥ query options, out of which the user
selects one with equal probability to retrieve the required message. Note that due
to the cyclic shifts of all queries, this scheme has database symmetry, and the exact
same set of queries constitutes the possible set of queries received by any given
database, irrespective of the desired message of the user.

Once the user chooses a query to be sent to the N databases, out of the
NE options, each database might have to compute sums of messages with different
lengths. All messages except the longest in the sum are zero-padded to the left to
have equal-length blocks. Then, bit-wise sums are calculated.

Once the answers are received from the databases, the user might need to
subtract messages of different lengths to recover the required message. In this case,
according to the design of the scheme, the subtrahend will always be shorter than
or equal to the length of the minuend. Hence, the subtraction operation in this
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context will not be any different than the usual operation.

Remark 2.9 FEach query is chosen with probability NLK as there are Zfio(N
1)t(1t() = NE number of query options in total. Each element of the sum corresponds

to the number of t-sums within the set of all possible queries that can be sent to a

giwven database.

2.4.4.1 Rate of Semantic PIR Scheme 2

In this PIR scheme, each query option is utilized by the user with a probability of
ﬁ to download any desired message. When analyzing all possible queries that can
be sent to all databases, we note that they have the same entries (in a shuffled way)
irrespective of the desired message. Since all query entries are equally probable to

be sent to the databases, we calculate E[D] by,
K K—t+1 .
1 (K =7
D=Yn (z > L (t_l))N 281)
K K—j+1 :
K=
-1
NK 12 Z LJ (t—l) (2.82)
—j :
K=
NK T ZL Z —1) ( . > (2.83)

t=0
1 .
7j=1
Ly Ls Ly
_L1+W+m+ R (2.85)

where the second and third sums in (2.81)) correspond to different t-sums and all

possible longest messages within the ¢-sum, respectively. The p; terms are ignored
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in as the expected number of downloads per query set does not depend on
the desired message.

For a given desired message, the number of downloaded useful bits is the
length of the desired message (ignoring zero-padding, as it is ignored by the user
upon receiving the answer strings). This remains constant regardless of the query

set utilized by the user. Hence,

E[L] = ipi[/i (2.86)

Thus, combining ([2.85)) and (2.86f), the achievable rate of this scheme becomes,

R= ED| (2.87)
S | — (2.88)
Li+ R+ 5+ wis
_(i+ig+...+;L_K)* (2.89)
~ \E[L] = NE[] NE-1E[L] '

This concludes the derivation of the achievable rate.

2.4.4.2 Proof of Privacy

The scheme is constructed in such a way that any given database always receives
a query out of the set of queries given by, {¢, {Wf,i e {1,...,K},¢e€{1,...,N —

AW+ W

1t 7

for il,...,it S {].,...,K},fl,...,gt S {17,N— ].}, t €
{2,..., K}}} with equal probability N—lK irrespective of the message requirement.

Therefore, from a given database’s perspective, the a posteriori probability of the
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user needing message j, upon receiving a query ¢ from a user can be calculated by,

P(Q=qlf =i)P(0 = i)

PO =0 = S g —go=Pi=)) (290
- Kﬁp(e i) (2.91)

Zj:l NLKP(H =J)
_ P01 (2.92)

which ensures that this scheme is private, since it implies that 6 and @) are indepen-

dent.

2.4.5 Example of Semantic PIR Scheme 2

2.4.5.1 Example 3: N =3, K =3, L; =400 bits, L, = 300 bits and
L3 = 100 bits

Table shows the query options that the user may use with probability 2%, to
download Wj;. Whenever a set of queries for the three databases is chosen with
probability 2%, the required message is retrieved by subtracting the smaller sum
from the larger sums, guaranteeing correctness.

The queries in the first block have zero side information, and retrieve the
N — 1 =2 parts of W using N — 1 different databases. The second block uses W}
as side information, and retrieve the two parts of W; (in terms of a sum of itself
and side information) using the other two databases. The same procedure is carried

out in blocks 3, 4 and 5, with W, replaced by W2, W3 and WZ. Last four blocks
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of Table use Wi + W for j € 1,2 as side information and use sums of three

elements (WF + Wi + Wi for k = 1,2) to retrieve the two parts of Wj.

Probability Database 1 Database 2 Database 3
5 Wi w? ¢
> Wf ¢1 Wl;
2_7 1 ¢ 1 2W1 1 Wll
3= Wi + W. Ws 4+ W. W.
27 1 2 1 2 2
= W2+ Wy 4% Wi+ W)}
. W, Wi+ Wy W+ Wy
L W4+ W3 W2+ W2 W2
27
= W2E+ W} W3 W+ W2
i w3 Wi+ W3 Wi+ W3
p Wi+ Wy Wi+ Wy Wy
> W+ Wy w3 Wi+ Wy
L Wi W+ W WE + Wy
> W+ W; W2+ W; W2
= WP+ W3 W3 Wi+ W3
= W2 Wi+ w? WE+ W3
5 W)+ Wy + Wy | W2+ Wy + Wy Wy + Wy
3= WE+ W)+ W) W)+ Wi Wi+ Wi+ Wi
5 W+ Wi W4+ Wh+ Wi | WE+ W)+ Wi
3= WL+ W2+ Wik | W2+ W2+ Wi W3+ W,
= W2+ Wi+ W, Wi+ W] W+ W2+ W;
o W3+ Wy WL+ W2+ Wi | W24+ Wi+ Wi
= W4+ Wl+ W2 | W2+ W)+ W2 W)+ W2
3= WE+ Wy + W2 Wy + W2 Wi+ Wy + W2
5 Wy + W3 W+ Wy + W3 | W24 Wy 4 W3
> W+ W3+ W5 | WE+ W5 + W3 W3+ Wy
5 WP+ W3+ W3 W3 + W3 Wi+ W3+ W3
2= W3+ W; WL+ W2+ W2 | W2+ W2+ W2

Table 2.5: The query table for the retrieval of Wj.

The rate achieved by this scheme when retrieving W is,

Ry

Ly

TEGL G 2 ) ok x 2+ 5)

Ly

~ L(27Ly + 9Ly + 3Ly)

o6

(2.93)
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B 400 36
L (27 x 400 + 9 x 300 + 3 x 100) 46

The rate achieved by this scheme when retrieving W is,

L,
Ry =
2L BL 18 x3x L6 x (Ly+ &)
5-(27L1 + 9Ly + 3L3)
300 27

T L(27% 400+ 9 x 300+ 3 x 100) 46

The rate achieved by this scheme when retrieving Wy is,

Ls
Ra —
ST L (BLs+ 18 x3x L 46 x3x L2)
5(27Ly + 9Ly + 3L3)

100 9

T L(27x 400+ 9 x 300+ 3 x 100) 46

The overall message retrieval rate for this example is,

CE[L L Ly Ly

36 27 9
=p1 R + paRy + psR3 = e + 6P + 6P

This matches the semantic PIR capacity expression in Theorem [2.1]

L 1 Lo 1 Ly \ !
¢= (E[L] TNED " mm)

o7

(2.95)

(2.96)

(2.97)

(2.98)

(2.99)

(2.100)

(2.101)

(2.102)

(2.103)

(2.104)



300 100\
:(400]91 + 300]?2 + 100})3) (400 + ? + 7) (2.105)
36 27 9
= - = 2.1
16 + 46p2+ 168 (2.106)
The classical PIR capacity for this case with equal priors is,
1 1\ 1 1\"' 9
—(1+—+—) =(14+424+=) == 2.1
¢ (+N+N2) (+3+9) 9 (2.107)

The semantic PIR capacity in (2.106]) exceeds the classical PIR capacity in ([2.107])

when

36 27 9 9
E]h + Epz + Epr) > 13 (2.108)

which is equivalent to

2 11
= — 2.1
2% 3P2 > 3 (2.109)

Remark 2.10 We note again that the rate calculation presented here for the se-
mantic PIR capacity takes into consideration the zero-padding needed to be added
to the shorter message block in order to perform bit-wise message addition for any
query realization. The classical PIR capacity expression in assumes that all
messages are of equal size and hence the extra zero-padding is not reflected in that
expression. Hence, the actual rate of classical PIR scheme is indeed less than the

reported PIR capacity if the messages are of unequal size.
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Remark 2.11 The second scheme presented above is an extension to more than two
databases of the path-based scheme presented in [49]. It is also similar to the scheme
provided in [52], except for the fact that the above scheme has database symmetry

as opposed to the scheme presented in [52].

2.5 Converse Proof

In this section, we present the converse proof for Theorem 2.1 This proof is a
slight modification of the converse proof presented in [3]. The central intuition of
our proof is the fact that the expected length of the answer string generated by a
given database should remain the same, irrespective of the identity of the desired
message as a consequence of the privacy constraint. The major difference of our
proof compared to [3] is the handling of the non-equal message sizes.

We begin the proof of Theorem by the definition of message retrieval rate,

E[L]
R=—= 2.110
We choose some permutation {iy,...,ix} as an arbitrary order of the messages.

The denominator of (2.110f) can be expanded as follows,

E[D] = pi(H(AY) + -+ H(AY) (2.111)
— H(AM) + .+ H(ARY) (2.112)
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Following the same steps in the converse proof of [3] E[D] can be lower bounded as,

E[D] > Ly, + HAP|QI, W) n=1,...N (2.113)

By summing all N inequalities corresponding to (2.113) and repeating the previous

steps for W, (with conditioning on W;,) leads to,

NE[D] > NL;, + Li,+H(AB|QE) W, W) (2.114)

forn =1,..., N. By summing the corresponding inequalities and continuing with

the same procedure for W;,, ..., W;, yields,

NXT'E[D] > N¥7'L;, + N¥7°Li, + -+ NL

IK—1

F I(Wi, ARl Al Qlidd - Qlisd e ) (2.115)

and therefore, we have,

1 1
E[D] > L, + NLiQ + -+ m i1 T WLZ'K (2.116)
which further gives,
L 1 L 1 L \'
R< |+ ~mr+o " 2.117
< (g +wag W) (2117)

The upper bound in (2.117) holds for any permutation {iy,...,ix}, hence, the
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tightest upper bound can be obtained by minimizing over all permutationsﬂ Con-

sequently,
L; 1 L; 1 L\ "
R < mi - Rt 2.118
=l (E[L] TNEL T VR E[L}) (2.118)
Since the messages are ordered such that L; > Ly > -+ > Ly, the minimum upper

bound is attained at {i1,...,ix} = {1,..., K} as it gives the largest number to the

largest coefficient in the lower bound on the download cost. Thus,

L1 1 L2 1 LK -
R< (g vam o weE) i

completing the converse proof.

2.6 Extensions of Semantic PIR

2.6.1 Semantic PIR from MDS-coded Databases

In this section, we present a complete characterization of the capacity of seman-
tic PIR from MDS-coded databases, along with an optimal scheme. The optimal
scheme is an extension of the scheme presented in [9]. We consider an (N, M) MDS
coded distributed storage system containing K independent messages. The mes-
sages are allowed to have different semantics (lengths and prior probabilities). Each

, where the elements of the matrix

message W; is represented as a matrix in FéiXM

are uniformly and randomly chosen from F,. The generator matrix of the (N, M)

®Note that the order does not matter in the case of equal message lengths in [3].
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code is H = [hy, ..., hy], where h; € F)', i € [N]. The MDS property implies that
any combination of up to M columns of H is linearly independent.

Let the jth row of W; be denoted by VVJM Each database n, n € [N] stores
W]Mhn for j € [L;], i € [K]. The objective is to download a required message
without revealing its index to any of the databases. In order to retrieve W;, user
sends query Qy[nf} to database m, n € [N] and receives the answer A%] which is a
deterministic function of the contents of the database and Q,[i]. The correctness
and privacy conditions are the same as and respectively, and the rate is

calculated by,

(2.120)

Theorem gives the exact PIR capacity for the semantic PIR problem.

Theorem 2.2 The capacity of semantic PIR with (N, M) MDS-coded databases
with N databases, K messages, message sizes M L; (arranged as Ly > Ly > ... >

Li ) and prior probabilities p; is given by,

L M\ L, M\E L\
C = <m+ (N) m—F"‘-i- <N> m) (2.121)
where B[L) = S8 piL;.

The achievable scheme is an extension to the first scheme presented in Sec-
tion [2.4.1] The steps of the achievable scheme are as follows. Assume that the user
requires to download W;.
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1. Message indexing: Assign indices to messages in the descending order mes-
sage sizes, i.e., L4 > Ly > ... > Lg. Permute the rows of all messages

randomly and independently, privately from the databases.

2. Single blocks: Using , download v; different coded bits of W; from
each database. Download v; coded bits of W;, i # j from each database such
that the coded bits of M different databases correspond to the same row of W;.
This is required to decode the rows of W; that are used as side information.
Therefore, Nv; coded bits of W;, i # j are downloaded in this step, that belong

to % different rows of W;.

3. Sums of two elements: There are two types of blocks in this step. The first
block is the sums involving bits of the desired message, W; , and the other
block is the sums that do not have any bits from W;. In the first block, make
use of the side information (singles corresponding to W;, i # j) downloaded
in the previous step. Consider a 2-sum corresponding to coded bits of W,
Wi, i # 7. Download (% — 1) min{v;, v;} 2-sums of the form (WT[ZJ + Wiﬁ)hn
from database n, n € [N] where Wifb] are new rows of W; and Ws[fg are already
decoded rows of W; in the previous step. Note that the set of M databases
that were used to decode Wlﬂ in the previous step does not include database

n. The second block of 2-sums contains coded bits corresponding to W;, and

i1
Wi,, where i; # iy # j. Download (2 — 1) min{v;,,v;,} 2-sums of the form

(Wt[il] + Wv[ff])hn from database n, n € [N] where Wt[il] and W/ are new

rows of W;, and W;,. Note that coded bits corresponding to the same pair of
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rows (t,,v,) needs to be downloaded from M different databases in order to
correctly decode the side information Wt[il] + ngf}. Thus, the second block

contains N (% — 1) min{v;,, v;,} coded 2-sums corresponding to W;,

and W,
(%—1)min{vi1 ,

Vio b 4.
7 2° different rows.

belonging to al

. Sums of ¢/ elements: There are two types of blocks similar to sums of two.
The first block contains queries of the form ( L 7 Wr[zﬂ‘ll])hn,
iy #, .. F i £ §, where W is a new row of W; and w4 Wg‘“’_’f]
is an already decoded (¢ — 1)-sum from the previous step. For a given (¢ — 1)-
tuple (iq,...,4—1), download (% — 1)Z_1 Umin{j,i1,....ip_,} Such f-sums from each
database. The second block contains queries of the form (Wt[fl] +.. .+Wt[5‘])hn,
i1 # ... # 1y # j, where Wt[lil], . .,Wt[zd are new rows of Wy, ,..., W;,. Down-
load (% — 1)é_lvmin{i1,...,ie} such f-sums from each database such that the
coded bits corresponding to a given ¢-tuple of rows (rq,...,ry) is downloaded
from M different databases. A total of N (% — )Z

1
(2

S

- Umin{iy,...,i,} coded bits
1

£—1
) Umin{il .....
M

of this form will be downloaded corresponding to “} Jifferent

(-tuples of rows of W; ,..., W,

i+
. Repeat the process up to sums of K elements.

. Query repetition: To decode each row of W;, repeat the above process M
times, while shifting the queries that contain rows of W; to its neighboring
database and by choosing new sets of rows of W;, i € {1,...,K}, i # j in
each repetition. The M different linear combinations of each row of W; allow
us to correctly decode W;.
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The achievable rate of the above scheme is calculated as follows. First, note that the
download cost remains the same irrespective of the message requirement in order
to guarantee privacy. Therefore, the E[D] term in (2.120) is calculated by summing
the number of downloads in each step of the scheme. Within one round of queries,
there are Zfil Nwv; singletons and N (% — 1)4,1 Zfig (zj)v, sums of (-elements.

Therefore,

I

- Lzl_(;m%—gwg (%— )1<f: D] (2.123)
=M [le—i—gw (%)1 :Mg (%)EW (2.124)

For the E[L] term in (2.120), we sum the number of useful bits downloaded in

each step of the scheme. Based on the scheme described above, Nv; rows of W; are

retrieved as singletons, N (% — 1)#1 (Zj)vj rows of W, are retrieved as ¢-sums with
. N £=1 si_2 .

W; being the shortest message and N (M — 1) (z-z) v; rows of W; are retrieved

as (-sums with W;, 7 # j being the shortest message in the sum. Denoting U, as

the total number of useful bits downloaded, the number of rows of W, retrieved is

calculated by,

=2
i K —1
N 1—2
N({—-1
+Z.. <M ) <£—2>“Z
(=2 i=j+1
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+ i ii\f (% — 1)é_1 (E:Z)v (2.125)

l=74+1 i=¢(
& i1 — i1
=Nv;, 71&( ’ >+NUj+1'YZ'7 ( / )
=0 =0
J . K-2
J K -2
+ Nujoy» (£> +eo ot Nugy > o ( , ) (2.126)
=0 =0
- K i1
NI N
i=j+1

where v = % —1. Thus, the subpacketization of W is defined as %, which represents
the number of rows of W;, that can be retrieved by a single use of the scheme. Since
the total number of rows of W, j € {1,..., K} have to be a common multiple of

their own subpacketizations,
U; .
Lj:on, jed{l,...,K} (2.128)

for some a € N. Solving (2.127)) and (2.128) for vy, ..., vk gives,

2 K
vl ¥y &) —F) | | b
2 K
I I Ot Y I
- Mo | . . . . : .
K
Uk 0 0 (%) Ly
In order for the values of v;,i € {1,..., K} to be integers, this scheme requires

each L; to be a multiple of N*. Here, a is the greatest common divisor (ged) of

the elements of the vector resulting from multiplying the matrix and the vector on
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the right side of . This allows the shortest subpacketization levels for all
messages.

The total and useful numbers of bits downloaded (in and (2.127),
respectively) are both within one subpacketization level. These downloads are re-

peated «a times to download the entire message. Thus, the achievable rate is given

by,

_ ME[L]  MYE pL

R = E[D]  aM? Zf; %Uz (2.130)

_ _ E[L] S (2.131)
MY 3 (38 Li= (35 -1) S (B L

- — E[L] - — (2.132)
S L= G- ) S () L]

_ ElL] (2.133)
Ly+ Lo (%) + > s L [1 - (1 - %)}

Ly [(M\ Ly M L\
- (m*(ﬁ) w () m) (2430

A given database always receives queries of the same type (i.e., (% — 1)E_1 Umin{ii,... g}

V{i1,..., 1} C [K], -sums for ¢ € {1,..., K}) irrespective of the message require-
ment. According to the query generation procedure, no bit of any message is re-
quested from a given database more than once as a singleton or as an element of
a sum. Therefore, a proof similar to what is presented in Section [2.4.1.2]is used to
show that this scheme is private.

The above scheme can be alternatively described using the same ideas pre-

sented in Section [2.4.3] The alternative description is as follows. Database n,
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n € {1,..., N} contains coded bits corresponding to each row of W;, i € {1,..., K}
given by T/Vrmhn7 r € {1,...,L;}. Therefore, each database stores L; coded bits of
W;, where Ly > Ly > ... > Lg. Considering the first Lx coded bits of all messages,
the classical MDS-coded PIR scheme in [9] is applied as the first step of the scheme.
Then, apply the classical coded PIR scheme using the next Lx 1 — L coded bits of
messages Wp to Wk _1. In general, in the /th step, the classical coded PIR scheme
needs to be applied on the Lx ;11 — Lig_y1o coded bits of Wy to Wx_sy1. The
complete scheme should be used irrespective of the message requirement.

The alternative description differs from the main description in subpacketi-
zation, and in the scheme used within a subpacket as explained in Section [2.4.3]
However, the two descriptions are equivalent when considering the entire retrieval

process (all subpackets). The rate achieved by the alternative scheme is given by,

RzE[L]/(LK (1+%+...+%)

M MK72
+(LK_1—LK)(1+W+...+NK_2>+...+L1—L2> (2135)

which is the same as (2.134]). A converse proof similar to what is presented in Section
m with the ideas of [9] is used to prove an upper bound on the retrieval rate of
semantic PIR from MDS-coded databases, which is the same as ([2.134]). This proves

the capacity expression in ([2.121)).
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2.6.2 Semantic PIR from Colluding Databases

In this section, we present a complete characterization of the capacity of semantic
PIR from colluding databases, along with an optimal scheme. This is an exten-
sion of the results presented in [4]. We consider K independent messages (W;
i € {1,...,K}) with arbitrary lengths L; and prior probabilities p;, stored in N
replicated databases. Out of the N databases, any subset up to 1" databases are al-
lowed to collude. The objective here is to download a user-required message without

revealing its index to any T-colluding databases.

Theorem 2.3 The capacity of semantic PIR from colluding databases, with K mes-
sages, message lengths L; (arranged as Ly > Lo > ... > Ly ), prior probabilities p;

and N databases out of which any T are colluding, is given by,

C= (E[fZ] -+ EL[z] (%) o+ Ié[—fz] (%)I“) ) (2.136)

where E[L] = S8 piLs.

The optimal scheme is an extension of the scheme presented in Section [2.4.1]
The scheme is as follows. Assume that the required message is W;. Once the
messages are indexed based on the decreasing order of lengths, the user needs to

generate a set of linear combinations of the message indices given by,
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where S; is a random full rank matrix drawn uniformly and independently from all
such matrices in ]ng 4 \Where ¢; is the subpacketization of W;. For each W,,,, m # j,
let m; denote the number of ¢-sums in the scheme involving W,, but not W;. Let
my ; be the number of t-sums in the scheme involving both W, and VVJ|Z| Then, the

linear combinations of W, i € [K|, i # j are generated by,

first (my + my,;) bits of z;
= MDS(m1+m27j)><mlsi[(1 : m1)7 ]Wz (2138)
next (msq + mg ;) bits of x;

= MDS(mﬁm&j)XmQSi[(ml +1: my + mg), ]VVZ (2139)

last (my_1 + mg ;) bits of z;

= MDS(mK_lerK,]-)XmK_lSi[(gi —MKg_1+ 1: EZ), ]VVz (2140)

where S;, i € {1,..., K} are random full rank matrices of ]Ff/‘”i and MDS,;, are
globally known generator matrices of (a,b) MDS-codes. The first step of the scheme
is to calculate v;, i € {1,..., K} using with M replaced by T. Then,
download v;, i € {1,..., K} bits of each z; from each database. Next, from each
database, download (% — 1) Umin{iy,...i,} t-sums, t € {2,..., K} involving new bits
of ..., x,, V{i1,...,i:} C{1,..., K}. This completes the scheme.

For a given t-sum of the form x;, () + ...+ z;,(+) with ¢y > iy > ... > ¢;, which

"The values of m; and my,; for t € {1,..., K} are immediate from the steps of scheme which
are described later. These values do not depend on the linear combinations.
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does include any bit of W;, let the generator matrix corresponding to each element

Gik+1
x;, in the sum be denoted by G;,. Then, each G;, must satisty, G;, = s
X
ke {1,...,t} where X denotes the set of extra rows in the larger generator_matri_x.

This is required for interference alignment. The proof of privacy in [4] applies to
this scheme as well. The fact that the required message is coded differently, in a
non redundant manner, ensures the correctness of the scheme as explained in [4].
The optimal scheme above can be alternatively described as follows. In each
database, segment the set of messages into K partitions, such that the first segment
contains the first Lg bits of all K messages, the second segment contains the next
set of Ly, — Lk bits of messages W; to Wy _; and so on. Then, apply the classical
colluded PIR scheme in [4] to the 1) the first segment with K messages, 2) the
second segment with K — 1 messages, 3) the third segment with K — 2 messages,
and so on. Make sure that the complete scheme is used irrespective of the desired
message for privacy. The achievable rate of the scheme is equal to the capacity in

(2.136]). The converse is proved using similar ideas provided in the converse proofs

of Section 2.5| and [4].

2.7 Conclusions

In this chapter, we introduced the problem of semantic PIR. In this problem, the
stored messages are allowed to have non-uniform popularities, which is captured

via an a priori probability distribution p;, ¢ € [K], and heterogeneous sizes L;, i €
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[K]. We derived the exact semantic PIR capacity as a function of {L;}X, and the
expected message size E[L]. The result implies that the semantic PIR capacity
is equal to the classical PIR capacity if all messages have equal sizes L; = L for
all i € [K]. We derived a necessary and sufficient condition for the semantic PIR
capacity to exceed the classical PIR capacity. In particular, we showed that if the
longer messages are retrieved more often, there is a strict retrieval rate gain from
exploiting the message semanticsﬁ Furthermore, we proved that for all message
sizes and priors, the semantic PIR capacity exceeds the achievable rate of classical
PIR with zero-padding, which zero-pads all messages to equalize their sizes.

To that end, we proposed two achievable schemes for achieving the semantic
PIR capacity. The first one has a deterministic query structure. We have proposed
a systematic way of calculating the needed subpacketization levels for the messages.
We also provided an alternative description to this scheme which implements the
classical PIR scheme in a segmented manner. The similarities and differences be-
tween the two descriptions were also discussed. The second scheme has a stochastic
query structure, where the user picks one query structure at random from an en-
semble of structures. The first scheme has the advantage of having a fixed download
cost for all messages for all query structures unlike the stochastic scheme, which has
the same expected download cost. Nevertheless, the first scheme suffers from expo-
nential subpacketization levels in contrast to the linear counterpart in the stochastic

scheme. We derived a matching converse that extends the converse scheme of [3] to

8This does not necessarily mean that p; > ps > ... > pg. It essentially means that the E[L]
should be large enough such that (2.11)) is satisfied.
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take into account the heterogeneous message sizes and prior probabilities. Finally,
the extensions of semantic PIR to coded databases and colluding databases were
analyzed separately, where the complete characterizations of the capacities of the

two cases were presented along with the corresponding optimal schemes.
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CHAPTER 3

Private Read-Update-Write (PRUW)

3.1 Introduction

In this chapter, we investigate the problem of PRUW. In PRUW, a user reads a
specific section of a data storage system, updates it, and writes back the updates to
the same/different section in the storage system without revealing the section indices
or the values of the updates. PRUW has two main applications, namely private FSL
and private FL with sparsification. In this chapter, we study PRUW in relation
to private FSL. In FSL, a machine learning model is divided into M submodels
and stored in N non-colluding databases, from which a given user privately reads,
updates and writes back an arbitrary submodel. We consider information-theoretic
privacy of the updated submodel index as well as the values of the updates. We
provide an efficient PRUW scheme which achieves a lower total communication cost
compared to the state-of-the-art. The formulation of basic PRUW presented in this

chapter is the building block of the other variants considered in subsequent chapters.
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3.2 Problem Formulation

We consider N non-colluding databases storing M independent submodels. Initially,

each submodel consists of random symbols picked from a finite field F,, such that,

HWMNY =L, ke{1,... M}, (3.1)
M

HW o owih =S HWY) = Ly, (3.2)
k=1

where W,EO] is the initial version of the kth submodel and L is the length of a
submodel. At any given time instance, a single user reads, updates and writes a
single submodel of interest, while keeping the submodel index and the value of the
update private. The submodels are generated in such a way that any given user
is equally probable to update any given submodel at a given time instance. The
process of updating consists of two phases, namely, the reading phase where the user
downloads the required submodel and the writing phase where the user uploads the
incremental update back to the databases.

In the reading phase, the user sends queries to the databases to download the
required submodel. These queries are deterministic functions of the user-required

submodel index and random noise generated by the user, i.e.,

HQY, ... Qe z) =0, (3.3)

where Q,[f], n € {1,..., N} are the queries sent by the user to the databases at time
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t, 01 is the user-required submodel index at time ¢, and Z represents the random
noise used to determine the queries.

The user (at time ¢) has no prior information on the submodels contained in
the databases. Therefore, the queries sent by the user at time ¢ to the databases in

the reading phase are independent of the existing submodels,

1@ QW W Zo, tez, 31

where W,Et_l}, k€ {1,...,M} are the existing versions of the submodels (before
updating) at time ¢. After receiving the queries, each database generates an answer
and sends it back to the user. This answer is a function of its existing storage and

the query received,

HAQW sy =0, ne{l,...,N}, (3.5)

where A%] is the answer sent by database n at time ¢ and S}f s the existing storage
(before updating) of database n at time t.

In the writing phase, the user sends information on the updates of the sub-
model to each database. Any PRUW scheme contains a specific mechanism that
privately places these updates at correct positions in each database, since the sub-
model index and the value of the update are kept private from the databases. The
information sent by the user to the databases in the writing phase at time ¢ is

a function of the generated updates, updating submodel index, and random noise
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Figure 3.1: A user reads a submodel, updates it, and writes it back to the databases.

generated by the user at time ¢, i.e.,

HUP . utal g 7y — o, (3.6)

where U is the information on the updates sent by the user to database n at time
t, Ag] is the update generated by the user for submodel 8 and Z is random noise
generated by the user. Each database calculates an incremental update based on
all information received by the user at time ¢, and adds it to the existing storage to
obtain the updated storage.

Any information that is communicated in both phases takes place only between
a single user and the system of databases. Users that update the model at different
time instances do not communicate with each other. The problem is designed to
study the PRUW procedure involving a single user at a given time instance. The
same process is independently carried out at each time instance with different users.
The system model is illustrated in Figure |3.1]

Next, we formally define the privacy, security and correctness conditions under
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which a PRUW setting operates.
Privacy of the submodel index: No information on the indices of the submodels
updated by any given user up to time ¢ is allowed to leak to any of the databases

with the availability of all storages, queries and updates up to time ¢. That is, for

each database n, n € {1,..., N},

1(0[17&]’ lel:t], U7[L1;t]’ 57[10:75]) =0, teN, (37)

where 911 = (91 ... 61 are the indices of the submodels updated by the user at
time instances 1 to ¢. Similarly, Q. S and U represent the queries, storages
and information on updates communicated between the user and database n at
corresponding time instances indicated in square brackets[T] ]

Privacy of the values of updates: No information on the values of the updates
up to time t, i.e., A[QM] is allowed to leak to any of the databases with all data up

to time ¢t. That is, for each database n, n € {1,..., N},

[(A[@Lt]; Qg:t}’ U7[11:t}’ SLOt]) =0, teN. (38)

Security of the stored data: No information on the parameters of submodels

up to time ¢ is allowed to leak to any of the databases with all data up to time t.

!The notation [1 : t] represents all integers from 1 to t.
2Note that users start downloading/uploading information starting from time ¢ = 1, while the
storage is defined starting from time ¢ = 0, from which the user downloads at time ¢ = 1.
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That is, for each database n, n € {1,..., N},

LW 800, Qi gy = 0, t ez, (3.9)

Correctness in the reading phase: In the reading phase, the user must be able
to correctly decode the required submodel using the queries sent and the answers

received from all databases. That is,

HWIQN, AB glly =0, teN, (3.10)

where W(,[tfl] is the submodel (before updating) required by the user at time ¢.
Correctness in the writing phase: At time t, all submodels stored in each

database must be correctly updated as,

w4 Al i = 08,
wltl = (3.11)

= if m # 61,

A PRUW scheme for FSL is a scheme that satisfies the above privacy, security
and correctness requirements. The reading and writing costs are defined as Cr = %
and Cy = %, respectively, where D is the total number of bits downloaded from all
databases when retrieving the required submodel, U is the total number of bits sent
to all databases in the writing phase and L is the size of each submodel. The total

cost is defined as Cr = Cr + Cyy.
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3.3 Main Result

Theorem 3.1 Following reading and writing costs are achievable in a PRUW sys-

tem in FSL with N > 4 non-colluding databases containing M submodels.

(
1_22, if N is even
Cr= Y (3.12)
123, if N is odd
\1-%
§
1_23, if N is even
Cw=4 7 . (3.13)
2
X, if N is odd
\1-%

Remark 3.1 The reading and writing costs decrease with increasing number of
databases. When N s large, PRUW in FSL can be carried out by download-

ing/uploading approzimately twice as many bits as the size of a submodel.

Remark 3.2 The reading and writing costs are independent of the number of sub-
models M. However, the cost of uploading the queries in the reading phase to
download the required submodel is M (L%J — 1) N, which depends on the number
of submodels. This is ignored in this work as it is negligible compared to the reading
and writing costs when normalized by the size of a submodel since N, M << L in

general.

Remark 3.3 The proposed scheme that achieves the reading and writing costs in
(3.12)-(3.13)) is based on allocating L%J — 1 dimensions of the N dimensional space

for data and the rest for noise, to guarantee privacy in a communication efficient
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manner. Therefore, when N is odd, one dimension is wasted, resulting in slightly

increased reading and writing costs.

(]
N

Remark 3.4 When N is odd, reading and writing costs of Cpr = —& and Cy =

1—3

z

é (i.e., (3.12) and (3.13)) switched) can also be achieved by considering less num-
ber of noise terms in storage and downloading from only N — 1 databases in the

reading phase.

3.4 Basic PRUW Scheme

This scheme can be applied to any PRUW system with N > 4 non-colluding
databases. In this scheme, the privacy-security requirement is satisfied by adding
random noise terms within the field F, to the queries, updates and storage. This
is because the noise added queries, updates and storage are uniformly distributed
and independent of their original versions. This is known as Shannon’s one time
pad and also as crypto lemma [105-107]. Furthermore, if k € F, is a constant and
Z € F, is random noise, kZ is also random noise (uniformly distributed in F,) if &
and ¢ are coprime.

Based on the crypto lemma, any given random variable A that takes values
in F, with an arbitrary distribution is independent of the uniformly distributed
random variable A + Z;, where Z; is random noise. Applying the crypto lemma
again on A+ Z; with another random noise symbol Z5 results in (A+ Z;) + Z, being
uniformly distributed. Moreover, since (A+ Z1) + Zy = A+ (Z1 + Zs) and Z; + Z,

is uniformly distributed (again from crypto lemma), A + Z; 4+ Z5 is independent of
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A. Therefore, by induction, for any r € N, A+>""_| Z; is uniformly distributed and
independent of A, where Z;s are random noise symbols.

With the above argument, the privacy and security requirements are satis-
fied by adding 77 > 1, T5 > 1 and 73 > 1 random noise terms to the submodel
parameters in storage, queries and updates, respectively. The scheme provides the
optimum values of T, T and T3 that minimize the total cost. In other words, this
scheme is over-designed with extra noise terms to make the PRUW process more
cost efficient.

We now present the basic scheme with arbitrary values of T, T, T3 satisfying
all T; > 1. The optimum values of T3, T, T3 that minimize the total cost, i.e.,
Ty, Ty, T3, are derived later in this section. Let ¢ be the subpacketization of the
scheme, i.e., the scheme is defined on a set of ¢ bits of each submodel, which is
called a subpacket, and is applied repeatedly in the same way on all subpackets
in the model. We choose ¢ = N — T7; — Ts. An additional constraint given by

% < Ty < N —T, —1 must be satisfied by T3, T, T3 for a given N

3.4.1 General Scheme

In this section, we present the scheme for the user at time t to privately read from,
and write back to the required submodel. For simplicity of notation, we ignore
the superscript ¢ in all submodel parameters, user-required submodel index, and
updates.

Storage and initialization: The storage of a single subpacket of all sub-

3These conditions will be clarified later in this section.
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models in database n is given by,

Wii+ (fi — an) ZiT:lEl a%Zﬂ

War + (f1 — an) ZiT:lo_l O‘;ZEE

Wiy + (fi — o) Z?:lo_l O‘iLZZ[\Z],i

g — 3 , (3.14)

Wig+ (fo — an) Y05 ot 21

Wae+ (fi — an) 05 0t 211

Ware + (fo — an) Y0 i, 21,

for each n € {1,..., N}, where W, ; is the jth bit of submodel 4, Zi[ﬁj is the (54 1)st
noise term for the kth bit of W;, and {f;}{_,, {a,,})_, are globally known distinct
constants chosen from F,, such that each «,, and f; — a,, for all i € {1,...,¢} and
n € {1,..., N} are coprime with ¢. Reading and writing to ¢ bits of the required
submodel is explained in the rest of this section. The same procedure is followed %
times for the entire PRUW process, where L is the total length of each submodel.
Reading phase: Assume that the user requires to update Wjy. Then, the

user sends the following query to database n, n € {1,..., N} in order to read the
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existing version of Wy,

—en(0) + X2 b 2

Qn = : , (3.15)

Len(0) + 3020l Zy,

fé_an

where e)/(0) is the all zeros vector of size M x 1 with a 1 at the 6th position and

Z; js are random noise vectors of size M x 1. Database n, n € {1,..., N} then

generates the answer given by,

L w+ Wos + ...+ W,
_fl_an - fZ_an 02 ff_an -
+ o+ ey + ..+ ol gn (3.17)

where ¢;s are combinations of noise terms that do not depend on n. The answers

received from the N databases in matrix form is as follows.

Wo.1
1 1 n
A1 Fi—er " fi—en 1 (7] Oy
Wo.e
_1 S n
AQ B Ti—as o Fi—as 1 Qo ... Oo )
= o (3.18)
o1
1 1 n
_AN— _fl*aN o F—an 1 an OéN—
P
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where n = T7 + T, — 1. Since the matrix is invertible, the ¢ bits of Wy can be

retrieved using (3.18). The reading cost is given by,

N N
Cr="

IS N_T —T T Ty (3.19)

Writing phase: In the writing phase, the user sends a single bit to each
database (per subpacket), which is a combination of the updates of the ¢ bits of
Wy and T3 random noise bits. The combined update bit is a polynomial of «,,
which allows the databases to privately decompose it into the ¢ individual update
bits, with the help of the queries received in the reading phase. Finally, these
incremental updates are added to the existing storage to obtain the updated storage.
As explained later in this section, the above stated decomposition performed at
the databases introduces a few extra terms, which are added to the 7T random
noise terms in storage. From the crypto lemma, the updated T} noise terms are
also independent and uniformly distributed (i.e., random noise). The reason behind
over-designing the system to have extra noise terms in storage is to have a number of
noise terms that matches the number of extra terms introduced by the decomposition
performed at the databases in the writing phase. The combined single update bit

that the user sends to database n is given by,

¢ ¢ ¢ Ty—1
U= Boi [] (F—an)+ ][0 —an) D alZa, (3.20)
=1 =LA j=1 m—0
for each n € {1,..., N}, where Z,,s are random noise bits, Ay, = Boi

ﬁ:l,j;ﬂ(fj_fi)
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with Ay, being the update for the ith bit of Wy. Once database n receives U,, it
calculates the incremental update that needs to be added to the existing storage in
order to obtain the new and updated storage. This calculation requires the following

two definitions and two lemmas.

Definition 3.1 (Scaling matriz)

0 (fo — ) yr ... 0
D, = , (3.21)
i 0 0 c. (fg - Oén)[M_

for each n € {1,..., N}, where Iy is the identity matriz of size M x M.

Definition 3.2 (Null shaper)

Hr f(ar—an)
( Hreef(ar—fl) ) Inr

Q, = - : (3.22)

(Tr=e) I

for eachn € {1,..., N}, where F is any subset of databases satisfying |F| = 2T} —

N —-T5+ 1.

Lemma 3.1 The combined update U, in (3.20) can be decomposed to distinguish
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the kth update from the rest, for each k € {1,...,4} as follows,

U, 1

fk_an_fk_an

Aok + Po, (0 +T5 —2), (3.23)

where P, (¢4 T3 —2) is a plynomial in o, of degree £ + T3 — 2. The coefficients of

alsin P, ({+ Tz —2) are fized for all n.

1
fr—an

Lemma 3.2 The term for k € {1,...,0} remains distinguishable after mul-

tiplying by the corresponding term in the null shaper for each n & F, i.e.,

Simerey) et e R S

where P, (|F|—1) is a polynomial in o, of degree |F| — 1.

The proofs of Lemma and Lemma are given in Appendix E| With these

definitions and lemmas, the incremental update is calculated byﬂ

U,=D, xQ, xU, xQ, (3.25)

4The intuition behind Lemmas and is as follows: In Lemma the term U, is a single
bit that contains information about ¢ parameter updates. At the databases, this combined single
bit update must be decomposed into the ¢ separate updates, and placed at relevant positions.
To achieve this without leaking any information to the databases, the updates are combined in a
specific way, i.e., the first part of U, is a Lagrange polynomial. Lemma |3.1| presents a result on
Lagrange polynomial division, which shows how each update can be separated from the rest by
dividing the combined update by a specific factor. Lemma [3.2]is useful in placing the zeros of the
incremental update polynomial at certain «,,’s (a,s such that n € F) so that the writing cost can
be saved by not writing to the databases that correspond to those a,’s.

>The set F must satisfy |F| > 0, and in cases where |F| = 0, (3.25) is modified as U, =
D, xU, X Q.
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=D, xQ, X

Using Lemma |3.1],

A Npren () +en(0) Y

151]

U, =D,, x Q, %
| ey Docen () + enr(0) YR akgl
Sttt il
Zfng+T3 ot 5[1]
+ D,, x ,, X
S
S alél)

(HTef(ar*an
Hre]—'(arffl

— | |

(HTEF(Q’"_O"’L

HTEF(O‘T‘ —f2

=D, X
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) i Baen(6)
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(+To+Ts—2+|F| _; ~[1]
Zz‘:o QM

€+T2+T3—2+‘f| : ~[1]
Zi:o AT i

+ D, x : . (3.28)

4 To+T3—2+|F| ;i ~[4]
Zi:o QM

HTo+T5—2+|F| ;i ~[4]
> ico T

From Lemma [3.2]

(fr — ) S0 il

)

Ag,leM(H)
(fr—an) Tyl
_ Ngoen(0) B B
U, = + : , (3.29)
(fo— ) 05" ot
A@,ZeM(e)

“1 ;i AlE
(fe — an) ZiTzlo ' O‘nng\/},i

where and are due to the fact that U,, and the diagonal elements of €2,
are polynomials in «,, of degrees ¢ + T3 — 1 and |F|, respectively. The polynomial
coefficients fi[j }, flb }, ﬁl[j land ﬁy I'are combined noise terms that do not depend on n.
(3.29) is immediate from |F| =27} — N —T3+1 and £ = N — T} — T5. Note that for

databases n € F, 2, = 0, which makes the incremental update of those databases

equal to zero. This means that the user could save the writing cost by not sending

89



the update bit U, in the writing phase to those databases in F. For each database
n € {1,..., N}\F, the incremental update in (3.29)) is in the same format as the

storage in ([3.14]). Therefore, the updated storage is given by,
S =S 7, ne{l,..., N}I\F, (3.30)

while S¥ =S¥ for n € F, where S and S are the storages of database n

before and after the update, respectivelyf] The writing cost of this scheme is given

by

N—|F| 2N-2T\+T;—1
Cy = - .
i N—T, - T

(3.31)

3.4.2 Total Communication Cost and Optimal Values of T, T5, T}

From (3.19) and (3.31]), the total communication cost is,

3N — 2T, + T — 1
= p— . . 2
Cr=Cr+Cw = —5 (3.32)

The general scheme described in Section and the total cost in ([3.32)) are pre-
sented for arbitrary T4, Ts, T3 satisfying T; > 1 for + = 1,2, 3, and % <7 <
N — T, — 1, where the last condition is derived from |F| > 0 and ¢ > 1. In this

subsection, we present the optimum values of 17, 15, T3 that minimize the total cost

SNote that Wy is still updated in databases n € F even though the noise added storage has not
changed. This is because the zeros of the incremental update polynomials occur at those a,,s that
correspond to n € F.
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for a given number of databases N. It is clear that the total cost in (3.32) increases
with Ty and T5. Therefore, the optimum values of 75 and T3 such that the privacy

constraints are satisfied are 7 = 75 = 1. Then, the resulting total cost is,

3N — 2T}
Cr=——71— 3.33
TTN-T -1 (3:33)
which is increasing in 7}, since % = % > (0. Thus, the optimum value of

Ty satisfying the constraint of 25— < T3 < N — T, — 1 with Ty = Ty = 1 is
17 = (ﬂw The corresponding optimum subpacketization is ¢* = L%J — 1 and the

2

optimum reading and writing costs are given in (3.12)) and (3.13]), respectivelyﬂ

3.4.3 Example

Consider an example setting where N = 6 non-colluding databases store M = 3
submodels, and a user who wants to download and update submodel 2 at time ¢,
i.e., M = 2. The subpacketization (number of parameters considered in a single
subpacket) for this example is ¢ = |§] — 1 = 2, and the numbers of noise terms
added to the storage, queries and updates are given by T} = [%1 =3 T =1

and T3 = 1. The storage of a single subpacket of all submodels in database n,

"In this work, we consider the minimization of the total cost (reading+writing cost). The region
of achievable reading and writing costs, i.e., the trade-off between reading and writing costs can
also be studied by assigning different subpacketizations to the reading and writing phases. It can
be shown that the total cost is minimized when the reading and writing subpacketizations are the
same, which is the case presented in this work.
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n € {l,...,N} is given by (see (3.14))),

Wii+ (fi — ozn)(Zﬂ]

Wi+ (f1 — Oén)(Zg}o

Ws1+ (fi — Oén)(Z:%

Wia+ (fo — @) (20

Wao + (f2 — OKn)(Zg(]J

Wso + (f2 — O‘n)(Z:u)

+ a2 + a2zl
+anZi) + a2 Zy))

+ oznZ:[,i]l + oszZgg)

+ anZE]l + QZZE%)
+ oznZg]l + oszZ%)

+ OznZif]l + aiZ?[f )

(1]

(3.34)

Reading Phase: The user sends the following query to databasen,n € {1,..., N},

to download submodel 2 (see (3.15))

fl_an f2_an

92

0 Zha
1 ~
fream |1 T [ Z12
0 713
Qn = = = = 1], (3.35)
0 Zaa
1 ~
Foam |1 T | Z22
0 Zs3
Database n, n € {1,..., N} sends the answer corresponding to the received query
W W
Ay =8TQp= 2+ 22 4 potandr +a2do+ad b, (3.36)



where ¢; are the terms that result from combining all coefficients of o, in the dot
product. Note that ¢; are the same across all answers from all databases. The user
obtains the required two bits W5 ; and W5 5, using the answers from the N databases

as,

Waa

] i T W2,2

A 1 1 1 oy o o
1 fi—a1  fo—an 1 1 1

%o
=| S : (3.37)

¢1
fi—as  fa—asg

T T 92
P3

since the matrix is invertible. The resulting reading cost is Cgr = g =3.
Writing Phase: In the writing phase, the user combines the two updates of
the two parameters in the subpacket into a single symbol (see (3.20])) as follows and

sends is to database n, n € {1,..., N},

U, A21f " LA h-a

fa— fl =ty f2 +(fi —an)(fo = an)Z, (3.38)

where Z is a random noise symbol. Database n, n € {1,..., N} then calculates the

incremental update as (see 3.25)E|

U, =D, x U, x Qp (3.39)

8Note that the null shaper €2, is not used in this example as |F| =27} — N — T3 + 1 = 0.
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flian )

= Dn X r 9 r 3 (340)

0 Za3

i (1

0 Z?:O O{n"’/g,l

A 2 i |1

| | S s

i (1

0 Z?:O Oénni[%,l

—p.x |k 4 L 1 (3.41)

i |2

A 2 i 12

| | S

i |2

0 Z?:(] anni[%,l
0 Z?:o 04’57751,1
Agy + (/i —an) Z?:o afmél,l
i 1

= = = o & (342)

2 i 2
0 Zi:O O‘M?U’
Ag o +(f2—am) Z?:o 0427752,1
i 2
0 Z?:O anni[’);

where (3.41)) is obtained by applying Lemma Since the incremental update
in (3.42) is in the same form as the storage in (3.34), the storage is updated as

S = gl 4 77, and the resulting writing cost is Cyy = $ = 3.
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3.4.4 Proof of Privacy and Security

The following facts are required for the proofs of privacy and security. In the pro-
posed scheme, the submodel index 6 is indicated by ey (0). However, the queries
sent to each of the databases are independent from ey;(6) due to the random noise
terms added to it, from Shannon’s one time pad theorem. Similarly, the submodel
values W ; are independent from the storage S,, of each database and the values of
updates A, ; are independent from the uploads in the writing phase U, due to the
random noise terms added.

Privacy of the submodel index: For any m € {1,..., M}, u, € F., 7, € Fé‘“t

and 5, € ]Féw(tﬂ),

P(Q[l:t} _ m|Q£llt] =7, U7[L1:t] = Uy, 5«7[10:t] _ gn)

P(Q,Elt} :fn7 r,L,l:t] :ﬂn, Sq[LOZt] — §n|0[1:t] :m)P(Q[lt] :m)
= [1:4] 1] [0:¢] : (3.43)
P(Qn" =7, Uy =1y, Sn" = 8,)

Based on the proposed scheme, note that each S,[f/]7 t'e{1,...,t} term is given by
S = gl'=1 L gl which makes the two sets S\ and {ST[ZD], UJZM]} statistically
equivalent. Moreover, since each U,[fq, t' € {1,...,t} is a deterministic function of

) and Q,[fl], the two sets {S,[f:t], ngﬂ, U,[leﬂ} and {Sq[lo}, QLM], U,[LM]} are statistically
equivalent as well. Since all realizations of the terms in the set {5'7[? ], QL} :t], UJIM]}

are random noise terms based on the construction of the proposed scheme, they are
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independent of the updating submodel indices 6. Therefore,

PO = miQE = 7, U = &, S99 = 5,)

P( Ll:t] _ Fn’ U7[11:t] — ﬂn, Sr[LO:t} — gn)P<9[1t] — m) 44
- e~ ot - oo (3.44)
PQn " =7p,Uy" =1y, S0 = 8y)

= P = ), (3.45)

which results in the privacy condition in (3.7)).

Privacy of the values of updates: For any ¢ € FY, u, € F, 7, € F}* and

5, € F(]I\M(Hrl)’

PALT = Qi — 5, 5100 — 5, Ul — q,)

_ PO =1, S =5, UM w0 =P =)
- 4] = [0:6] _ _ ] - : :
P( n — ’I“n, Sn _— Sn, n - un)

As before, all U,, ), and S,, values are random noise terms and are independent of

Ag:t] from Shannon’s one time pad theorem. Therefore,

P(ASY = QI =7, 80 = 5,, UM = a,)
PV =7, S = 5, UM = a,)P(A)" = §)

= ; : : (3.47)
P( 7[’L1t] = Tn, S’r[zo.t} = Sn, Ur[zl.t} = an)
= p(A)T =), (3.48)
which proves the condition in (3.§]).
Security of the stored submodels: For any w,s, € Iﬁ‘éw(tﬂ), Uy, € IFZ and
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- Mt
€ F/Y,

P(W i, = o|Q =7, S = 5, UM = a,)
L: r 0: 3 1: m 0: — 0: _
_P( [n t]zrnv ST[l t]:5n7 UT[I t]:un|W[[1]€[}:1U)P(W[[1;]4]:IU)
P(Q%.]:fnasil.]:*in T[L]:an>

Based on the same reasoning as before, and since the databases are non-colluding,
all U,, @, and S, values are independent of Wl[oj\t} from Shannon’s one time pad

theorem. Therefore,

P(WI[OJ\Z] = w|Qq[%t] = T, SLO:t] = Sp, Uq[11:t] = an)

P =r,, S0 = 5, UM = a,)P(WE = w)
= i [0:1] i ' (3.50)
P( n’ :(Fn;Sn. :gnyUn. :an>

= P(W%] = w), (3.51)

which proves the condition in ((3.9)).

3.5 Conclusions

In this chapter, we considered the problem of PRUW in relation to FSL, where a
user reads, updates and writes back to a submodel of interest, without revealing
its index or the values of the updates to the databases storing the submodels. We
provided a basic PRUW scheme that performs private FSL by only downloading
and uploading twice as many bits as the size of a submodel, while guaranteeing

the information-theoretic privacy of the updating submodel index and the values
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of the updates. One of the main future directions of PRUW in relation to FSL is
to obtain the fundamental limits on the performance metrics. Since the reading
phase of private FSL with non-colluding databases is identical to the problem of
X-secure T-private information retrieval with X = T = 1, there exists a lower
bound on the download cost [97]. However, in this work, we show that the total
communication cost (reading+writing) can be reduced by incurring a higher reading
cost to allow for lower writing costs. Within the scope of cross subspace alignment,
we showed that the minimum total communication cost is achieved when the reading
and writing costs are symmetric, and when the data and noise subspaces within
the N dimensional space occupy approximately % dimensions each. Therefore,
combining the properties of the reading and writing phases is the main challenge in
deriving the converse results. Apart from the converse results, multi-user PRUW,
weakly private read-update-write and the presence of adversaries and eavesdroppers

in PRUW are among the other immediate future directions.

3.6  Appendix

3.6.1 Proof of Lemma (3.1

Proof: We begin the proof by considering the left term in (3.23]) of Lemma .

Note that,

U Zf:l A&i Hﬁ:l,j#i(fj _an)‘i‘nﬁzl(fj — ) ZlTiEl a, Z;i

fk_an_ fk_@n

(3.52)
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A ¢ ¢ A ¢
- Ae,k Hj:1,j¢k(fj _an) 4 Zi:l,i;ﬁk Aé’,i Hj:l,j;éi(fj _O‘n)

fk — Oy flc — Oy
LU= oot anZi 4+ 0™ 2 ) (3.53)
fk — Oy
Now consider,
Hﬁ:Lj;ék(fj —ap)
fk — Oy
(ARt i) 1T .
— o j:g#( fi— an) (3.54)
¢ ¢ o
= H (fi = an) + (f1 = fk)Hj:Q’#k(fj i (3.55)
j=2,j#k Ji = an
l J4
I+ (- et L0 T (- ) (3.56)
=2,k L ey
¢ ¢ ¢ L
= II e+ (=5 T (fi—on)+ <f1—fk><f2—fk>njz3j¢’“_(f 1—0n)
=2,k =35k kT
(3.57)
14 14 k—2 V4
= ] Gi—a)+h=5) J] Gi—a)+. +]]Fi=5) [ (fi—en)
J=2,j#k j=3,j#k i=1 j=k,j#k
m Hﬁ:k,jyék(fj — )
+ E(fz — fr) o — o (3.58)
V4 V4 k—2 V4
= ] Gi—an)+(h=f) [ o)+ +][0Fi—f) T] (fi — )
§=2,j#k §=3,j#k i=1 j=k+1
k—1 Y4 k+1 Hﬂ (f o O‘n)
+ 1= 1) TT =)+ T (fi— f) F’“; == (3.59)
i=1 j=k+2 i=1,i#k k— On
l V4 k—1 V4
= H (fj_an)‘l'(fl_fk) H (fj_an)+--'+H(fi_fk) H (fj_an)
J=2,j#k j=3,j#k i=1 j=k+2
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k+1 l

+ H (fi = fr) H (fi — )+ ...

i=1,i%k j=k+3
-2
e = et e — o) (fe — o)
+ izE[ﬁ(ﬁ fe) A (3.60)
¢ ¢ k-1 ¢
= H (fj_an)+(fl_fk) H (fj_an)+--'+H(fi_fk) H (fj_an)
=2,k j=3,j#k i=1 j=k+2
k41 14 {2
+ [ = ] i)+ o+ (fe—an) ] (fi—£0)
i=1,i%k j=k+3 i=1,i#k
-1
+ H (fi = fi) e = J;k t i — o) (3.61)
i=1,ik k= On
¢ ¢ k—1 ¢
= H (fj —an) + (fi = fr) H (fj—Oén)+-~-+H(fz—fk) H (fj —an)
i=2.i#k i=3.i#k i=1 j=k+2
k1 ¢
+ H (fi = fr) H (fi —om) + ...
i=1,ik J=k+3
=2 -1 ¢ -
+(fe—an) [ =m0+ [ (i fu)+ Hi:lf’“_(f i~ i) (3.62)
i=1,i4k i=1,i4k k= On
B Hf:l,z‘;ék(fi — [fx)
= P,.((—2)+ e (3.63)

where P, (¢ — 2) is a polynomial in «,, of degree ¢ — 2. Therefore, from (3.53)),

Hle,z‘yék;(fi — fr)

fk_Oén

Un

fk_an

= AM (P% (¢ —2)+ ) + P, ((+T5—2), (3.64)

since the second and third terms of (3.53) result in a polynomial in «, of degree

¢+ Ty — 2. Therefore,

U, 1

fo—an  fr—a Box + Fo, (E+ Ty = 2). (3.65)
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3.6.2 Proof of Lemma (3.2

Proof: We begin the proof by considering the left term in (3.24]) of Lemma .

Note that,

(i)

which completes the proof. B

fk_an_

1 <Hre}'(ar — et fr— O‘")) (3.66)

Je—an Hre}‘(ar — fi)
fk — Qp,
fk_ang(l—i_ar_fk) (367)
+ Py (|F] - 1), (3.68)

fk_an
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CHAPTER 4

Private Federated Submodel Learning (FSL) with Top r Spar-

sification

4.1 Introduction

In this chapter we consider the problem of PRUW in FSL with top r sparsifica-
tion. In FSL with top r sparsification, the users download and upload only selected
fractions of parameters and updates in the reading and writing phases, respectively,
to reduce the communication cost. However, revealing the positions of these se-
lected parameters and updates compromises the privacy of the user, in addition to
the updating submodel index and the values of the updates. In this chapter, we
present how information-theoretic privacy of the users local data can be guaranteed
using PRUW in FSL with top r sparsification. We propose a novel scheme which
privately reads from and writes to arbitrary parameters of any given submodel,
without revealing the submodel index, values of the updates, or the positions of
the sparse updates/parameters, to databases. The proposed scheme achieves sig-
nificantly lower reading and writing costs compared to what is achieved without

sparsification.
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4.2 Problem Formulation

We consider N non-colluding databases storing M independent submodels, each
having P subpackets. At a given time instance ¢, a given user reads, updates and
writes one of the M submodels, while not revealing any information about the
updated submodel index or the values of updates to any of the databases. The

submodels, queries and updates consist of symbols from a large enough finite field

F,.

In the PRUW process in FSL, users keep reading from and writing to required
submodels in an iterative manner. With top r sparsification, each user only writes
to a selected r fraction of subpackets of the updating submodel, that contains the
most significant r fraction of updates[] | This significantly reduces the writing
cost. Therefore, a given user who reads the same submodel at time ¢ + 1 only
has to download the union of each r fraction of subpackets updated by all users at
time t. Let the cardinality of this union be Pr’, where 0 < 7/ < 1. This reflects
sparsification in the downlink with a rate of r’. For cases where Pr’ is significantly
large, i.e., with large number of users with non-overlapping sparse updates at time

t, there are downlink sparsification protocols such as [80] that limit the value of

Pr" in order to reduce the communication cost. Precisely, in this work, we assume

In the update stage (model training) users typically work in continuous fields (real numbers)
and make the least significant 1 — r of the updates equal to zero (i.e., not update) based on the
concept of top r sparsification in learning. All updates are converted to symbols in F, and sent
to the databases. We assume that the zeros in the continuous field are converted to zeros in the
finite field.

2We assume that all parameters in the most significant r fraction of subpackets have non-zero
updates.
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that each user only updates Pr subpackets that correspond to the most significant
r fraction of updates in the writing phase, and only downloads Pr’ subpackets sent
by the databases in the reading phase, of the required submodel. The values of r
and " are fixed and determined before the FSL process starts.

The reduction in the communication cost of the PRUW process with sparsifi-
cation results from communicating only a selected set of updates (parameters) and
their positions to the databases (users) in the writing (reading) phase. However, this
leaks information about the most and least significant updates of the user. There-
fore, to perform top r sparsification in private FSL to reduce the communication
cost, the basic PRUW scheme needs to be modified in order to satisfy information-
theoretic privacy of the updating submodel index and the values/positions of the
sparse updates. Similar to the problem setting of basic PRUW in Section [3.2], the
user sends queries to databases to download the required submodel in the reading
phase, which are deterministic functions of the required submodel index and ran-
dom noise generated. In this case the user will only download a selected set of Pr’
subpackets, determined by the downlink sparsification protocol at the databases.
In the writing phase, the user sends information on the values and positions of the
Pr sparse updates, which are deterministic functions of the generated updates and
random noise.

The system model is shown in Figure [4.1} which is the same as the model of
basic PRUW, with the explicit indication of a coordinator. The coordinator exists in
the basic PRUW also, where it is used to initialize the storage with identical random
noise terms in all databases in the basic PRUW. In PRUW with sparsification, it is
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coordinator assign noise and permutation
reversing matrices

/ lRQ N‘
database 1 database 2 database N
submodel 1 submodel 1 submodel 1
random -
permutation submodel 2 submodel 2 submodel 2
P
submodel M submodel M submodel M
write
read
- %
0, Ag)
submodel index values of updates

Figure 4.1: PRUW with top r sparsification: system model.

also utilized in guaranteeing the privacy of the indices of sparse updates.

The three components in PRUW with sparsification that need to be kept
private are: 1) index of the submodel updated by each user, 2) values of the sparse
updates, and 3) indices (positions) of the sparse updates. The formal descriptions of
the privacy and security constraints are given below. The constraints are presented
from the perspective of a single user at time ¢, even though multiple independent
users update the model simultaneously.

Privacy of the submodel index: At any given time ¢, no information on the
index of the submodel being updated, 8, is allowed to leak to any of the databases

with all the information received by the user, i.e., for each database n,n € {1,..., N},

10" Q1. v st =0, teN, (41)
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where Qq[f} and Y, are the queries and all the uploads (information on the sparse
updates and their positions) sent by the user to database n in the reading and
writing phases, and S,[f] is the content of database n, at time t.

Privacy of the values of updates: At any given time t, no information on the
values of updates is allowed to leak to any of the databases with all the information

received by the user, i.e., for each database n, n € {1,..., N},

[(AY; QU Yl sty =0, teN, (4.2)

where A[Ht] is the update (with (P — Pr)¢ zero and Pr{ non-zero updates, where ¢
is the subpacketization) of submodel 8!} generated by the user at time t
Security of submodels: No information on the parameters of submodels at time

t is allowed to leak to any of the databases, i.e., for each database n, n € {1,..., N},

I(Wih; S8,QU. vy =0, tezg, (4.3)

where Wl[t]M represents the parameters of submodels 1 to M at time t.
Correctness in the reading phase: The user should be able to correctly decode
the sparse set of Pr’ subpackets (denoted by J) of the required submodel, determined

by the downlink sparsification protocol, from the answers received in the reading

3A detailed explanation on the privacy/security constraints and how they compare with the
constraints of basic PRUW is provided in Remark

“Note that the privacy of both values and positions of the sparse updates is considered in the
constraint in as A[et I contains both zero and non-zero updates of which the values are not
revealed.
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phase, i.e.,

H(Wé’[f;l]‘Q[lt:]N7 A[lt:}N7 e[t]) = 07 te Na (4'4>

where Wg;” is the set of subpackets in set J of submodel W, at time ¢ — 1 and AE]
is the answer from database n at time t.

Correctness in the writing phase: Let 8! be the updating submodel index and
J' be the set of most significant Pr subpackets of Wy updated by a given user at
time t. Then, the subpacket s of submodel m at time ¢ given by Wf[,i](s) is correctly

updated as,

W (s) + All(s), ifm =01 and s € J’
i) = , (4.5)

wi=t(s), if m#60" orsé¢.J

where A%(s) is the corresponding update of ,l,f,_”(s). The reading and writing

costs are defined the same as in Section [3.2]

4.3 Main Result

In this section, we provide the achievable reading and writing costs of the scheme
proposed to perform top r sparsification in FSL, while guaranteeing information-
theoretic privacy of the updating submodel index and the values of the updates
(which includes the indices of sparse updates). The key component of the proposed

scheme is a novel permutation technique, which requires the databases to store
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certain noise-added permutation reversing matrices. We propose two cases of the
scheme based on the structure and the size of the noise-added permutation reversing

matrices. Theorem [4.1] summarizes the results of the two cases.

Theorem 4.1 In a private FSL setting with N databases, M submodels (each of size
L), P subpackets in each submodel, and r and r' sparsification rates in the uplink
and downlink, respectively, the following reading and writing costs are achievable
with the corresponding sizes of the noise-added permutation reversing matrices. The

reading and writing costs are,

B 47" + %(1 +17) log, P

Cr . (4.6)
-~
4r(1 + log, P
¢, — % ). (4.7)
N

with noise-added permutation reversing matrices of size O <]%,—22> and,

_ 2r' + %(1 +77) long

Cr . (4.8)
N
2r(1 +log, P
Gy = 2108 P) (19)
N

with noise-added permutation reversing matrices of size O(L?).

Remark 4.1 If sparsification is not considered in the PRUW process, the lowest

achievable reading and writing costs are given by Cr = Cy = 17%; see Theorem .
N

Therefore, sparsification with smaller values of r and r' results in significantly re-

duced communication costs as shown in Theorem [/.1].

108



Remark 4.2 The reading and writing costs double (approzimately) as the size of

the noise-added permutation reversing matrices reduces from O(L?*) to O (ﬁ—i)

Remark 4.3 PRUW in FSL with top r sparsification require additional information
from the user, compared to basic PRUW described in Chapter[3, to privately indicate
the selected positions of the sparse updates. The privacy and security constraints
defined for PRUW with top r sparsification in Section[{.4 are not as strong as the
corresponding constraints in basic PRUW due to the extra information required by
the users, that results in significantly reduced communication costs via sparsification.
As defined in [94], a database (in a non-colluding setting) that has access to all
past storages, queries and information on updates/positions is called an internal
adversary, and a database that only has access to the current storage, queries and
information on updates/positions is called an external adversary. The basic PRUW
scheme presented in Chapter[3 is protected from internal adversaries, while the top
r sparsification scheme is only safe from external adversaries. The comparison of
the privacy and security constraints in the two schemes is as follows.

The privacy constraint on the submodel index guaranteed in basic PRUW, i.e.,
can be equivalently stated as 1(9[”1;QL}Z“,UW,SLO}) = 0 as each SY', ¥ €
{1,...,t} term can be written as S = gl=1 4 U,[fl], which makes the two sets
{Sr[zozt]} and {ST[?], U,[llzt]} statistically equivalent. Moreover, the incremental update

UV is a deterministic function of all the information received by the user, i.e.,

Q%l] and Ur[fl], which makes the two sets {ngﬂ, U,[f:ﬂ,S,[@O:t]} and {QL}:t],U#:”,SLO]}

5[7,? ] is the incremental update at time ¢. This is explained in Section
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statistically equivalent as well. This results in the equivalent form of above.
It can be shown that the scheme proposed in Section [{.4] for top r sparsification
satisfies the privacy constraint 1(9[”];ngt],Uy;t],k%},Sy) = 0, where UM and
lﬁ[ﬂ are the quantities uploaded to convey information on the values and positions
of the sparse updates, respectively, at corresponding time instances. Note that this
constraint is the same as the equivalent form of (3.7), i.e., 1(o0; QE:t], Uy;t], SLO]) =
0, with the additional piece of information collected by the user on the positions of
the sparse updates at time t, denoted by k. Therefore, the top r sparsification
scheme presented in Section [{.4, which is based on the basic PRUW scheme in
Section 15 able to satisfy the stronger privacy constraint of basic PRUW even with
the additional information on the positions of sparse updates at time t. However,
the top r sparsification scheme cannot guarantee the stronger privacy constraint if
the information on the positions of sparse updates at all time instances {0,1,...,t}
1s available to the databases. Due to the mismatch between the roles of each database
as an internal adversary on queries/values of updates and an external adversary on
the positions of sparse updates, we have defined the privacy/security constraints of
Section (top r sparsification) such that the submodel index, values/positions of
sparse updates and submodel values are protected against an external adversary, to
make the definitions um’form.ﬁ

The top r sparsification scheme is unable to guarantee the stronger privacy
constraint 1(014; QI U k0 Sy = 0 (with information on sparse positions

at all time instances) because the scheme uses a permutation technique that uses the

6The analysis presented for 111 above is applicable for Aél:t] as well.
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same permutation at all time instances, which leaks information about the indices
of the sparse updates, when the databases have the permuted information at multiple
time instances. This is based on the fact that the most significant Pr subpacket
indices that the user chooses in the writing phase at different time instances are
correlated. In cases where it is reasonable to assume that the Pr subpackets chosen
by a given user at time t is independent of the same quantity at time t' for all

t £ t', the top r sparsification scheme can also achieve the stronger privacy constraint

I(@Dzﬂ; QLl:t]’ UT[Zl;t]’ kr[ll:t}’ S’r[w,l:t]) —0.

4.4 Proposed Scheme

The scheme is similar to what is presented in Section |3.4) with the additional compo-
nent of sparse uploads and downloads. In the writing (reading) phase of the scheme
in Section , the updates (values) of all parameters in a given subpacket are com-
bined into a single bit. Thus, a user sends (receives) P bits per database, where P
is the number of subpackets in a submodel. In this section, using similar concepts
as in Section [3.4] the user only downloads and uploads Pr’ < P and Pr < P bits
corresponding to the respective sparse subpackets in the reading and writing phases,
respectively, which significantly reduces the communication cost. However, reveal-
ing the indices of the subpackets with no update (all zeros) in the writing phase leaks
privacy, as the values of those updates (zero) are directly known by the databases.ﬂ

Therefore, to send the indices of the sparse updates privately to the databases in

"The sparse set of subpackets in the downlink is determined by the databases with no additional
information from the users. Therefore, privacy leakage from the sparse subpacket indices only
occurs in the writing phase.
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the process of top r sparsification, we use a permutation technique, which is the key
component of the proposed scheme. The basic idea of this technique is to add noise
to the sparse subpacket indices, to hide the real indices from the databases. Note
that basic PRUW adds noise to storage, queries and updates, while PRUW with
sparsification adds noise to the sparse subpacket indices, in addition to the storage,
queries and updates. This is analogous to the case with normal and timing channels,
where the normal channels add noise to the values while the timing channels add
noise to the timings. Basic PRUW is analogous to a normal channel while PRUW
with sparsification is analogous to a channel that combines characteristics of both
normal and timing channels.

The process of adding noise to the sparse subpacket indices is as follows. In
the writing phase, each user sends a random set of indices corresponding to the
Pr sparse subpackets (with non-zero updates) instead of sending the real indices.
This random set of indices is generated by the users based on a specific random
permutation of all subpacket indices, which is not known by the databases. However,
in order to guarantee the correctness of the writing process, the permutation needs
to be reversed, and the databases should be able to place the received updates at
the correct positions. This is accomplished by the use of noise-added permutation
reversing matrices, stored at the databases. These permutation reversing matrices
rearrange the permuted indices of the sparse subpackets received by the users in
the correct order in such a way that the databases do not learn the underlying
permutation or the real indices of the sparse updates. The noise-added permutation
reversing matrices convert the noise in the sparse subpacket indices (timing channel)
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into added noise in the incremental update calculation (normal channel). These
extra noise terms in the incremental update calculation require extra noise terms
to be added to storage, for the correctness of the writing phase, which adversely
affects the efficiency of the process. However, the fact that the process is carried out
only on r fraction of the original number of subpackets makes the overall process
significantly efficient in communication cost.

The random selection and assignment of the permutation (to users) and the
noise-added permutation reversing matrices (to databases) are performed by the
same coordinator that assigns similar noise terms to all databases at the initializa-
tion stage of basic PRUW. Based on the structure and the size of the noise-added
permutation reversing matrices stored at each database, we have two cases for the
scheme, which result in two different total communication costs. Cases 1 and 2 cor-
respond to noise-added permutation reversing matrices of sizes O (]%,—22) and O(L?),
respectively. The general scheme for case 1 is described in detail next, along with

the respective modifications for case 2]

8 An example setting for PRUW with top 7 sparsification is provided in Section for both
cases 1 and 2. The reader can skip to Section @ to get an overview of the proposed scheme.
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4.4.1 General Scheme

Storage and initialization: The storage of a single subpacket in database n is,

Wit + (fi —aw) Zf:o 042;25

Wi + (fi —ow) Doi 043}2514]@

Wie+ (fe —an) i, O‘izzl[ﬂ‘

Wire + (fo — o) Dot O‘ZZJ[\Z},Z'

for each n € {1,..., N}, where ¢ is the subpacketization, W; ; is the jth bit of the
given subpacket of the ith submodel W;, ZZ[I? is the (j + 1)st noise term for the
kth bit of W;, and {f;}2,, {a,}Y_, are globally known distinct constants chosen
from F,, such that each a,, and f; —a, forall i € {1,...,¢} and n € {1,...,N}
are coprime with ¢. The degree of the noise polynomial in storage (value of z) for
cases 1 and 2 are x = 2¢ and © = ¢ + 1, respectively.

In PRUW, at time ¢ = 0, it should be ensured that all noise terms in storage
are the same in all databases. This is handled by the coordinator in Figure 4.1 We
make use of this coordinator again in PRUW with top r sparsification as follows. In
the reading and writing phases, the user only reads and writes parameters/updates
corresponding to a subset of subpackets (< P) without revealing their true indices.

The coordinator is used to privately shuffle the true non-zero subpacket indices as
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explained next.

At the beginning of the FSL system design, ¢ = 0, the coordinator picks a
random permutation of indices {1,..., P} out of all P! options, denoted by P,
where P is the number of subpackets. The coordinator sends P to all users involved
in the PRUW process. Then, the coordinator sends the corresponding noise-added
permutation reversing matrix to database n, n € {1,..., N}, given by R,, whose
explicit forms are given below for the two cases. Each user sends the sparse updates
to databases in the form (update, position), based on the order specified by P,
and the databases can reverse the permutations using R,, without knowing the

permutation explicitly.

Case 1: The noise-added permutation reversing matrix is given by,

R,=R+[][(fi—an)Z, (4.11)

where R is the permutation reversing matrix and Z is a random noise matrix, both
of size P X Pﬂ For example, for a case where P = 3, the matrix R for a random

permutation given by P = {2,3, 1} is given by,

R=110 0 (4.12)

For each database, R, is a random noise matrix from Shannon’s one time pad

9Since P = % and £ = O(N), R, is of O(P?) which is O (JLT)
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theorem, from which nothing can be learned about the random permutation P.
The matrix R, is fixed at database n at all time instances.

Case 2: The noise-added permutation reversing matrix is given by,

R,=R,+Z, (4.13)

where R, is the permutation reversing matrix as in case 1 (i.e., R) with all its entries

multiplied (element-wise) by the diagonal matrix,

1
fi—om 0 O
0 - ... 0
T, = " . (4.14)
1
00

Therefore, R, is of size P¢ x P{ = L x L. Z is a random noise matrix of the same
size. For the same example with P = 3 and P = {2,3,1}, the matrix R, is given

by,

Oese Opxe Ty
Ry= T, One Operl (4.15)

Oesce I Orxe

Reading phase: The process of reading (downlink) a subset of parameters

of a given submodel without revealing the submodel index or the parameter indices
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within the submodel to databases is explained in this sectionm In the proposed
scheme, all communications between the users and databases take place only in terms
of the permuted subpacket indices. The users at time ¢t —1 send the permuted indices
of the sparse subpackets to databases in the writing phase, and the databases work
only with these permuted indices of all users to identify the sparse set of subpackets
for the next downlink, and send the permuted indices of the selected set of Pr’ sparse
subpackets to all users at time t. Precisely, let V be the set of permuted indices of
the Pr’ subpackets chosen by the databases (e.g., union of permuted indices received
by all users at time t— 1) at time ¢, to be sent to the users in the reading phase. One
designated database sends V to each user at time ¢, from which the users find the
real indices of the subpackets in V, using the known permutation P, received by the
coordinator at the initialization stage, i.e., the real indices V' corresponding to the
permuted set V is given by V(i) = P(V (i), i € {1,..., Pr'}. The next steps of the
reading phase at time ¢ are as follows. Note that the following steps are identical
in both cases. However, the equations given next correspond to case 1, followed by

the respective calculations of case 2, separately after the calculations of case 1.

1. The user sends a query to each database n, n € {1,..., N} to privately specify

10The privacy constraints of the problem only imply the privacy of the submodel index in the
reading phase. However, the privacy constraints applicable to the writing phase in the previous
iteration imply the privacy of the sparse subpacket indices of the current reading phase.
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the required submodel Wy given by,

1 6M<9) + Zl

fi—an

1
— €M<0)+ZQ
Q=" , (4.16)

1 €M(9) + Zg

fﬁ_an

where e);(0) is the all zeros vector of size M x 1 with a 1 at the #th position

and Z; are random noise vectors of the same size.

. In order to send the non-permuted version of the ith, i € {1,...,|V|}, sparse
subpacket (i.e., V(i) = P(V(i))) from the set V, database n picks the column
V(i) of the permutation reversing matrix R, given in (@.11) indicated by

R,(:,V(i)) and calculates the corresponding query given by,

QI — : (4.17)

= : (4.18)
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Livy=13 : + Pa, (£)

= : , (4.19)

Lvey=py : + Py, (£)

L foe—an €
where P, (¢) are noise vectors consisting of polynomials in «,, of degree ¢.

3. Then, the user downloads (non-permuted) subpacket V(i) = P(V(i)), i €
{1,...,|V|} of the required submodel using the answers received by the N

databases given by,

AV = §T V) (4.20)

- Wi LR Wk P (0 1), (4.21)

from which the ¢ bits of subpacket V (i), i € {1,...,|V|} can be obtained from
the N answers, given that N = ¢+ { + x + 2 = 4¢ + 2 is satisfied. Thus, the

subpacketization is ¢ = %, and the reading cost is,

o _ Plog, P+ VI(N +log, P)

n 7 (4.22)
Plog, P+ Pr'(N +log, P)
- e (4.23)
4
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A+ ~(1+7")log, P

2 )
1 N

(4.24)

where 7/, 0 </ < 1 is the sparsification rate in the downlink given by |V| =

Pr'.

Calculations of case 2: The steps described above for case 1 are the same for
case 2 as well, with the following modifications in the equations. The query sent by

the user to database n, n € {1,..., N} in step 1 is given by,

Qn = B : (4.25)

Qo= en(0) + (fo — an)Zy

with the same notation. Then, in step 2, to download the (non-permuted) subpacket
V(i) = P(V(i)) each database n uses the following procedure. Denote the P¢ x /
sized submatrix of R, (in (4.13)) that includes the first ¢ columns of R, by Ry,
and the submatrix that includes the second ¢ columns of R,, by RY? ], and so on, i.e.,
RY = R.(:;,(s — 1) +1: sf). Now, to download subpacket V' (i), database n picks

@]

RLV(i)], computes the sum of the columns in RLV as,

l ¢
RIOL S RIOIG ) = 37 Ry, (V) - 10+ ), (4.26)

j=1 j=1
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and calculates the corresponding query as,

RY9(1)Q,

]%Lv(i)] (2)Q2 _ _ _

RY 0,

B 200,

B T fl—lan €M<9)

Liv =13 : + Pa, (1)

Liv (=2 : + Pa, (1)

RYON (P - 1)+ 1)@,
o Livy=py : + Pa, (1)
RYON((P —1)0+2)0y
L _fZ_lOCn M(e)_ i
| mYeoe |
(4.27)

where P, (1) is vector polynomial in «,, of degree 1 of size M¢ x 1. Then, in step 3,

database n sends the answers to the queries in the same way as,

ALV(i)] - SgQ[V(i)]

n

1 V(i)

LW e
L — Un

(4.28)

(4.29)

where Wi[f;] is the jth bit of submodel 7 in subpacket k. The ¢ bits of W} in subpacket
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V(i) are obtained when N = ¢ + x + 3 = 2( + 4 is satisfied, which gives the

subpacketization of case 2 as { = %, that results in the reading cost given by,

_ Plog, P+ \V\(N+logq P)

. - (4.30)
Plog, P+ Pr'(N +log, P)
- e (4.31)
2
2r' + 2(1 +1")log, P
_ L (4.32)
N

with the same notation used for case 1.

Writing phase: Similar to the presentation of the reading phase, we describe
the general scheme that is valid for both cases, along with the equations relevant
to case 1, and provide the explicit equations corresponding to case 2 at the end.
The writing phase of the PRUW scheme with top r sparsification consists of the

following steps.

1. The user generates combined updates (one bit per subpacket) of the non-zero
subpackets and has zero as the combined update of the rest of the P(1 — r)

subpackets. The update of subpacket s for database n is given byﬂ

0, s € B,
Un(s) = (4.33)

Zf:l A[esl H§:1,j7&z’(fj —an) + H§:1(fj —an)Zs, SE€B,

where B is the set of subpacket indices with non-zero updates, Z; is a random

[s]

noise bit and Aés}i = EA—“”(iff) with Ags]i being the update for the ¢th bit
’ j=Lg#i\J I '

1A permuted version of these updates is sent to the databases.
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of subpacket s of Wj.

. The user permutes the updates of subpackets using P. The permuted com-

bined updates are given by,

Un(d) = Up(P(3)), i=1,...,P (4.34)

. Then, the user sends the following (update, position) pairs to each database

n,

A

YUl — (@0 k), j=1,...,Pr, (4.35)

where U} is the jth non-zero entry in the vector U, in (@-34), and kV! is its
J

index, i.e., the position of UY) in the vector U,.

. Based on the received (update, position) pairs, each database constructs an

update vector V., of size P x 1 with UT[L]} placed as the kUlth entry,

A

Pr
Vo= Ullep(kly =0, (4.36)
j=1

.V, in contains the combined updates of the form (4.33]) arranged in a
random permutation given by P. The databases are unable to determine the
true indices of the subpackets since P is not known by the databases. However,
for correctness in the writing phase, the updates in V,, must be rearranged in

the correct order. This is done with the noise-added permutation reversing
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matrix given in (4.11]) as,
T, = R,V = RV, + [ [(fi = o) Pa, (0), (4.37)

where P, (¢) is a P x 1 vector containing noise polynomials in «,, of degree
¢, RV,, contains all updates of all subpackets (including zeros) in the correct
order, while [T'_, (f; — an) Pa, (£) contains random noise, that hides the indices

of the zero update subpackets.

6. The incremental update is calculated in the same way as described in Sec-

tion [3.4] in each subpacket as,

Un(s)= Dy x T(s) x Qy (4.38)

=D, x Upy(s) X Qn + D,, X P,, (20) (4.39)

. - — -

Al er(0)|  |(fi— cn)Pa, (20)

+ : , SE€BDB,

Alerr(0) | |(fe— an)Pa, (20)
- - (4.40)

(f1 — an) Pa, (20)

, s € B¢,

(fe — an) Fo, (20)

\ L -

where P, (2¢) here are noise vectors of size M¢ x 1 in (4.39) and M x 1 in

(4.40) with polynomials in «, of degree 2¢ and D, is the scaling matrix given
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(fl_an)IM 0

D, = : : ; , (4.41)

0 (fg—an)]]\/[

for all n. U,(s) is in the same format as the storage in (4.10) with z = 2¢
(case 1) and hence can be added to the existing storage to obtain the updated
storage, i.e.,

S(s) = S-U(s) + U,(s), s=1,...,P. (4.42)

n

Note that the degree ¢ noise polynomials in «, (noise matrix) in the noise-
added permutation reversing matrix in introduces ¢ extra noise terms
in the incremental update calculation, compared to the basic PRUW scheme
in which the incremental update has a noise polynomial in «, of degree /.
In other words, the permutation technique requires ¢ dimensions from the
N dimensional space which reduces the number of dimensions left for data
downloads and uploads to guarantee the privacy of the sparsification process.

The writing cost of the scheme is given byH

_ PrN(1+log, P)

Cw = 4.43
- (1.43)

12Note that the upload cost of the query vector from the reading phase, which is of size M ¥ x 1
and is not considered in the writing cost calculation since % is negligible.
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_ PrN(1+log, P)

4.44
pPx =2 (4.44)
4r(1 +log, P)
-— (4.45)
N

Calculations of case 2: Steps 1-4 in the general scheme are valid for case 2 with
the same equations. In step 5, the updates of permuted subpackets v, are privately

arranged in the correct order as follows. Using the noise added permutation reversing

matrix R, in (4.13)), database n, n € {1,..., N} calculates,

T, = Ry, X [V (1)1, Vi (2)1y, ... Vo (P)1,]T (4.46)
= (R 4 2) [V, (1)1, Vi (2)1y, ... Vi (P)1,]T (4.47)
[ [ 1 17 --Ag]l--
flfa’n flf’an
Un(1)
1 Ay
=f€_04n= =f1€_0¢n=
1 Aé2]1
fl*an fl*’an
Un(2)
— +P,, (V) = L +P,, (0), (4.48)
1 0,0
_fé_an_ _fZ_OCn_
] [ Al |
fi—an fi—am
Un(P)
1 AL’T’)
| _fe_an_ i L _fl_an_ i

where 1, is an all ones vector of size ¢ x 1 and P,, (¢) here is a vector polynomial
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in «, of degree ¢ of size P¢ x 1. Note that many U,(i)s in the above calculation

are zero due to sparsification. The last equality is derived from the application of

Lemma, on expressions of the form fljjﬁ—(;)n Recall that Ag}j =0,7€{1,....0}
for all subpackets 7, that are not within the Pr selected subpackets with non-zero
updates.

Now that the updates are privately arranged in the correct order, it remains
only to place the updates at the intended submodel in the storage. Note that the
updates of the first subpacket are in the first ¢ rows of T,,, the updates of the second

subpacket are in the next ¢ rows of T},, and so on. Therefore, we divide T,,, based

on its correspondence to subpackets as,
TH =T (s — 1)0 +1: s0), (4.49)

for s € {1,...,P}. With this initialization, for step 6, each database calculates

the incremental update of subpacket s, s € {1,..., P} using the the query in the

reading phase (4.25)) as,

7Y (1)Q
Ua(s) = D, x : (4.50)

= D, x : (4.51)




Aller(0) + (fi = an)Pa, (£ + 1)

= : : (4.52)

AlLers(8) + (fo — cn) Pa, (£ +1)

with the same notation used in case 1. Since the incremental update is in the same
form as the storage in (.10) with z = ¢ + 1, U,(s) for s € {1,..., P} is added to
the existing storage to obtain the updated version similar to case 1. The resulting

writing cost is given by,

~ PrN(1+log, P)

W= - (4.53)
PrN(1+log, P)
= 4.54
P i 454
2r(1 + log, P)
N

Remark 4.4 This problem can also be solved by considering a classical FSL setting
without sparsification with P submodels, i.e., M = P, and by using the private FSL

scheme in Section[3.]] to update the sparse Pr submodels. However, in this case the

NM¢ _ NP? __

normalized cost of sending the queries @, given by =7~ = =~ = N 1is large, and

cannot be neglected.

4.4.2 Example

Assume that there are N = 10 databases containing M submodels, each with P =5
subpackets. The coordinator first picks a random permutation of {1,...,5} out of

the 5! options available. Let the realization of the permutation be P= {2,5,1,3,4}.
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N-2 _

Case 1: The subpacketization is £ = =

2 and the storage of database n

consists of the model given by

Wii+(fi — an) Z?:o a;ZE

Wara + (fi — o) Z?: a;Z[l]i
S, = |t R (4.56)

Wiz + (fo — o) Z?:o OCZZE}‘

Wirg + (fo — an) Z?:o O‘;ZJ[\Z]J

since the degree of the noise polynomial is 2¢ = 4. The permutation reversing matrix

is given by,

00100

10000
2

Ro=10 0 0 1 o +][(fi—a)Z, (4.57)

=1

00001

01000

where Z is a random noise matrix of size 5 x 5. The coordinator places matrix R,, at
database n at the beginning of the process and sends P to each user. Assume that
a given user wants to update submodel # at time t. In the reading phase, the user
only downloads the sparse set of subpackets indicated by the permuted set of indices

V = {2,3}, which is determined by the databases. One designated database sends

I3Here we have only presented the storage of a single subpacket.
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these permuted indices to each of the users at time ¢. Then, the user obtains the real
indices of the subpackets in V, using V(i) = P(V(i)) for i = 1,2, ie., V = {5,1}.

The user sends the query specifying the requirement of submodel 8 given by,

1
_— GM(Q) + Z1
Qn= |77 (4.58)

6M(9) + ZQ

fa—an

to database n. Then, each database privately calculates the non-permuted query
vector for each subpacket V(i) using the noise added permutation reversing matrix

and the query received. The query for subpacket V(1) =5 is,

Q) = : = | Ognr | T Fan(2) (4.59)

where P,,(2) is a vector of size 10M x 1 consisting of polynomials in «,, of degree
2 and 0g) is the all zeros vector of size 2M x 1. Then, the answer from database n

corresponding to subpacket V(1) = 5 is given by,

Al = STQY (4.60)
1

fl_an ’ f2_an

WL+ Pa,(3%x 2 +1), (4.61)

from which the 2 bits of subpacket 5 of submodel 6 can be correctly obtained by
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using the N = 10 answers from the ten databases. Similarly, the user can obtain
subpacket 1 of Wy by picking column V(2) = 3 of R, in in the calculation of
and following the same process.

Once the user downloads and trains Wy, the user generates the r fraction of
subpackets with non-zero updates. Let the subpacket indices with non-zero updates
be 1 and 4. The noisy updates generated by the user to be sent to database n
according to is given by U,, = [U,(1),0,0,U,(4),0]" in the correct order. The
user then permutes U, based on the given permutation P, i.e., Uy, (i) = U, (P(:)) for

i={1,...,5},

U, = [0,0,U,(1),0,U,(4)]". (4.62)

The user sends the values and the positions of the non-zero updates as (U,(1),3)

and (U, (4),5) based on the permuted order. Each database receives these pairs and

reconstructs (4.62)),

V, = Un(Des(3) + Uy ()es(5) = U,. (4.63)

To rearrange the updates back in the correct order privately, database n multiplies

v, by the permutation reversing matrix,

T, = R, x V, (4.64)
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00100
10000
=100 o0 1 0o|Vat]]Ufi—en)ZxV, (4.65)
=1
00001
01000
) ] 2
— [Ua(1),0,0,U,,(4),0]" + T[(f: = @) Pa, (2), (4.66)

since U, (1) and U, (4) are of the form 2 | Ay, HEZL#i(fj_an)+H?:1<fj—@n)Z =

P, (2). The incremental update of subpacket s, is calculated by,

Up(s) = D, x T(s) X Qn (4.67)
Ather(®)] | (fi — @n)Pa,(4)
Abbenr (@) |(f2 — an)Pa, (4)
=4 (4.68)

(fl - Oén)Pan (4)
, §=2,3,5

(f2 = o) Po, (4)

\ L

using Lemma where P, (4) are vectors of size M x 1 consisting of noise polyno-
mials in o, of degree 4. Since the incremental update is in the same format as the
storage in (4.56)), the existing storage can be updated as S,[f](s) = S}f_l](s) + Uy (s)
for s=1,...,5, where Sy[f](s) is the storage of subpacket s in at time .

4

Case 2: For this case, the subpacketization is ¢ = NT’ = 3 and the storage of
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the model is given by,

Wi+ (fi — an) Xk ol 21

Wari + (fi — o) Z?:o O‘ilzl[\il]ﬂ'

Wia+ (f2 — an) Z?:o O‘szE}'

, (4.69)
4 i 712]

Wi + (f2 — o) Y i Mi

Wis+ (fs — an) Z?:o O‘szE}‘

Whirs + (f3s — an) E?:o O‘;Z][\?;[],i

since the degree of the noise polynomial z = ¢ + 1 = 4. The permutation reversing

matrix stored in database n, n € {1,..., N} is given by,

R, =
1
fi—oam 0
where I';, = 0 7 1
0 0

03><3 03><3 Fn 03><3 O3><3

'y 03x3 0O3x3 0O3x3 O3x3

Osxs Osxs Oz In Oaxs| T2 (4.70)
O3x3 Osxz Osxz Osxz I'
Osx3 D' Osxs Osxs 03x3_
0 -
0 |, and Osxs is the all zeros matrix of size 3 x 3.
=
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For the same example where users need to read the permuted subpackets V = {2,3},

a designated database sends V to each user, from which the user obtains the non-

permuted subpacket indices V' = {5, 1} using P. The user sends the following query

to specify the required submodel index 6,

@n

em(0) + (fi —an) 2

en(0) + (f2 — om) 22

(4.71)

To read subpacket V(1) = 5, database n first computes the sum of the ¢ = 3 columns

of the V(1) = 2nd submatrix of R,, given by,

03
03

03
1
flfan

_ 1
fo—am

1

_f3701n_

(4.72)

where 03 is the all zeros vector of size 3 x 1, Z is a random vector of size 15 x 1.
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Then, each database computes the specific query for V(1) = 5 given by,

0 x Q1
S 0x O, i -
R7[12]<1)Q1 R O3nr
A ) 0x Q3
Ry[qg](Z)Cb ' O30
RE]<3)Q3 . O3
B B 0x
Qb — : - + P, (1) = Oss + P, (1), (4.73)
[ , T 0 x Q1
RP(13)0, ) ra—en(0)
X . 0 X Q3
R (14)Qs ) Frmanem ()
~ [2] A~ fl 105an
RZ(15)0, o Fa-en(0)
f2_an Q2
LA
fa—an QS_

where the polynomial vectors P, (1) are resulted by the multiplications of the form
Zi@j and by the residual terms of the calculations of the form f_;anQ] Note that the
two P,, (1) vectors in (4.73)) are not the same, and they are both some random vector
polynomials in «,, of degree 1 of size 15M x 1. Each database n, n € {1,..., N}

then sends the answers to this query given by,

% (4.74)
1

B fl_an

1

5
WH - fs—a

Wy + Wy + Pa, (6), (4.75)

f2_an

from which the three bits of subpacket 5 can be obtained since N =3+ 6+ 1 = 10.

For the same example considered in case 1, the user sends the two updates
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corresponding to subpackets 1 and 4, along with the permuted positions, from which

the databases compute V;, = [0,0, U,(1),0, U, (4)]” given in ([@.63), where U,(1) and

U, (4) are of the form Zle Agyi H3

(fj — ) "’H?;l(fj —ay,)Z = P,,(3). Then,

=1,
database n, n € {1,..., N} rearranges the updates in the correct order as,
V(115
T, = R, x (4.76)
V,(5)15
O3x3 O3xz I' O3xz Osxs 03%1
F 03><3 03><3 O3><3 O3><3 O3><1
= | 0555 Osus O3z T Ogus| +Z Un(1)13 (4.77)
O3x3 O3x3 O3xz Osxg T 03%1
03><3 r O3><3 O3><3 03><3 Un<4)13
[ [ 1 1 [ AEA 1
fl_an fl_an
(1]
U,(1 1 Ag o
( ) f27an f27an
1 A[el,]:’,
| fa—an | fa—an |
03><1 03><1
= 0351 + Pa,(3) = O3%1 + P, (3), (4.78)
[ 1 ] [ Agl,]l ]
fl_an fl_an
(4]
U, (4 1 Ay,
( ) f27an f27a2n
1 Agl,]s
fS_CVn _f3_an_
03><1 O3><1

136




where the last equality is obtained by using Lemma [3.1} Since the subpacketization

is ¢ = 3, we divide T,, into blocks of 3 elements each (subpackets) as shown in (4.49)).

0 ) m 1T
For example, T} = 201 Doz Des +P,, (3)and TP = P, (3), where P, (3)

- fi—an’? fa—an’ fz—an

is a vector polynomial of size 3 x 1. Then, as an example, the incremental update

of the first subpacket is calculated as,

Un(1) = D, % Ty](g)QQ (4.79)

)
=D, X (%A—Pan(ii)) (err(0)+(fo—aun)Zo) (4.80)
)

= [ ADben(0) + (fo — an)Pa(4) | » (4.81)

where P, (4) is a vector polynomial in «,, of degree 4, of size M x 1. The above
incremental update is directly added to the first subpacket of the existing storage

in (4.69) since both are of the same format.

4.4.3 Proof of Privacy

Privacy of the submodel index: The uploads of the user in the writing phase of

the proposed scheme is given by Y, = (U,, k), (see (#.35)) where U, are the val-
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ues of sparse updates and k are the corresponding permuted positions. For any
m € {1,..., M} and arbitrary realizations of storage, queries, updates and per-

muted positions (S, 7y, Uy, k), consider the following aposteriori probability from

the perspective of an individual database,

PO = mISH) = 5,, Q) = 7, O = i, 1 = )
P(e[t] =m, 57[175} - ganw = T, ATLLt] - ﬂ'rnk[ﬂ — ’E)

= - — 4.82
PSP =5,,Q8 =7, U = u,, ki = k) (482)
PO =m b = DS =50, QU =1 O =), o
PSP =5,,QY =5, U = w,)P(k = k) '
P — F1gl — ) Pl —
_ (k k|0 m)P(6 m) (4.84)

Pkl = k) ’

where (4.83) is due to the fact that Sy[f}, QE] and UY are random noise terms that
are independent of A and k[t] For all realizations of updates at time t, i.e., Ag},
denoted by § and permutations P, denoted by p,
PR = Ko = m) = 373" PO =k, P = p. A = 010" = m) (4:85)
5 P

b, A = 0,01 = m)

5 P
x P(P = p, Ag] = 610" = m) (4.86)

=Y Py =6l =m) > "1, P Al g gty P(P=D) (4.87)
5 D

Pr){(P — Pr)!
= (Pr) (P! ) (4.88)

MNote that S,[f] = S,[?] + Zi/:l U,[f/] is random noise, based on the random noise component in

ST[?] (added to submodels at time ¢ = 0), from Shannon’s one time pad theorem.
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1

(5

(4.89)

where (4.87) is from the fact that the randomly selected permutation P is indepen-

dent of the updating submodel index and the values of updates. Moreover,

Therefore, from (4.84]),

PO =m|SY =5,,QY =7, U =,k =)

_ P(KY = |0 = m)P(0" = m)
Pkl = k)

Pt =m

which proves (4.1)).

(4.90)

(4.91)

(4.92)

(4.93)

(4.94)

Privacy of the values of updates: For any set of updates of submodel 8l given

by, ¢ € IF(? and arbitrary realizations of storage, queries, updates and positions

(Sn, Tn, Un, k), consider the following aposteriori probability from the perspective of

an individual database,

P(A[ot] — (I|S7[ﬂ = 3, Qg} =T, ﬁg] = Uy, k[t] _ ljv')
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R R RN BN R
- P(Sif]:sn M7, 00 =a, k0 = k) (4.95)

_ P(A[Gt] =q, k= k) (S[t = SnaQn = Tn, Ug] = ﬂn) (4 96)
P(SY =5,,QY =5, 0 =a,)P(i =k) '

as Sr[f], QE} and UY are random mnoise terms that are independent of the val-

ues/positions of sparse updates and the submodel index. Therefore,

_ Pkt = k A[t _ AP(AD — &
P(AY — g = 5, Q1 — 7, 011 — g, k1 — ) = 2 Ip(k = )k)( 0 =40

(4.97)

Note that for all possible realizations of permutations p,

Pk = I_§|A[9ﬂ —§) = Zp(k[t] =k P= ]5|A[9t] =q) (4.98)

=Y PRI =P =p, A = P(P=plA) =q)  (4.99)

D

- Z 1{k[t]:E,Ag]:q,P:ﬁ}P(P =) (4.100)
P

_ (Pr)}(P = Pr)!

- P (4.101)
1

- (P J (4.102)
Pr

where (4.100)) is due to the fact that the permutation is independently and randomly

selected, irrespective of the values of updates. Therefore, from (4.97)),

Al _ - . (11°)P<Ag] =)
P(Ay =qlS =5,,QY =7, UM = 4, k¥ = k) = 2

. (4.103)

()
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= P(All = §), (4.104)

which proves (4.2)).

Security of the stored submodels: For any w € Fé‘“ and arbitrary realizations

of storage, queries, updates and positions (5, T, Un, k),

P(Wilyy = @lQY =7, SY = 5, U = @, K = )

- - — (4.105)
P(QY =7, SU = 5, U = Gy, kY = )
_ P@QY =7, S = 5, UL = @) POV, = @, K1 = k) (4.106)

P(QR =T, SE = 5,, UM = @) P(k1) = k)

as U}[f], Qg] and Sg] values are random noise terms that do not depend on the

submodel values or sparse update positions. Therefore,

(4.107)

For all realizations of updates § and permutations p,

PRI = kW, =a) =YY P =k, P=p,A) = oW, =w) (4.108)
6 P

=N P = k[P = p, A = 5, W), = @)

x P(P =p, Al = sjwll, = w) (4.109)
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=Y P(AY = oW, = w)
)

8 Z 1{15=13,A[3”:5,k[t]:15}P(13 = D) (4.110)
P
. (PT’)!(P— Pr)!
N P! (4.111)
1
7y (4.112)
Pr

Therefore, from (4.107) and (4.91)),

. _ (113)P(W1[t]M:7I))
P(Wyy, = ]St =5,,QY =7, U =, k) = k) = 20— (4.113)
(7)
=P, =w) (4.114)

which proves the condition in (4.3]).

4.5 Conclusions

In this chapter, we considered the problem of PRUW in FSL with top r sparsi-
fication, where only a selected number of parameters and updates are read and
written in the reading and writing phases, respectively, in the FSL process. These
parameters/updates are selected based on their significance. Therefore, in order to
guarantee the information-theoretic privacy of the users participating in the FSL
process, the updating submodel index, values of the sparse updates/parameters,
and the positions of the sparse updates/parameters must be kept private. This is

an extension of the basic PRUW problem considered in Chapter [3] To satisfy the
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additional privacy constraint on the positions of the sparse updates/parameters,
we introduced a permutation technique, which is based on certain properties of
Lagrange polynomials. This permutation technique however requires noise-added
permutation reversing matrices to be stored in databases. Based on the structure
and size of these matrices, the proposed scheme is able to achieve asymptotic (large
N) normalized reading and writing costs as low as 2r or 4r, where r is the spar-
sification rate, which is typically around 1072 to 1073. The main drawback of the
proposed methods is the additional storage cost incurred by the large noise-added
permutation reversing matrices. We focus on this issue and provide solutions in the

context of FL in Chapter [0] .
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CHAPTER 5

Private Federated Submodel Learning (FSL) with Random

Sparsification

5.1 Introduction

In this Chapter, we investigate the problem of private FSL with random sparsi-
fication, which is also formulated as a rate-distortion trade-off in PRUW. In this
work, we study how the communication cost of PRUW in FSL can be reduced by
performing random sparsification, where pre-determined amounts of randomly cho-
sen parameters and updates are not downloaded and uploaded in the reading and
writing phases, respectively. This process introduces some amount of distortion in
the two phases since a pre-determined amount of downloads and uploads are made
zero (not communicated) irrespective of their real values. We study the behavior of
the communication cost with the level of distortion (random sparsification rate) al-
lowed. Our results characterize the rate-distortion trade-off in PRUW, and provide

an achievable scheme that works under any given distortion budget.
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5.2  Problem Formulation

We consider the basic PRUW setting described in Section with N non-colluding
databases storing M independent submodels {W7y, ..., Wy} of size L, each contain-
ing random symbols from F,. At each time instance ¢, a user updates an arbitrary
submodel without revealing its index or the values of updates. Pre-determined
amounts of distortion (random sparsification rates in the uplink and downlink) are
allowed in the reading and writing phases (f)r and D, respectively), in order to
reduce the communication cost.

Distortion in the reading phase: A distortion of no more than D, is allowed

in the reading phase, i.e., D, < D,, with

L
1
D, = Z Z 1W9,i7£W6,i (51)
1=1

where Wy, ng are the actual and downloaded versions of the ith bit of the required
submodel Wj.
Distortion in the writing phase: A distortion of no more than D,, is allowed

in the writing phase, i.e., D, < [Dw, with

L
1
Dy = I Z 1Ae,¢¢Ae,i (5‘2)
=1

where Ay ; and Agﬂ- are the actual and uploaded versions of the ith bit of the update

to the required submodel.
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The goal of this work is to find schemes that result in the lowest total commu-
nication cost under given distortion budgets in the reading and writing phases in the
PRUW setting, i.e., a rate-distortion trade-off in PRUW. The privacy constraints
on the updating submodel index and the values of updates as well as the security
constraint on the submodels are the same as , and , respectively. The
correctness conditions are defined as follows.

Correctness in the reading phase: The user should be able to correctly decode
the sparse set of parameters (denoted by G) of the required submodel Wy from the

answers received in the reading phase, i.e.,

H(WG[ZIHQ[E]N? A[lt:]N7 e[t]) = 07 te Nu (5'3>

where We[;l] is the set of parameters in set G of submodel W) before updating, Qg]
is the query sent to database n at time t, A s the corresponding answer and 6
is the updating submodel index at time ¢[T]

Correctness in the writing phase: Let G’ be the sparse set of parameters with

non-zero updates of W in the writing phase. Then, the ith parameter of submodel

IThe correctness condition in states that the set of random parameters that the user
decides to download from the required submodel in the reading phase, denoted by G, must be
correctly downloaded without any uncertainty. The entropy of the entire submodel We[t_l], given
all queries and answers is not zero, as the user only downloads parts of it, and the rest account
for distortion. However, the parameters that the user randomly chooses to download must be
downloaded with zero ambiguity.
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m at time ¢, t € N given by W?Ei],i is correctly updated as,

WAl i = 6 and i € &

m,i

Wil = , (5.4)
Wit it m £ 06U ori¢ G

m,i

where AE;]J is the corresponding update of W,EZ”.

In the reading phase, users privately send queries to download a randomly
selected set of parameters of the required submodel, and in the writing phase, users
privately send updates to be added to a randomly selected set of parameters of the
existing submodels while ensuring the distortions resulted by sparse downloads and
uploads in the two phases are within the allowed budgets (Dr, bw) The reading,

writing and total costs are defined the same as in Section . E|

5.3 Main Result

Theorem 5.1 For a PRUW setting with N non-colluding databases containing M
independent submodels, where D, and D,, amounts of distortion are allowed in the

reading and writing phases, respectively, the following reading and writing costs are

?Note that PRUW with top r sparsification considered in Chapter [4] also results in incomplete
downloads/uploads, as only a selected set of subpackets are downloaded /updated. However, these
parameters and updates are carefully chosen based on their significance to improve the accuracy.
It has been shown in certain cases that top r sparsification outperforms non-sparse distributed
learning [80L(86L(98]. Therefore, we do not consider the ignored subpackets in the reading and
writing phases in top r sparsification as distortion. However, in random sparsification, since the
selected parameters/updates are chosen randomly, we treat the ignored parameters/updates as
distortion, to characterize the rate-distortion trade-off in PRUW.
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achievable,

2. (1-D,), even N

CrR=42%(1-D,), oddN, D, <D, (5.5)

2.(1-D,), odd N, D,> D,
N

2.(1-D,), even N

Cw=193-2-(1-D,), oddN, D, <D, " (5.6)
N

¥(1-Dy), oddN, D,> D,

Remark 5.1 The total communication cost decreases linearly with the increasing
amounts of distortion allowed in the reading and writing phases, i.e., the rate-

distortion characterization is linear.

Remark 5.2 From the perspective of random sparsification, 1 — D, and 1 — D, are
the sparsification rates in the reading and writing phases, respectively, as D, and
D,, fractions of parameters and updates that are not downloaded and updated. The
reading and writing costs in Theorem are essentially the reading and writing

costs of basic PRUW, scaled by the sparsification rate.

5.4 Proposed Scheme

The proposed scheme is an extension of the scheme presented in Section 3.4 The
scheme in Sectionconsiders L%J —1 bits of the required submodel at a time (called
subpacketization) and reads from and writes to [§| — 1 bits using a single bit in
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each of the reading and writing phases with no error. In this section, we consider
larger subpackets with more bits, i.e., £ > L%J — 1, and correctly read from/write
to only L%J — 1 selected bits in each subpacket using single bits in the two phases.
The rest of the £ — [ X |+ 1 bits in each subpacket account for the distortion in each
phase, which is maintained under the allowed distortion budgets. The privacy of
the updating submodel index as well as the values of updates is preserved in this
scheme, while also not revealing the indices of the distorted uploads/downloads.

The proposed scheme consists of the following three tasks: 1) calculating the
optimum reading and writing subpacketizations ¢; and ¢ based on the given dis-
tortion budgets D, and D, 2) specifying the scheme, i.e., storage, reading/writing
queries and single bit updates, for given values of ¢} and ¢f, and 3) in cases where
the subpacketizations calculated in task 1 are non-integers, the model is divided into
two sections and two different integer-valued subpacketizations are assigned to the
two sections in such a way that the resulting distortion is within the given budgets.
Then, task 2 is performed in each of the two sections.

For task 2, note that the scheme in Section allocates distinct constants
fi, i € {1,...,£} to the ith bit of each subpacket in all submodels (see (3.14])) in
the storage, which makes it possible to combine all parameters/updates in a given
subpacket to a single bit in a way that the parameters/updates can be correctly
and privately decomposed. However, in this scheme, since there may be two sub-
packetizations in the two phases (reading and writing), we need to ensure that each
subpacket in both phases consists of bits with distinct associated f;s. In order to
do this, we associate distinct f;s with each consecutive max{¢*, £} bits in a cyclic

)W
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manner so that each subpacket in both phases have distinct f;s. The proposed
scheme is explained in detail next, along with an example.

The scheme is defined on a single subpacket in each of the two phases, and
is applied repeatedly on all subpackets. Since the number of bits correctly down-

loaded/updated remains constant at |5 | — 1 for a given N, the distortion in a

—|5]+1

2=——. Note that this agrees with the definitions in ({5.1)

subpacket of size ¢ is
and ([5.2)) since the same distortion is resulted by all subpackets.ﬁ Therefore, the

optimum subpacketizations in the two phases, £} and ¢;,, are functions of D,, D,

and N, and will be calculated in Section[5.4.3] First, we describe the general scheme
for any given ¢} and ¢}. The scheme is studied under two cases, 1) y = £ > (¥, and

y=10>10.

3Here, we assume that the integer-valued subpacketization ¢ is uniform throughout the stor-
age, i.e., task 3 is not applicable. The extension to non-uniform subpacketizations (two different
subpacketizations as in task 3) is derived from the same concept and is described in detail in

Section @
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541 Case 1: y =10 > {;

Storage and initialization: The storage of y = max{¢* ¢*} = ¢ bits of all

)W

submodels in database n, n € {1,..., N} is given by,

L31-1 1
flf;anwl’l + Z‘jjo OdLZL;

N1 .
W + S5z el Zh;

Wiy + Z OC%ZE/]]'

fy Qn

1 .
WMy + ZL 7" %Zz[\zjf],j

where W, ; is the jth bit of submodel i, Z; [k ]s are random noise terms and {f;}Y_,,
{a, }V_| are globally known distinct constants from F,, such that each a, and f;—a,
forall i € {1,...,¢} and n € {1,..., N} are coprime with g¢.

Reading phase: In this case, the user considers subpackets of size £} and
only downloads L%j — 1 bits of each subpacket. Note that each consecutive y = £}
bits in storage are associated with distinct f;s, which makes each consecutive set
of ¥ (reading subpacket size) f;s distinct as well (since £ < (). However, not all
reading subpackets have the same f; allocated to their ith bit due to the definition
of the storage structure (cyclic allocation of ¢} distinct values of f;). Therefore, we

cannot define the reading query on a single subpacket and use it repeatedly, since

lem {6}, 05}

the reading queries depend on f;s. Thus, we define ~, = iz

queries to read

151



writing subpacketization
fi fo fs fa fs fo fr fs f1 fo fs fo fs fo fr fs 1 fo fs fa fs fo fr fs
writing [ | I ] I T TP TP T TP TP T 1]

reading [ | | [ [ | PP PP TV [T [T PPl ]"="*
Fofo fs fa fs fo fo fs fo b fs fo fs fo fr fs B fo fs i S5 fo o s

« =6 \ /

distinct f;s in each subpacket

reading subpacketization

> B=24 -

Figure 5.1: An example setting for case 1.
any 7, consecutive subpackets. Note that the super subpacket which consists of any
v, consecutive reading subpackets have the same set of f;s that occur in a cyclic
manner in the storage. Therefore, the v, queries can be defined once on a super
subpacket, and can be used repeatedly throughout the process. An example setting
is given in Figure |5.1, where the reading and writing subpacketizations are given
by ¢ = 6, ¢;, = 8 and the storage structure repeats at every y = 8 bits. Each
square in Figure corresponds to a single bit of all submodels associated with the
corresponding value of f;. It shows three consecutive storage/writing subpackets on
the top row. The same set of bits are viewed as v, = % = 4 reading subpackets,
each of size ¢ = 6 in the bottom row. Note that each reading subpacket contains
distinct f;s, which are not the same across the four subpackets. However, it is clear
that the structure of the super subpacket which contains the four regular subpackets
keeps repeating with the same set of f;sin order. The reading phase has the following
steps.

The user sends the following queries to database n to obtain each of the arbi-
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trary sets of |5 | —1 bits of each subpacket in each set of y, = m{f%

consecutive,
non-overlapping subpackets. Let JF] be the set of L%J — 1 randomly chosen param-

eter indices that are read correctly from subpacket s for s € {1,...,7v,.}. The query

to download subpacket s is,

enr(0)1 ¢y + (fots—ne41) — ) Zs1
Qn(s) = s ’ 58)

eM(e)l{g:eL[f]} + (fg(séi) - O‘n)Zs,é;f

and the corresponding subpacket s is,

LJl
L WP+ 2 adZ(s)

fo(s—yezr1y—an

; [3] L J 1 j 1]
_fg(<s71)z;ﬁ+1>—an 1t Z EVAY: ( )_
STL(S) — | (5 9)
o i (Y]
fg(se*) an * + Z Oélel,j(s)
}
L fg(se*l) —Qn MZ* + Z n ’j(s)_ |

where ey (6) is the all zeros vector of size M x 1 with a 1 at the fth position, Z; ;s

are random noise vectors of size M x 1 and the function g(-) is defined as,

x mod y, if z mod y #0
g(x) = (5.10)
Y, if x mod y =0
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Note that the super subpacket S, = [ST[L”, NN ST[L%]]T is the concatenation of
% blocks of the form (5.7). The =, answers received by database n, n €

{1,..., N}, are given by,

An(s):Sn(S)TQn(s) (5.11)
o

- 1 [S]) N
— WEN, w4+ P (| = 5.12
iz:; (fg((sl)éHi) —a, 0)Eenh (L 2 D (5:12)

for each s € {1,...,7}, where P, (|5]) is a polynomial in a;, of degree [ ]. Since
|J,[,S]\ = |¥] — 1 for each s € {1,...,7}, the required [§]| — 1 bits of each of
the v, subpackets can be correctly retrieved from 2|4 | answers of the form (5.12)
(corresponding to QL%J databases). Note that when N is odd, the user has to
download answers from only N — 1 databases, since N — 1 equations of the form
(5.12) with distinct «,s suffice to solve for the L%J — 1 parameters of the required

submodel when N is odd. The resulting reading cost of the first case is given by,

Ve XN N
Xl = even N,

T

cll = (5.13)

’YTX(N_l) _ N-1
oy T odd N.

T

For a better understanding of the reading phase, we present the queries and
answers corresponding to the example in Figure [5.1 next. Assume that N = 6 for
this example and the set of | 5] — 1 = 2 parameter indices that are read correctly

from the second subpacket (out of 7, = 4 subpackets) is given by JE = {2,5}.
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Then, the query corresponding to the second subpacket is given by,

(f7 - an)Zz,l

em(0)+ (fs — an)Zap

(fl - an)ZZ,B
Qn(2) = : (5.14)

(fz - an)ZQ,4

em(0)+ (fs —an)Zas

(f4 - an)Zz,ﬁ

which is used to obtain the 2nd and 5th elements of the second reading subpacket

given by,

2 1
! W[,l] + Z?:o O‘%Z[,j]@)

f77an

2 ; 2
fg_lan W[g] + Z?:o O‘%Z-[,j] (2)
L4522 i zPF(2
S,(2) = i Vos 20 0025 (2) , (5.15)
w4+ 32 a3zl (2)

f27an

2 2 ; 5
LW+ 3 a0l Z%(2)

fa—am

LW+ a0l 28(2)

_f47an

where W[f} = | 1[211,, ][\/2[},Z-]T and Z,@(Q) = [Zl[fi]j(Q),...,Z][\i}’j(Z)]T. Then, the
answer from database n, n € {1,...,6} for this specific subpacket (s = 2) is given

by,

An(2) :SH(Q)TQTL(Z) (5.16)
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1 2
~f ot

1

= Wis + Pa,(3), (5.17)

where P, (3) is a polynomial in «, of degree 3. The user can then find Wﬂ and

W9[25] by solving,

fs—a1  fz—oa

=1 S : (5.18)

fs—as  fz—as

Writing phase: Since the subpacketization in the writing phase is y, which is
the same as the period of the cyclic structure of the storage in , a single writing
query, specifying the submodel index and the correctly updated bit indices, defined
on a single subpacket suffices to repeatedly update all subpackets, as the f;s in all

subpackets are identical. The writing query sent to database n, n € {1,..., N}, is,

er(0) e,y + 7

fi—om

Qn = : , (5.19)

enr(0)lgyesny + Zy

fy—omn

where J,, is the set of indices of the |4 ] — 1 parameters of each subpacket that are

updated correctly and Zs are random noise vectors of size M x 1. Since Q.. is sent

156



only once, the same set of J, indices will be correctly updated in all subpackets.

The user then sends a single bit combined update for each subpacket of the form

(.7) given by,

Un=> Noi J[ (Fi—en)+ [[(fi — )2, (5.20)

1€Jyw JE€Jw,jFi J€Jw

Ag

for each n € {1,..., N} where Agﬂ- = Mo 07
€ Tw i i

with Ag; being the update of
the ith parameter of submodel 6 (of the subpacket considered) and Z is a random

noise bit. Each database then calculates the incremental update as,

20l o\ (0)1p1esyy + Loy (Y] = 1)

fi—an

= : , (5.22)

7oen(0)yes,) + Po,([5] = 1)

where P,, (+) is a polynomial in «, of degree in parenthesisﬁ and ((5.22) is obtained

from ([5.21)) by applying Lemma Since the incremental update in (5.22)) is in the

same form as the storage in (5.7)), (5.22) is directly added to the existing storage to

obtain the updated submodel as,
S = glt=1 4 gl (5.23)

for each n € {1,..., N} for both even and odd N. The writing cost of case 1 is

4Note that all P, (-) are not the same and each polynomial is resulted by the combination of
all unwanted terms (noise subspace) resulting from the decomposition of combined updates.
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given by,

chl = o (5.24)

54.2 Case2: y=40>10

Storage and initialization: The storage of y = max{¢* (X} = ¢* bits of all

submodels in database n, n € {1,..., N} is given by,

W11+Z( 2171 i 71

»J

Ni_1 .
fl*loén WM’I + ZJ’—EJ a%Z][\if]:j

W+ Z[%]_l of 719
fy—an LY j=0 n%1,j

WMy“'Z[ AN %Z][\Z/{/]7j

where W, ; is the jth bit of submodel ¢ and the Zs are random noise terms.
Reading phase: In the reading phase, each user correctly downloads L%J —1

bits from each subpacket while not downloading the rest of the & — [£'] + 1 bits.

The user randomly picks the [ | —1 bits within the subpacket that are downloaded

correctly and prepares the query to be sent to database n as follows. Let J,. be the
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set of indices of the L%j — 1 bits that need to be downloaded correctly. Then,

€M<9)]-{1EJ¢} + (fl - an>Zl

Qn = : , (5.26)

eM(e)]‘{yGJr} + (fy - CYn)Zy

where Z are random noise vectors of size M x 1. The answer of database n is,

An = S};Qn = Z (%We,z) ]-{iEJr} + Pan([g—l) (527)
i=1 N7° "

Since |J,| = [§]—1, the user required | 5 | —1 bits of W} can be correctly downloaded
using the answers received by the N databases. The resulting reading cost of case 2

is given by,

N
cll = - (5.28)

Writing phase: In the writing phase, the user considers subpackets of size £}
and only updates L%J — 1 out of the £ bits correctly, while making the updates of
the rest of the £;, — [ ] +1 bits zero. The |5 ] —1 bits that are correctly updated are

chosen randomly. The following steps describe the writing process when £ < 07 = y.

1. A general writing query that specifies the submodel to which the update should
be added, along with the positions of the L%j — 1 non-zero updates in each
subpacket is sent first. The same query from the reading phase can
be used if the subpacketization and the indices of the correct L%J — 1 bits
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within the subpacket are the same in both phases. However, for the strict case

x> 0* we need a new general query Q., for the writing phase. Q,, consists

w?

sub-queries, where each sub-query corresponds to a single

lem{€: 0%,

subpacket of size (. These sub-queries are required since the storage structure
of these 7, subpackets is not identical, which calls for ~,, different queries,
customized for each subpacket. An example setting for case 2 is given in
Figure where y = (' = 6 in the storage given in , and ¢} =4, which
lem{£:

o .
lem{r bu} _ 3 consecutive

results in distinct sets of associated f;s in every 7, = —

writing subpackets of size ¢ . However, the super subpacket containing these
lem{¢%, 0%}

Yo = @ = 3 regular subpackets keep repeating with the same set of

associated f;s. Therefore, we only send the ~, = sub-queries

lem{¢% 05}
il — 3
of @, once to each database, which will be repeatedly used throughout the

writing process. The general writing scheme that writes to each of the 7,

consecutive subpackets is described in the next steps.

. Let Jl[fl be the set of indices of the correctly updated L%J — 1 parameters in
subpacket s for s € {1,...,7,}. Then, the sub-query s, s € {1,...,7,} of the

writing query for database n is given by,

A

1 eM<9)1{1€J1[Us]} + Zs,l

fo(s—nyeg,+1)—am

Qn(s) = : , (5.29)

1 eM(Q)l{%eJLS]}—i-ZAS,%

| fo(sez)—an

where Z are random noise vectors of size M x 1 and the function g(-) is
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writing subpacketization

fi fo f3 fa fs fo f1 fo f3 fa f5 fo
writing Y =3

reading

fi fo fs fa fs fe f1 fo f3 fa f5 fo

reading subpacketization

Figure 5.2: An example setting for case 2.

defined as (5.10). For the example considered in Figure , the sub-query

corresponding to subpacket 2 if J = {1,3} is given by,

61\4(&)4‘ Z2 1

fsfan 4
~ 22,2
Qn(2) = : (5.30)
fl_lan em(0)+ Zo
ZQ 4

Note that the values of f; in each individual section of @, are distinct due to
0% < y (in the example, the first section has f; = {1,2, 3,4} and the second has
fi =1{5,6,1,2} and so on). This makes it possible for the user to send a single
combined update bit (combining the updates of the | 5] — 1 non-zero updates
in each subpacket) to each individual subpacket as described in Section .
The query Q, (consisting of =, sub-queries) will only be sent once to each
database. Therefore, the indices of the non-zero updates JE}, se€{l, ..., Y}

will be fixed at each consecutive non-overlapping group of ~,, subpackets.
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3. Next, the user sends a single combined update bit corresponding to each sub-
packet. The v, combined updates sent to database n, n € {1,..., N} corre-

sponding to a given set of 7, consecutive subpackets is given by,

Un(s) = Y AL [T Favessn — on) + T Fae-viesn) — ) Ze,

ielsl jedls) iz jesl!

(5.31)

Ny

X

for each subpacket s € {1,...,v,}, where A([;:]i =

sedlsl i Fa-neg+n = Fos-neg+i)

with A[;]i being the update of the 7th parameter of subpacket s of submodel
0 and Z; are random noise bits. Note that each U,(s) is a polynomial in
oy, of degree L%j — 1. For the example in Figure , the combined update

corresponding to subpacket 2 with J, 2l = {1, 3} is given by,

Un(2) = AP (i — ) + BUL(fs — an) + (fy — an)(fs — an) Zo,  (5.32)

s Ne y N
where Ag]l = —flf’}s and A({fg = f53’;1‘

4. Each database then calculates the incremental update of each subpacket as

follows. The incremental update of subpacket s, s € {1,...,7,} is given by,

Un(s) X Qn(s), even N
Un(s) = (5.33)

Qn(s) x Up(s) X Qu(s), odd N
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where,

_ aman g
ar=fy(-vyegrn M 0 e 0
Qn(s) _ ar—fg((s—1)e%,+2) . (534)
Ay —Qn
I 0 0 R S Iy

Then, from ((5.33)),

( B —

A[S]
0,1 6M(9)1{1ejﬂf]}+Pan(L%J —1)

Jo((s—1)e3,+1)—Qn

, even N
Al N
Ud(s) =< ¢ Fo(sez,)—on enr(0)1 gy, ey + Fo, ([5] = 1) | o
Fa((s=1)ex,+1)—0n eM(e)l{lEJLJS]} + Pan ( L?J)
) odd N

A[S]*
0,65 enr(0)1 . oy + P (1))

fotsegy—am

where r is a randomly chosen database out of the N databases for odd N. Note
that when NNV is odd, the user can reduce the writing cost by not sending the
combined updates to database 7, since U, (s) = 0 for all 5. The convention for
the updates of each i ¢ JE s A([;:]Z- = 0. Lemmas3.1]and |3.2| are used to obtain
from . Note that the concatenation of all v, incremental updates
of the form is in the same format as the concatenation of n = lem {60}

)

reading subpackets (storage in (5.25))) since g(7,0%) = g(lem{¢:, 65}) = v,

Ty rw
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and therefore, can be added to the corresponding subpackets to obtain their

updated versions, i.e.,

(5.36)
where [S H(l), .S [](n)]T contains 7 consecutive S,s of the form given in
(15.25))

The writing cost of case 2 is given by,
Yu XN N
o e = T even IV,
Cy = (5.37)
wX(N—=1) _ N—1
VWX% =% oddN.

Remark 5.3 For even N, both cases achieve reading and writing costs given by eﬂ

and %, respectively. However, when N is odd, it is possible to achieve either a lower

reading cost (%=1) with fewer noise terms in storage (5] — 1), or a lower writing

cost (B=1) with an extra noise term in storage ([5] — 1), with case 1 and case 2,

respectively. In particular, when N s odd, the total costs for the two options are

N-1
r

. N _ N(C+6) 1 N | N-1 _ N+ 1
given by Tt = and 7T =

e — s — 7o, respectwely. This

justifies the extra noise term in storage for case 2 when N is odd.

Remark 5.4 Note that the cost of sending QQ,, and Qn 15 not considered in the above
writing cost since they are sent only once to each database in the entire PRUW

process (not per subpacket) and the mazimum combined cost of Q,, and Q.. given by
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Hlem{ex, 0} + max{(;, 3,}) is negligible since L is very large.

)W T W

5.4.3 Calculation of Optimum £ and ¢*, for Given (D,, D,,)

In order to minimize the total communication cost, the user correctly reads from
and writes to only |5 | — 1 out of each of the ¢; and 7, bits in reading and writing
phases, respectively. This results in an error that needs to be kept within the given
distortion budgets of D, and D,,. Note that min C'z + min Cyy < min Cg + Cy. In

this section, we find the subpacketizations in the reading and writing phases (£%, £%)

T W

that achieve min C'r + min Cy while being compatible with the proposed scheme.

Note that each reading/writing cost in both cases is of the form % or %, where

¢ is the respective subpacketization. Since only [%J — 1 bits in a subpacket are

read /written correctly, the subpacketization in general can be written as,
N
(= [EJ — 1+ (5.38)

for some i € Z;. Therefore, the reading/writing costs of both cases are of the form

N N—-1
- Or
- T

= for some i € Z;, both decreasing in i. For a subpacketization of
the form ¢ = [ 5 ] — 1+ (irrespective of reading or writing), the resulting distortion
is given by,

D= i (5.39)

2
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if the same subpacketization is considered throughout the storage. Since the result-

ing distortion must satisfy D < f) an upper bound on ¢ is derived as,

i < Dﬁ (ng - 1) . (5.40)

Therefore, for given distortion budgets in the reading and writing phases (DT,Dw),

the optimum values of i are given by,

|- 1) (5.41)
o= Du (L%j - 1) | (5.42)

which determine the optimum subpacketizations from ([5.38]). For cases where
it ¢ Z§ or i, ¢ Z§, we divide all submodels into two sections, assign two sepa-
rate integer-subpacketizations that guarantee the distortion budget, and apply the
scheme on the two sections independently, which achieves the minimum costs in
—, after using an optimum ratio for the subsection lengths. To find the
optimum ratio, we solve the following optimization problem. Let \; be the fraction
of each submodel with subpacketization ¢; = |5 | — 1+ ¢ for some i = n, 1m0 € Z{.
In this calculation, we drop the r and w subscripts which indicate the phase (read-
ing/writing), since the calculation is the same for both phasesﬁ The given D, and

D,, must be substituted for D in the following calculation to obtain the specific

5Here, D refers to D, or D,,, based on the phase the subpacketization is defined for.
6Note that we focus on minimizing each individual cost (reading/writing cost) at a time since
min Cg + min Cyy < minCr + Cyw.
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results for the reading and writing phases, respectively. The optimum subpacketi-

zations are obtained by solvingﬂ

. N

min 3 Ao

7 ~

.t. Ni——— <D
st D X —1+i

/\771 + )‘n2 =1

Ay Ay > 0. (5.43)

This problem has multiple solutions that give the same minimum total com-

munication costs. As one of the solutions, consider 7, = 0 and 1, = 7, where

n=[Ls(|%]-1)],

<LgJ -1+ 77) , (5.44)

)\nzg(LgJ—lJﬂ]). (5.45)

This gives a minimum cost of Cyiy = Lﬂ]jil (1= D) (or Cpin, = LNJ’El (1— D)) which
2

match the terms in (5.5)-(5.6), with D = D, and D = D,,. The optimality of the

m‘z

solution to the optimization problem is obvious since the resulting total cost is the
same as what is achieved by the optimum subpacketizations characterized by ({5.41])
and ((5.42), with no segmentation of submodels.

Next, we present the explicit expressions of optimum subpacketizations, with

N N-1 )
L3 ]-1+i [FI-14+i7
the optimization problem remains the same since the two costs are scaled versions of one another.

"Even though there are two types of reading and writing costs costs ( and

167



the optimum values of i obtained above. For a setting with given N, D, and D,
the reading and writing costs given in ({5.5))-(5.6)) are achievable with corresponding

subpacketizations given by,

15 -1 for Al of submodel,
b= (5.46)
B, (||
[5] -1+ (%L for 1 — AT of submodel,

and

151 -1 for A’ of submodel,
= (5.47)

N _
|5 —1+ (%%“)L for 1 — A" of submodel,

where /\g] and A{}"] are )\ in with D replaced by D, and D,,, respectively. Once
the subpacketizations of both reading and writing phases are determined based on
the given distortion budgets, each section of all submodels is assigned a case, based
on the corresponding values of ¢ and ¢;, which determines the specific form of stor-
age from either or . An example setting is shown in Figure . Assume
that the subpacketizations satisfy ¢; < f5 < ¢3, and therefore, for example the mid-
dle section which has a reading subpacketization of {5 and a writing subpacketization

of /1 satisfying ¢; < {5, belongs to case 2 by definition.
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submodel

reading ’ A | ly ‘
writing ’ ‘0 I l4 ‘
| | | |
identical {1 < {q by < 53
subpacketizations case 2 case 1
case 2

Figure 5.3: Storage of submodels

5.4.4 Proof of Privacy

The structures and sizes of the queries, updates and storage are determined at
the initialization stage (when the subpacketizations are calculated and the storage
is initialized), based on the given distortion budgets in the proposed scheme, and
do not depend on each user’s updating submodel index or the values of sparse
updates. Moreover, the queries @),,, updates U,, and storage S,, in this scheme are
random noise terms that are independent of the values and positions of the sparse
updates as well as the updating submodel index. Therefore, the proofs presented
in Section for the privacy of submodel index, privacy of values of updates and

security of submodels are valid in this section as well.

5.5 Conclusions

In this chapter, we considered the problem of PRUW in FSL with random sparsifi-

cation, where each user only reads and writes a randomly selected set of parameters
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and updates in the learning process to reduce the communication cost. The problem
is formulated in terms of a rate-distortion characterization as the unread /unwritten
parameters and updates introduce a certain amount of distortion. As the main result
of this work, we showed that a linear rate-distortion characterization is achievable,
and proposed a scheme that minimizes the total communication cost (within the
scope of CSA) for given amounts of distortion allowed in the reading and writing
phases. The resulting asymptotic normalized reading and writing costs are both
equal to 2r, where r = 1 — D, where D is the distortion allowed. Since a fraction
of D parameters of the entire submodel are not read /updated, the sparsification
rate for this case is r = 1 — D. It is clear that random sparsification outperforms
(or performs equally) top r sparsification in terms of the communication cost when
similar sparsification rates are considered. However, random sparsification may not
be as effective as top r sparsification since it does not capture the most significant
variations of the gradients in the stochastic gradient descent (SGD) process, in rela-
tion to the underlying learning task. This may have an adverse effect on the model
convergence time as well as on the accuracy of the trained model.

Private FSL with top r sparsification considered in Chapter {4| also results
in incomplete downloads/uploads, as only a selected set of subpackets are down-
loaded /updated. However, these parameters and updates are carefully chosen based
on their significance to improve the accuracy. It has been shown in certain cases
that top r sparsification outperforms non-sparse distributed learning. Therefore, we
do not consider the ignored subpackets in the reading and writing phases in top r
sparsification as distortion. However, in random sparsification, since the selected
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parameters/updates are chosen randomly, we treat the ignored parameters/updates

as distortion, to characterize the rate-distortion trade-off in PRUW.
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CHAPTER 6

Weakly Private Read-Update-Write (PRUW) in Federated

Learning (FL) with Top r Sparsification

6.1 Introduction

In this chapter, we consider the problem of PRUW in FL with top r sparsification.
The main goal of this work is to develop schemes that perform the user-database
communications in FL. with top r sparsification while guaranteeing information-
theoretic privacy of the values and the indices of the sparse updates/parameters. For
this, we use the same permutation technique introduced in Chapter [, which however
incurs a significantly large storage cost in FL, compared to FSL. To that end, we
propose schemes that reduce the storage cost at the expense of a given amount
of information leakage. This is achieved by dividing the ML model into multiple
segments and carrying out permutations within each segment. This is illustrated
in Fig. [6.1] The number of segments is chosen based on the allowed amount of
information leakage and the storage capacity of the databases. In general, this
chapter presents the trade-off between the communication cost, storage complexity

and information leakage in private FL with sparsification.
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update these subpackets without revealing their values or positions

need large L x L noisy

permutation reversing | g

random permutation P — > 5 0(L?

\_/ matrix

(a) Without segmentation.

no information leakage

1 2 3 P
N I B N B I

l divide into B sub groups

noise added noise added noise added
permutation permutation permutation
O(L?/B)
reversing reversing reversing —
matrix matrix matrix information leakage > 0
O(L*/B?) O(L*/B?) O(L*/B?)

(b) With segmentation.

Figure 6.1: Motivation for segmentation in permutation techniques: (a) Permutation
of the entire model without segmentation. (b) Permutation within segments with
segmentation.

6.2 Problem Formulation

We consider a FL setting in which a ML model consisting of L parameters belonging
to P subpackets is stored in N non-colluding databases. The parameters take values
from a large enough finite field F,. A given user at a given time ¢ reads (downloads)

the required parameters of the model from the databases, trains the model using
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coordinator assigns storage and

noisy permutation
V l R, Wa‘criceg
(4, X) (A, X) (4, X)
database 1 database 2 database N
random
permutations
]5 model model | . model
read /
> )
(A, X)
/ \

values of sparse updates  positions of sparse updates

Figure 6.2: System model: A user reads (downloads), updates, writes (uploads) a
ML model.

the user’s local data, and writes (uploads) the most significant r fraction of updates
back to all databases. In this work, we consider sparsification in both uplink and
downlink, to reduce the communication cost. In particular, the sparsification rates
of the reading (downlink) and writing (uplink) phases are given by r’ and r, respec-
tively. In other words, in the reading (download) phase, the users only download
a selected set of Pr’ subpackets determined by the databases[]] Once the model is
trained locally, each user only uploads the most significant Pr set of updates (cor-
responding subpackets) to the databases in the writing phase.ﬂ The system model

is shown in Fig. [6.2] where the coordinator is used to initialize the process.

!These subpackets could be determined by the databases based on the sparse updates received
at the previous time step, or by any other downlink sparsification protocol. For example, the
databases can choose the most commonly updated Pr’ subpackets in the writing phase of time
t — 1 to be sent to the users in the reading phase at time ¢.

2We assume that all values in the sparse set of Pr subpackets in the writing phase are non-zero.
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Note that the users send no information to the databases in the reading phase.
Therefore, no information about the user’s local data is leaked to the databases in
the reading phase. The users send the sparse updates and their positions (indices) to
the databases in the writing phase to train the model. Information about the user’s
local data can be leaked to the databases from these updates and their indicesﬁ In
this work, we consider the following privacy guarantees on the values and the indices
of the sparse updates.

Privacy of the values of sparse updates: No information on the values of the

sparse updates is allowed to leak to any of the databases, i.e.,

1(AMgly =0, ne{l,...,N}, Vi (6.1)

where Az[t] is the value of the ith sparse (non-zero) update of a given user at time ¢

and G contains all the information sent by the user to database n at time t.
Privacy of the positions (indices) of sparse updates: The amount of informa-

tion leaked on the indices of the sparse updates need to be maintained under a given

privacy leakage budget €, i.e.,

[(X[t];GE}) <e nefl,...,N}, (6.2)

where X is the set of indices of the sparse subpackets updated by a given user

at time t. The system model with the privacy constraints is shown in Fig. [6.2,

3The positions (indices) of the sparse updates leak information about the most and least signif-
icant parameters in the model for a given user, which may leak information about the user’s local
data.
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A coordinator is used to initialize the FL processﬁ In addition to the privacy
constraints, we require the following security and correctness conditions for the
reliability of the scheme.

Security of the model: No information about the model parameters is allowed

to leak to the databases, i.e.,

IWH Sy =0, ne{l,..., N}, (6.3)

where W is the ML model and S,[f] is the data content in database n at time t.
Correctness in the reading phase: The user should be able to correctly decode
the sparse set of subpackets (denoted by J) of the model, determined by the downlink

sparsification protocol, from the downloads in the reading phase, i.e.,

HWY Al =0, (6.4)

where W}til} is the set of subpackets in set J of the model W at time ¢ — 1 (before
updating) and A is the information downloaded from database n at time ¢.
Correctness in the writing phase: Let J' be the set of most significant Pr

subpackets of the model, updated by a given user at time . The model should be

4The coordinator is only available at the initialization stage, and will not be part of the system
model once the FL process begins.
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correctly updated as,

UL AL fses
Wl = : (6.5)

w1y ifs¢.J

where W is subpacket s of the model at time ¢ — 1 and A s the corresponding
update of subpacket s at time t.

Reading and writing costs: The reading and writing costs are defined as C'r =
% and Cy = %’, respectively, where D is the total number of symbols downloaded in
the reading phase, U is the total number of symbols uploaded in the writing phase,
and L is the size of the model. The total cost C'r is the sum of the reading and
writing costs C'r = Cr + Cyy.

Storage complexity: The storage complexity is quantified by the order of the
total number of symbols stored in each database.

In this work, we propose schemes to perform FL with top r sparsification, that
result in the minimum total communication costs and storage complexities, while

satisfying all privacy, security and correctness conditions described above.

6.3 Main Result

Theorem 6.1 Consider a FL model stored in N non-colluding databases, consisting
of L parameters with values from a finite field F,, which are included in P subpack-
ets. The model is divided into B segments of equal size (1 < B < P), such that

each consecutive % subpackets constitute each segment. Assume that the FL model
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is being updated by users at each time instance with uplink and downlink sparsifi-
cation rates (top r sparsification) of v and 1, respectively. Let X, be the random
variable representing the number of subpackets with sparse (non-zero) updates in the

ith segment, uploaded by any given user, and let (Xl, ..., Xp) be the general vector

representing all distinct combinations of (Xl, . ,XB), irrespective of the segment
index. Then, the reading/writing costs, storage complexities and amounts of infor-

mation leakage presented in Table are achievable in a single round of the FL

process in the perspective of a single user.

case | reading cost | writing cost storage complexity information leakage
1 2#(1;“5131)) 2r(11+_lc§q ) O(%) H(Xl, e ,XB)
9 3r'(11tl°;lgp) Sr(llJr_lcEq P) O(BL_]\;) H(Xl, . ,XB)
5 2r'(11+_l;;;3p) 2r(11+_1<§q D max{O(£),0(N?*B3)} | H(Xy,...,Xp)
4 5T,(11t1§31)) 5T(11+—105q - max{O(NL;B), o(B%)} H(Xl’ e ’XB)

Table 6.1: Achievable sets of communication costs, storage costs and information
leakage.

Remark 6.1 The information leakage in Table corresponds to the amount of
information leaked on the indices of the sparse updates.ﬂ For a given privacy leak-
age budget on the indices of the sparse updates given by €, the optimum number

of segments B can be calculated by minimizing the storage complexity, such that

~ ~

H(Xy,...,Xp) < € or H(Xy,...,Xp) < € is satisfied (based on the considered

case). This is valid for all four cases.

Remark 6.2 When B = 1 (no segmentation present), X, = Xy = Pr and the

5Information theoretic privacy of the values of updates is guaranteed, as stated in the problem
formulation.

178



corresponding information leakage is zero since Pr is fied and H(X,) = H(X;) = 0,
i.€., the four schemes corresponding to the four cases achieve information theoretic
privacy of the values and positions of the sparse updates while incurring the same
communication costs stated in Table 6.1, when B = 1. However, in this case, the

storage costs increase to either O(L*) or O <]%,—22>

Remark 6.3 H(X,,...,Xp) > H(X\,...,Xp) since H(X,,...,Xp) considers all
possible values of X;, while H(X, ..., Xg) only considers distinct sets of {X;}2,.
For example, if B = 2, H(Xy,X5) considers both permutations {1,2} and {2,1}
while H(Xl,Xg) only takes one of them into account, i.e., the probabilities con-

sidered in H(f(l,...,XB) are more dense and concentrated compared to that of

H(X,,...,Xg).

Remark 6.4 Cases 1-4 are achieved by schemes that utilize both CSA [97] and per-
mutation techniques which are described in detail in Section [0l The schemes for
cases 1 and 2 use a single round permutation technique (only within-segment permu-
tations) while cases 8 and 4 use a two-round permutation technique (both within and
inter-segment permutations) which reduces the information leakage further. Cases 3
and 4 are extensions of cases 1 and 2, respectively, with the additional permutation
round. Cases 3 and /4 incur larger communication costs compared to cases 1 and 2,

while resulting in lower amounts of information leakage.

Remark 6.5 The four cases (schemes) have different properties. Cases 1 and 3
result in the lowest communication costs at the expense of a larger storage complexity
resulted by replicated storage and larger noisy permutation reversing matrices. Cases
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Figure 6.3: Information leakage of an example setting with P = 12 and different
values of B.

2 and 4 use MDS coded storage and compact permutation reversing matrices, which

reduces the storage complexity at the expense of larger communication costs.

Remark 6.6 The communication cost does not depend on the number of segments

B.

Remark 6.7 Consider an example setting with P = 12 subpackets divided into
B = 1,2,3,4,6 segments. Assume that each subpacket is equally probable to be
selected to the set of most significant Pr = 3 subpackets. The behavior of the

information leakage for each value of B is shown in Fig. [6.5,
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6.4 Proposed Schemes

In this section, we present four schemes that perform private FL with top r sparsi-
fication, which have different properties. The schemes differ from each other based
on their storage structure (MDS coded or uncoded) and the number of permutation

stages.

6.4.1 General Schemes With Examples

In this section, we provide the proposed schemes for all four cases. In all four
schemes, we divide the P subpackets into B non-overlapping equal-sized segments to
control the storage cost and the information leakage. The parameter B is a variable
that can be chosen based on the given privacy leakage budget and the limitations on
the storage capacities. In this section, we present the general schemes for arbitrary
values of B, P, r and r’. As a further illustration, we provide examples along with
the general scheme for all four cases. In the two examples corresponding to cases
1 and 2, we assume the same setting with P = 15 subpackets (subpacketization /),
divided into B = 3 equal segments as shown in Fig.

Case 1: Uncodedﬂ storage and larger permutation reversing matrices are used
in this case to reduce the communication cost, at the expense of a larger storage
cost.

Initialization: A single subpacket (subpacket s) in case 1 is stored in database

6Even though the model parameters and noise symbols are combined together (coded form) in
the storage in , each parameter is not combined with other parameters, resulting in uncoded
storage.
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Figure 6.4: Initialization of the scheme for cases 1 and 2.

n,ne{l,...,N} as,

[s]
f1 an +Z] OaJZ

Syl = : : (6.6)

_fz—lan [S] + Z] OCV%«Z[S]

where Wi[s] is the ith parameter of subpacket s, Zl[?] are random noise symbols and

{fi¥e_i, {an N, are globally known distinct constants from F,. The subpackets in
each segment are stacked one after the other in the order of subpacket 1 through
subpacket %. At the initialization stage, the coordinator sends B (B = 3 for the
example considered) randomly and independently chosen permutations of the %
(% = 5 for the example considered) subpackets in each of the B segments to all

users. These permutations are denoted by Py, ..., Pg. The coordinator also sends
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the B corresponding noise added permutation reversing matrices given by,

Rl = (RY@T,)+ 21, i=1,...,B, (67)

to database n, n € {1,..., N}, as shown in Fig. , where R is the permutation

reversing matrix corresponding to the permutation P;, ', is the diagonal matrix

given by,
_ 1
fi—amn
r,= , (6.8)
_1
L f[*C\{n_
and Z[ is a random noise matrix of size % X %. Based on the example considered,
the permutation reversing matrix for database n, n € {1,..., N} corresponding to

the first segment (permutation: P = (2,1,4,5,3)) is given by,

01000 Orxe  T'n Oexce Oexe Oexe

10000 Fno Oexe Opxe Oexe Opxe
RY=110 000 1] @0 | +2%= 04y One One Ope T, | +2%,

00100 Orce Orsce T Oexce Oxce

_0 0 01 0_ _Oéxé Orsce Oexe T'n Oéxé_

(6.9)

Similarly, for the second segment (permutation: P, = (3,5,2,4,1)), the permutation
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reversing matrix for database n, n € {1,..., N} is given by,

Ore Opxe Ooxe Opxe Ty,
Orxe Oexe T Opxe Opxe

RP =|p + 7%, (6.10)

Orxe Oexe Opxe Opxe

Orxe Oexe Opxe I'ny Opxe

Orxe T'n Ouxe Opxe Opxe

The coordinator leaves the system once the storage, permutations and noise
added permutation reversing matrices are initialized and the system is ready to
begin the FL process. All subsequent communications take place only between indi-
vidual users and databases in terms of permuted subpacket indices. The databases
never learn the underlying permutations despite having access to the noise added
permutation reversing matrices, since the added noise Zl! makes the noisy matrices
independent of the original permutation reversing matrix from Shannon’s one time
pad theorem.

Reading Phase: The databases decide the permuted indices of the Pr’ sparse
subpackets to be sent to the users at time ¢ in the reading phase, based on the
permuted subpacket indices received in the writing phase at time t —1. For example,
the databases consider the permuted indices of the subpackets updated by all users
at time ¢ — 1, and select the most popular Pr’ of them to be sent to the users in
the reading phase of time ¢t. Note that the databases are unaware of the real indices

of the sparse subpacket indices updated by users in the writing phase at each time
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instance and only work with the permuted indices in both phases. We denote the
permuted indices of the sparse subpackets to be sent to the users from segment j as
f/j for j € {1,..., B}. For this example, let the sparse set of permuted subpacket
indices corresponding to the first segment be V; = {1, 3} One designated database
sends these permuted indices of each segment to the users. The users then find
the real indices, using the known permutations as V;(i) = P;(V;(4)) for each sparse
subpacket i in segment j € {1,..., B}. For this example (segment 1), the real set

of indices is given by,

Vi(t) = A(Vi(d)), i=1,2 (6.11)

Vi ={2,4}. (6.12)

In order to send the ith sparse subpacket of segment j, f/](z), each database n,

n € {1,..., N} generates the following query.

¢

QU = N RUIC, (i — 1) + k). (6.13)

k=1

For example, the query corresponding to the first sparse subpacket of the first seg-

"Two similar sets (with same or different cardinalities, such that the sum of all three cardinalities
equals Pr’) exist for segments 2 and 3 as well.
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ment (i.e., Vi(1) = 1) is given by,

O¢

fi—an

fe—an

¢
QP — QU = STRIG Ry = |1 | + 2, (6.14)
k=1

O¢

where Z; is a random noise vector resulted by the noise component of RV Similarly,

the query for the second sparse subpacket of segment 1 (i.e., V;(2) = 3) is given by,

0,
0,
O¢

¢
Q@I = QB — Z RW(:, 20+ k) = 1 + Z,. (6.15)

fi—am
k=1

fﬁ_an

O,

Note that the reversal of the permutations is hidden from the databases by the
random noise vectors Z; and Zy. Then, database n, n € {1,..., N} sends the answer

corresponding to the ¢th sparse subpacket of segment j to all users by calculating
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the dot product between the queries and the scaled storage as,

A@) — (D, x §,)T QI

_fl_an

where D,, is the diagonal matrix of size &5 X

D,=IpxI !
B

(Vi ()]

Y

+ ...

n

+

jedl,...,

fé_an

Pl

P_l

B}

F—l

n

w9 L p, (04 1),

%g given by,

(6.16)

(6.17)

(6.18)

where Ip is the identity matrix of size £x £ and P,,((+1) is a polynomial in a, of

degree ¢ + 1. For example, the answer of database n,n € {1,...,

to the first sparse subpacket of segment 1 (i.e., Vi(1) = 1

A’Q}l(l)] = (D, % Sn)TQg/l(m

F—l
Orxe
Orxe
O¢xe

Opxce

Opxce
P—l
Opxce
Opxce

Opxce

Opxe
Opxe
Opxe
F—l

Opxce

Orxe
Orxe
Opxe

Orxe

F_l
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fla

W,

fea

_1
fi—am

1
fZ QAn

) is given by,

Wl[l] + Z] Oa] ‘[1]

[1] + Z] OOéJIzj

W1[5] + Z?:o a1

[5]+ZJ =0 nIZJ

N} corresponding

(6.19)




0O¢

1

_fl_an

1
Wl[z] + ...+ HWF] + P,, (ﬁ + 1). (6.21)

Now, the users obtain the parameters of real subpacket 2 of segment 1, (i.e., Vi(1) =

P (Vi(1)) = 2) by solving,

Wy
Vi(1) 1 1 0+1
Ay e o frar Loow oo .
W,
=+ & i it 7 (6.22)
R
AV 1 1 1 0+1 ’
i N | _fl—OéN o Fan ayN ... OQp |
Ryqq

where R; are the coefficents of the polynomial P, (¢ + 1) in (6.21). Note that
(6.22) (and the corresponding general set of equations in (6.17))) is solvable given
that N = 2¢ + 2, which determines the subpacketization as ¢ = =2 The same

2

procedure described above is carried out for all sparse subpackets in each of the
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B segments. The resulting reading cost (including both data and permuted index

downloads) is given by,

N

— N— - 2
L PG - N

¢, — Friog, L 4log,B)+Pr'N _ Pr'log, P+ N) 2r'(1+ %)
R= - _

(6.23)

Writing Phase: In the writing phase, each user selects the Pr subpackets with
the most significant updates and sends the corresponding noise added combined
updates (single bit per subpacket) along with their permuted subpacket indices to
each of the databases. The noise added combined update of real subpacket ¢ of
segment j (assuming this subpacket is among the Pr selected subpackets) sent to

database n, n € {1,..., N}) is given by,

Ub =3 T (f — a) A7 + H SVACS (6.24)
Tk

PN [2,4] ..
where A%’J] = ,ZA’“— with AZ’J] being the update of the kth bit of the sparse
Hr:l,r;ﬁk(f”‘ffk)
subpacket 7 of segment j and ZI%! is a random noise bit. To determine the permuted
subpacket index of subpacket i of segment j, consider the permutation assigned for
segment j (i.e., 15]) to be a one-to-one mapping from the set {1,..., %} to the set ]53

in the exact order. Then, the permuted subpacket index corresponding to subpacket

1 of segment 7 is given by,

i.j] _ D—1/: .
vl = prli), je{1,...,B}. (6.25)
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Once the combined updates and permuted subpacket indices corresponding to all
Pr chosen subpackets are computed, the user uploads the Pr (update, subpacket,
segment) tuples to all databasesﬁ

For example, assume that a given user wants to update the real subpackets 2
and 4 from segment 1, subpacket 2 from segment 2 and subpacket 5 from segment 3.
Based on the permutations considered in this example, i.e., P, = {2,1,4,5,3}, P, =
{3,5,2,4,1} and P; = {5,2,3,1,4}, the user generates the combined updates U,[?’l],
U#’”, U2 and UP¥ which are of the form (6.24]). The corresponding permuted

subpacket indices are given by,

YU = pri2) =1 (6.26)
Yl = pi4) =3 (6.27)
Y22 = prt2) =3 (6.28)
YB3l = pri(5) = 1. (6.29)

Therefore, the two permuted (update, subpacket, segment) tuples corresponding to
segment 1, sent by the user to database n are given by, (UE’”, 1,1) and (Ur[fl’l], 3,1).
Similarly, the permuted (update, subpacket, segment) tuples corresponding to seg-
ments 2 and 3 are given by (UE’Q], 3,2) and (U,[ZE”S], 1,3), respectivelyﬁ Once database

n, n € {1,..., N} receives the Pr (update, subpacket, segment) tuples, it creates

8Note that the ‘subpacket’ and ‘segment’ elements in the (update, subpacket, segment) refer to
the permuted subpacket index and the real segment index, respectively.

9Note that there is no permutation in the segment index, and only the subpacket indices within
each segment is being permuted.
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the permuted update vectors V9 for each segment j € {1,..., B} given by,

Uidlep (YIS, (6.30)

>
=
I
e
I

where eg(Y[i’ﬂ) is the all zeros vector of size % x 1 with a 1 at the YIth position.

Note that we consider U,[f 91 = 0 for those values of i, 1€ {l,..., % whose corre-
sponding subpackets are not included in the set of Pr selected subpackets. In order

to reverse the permutation privately, each database creates,
71l — YU U1y 1Tyl Dy e
Ul =Y"e1l,=[Y(1)-1,,... ](E)‘lz] , (6.31)

for each segment j, where 1, is the all ones vector of size ¢ x 1. For the example
considered, the UY' vectors for the three segments, generated by database n, n €
{1,..., N} based on the received information (UT[LQ’”, 1,1), (U,[;l’”, 3,1)( 122’2], 3,2)

and (U,[{r”g], 1,3) are given by,

2y, 0-1, (S
0-1, 0-1, 0-1,
O = g, |, O = (ol g, OP =1 0.1, |- (6.32)
0-1, 0-1, 0-1,
0-1, 0-1, 0-1,

Next, the databases privately rearrange the updates in the real order and calculate

the incremental updates of each segment as Uy[lj] = RL‘Z]ULJ] for j € {1,..., B}, and
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add it to the jth segment of the existing storage to obtain the updated storage. Con-
sider the incremental update calculation of segment 1 in database n, n € {1,..., N}

for the example considered,

gl = R (6.33)
Oexe I Oexe Orxe Orxe U,
Iy Oexe Oexe Orxe Orxe 0-1,
= | 10exe Ooxe Opxe Ope T | T Z (SRR (6.34)
Orxe Oexe T'n Orxe Orxe 0-1,
Oexce Orxe Oexe TI'n Opxe 0-1,
0@ 06
UT[LQ,l] A[12’1]
fl_an fl_an
Uy[L2’1] ALQ,I]
fe—an fe—'an
- 0y + P, (£> - 0y + P, (E), (635)
Uy[:l’l] A[14’1]
fl*an fl*an
e AL‘*J]
fe—an fe—amn
Og 0€
where P, (¢) here is a vector of size £ consisting of polynomial in o, of degree

¢, and the last equality is obtained by applying Lemma (3.1} The same process is

carried out for the other two segments as well. Since the incremental update is in
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the same form as the storage in , the storage of segment j, j € {1,2,3} at time

t can be updated as,
Sty =8SWl(t—1)+ 0V, ne{1,.. . N} (6.36)

Note from that for segment 1, the two real sparse subpackets 2 and 4 have
been correctly updated, while ensuring that the rest of the subpackets remain the
same, without revealing the real subpacket indices 2 and 4 to any of the databases.
The resulting writing cost is given by,

PrN(1+log,B+log,£) PrN(1+log,P) 2r(1+log,P)
Cw = L - ph= T 1-2
2 N

(6.37)

The total storage complexity (including both data and the permutation reversing
matrices) is given by O(L) +O(]§—z X B) = O(%). The information leakage is derived
in Section [6.4.2]

Case 2: MDS coded storage and smaller permutation reversing matrices are
used in this case to reduce the storage cost, at the expense of a larger communication
cost. The information leakage is the same for both cases 1 and 2, since they both use
only within-segment permutations. The same example considered for case 1 (shown
in Fig. [6.4]) is considered in this case as well.

Initialization: A single subpacket s in case 2 is stored in database n, n €
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{1,...,N} as,

Sl = Z W[s —i—Za 7k (6.38)

Therefore, the storage of segment j, j € {1,..., B} is given by,

¢ \ i [l
221& J]Jrzlo Z[J]

Sl — : , (6.39)

ZZ lall W[ij]_i_zz 0 1z[By]}

where Wi[s’j Vis the ith parameter of subpacket s in segment j and Zl-[s’j I are random
noise symbols. Note that % = 5 for the example considered. Similar to case 1,
the coordinator initializes all noise terms in storage, assigns B permutations P,
i € {1,..., B} of the subpackets in each of the B segments and sends them to the
users, and sends the corresponding B noise added permutation reversing matrices

%], i €{l,...,B} to database n, n € {1,... .N}, as shown in Fig. M The noise

added permutation reversing matrices are of the form,

Rv[zl] :R[i] +O‘£L2Ma (&S {17'-->B}’ (640)

where R is the permutation reversing matrix corresponding to the ith permutation
P;, and Z is a random noise matrix, both of size % X %. The noise added permu-

tation reversing matrices corresponding to the three segments, sent to database n,

n € {1,..., N} for the example in Fig. are given by (recall: P = (2,1,4,5,3),
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p2 = (375;27471)7 p?) = (572737174>>7

R = 0000 1 4_0475;2[1] (6.41)

RA=11 00 0 ol +ot28 (6.42)

RB = 00100 +04f;2[3]. (6.43)

n

As explained in case 1, the coordinator leaves the system once the FL process
begins, and all subsequent communications take place only between the users and
databases using permuted subpacket indices.

Reading Phase: As described in case 1, let f/] be the set of permuted indices

of the sparse subpackets chosen from segment j to be sent to the users for j €
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{1,...,B}. For example, let Vi = {1,3} be the permuted set of sparse subpackets
of segment 1 that needs to be sent to the users at time . One designated database
sends the permuted subpacket indices of each segment (segment 1: V; = {1,3})
to the users, from which the users identify the corresponding real sparse subpacket
indices using the known permutations using V;(i) = P;(V;(i)), where V; is the vector
containing the real indices of the sparse subpackets in segment j. In particular, the
users perform the same calculation in for segment 1 as well as for the other
two segments, based on the received sets Vs and V. Similar to case 1, each database
generates a query to send each of the chosen subpackets. The query corresponding

to the ith permuted sparse subpacket of segment j is given by,

QU =RICVi(0), je{l.... B} (6.44)

Following are the two queries generated by database n, n € {1,..., N} to send the

two sparse subpackets (with permuted indices Vi = {1, 3}) of segment 1 to the users,

QI = QI = RUI(: 1) = || +alZ: (6.45)
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Q@I = QB — RII(: 3) = || + o’ Zs, (6.46)

where Z; and Z3 are the first and third columns of ZIV in (6.41)). Then, database n,
n € {1,...,N} sends the answers corresponding to each sparse subpacket of each

segment to the users as,

Ag/j(i)] _ (Sr[f])TQ?j(i)]’ je{l,...,B} (6.47)
‘1
&Z
i=1 "

where P, (2/) is a polynomial in «,, of degree 2¢. For example, the answer corre-
sponding to the first sparse subpacket of segment 1 (V;(1) = 1), sent by database

n,n € {1,..., N} to the users is given by,

A7[1V1(1)] — (ST[LH)TQg/l(l)] (6.49)
0
- 1T
Zz 1 oz, W[l 1 + Zz =0 & [1 . 1
- : 0| +at2 (6.50)
Z’L 1 az W[5 1] + Zz O [5 1] O
0
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J4
1
=Y w4 P, (20). (6.51)

The users obtain the parameters of the real subpacket 2 of segment 1, (i.e., V;(1) =

P (Vi(1)) = 2) by solving,

WZ[Q,l]
A}/l(l) O%’i’ ail 1 o ... o -
Wi
T : (6.52)
i Ry
A]‘\/,l(l) o%f % 1 ay ... o%
L . L—N .
Ry

where R; are the coefficients of the polynomial in (6.51]). Note that (6.52) (and also

the general answers in ([6.48))) is solvable given that N = 3¢ + 1, which determines

the subpacketization as ¢ = % The same procedure described above is carried

out for all sparse subpackets in each of the B segments. The resulting reading cost

is given by,
_ Pr'log, P+ Pr'N  Pr'(log,P+N) 3'(1+ %) s
R L o pN-1 - 1 (6.53)
3 N

Writing Phase: In the writing phase, the user generates Pr combined up-
dates corresponding to the Pr subpackets with the most significant updates. The

combined update of the ith subpacket of segment j is defined as (assuming this
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subpacket is among the Pr selected subpackets),

Ul = Ze: %A,{f’ﬂ + 709, (6.54)
k=1 ™

where A%’j] is the update of the kth bit of the ith subpacket of segment j and
Z13] is a random noise symbol. Similar to case 1, the user generates the permuted
subpacket indices corresponding to the real subpacket indices i of each segment 7,
of the selected Pr subpackets, using . Once the permuted subpacket indices
are generated, the user sends the permuted (update, subpacket, segment) tuples of
the Pr selected subpackets to all databases similar to case 1. For the same example
considered in case 1 where the user wants to update the real subpackets 2 and 4 from
segment 1, subpacket 2 from segment 2 and subpacket 5 from segment 3, the user
sends the same permuted (update, subpacket, segment) tuples sent in case 1 given by,
(UJLZ’”, 1,1), (U,[f’”, 3,1), (UE’Q}, 3,2), (UT[LB’?’], 1,3) to database n, n € {1,..., N} as-
suming the same three permutations given by P, = {2,1,4,5,3}, Py = {3,5,2,4,1}
and Py = {5,2,3,1,4}, for the three segments. Once the databases receive the Pr
(update, subpacket, segment) tuples, they create the permuted update vectors il

for each segment j € {1,..., B} using (/6.30). For the example considered, the three

199



permuted update vectors created at database n are given by,

_U7[L2,1]- [ 0 ] _U7[L5,3]-
0 0 0
vl =|ppi|, vE= g2l vB=| ¢ |, (6.55)
0 0 0
0 0 0

based on the received information (UE’”, 1,1), (UT[L4’1], 3,1), (U,QQ’Q}, 3,2), (Uq[f’?’], 1,3).
Using the permuted update vectors )A/n[j], j€{1,...,B}, database n,n € {1,...,N}
privately calculates the correctly rearranged incremental update vector of each seg-
ment as U = RE]YM, j €{1,...,B}. The resulting incremental update is of the
same form as the storage in (6.39)), and therefore can be added to the existing stor-
age to obtain the updated storage of each segment. To explain the above process
in terms of an example, consider the incremental update of segment 1 in the same

example considered so far,

_0 100 0_ _U,!?”_
10000 0
O =RV =110 0 0 0 1| +an2M | |pit! (6.56)
00100 0
00010 0
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0 0
v REINS
= 0 | +FP.(0)= 0 + Py, (0), (6.57)
= EEINE
0 0

where P, (/) here is a vector of size 5 X 1, consisting of polynomials in «,, of degree
¢. Since the incremental update of each segment (i.e., (6.57))) is in the same form
as the storage in (6.39)), the incremental update is directly added to the existing

storage to obtain it’s updated version, i.e.,
SWlty=sWlt—-1)+ 0V, je{1,....,B}, ne{l,...,N}. (6.58)

The writing cost for case 2 is given by,

PrN(1+1log, B+log,£) PrN(1+log,P) 3r(1+log, P)
3 N

(6.59)

The total storage complexity (including both data and the permutation reversing

matrices) is given by O(P) + O(g—i X B) = O(%) = O(BL;Q). The information
leakage is derived in Section [6.4.2
Case 3: In this case, we use uncoded storage with large permutation revers-

ing matrices. Note that in both cases 1 and 2, only the subpacket indices within

each segment were permuted, and the real segment indices were uploaded to the
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databases by the users. In this case, we permute subpacket indices within segments
as well as the segment indices to reduce the information leakage further. However,
this increases the storage cost since the permutation of segment indices requires an
additional noise added permutation reversing matrix to be stored at the databases.
The communication cost is not significantly affected by the additional round of
permutation, compared to case 1 (lowest communication cost thus far).

For cases 3 and 4, we present the general scheme along with the example
setting with P = 12 subpackets (with subpacketization ¢) which are divided into
and B = 3 equal segments, as shown in Fig. 6.5}

Initialization: The storage of a single subpacket (subpacket s) in case 3 is
given by,

I 4 ZEH o) Z[s

f1 an,
Slsh = : : (6.60)

gyl s g gl

f[ an 7=0 TL

with the same notation as in case 1. The subpackets are stacked one after the
other (subpacket 1 through subpacket % in each segment) in the order of segment 1
through segment B. At the initialization stage, the coordinator sends B randomly
and independently chosen permutations of the % subpackets in each of the B seg-
ments , Py, ..., Pg, as well as a randomly and independently chosen permutation of
the B segments P to the users. The coordinator also places the corresponding noise

added permutation reversing matrices (corresponding to B within-segments permu-
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tations: RE],. .. ,R,[@B] and one inter-segment permutation: f?n) at each database n,
n € {1,...,N}. The noise added permutation reversing matrix corresponding to

the ith segment, i € {1,..., B} stored in database n, n € {1,..., N} is given by,

R = (R o1, + 21 (6.61)

with the same notation as in case 1. The noise added permutation reversing
matrix corresponding to the inter-segment permutation P stored in database n,

n € {l,...,N} is given by,

oo b
R,=ReL)+ Iz Z=|: . |, (6.62)
bgg}l bE;‘]B

where R is the permutation reversing matrix corresponding to the inter-segment
permutation P, I is the identity matrix of size k x k, I',;! is the diagonal matrix

given by,

fl_an

It = (6.63)

ff_an

and Z is a random noise matrix of size B¢ x Bf. Each matrix R, is represented

in blocks of size ¢ x ¢, as shown in the last equality in (6.62). According to the
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permutations within
random (2,4,3,1) (1,3,2,4) (3,1,4,2) segments: Py, Py, P

permutations

[1l2]s]a] [i]2lsla]| [1]2]3]4] permutation
of segments

segment 1 segment 2 segment 3 A
. . P = (2 35 1)
assigns three random permutations
for the three sections

coordinator

assigns random noise \_ _ _ _ _ e I
and noisy permutation
reversing matrices

database 1 | database NV

Figure 6.5: Initialization of the scheme for cases 3 and 4.

given permutations in Figure [6.5] the noise added permutation reversing matrix

corresponding to the first within-segment permutation (151 =(2,4,3,1)), i.e, R s

given by,
0001 Orxe Opxe Opxe Ty
) 1000 . Iy Oexe Ooxe Orxe -
R = @, | + 2N = + 70, (6.64)
0O 01O O£><£ OZXZ Fn OEXZ
01 00 Orxe T Orxe Opxe
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Similarly, R and RE are given by,

Iy

Opxce

Opxe

Opxce

Opxe
Opxe

Ly

Opxe

O¢xe
Iy
Orxe

O¢xe

Opxce
Opxce

Opxce

Iy

+ 78,

RBl =

Opxe

Opxe

Opxe

O¢xe
Orxe

O¢xe

Opxce
Opxce

Opxce

Opxce
r,

Opxe

Opxe

+ Z8

(6.65)

For the same example, the inter-segment noise added permutation reversing matrix

for database n, n € {1,..., N} is given by,

0

Orxe

)

O¢xe

0

0

1

1

0

0

Opxce

Opxce

)

® P

d

Opxce

Opxce

0

F—l
Opxe

Opxe

O¢xe

NNPS

by b

by s

byt s

oy | -

(6.66)

(6.67)

where ® = I,. Each matrix R, is represented in blocks of size ¢ x ¢, as shown

in the last equality in (6.67]), which is useful in the subsequent calculations. The

coordinator leaves the system once the storage and permutations are initialized,

and the noise added permutation reversing matrices are placed at the databases

before the FL process begins. All communications in the FL process are carried out

between the users and databases using permuted subpacket and segment indices.
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Reading Phase: The databases determine the set of Pr’ subpackets to be
sent to the users at time ¢, based on the permuted information received from the
users in the writing phase at time ¢ — 1. For example, the databases consider the
permuted indices of the subpackets updated by all users at time ¢ — 1, and select
the most popular Pr’ of them (in terms of permuted indices) to be sent to the users
in the reading phase of time t. In case 3, the databases are unaware of the real
indices of subpackets within each segment, as well as the corresponding real inidces
of the segments, updated by the users. However, the databases can communicate
the sparse subpacket and segment indices with the users in their permuted versions
(same as what was received in the writing phase at time ¢ —1). The users are able to
convert the permuted indices into their real versions as all permutations are known
by the users. Let the permuted (subpacket, segment) information of each of the Pr’
subpackets be indicated by (7,, ¢,). This information is sent to all users at time ¢
by one designated database. The users can convert each permuted (7,,¢,) into its

real versions (7, ¢,) using,

Ny = Fo, (0p)- (6.69)

For the example in Fig. assume that the following permuted (subpacket, seg-

ment) pairs are received by a given user from the designated database,

(npa¢p) = {(173)7(171)a(1’2)}' (670)
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Recall that the permutations considered in this example are given by P, = (2,4,3,1),
P, = (1,3,2,4), Py = (3,1,4,2) and P = (2,3,1). In order to see how the real
subpacket and segment indices are obtained, consider the first permuted pair (1, 3).
Since the permuted segment index is ¢, = 3, the corresponding real segment index
is ¢, = f’(?)) = 1. Then, the user can decode the subpacket index within the
first segment as, 7, = Py(1) = 2. Therefore, the real (subpacket, segment) pair
corresponding to the permuted (subpacket, segment) pair (7,, ¢,) = (1,3) is given by
(0, &r) = (2,1). Similarly, the real set of (subpacket, segment) pairs corresponding

to the three permuted pairs are given by,

(Un@) = {(271)7<172)7<373)} (671>

Once the real indices of the sparse subpackets and segments are obtained, the user
downloads the corresponding subpackets, one by one. To perform the calculations
in the reading phase, each database first generates a combined noise added permu-
tation reversing matrix, that combines the within-segment and inter-segment noise
added permutation reversing matrices into a single noise added permutation revers-

ing matrix, to facilitate the subsequent calculations. The combined noise added

permutation reversing matrix of database n, n € {1,..., N} is given by,
(1] [n] [n]
Rn I% ® b171 e [% ® bl,B
B n n
_ R }_ 1: @ by o Ie® bg}B_
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i )
Ry 3 . W
[n] [n]
] b1,1_ B I bl,B_ br i
_ - (6.73)
b b
Ry . ... R
[n] [n]
L L Ly : 5] gy
= R, + P, (1), (6.74)

where R, is the combined permutation reversing matrix obtained by replacing the

1 in the ith row of R in (6.62) by R ® I', in (6.61), and the zeros by all zeros

LLx £L P, (1) is a matrix of size L x L consisting of elements that

matrices of size
are degree 1 polynomials in «,.

As an example, consider the generation of the combined noise added permu-

tation reversing matrix of database n, n € {1,..., N}, for the example setting in
Fig. [6.5]
RY o0 o0 Lot .. Lob
Ro=10 RY o|x| : : (6.75)
0 0 RY Lol ... Lioby
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Note that,
bl
R

o)
by}
oh)
bl
d 40x4¢

40x40

40x40

46x 44

b [n]

1,2

Orxe  Orxe

'y Orxe

Orxe  Orxe

Ope Ty

—17/4
', Zia
Orxe
O¢xe

Orxe
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1 40xae

T 4ex4e

A qexae

Oesce I'y

Opxe  Opxe

'y Opxe

Opxe

Opxce

Opxe
—17/4
I Zia
Opxe

Opxe

R

A

Opxce

Opxe

—174
', Zia

Opxce

by

O¢xe
Orxe

O¢xe

—1/
', Zia

40x40

40x40

46x40 |

(6.76)

(6.77)



Opxce
AR
Opxce

Opxce

Opxe
Opxe

Opxce

Z11

Opxe
Orxe
211

O¢xe

AR
Opxce
Opxce

Opxce

+ P, (1)=PF,, (1)

(6.78)

where 2171 is the submatrix of Z in (6.67) consisting of the first ¢ rows and first ¢

columns, P, (1) here are matrices of size 4¢ x 4/, consisting of polynomials in «,, of

degree 1 and 0y, is the all zeros matrix of size £ x £. Next, consider the calculation

of,
o
R
o
L d 40x4¢
Oee Opxe Opxe Ty
'y Oexe Oexe Orxe .
— + Z[l]
Oee Oexe T’ Opxe
OZXZ Fn 0£><£ OEXZ
®  Ouxe Opse Opxe FT_LIZL?,
Oexe @ Opxe Opxe Opxce
X +
Oexe Orxe @ Opue Opxce
Orxe Opxe Opxe @ Opxe

210

Opxe Opxce
FﬁlZA1,3 Opxe

Ogxce FEIZL:;

Opxe Opxe

Opxe
Opxe

Opxe

A

F_lng

n

(6.79)



Orxe Ogxe Opxe
'y Ouxe Orxe

Orxe Oexe Ty

Oesce I Orxe

L'y
O¢xe
Opxce

O¢xe

(6.80)

where ZALg is the submatrix of Z in (6.67) consisting of the first ¢ rows and the

column indices given by 2¢+1 to 3¢ and P, (1) is a matrix of size 4¢ x 4¢ consisting

of polynomials of «a,, of degree 1. Based on similar calculations, we can write the

combined permutation reversing matrix R, in (6.76]) as,

042 x44

Opxe Oexe Ty

Oesce I Ogxe

Oexe Oexe Orxe

04( x44

+ Pan(]')7

'y Ouxe Orxe

Orxe

Opxce

O¢xe

Opxe

Opxe

Opxe

Opxe
I,
04[ x 44
Orxe
Ogxe
Oaexcar

I Ouxe Ogxe
Oexe Opxe  T'y

Orxe Orxe Orxe

Oece T Oexe

211

Oexce Opxe Iy

Orxe Oexe Orxe
Oexe  T'n o Orxe

'y Opxe Orxe

O4exae

044 x44

(6.81)




where P, (1) here is a matrix of size 12¢ x 12/, whose elements are polynomials in
o, of degree 1. Note that the first part of the combined noise added permutation
reversing matrix R, is simply the 1 in the ith row of R (permutation reversing
matrix corresponding to the inter-segment permutation P) replaced by R @ T,
where Rl is the permutation reversing matrix corresponding to the within-segment
permutation P, for each i € {1,2,3}.

In order to download the subpacket corresponding to the permuted pair (n,, ¢,),

each database generates the query given by,

¢
Qi) = (Ip @ T1) x ZR" E + (n, — DO+ k), (6.82)

k=1

where Ip is the identity matrix of size P x P. Then, database n, n € {1,..., N}

sends the answer corrresponding to the permuted subpacket (7,, ¢,) as,

1
—Wl[’flra¢7‘] + .. _'_ W[nr7¢T] + Pa (g + 3)

AL?P@;D] — STILWQL?F@;D] —
fl — Oy fé — Qp

(6.83)

where P, (¢ 4+ 3) is a polynomial in «, of degree ¢ 4+ 3. Then, the user can

obtain the values of the corresponding real subpacket indicated by (n,,®,), i.e.,
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Wl[n“qbr], cee I/V‘,Z{"“(M using all answers received by the N databases as,

~ - _ - Wl[n7‘7¢r]
A[lm”d)”] flial e fg_lal 1 ar ... a€+3
= s L (689
WE[W’M
AE@F’%] f1—1aN e fZ—laN 1 any ... aﬁg
) ) ) ~ | Rours

where each R; corresponds to the ith coefficient of the polynomial P, (¢ + 3) in

(6.83). The equation in (6.84)) is solvable if N = 2¢ + 4, which determines the

subpacketization as ¢ = %.

As an example, consider the download of the permuted subpacket indicated
v (Mp, ¢p) = (1,3), from the same example setting in Fig. Database n, n €

{1,..., N} creates the query given by,

¢
QU = (I, ®T;Y) x > Ru(:, 80+ k) (6.85)
k=1
O¢
-1 1
Fn fl_OCn
- NG (6.56)
1’\71 1
L " 1 120x120 fe—an
O10¢
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OZ _(fl - an)Pan<1)_
= 1£ +
_0106_ (fl - Oén)Pan(l)

(fé - an)Pan<1>

: (6.87)

Lx1

where Pan(l) is a vector of size 12¢ x 1, consisting of polynomials in «,, of degree

1, and P,, (1) are polynomials of «,, of degree 1. Note that 0 and 1; refer to all

zeros and all ones vectors of size k x 1, respectively. The answer corresponding to

the above query, sent to the users by database n, n € {1,..., N} is given by,

A = STQl

1
fl Oén

1

flfan

1
fi—an

fZ an

[1] +Ze+1 qu

[1 +Z£+1 ]lej

12] I zz+1 oﬂ Z [12]

O¢

+ Ze+1 @J Z[12]

O10¢

(6.88)
(fi — an)Pa,(1)
_(fé - an)Pan(l)_
+
(fi = aw)Pa, (1)
i _(ff - @n)P (1)_ 1.

(6.89)



1 1
— w4y W2 4+ P, ((+3), (6.90)

fl — Qn fZ — Qp
from which the (real) second subpacket of segment 1, i.e., (n,,¢,) = (2,1) can be

obtained using all answers of the N databases if N = 2¢ + 4 is satisfied, which

determines the subpacketization as ¢ = . The resulting reading cost is given by,

Pr'(N +log, B +log, &) Pr'(N+log, P)  2'(1+ L)

Cr= — —
§ L P 1_N

(6.91)

Writing Phase: In the writing phase, the user sends the combined updates,
permuted subpacket indices and permuted segment indices of the Pr subpackets
with the most significant updates to all databases. Let (777[}], 1@]), ie{l,...,Pr}be
the real (subpacket, segment) pair corresponding to the ith selected subpacket. For

each of the Pr selected subpackets, the user generates a combined update bit given

by,

m 1 gl Z H ~ay) A[m 6] + H Z[m v¢[ri]]7 ie{l,...,Pr},

k=1 j=1,j#k

(6.92)

- [i] ]
Aol _ _ apr o]
k - £ L )
Hj:l,j;ék(f] fk)

j ; i gl | )
of subpacket 77,[?] of segment gbw and ZU" 971 is a random noise symbol. The user

[i) 4lil
where with AL"T #r] being the update of the kth parameter

sends the permuted (update, subpacket, segment) tuple given by (Uy o] ;[,ﬂ, ;[,i])

[i] 4lil
for the ith selected subpacket where UT[L"T 1 is the combined update of the subpacket
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of the form ((6.92)), ng] is the permuted subpacket index obtained by,

il = Pl (nlh) (6.93)

r

and ¢£ﬁ is the permuted segment index obtained by,

o) = P~ (ol) (6.94)

where P i and P are considered to be the one-to-one mappings from j to P i (7) for
j=1,..., % and i to p(z), fori =1,..., B, respectively. For the example in Fig. ,
assume that a given user wants to update the Pr sparse subpackets identified by
the real (subpacket, segment) pairs given by, (1., ¢,) = {(2,1),(2,2),(3,3)}. Based
on the within segment permutations given by P, = (2,4,3,1), P, = (1,3,2,4),
Py = (3,1,4,2), and the segment-wise permutation given by P = (2,3,1), the user

sends the following (permuted) information to database n, n € {1,..., N},

(Uiﬁ“‘br}, Mo Pp)

~

= (U, PrY(2), P, (U2, By (2), PH(2), (U2, Py (3), P1(3)))

(6.95)

= {(UP",1,3), (U, 3,1), (UB, 1,2)}, (6.96)

where the three U™ *"! terms are generated as in (6.92). As an illustration, the real

(subpacket, segment) pair given by (2, 1), is converted to the permuted pair (1, 3) as
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follows. Note that in the segment-wise permutation P = (2,3,1), the real segment
index 1 lies in the third position. Therefore, ¢, = 1 is converted to ¢, = 3. Next, in
the permutation corresponding to segment 1 (]51 = (2,4,3,1)), the subpacket index
2 lies in the first position. Therefore, n, = 2 is converted to 7, = 1.

Once the databases receive all permuted (update, subpacket, segment) tuples,

they construct the permuted update vector as,

Pr

~ [i] L] i P i

U, = § :ngr pr }ep(((bL] _ 1)§ + 77}[7}), (6.97)
i=1

where e, (( I[f] - 1)% + n,[f]) is the all zeros vector of size P with a 1 at the ((ﬁ,[f] -

1)% + ng]th position. This vector is then scaled by an all ones vector of size £ x 1

(i.e., 17) to aid the rest of the calculations. The scaled permuted update vector is

given by,
U,(1) -1,
U, (P) -1,
Then, database n, n € {1,...,N} calculates the incremental update using the

combined noise added permutation reversing matrix in (6.74)) as,

Un - Rn X Un, (699)

which is of the same form as the storage in . Therefore, the storage at time ¢,
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S can be updated as,

St = sit=1 .

(6.100)

For the example considered, the scaled permuted update vector based on the

information received by the databases in is given by,

(U e12(9) + UPers(3) + UYern(5)) @ 1, =

U2 1,

0-1,

(6.101)

Then, database n, n € {1,..., N} computes the incremental update using the com-

bined noise added permutation reversing matrix in (6.81)) as,
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Oesce Opxe Opxe Ty 0-1,
I Ouxe Oexe Opxe 0-1,
O4ex4¢ O4ex4e
Oexe Oexe  T'n Opxe v .1,
Oesce I Oexe Opxe 0-1,
I Ouxe Oexe Opxe Ul .1,
Ore Opxe T Opxe 0-1,
= Oaexcar O4exae
Oexe T O Opxe 0-1,
Ore Opxe Opxe Ty 0-1,
Orxe T Orxe Opxe Ul .1,
Orxe Opxe Opxe Ty 0-1,
O4ex4¢ O4ex4¢
I Ouxe Oexe Opxe 0-1,
Orxe Opxe T'ny Opxe 0-1,
Py (041) (6.103)
2,1] iz 2,2] 22 (3,3] (3,3] T
O ) - PR - ) ] & PR - ] 0 M - PR - 70 M
‘ fl_an ff_an 3 fl_an ff_an # fl_an ff_an ¢
Y P, (04 1) (6.104)
T
A[271] A[271] A[2»2] A[2’2} A[gv‘?’] A[?’:B]
Of? 1 P £ 5 U3, L PICIIE) £ s U4l, 1 P ¢ 7047
fl_an ff_an fl_Oén fé_an fl_an fZ_Oén
By (64 1), (6.105)

where P, (¢ + 1) is a vector of size L x 1 whose elements are polynomials in «, of

degree ¢+ 1, and (6.105)) follows from Lemma[3.1 Note from (6.105) that the (real)

subpacket 2 of segment 1, subpacket 2 of segment 2 and subpacket 3 of segment 3
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are correctly updated, without revealing these real indices to any of the databasesm
Since U, is in the same form as the storage in , the storage at time ¢ can be
updated by adding U, to the existing storage. The resulting writing cost is given
by,

PrN(1+log, B+log, %) PrN(1+4log,P) 2r(1+log, P)
Cw = L - pi-i o1&
2 N

(6.106)

The storage complexities of data, within-segment noise added permutation revers-
ing matrices and the inter-segment noise added permutation reversing matrix are
given by O(L), O(%) and O(/?B?) = O(N?B?), respectively. Therefore the storage
complexity is max{O(%), O(N?B?)}. The information leakage (on the indices of
sparse updates) is derived in Section m

Case 4: In this case, we consider coded storage and smaller permutation re-
versing matrices to reduce the storage cost. Both within-segment and inter-segment
permutations are considered in this case to reduce the information leakage.

Initialization: The storage of a single subpacket s in databasen, n € {1,..., N}

is given by,
£ 2
Sl = N7 2yl i 7l 6.107
Py ey (6107

with the same notation used in case 2. Therefore, the storage of a given segment j,

1%Note that the vector P, (¢+ 1) in (6.105) hides these non-zero updates from the databases.
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j€{1,..., B} is given by,

17 Z )
Zz 1a11W[ ]]+Z7, 0 ’rLZl ]]

S, = : , (6.108)

ZZ 1 all W[B,]] Z'L 0 ;ZZBJ]

where VVi[k’j Vis the ith parameter of subpacket k of segment j and ZZ-[k’j }

are random
noise symbols. The segments are stacked one after the other in the order of segment
1 through segment B. As described in case 3, the coordinator sends the within-
segment and inter-segment permutations 151, cee ISB and P to the users and the
corresponding noise added permutation reversing matrices given by R,[Il], e R
and R, to database n, n € {1,...,N}. The noise added permutation reversing
matrices for the within segment permutations P; are of the form , and the noise

added permutation reversing matrix corresponding to the inter-segment permutation

P is of the form,

R,=R+d'Z, (6.109)

where R is the permutation reversing matrix corresponding to P and Z is a random
noise matrix, both of size B x B. For the example considered in Figure [6.5] the
noise added permutation reversing matrices corresponding to P = {2,4,3,1}, P, =

{1,3,2,4}, Py = {3,1,4,2} and P= {2,3,1}, stored in database n, n € {1,..., N}
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are given by,

+atZ, RE -

and

R.,=11 0 0

0
0 _
+at 7P RE =
0
1
+alZ.

+ ot 7P

The initialization stage ends and the coordinator leaves the system once the storage,

permutations and the noise added permutation reversing matrices are initialized.

To aid the calculations in the reading and writing phases described next, the

databases compute a combined noise added permutation reversing matrix as de-

scribed in case 3. This matrix for database n, n € {1,..., N} is given by,

Ry

(1]

n

X (R, ® Ir)
o
Ro(1, 1)1z
X
B Ra(B, 1)1
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R.(1,B)I

Wl

R.(B,B)I¢

(6.112)

(6.113)



where [ P is the identity matrix of size % X %. The combined matrix R,, places

R at the position of the 1 in the ith row of R in (6.109), with added noise. The

combined noise added permutation reversing matrix for the example considered in

Fig. for database n, n € {1,..., N} is given by,

Ry Ouxa Oaxa R, (1,1)I; R,(1,2)I, R,(1,3),
Ry= 044 R? Opa| X |Ro(2, DI Ro(2,2)0 Ra(2,3)14 (6.114)
Osa Ogna RY R.(3, 1)1y R.(3,2)I; R.(3,3)I4
0 0 01
1000 )
+ afLZ[l] 0454 Ogxa
0010
01 00
1 00 0
0 010 B
= O4x4 + ot 71 (o
01 00
0 0 01
0100
0001 .
O4x4 O4x4 + ozle[:ﬂ
1 000
0010
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O4x4

O4x4

04><4

04x4

4x4

O4x4

O4x4

O4><4
O4x4
1
4 4x4
0
1
0
0
0
1
0
0
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1
1
L 4 4x4
O4x4 +a'Z
O4><4
0 01
0 00
010
1 00
O4><4 + afLPOCn (E)’
O4x4

(6.115)

(6.116)



where Z in is a random noise matrix of size 12 x 12, resulted by the noise
component of R, and P, () in is a matrix of size 12 x 12 with entries
consisting of polynomials in «, of degree ¢. Note that the combined noise added
permutation reversing matrix in (6.116)) places each R at the position of the 1 in
the ith row of the permutation reversing matrix in fori =1,2,3, with added
noise.

Reading Phase: As explained in case 3, the databases determine the permuted
(subpacket, segment) tuples given by (1, ¢,) for the Pr’ sparse subpackets and send
them to the users. The users obtain the real (subpacket, segment) information of

the (n,, ) tuples from (6.68) and (6.69). For the example considered in Fig. [6.5

the (1, ¢,) and (1., ¢,) pairs in (6.70]) and (6.71]) considered in case 3 are valid for

case 4 as well.
In order to send the subpacket corresponding to the permuted (subpacket,

segment) pair (1,, ¢,), database n, n € {1,..., N} creates a query given by,

QU = R, (0 — 1) + 1) (6117
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For (n,,®,) = (1,3), the corresponding query is given by,

Q[ls} — Rn(:’ 9) = 0 + OéfLPan (g), (6118>

where P, (¢) here is a vector of size 12 x 1 with entries consisting of polynomials

in o, of degree /. The databases send the answer to each query corresponding to

(77177 Cbp) as,

¢
1
AZ@,%] — SSQZW’%] — Z leinwr] + P, (40), (6.119)

k=1 "

where P, (4() is a polynomial in «,, of degree 4¢. The users can obtain the param-

eters of the corresponding real (subpacket, segment) pair (7,, ¢,) using,

] i i - Wg[nr,@]
A[lnp,%] och a% 1 o ... off
I ' : (6.120)
Wl[nmq%]
A%p@p] i o % 1 ay ... a¥
| _ L ~ | Rou

where R; are the coefficients of the polynomial in (6.119), if N = 5¢ + 1 is satisfied.

This determines the subpacketization as ¢ = % For the example considered, the
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answer for (n,, ¢,) = (1,3) from database n, n € {1,..., N} is given by,

- Ao T
[1,1] i 71,
Sl W T a2
Zz 1 all W4 1 + Z 222[471] 0
S AW ez 1
ALI,B} — S}JQL}Q] — 0 + O[flpan (6)
S aw stz ] o
Zz 1 alz W 3] Z?io O‘fwzz‘[l’g] Os
IR YR
(6.121)
|
_ Z JVVZ‘[ZH + Pan(4£)' (6.122)
=1 n

The users can obtain the parameters of the (real) second subpacket of segment 1
(since the real indices corresponding to permuted (1, ¢,) = (1, 3) are (0., ¢,) = (2,1)
from and (6.71)).) using the N answers received if N = 5¢ + 1 is satisfied.

This defines the subpacketization for case 4 as ¢ = . The resulting reading cost

5

is given by,

Pr'(N +1log, B+1log, £)  Pr'(N +log,P)  5r'(1+ r
CR — r ( qu qu B) — r ( qu ) _ ( ) (6123)

— 1
L 2= =

Writing phase: Similar to case 3, the user selects the Pr subpackets with the
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most significant updates and let (n,[«i], ,[«i}), i € {1,..., Pr} be the real (subpacket,
segment) information of the ith selected subpacket. For each such subpacket, the

user generates a combined update (single symbol) given by,
[i] ‘ 1 e [i] L]
e = 3 A Ay g, (6.124)
k=1 oy

where A o] is the update of the kth parameter of subpacket 17 Vof segment gbr ,
and ZI"# is a random noise symbol. The user sends the permuted (update,
subpacket, segment) tuple given by (U}Lny]’(br ], ng}, [i]) for the ith sparse subpacket
for i € {1,..., Pr} where Ué"y]’d)w] is the combined update of the subpacket of the
form , ng} is the permuted subpacket index obtained by n[i] = P (n,[f]) and
gbp is the permuted segment index obtained by gb[z] = P [Z]), with the same
notation used in the description of case 3. For the example considered, assume
that a user wants to update real (subpacket, segment) pairs given by (9., ¢,) =
{(2,1),(2,2),(3,3)}. Based on the within-segment permutations given by P =
(2,4,3,1), P, = (1,3,2,4), P; = (3,1,4,2), and the inter-segment permutation given
by P = (2,3,1), the user sends the following (permuted) information to database
n,n € {1,..., N}, as described in case 3,

(Uny iy p) = {(U2Y,1,3), (U2, 3,1), (UL 1,2)}. (6.125)

n

QPTG SR
Based on the permuted sparse update tuples (UTE"’” o ], ,[3], ZE,]), i€ {l,...,Pr}

received, database n, n € {1,..., N} constructs the permuted update vector given
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in (6.97). Then, database n, n € {1,..., N} calculates the permutation-reversed

incremental update as U, = Rnﬁn which is of the same form as the storage in

(6.108)). Therefore, the storage at time ¢ can be updated as S — glt=1l g U,. For

the example considered, the permuted update vector from is given by,

U, = 10,0,U22 0,U03 0,0,0,U2 0,0,0]".

(6.126)

Then, each database calculates the permutation-reversed incremental update as,

04><4

04x4

04><4

O4xa
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O4xa

04x4

+ OzflPan (0)




= [0,U24.0,0,0,U2%,0,0,0,0, U3 0]" + P,, (20) (6.129)
T

¢ ¢ l

_ L2 L 22 IINGE)

= 10.3° AP 0,0.0,3 " —aF,0,0,0,0,5" AP0+ P, (20)
=1 n =1 n =1 n

(6.130)

where P, (2/) is a vector of size 12 x 1, consisting of polynomials in «,, of degree
2¢. Note that the (real) subpacket 2 of segment 1, subpacket 2 of segment 2 and
subpacket 3 of segment 3 ((n.,¢,) = {(2,1),(2,2),(3,3)}) are correctly placed in
(6.130]), without revealing the real indices to the databasesﬂ Since the incremental
update in is of the same form as , it is directly added to the existing

storage to obtain the updated storage. The writing cost is given by,

PrN(1+log, B+log,£) PrN(1+log,P) 5r(1+log, P)
= _ T %) S (6.131)
L P -5

The storage complexities of data, noise added within and inter-segment permutation

reversing matrix are given by O(P) = O(%), O(%) = O(NL;B) and O(B?), respec-

tively. Therefore, the storage complexity is max{O( NL;B), O(B?)}. The information

leakage on the indices of the sparse updates is derived in Section [6.4.2]

6.4.2 Information Leakage

In this section, we quantify the information leakage of the four cases for a given

FL setting with N databases, P subpackets, B segments and uplink and downlink

1The sparse updates in the first part of (6.130]) are hidden from the databases by the noise
vector P, (2¢).
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sparsficiation rates give by r, 7. In the proposed scheme, the users send no informa-
tion to the databases in the reading phase, and the databases determine the sparse
set of subpackets and send them to the users. Therefore, there is no information
leakage in the reading phase. In the writing phase, the users send Pr permuted
tuples of the form (update, subpacket, segment) to databases, from which a given
amount of information about the sparse subpacket indices updated by a given user
is allowed to leak.

There are two types of information within a given user’s uploads that leak
information about the user’s local data, namely, 1) values of sparse updates, 2)
positions of sparse updates. Note that in the proposed scheme, a random noise
symbol is added to all combined sparse updates sent to the databases in all four
cases. Therefore, from Shannon’s one time pad theorem, the combined update values
sent by the user to all databases are random noise symbols which are independent of
the values of the sparse updates included in it. Therefore, the amount of information
leaked by the values of the sparse updates in this work is zero.

From the set of permuted (update, subpacket, segment) tuples sent by a given
user at time ¢, only the (subpacket, segment) pairs may possibly contain information
about the real positions of the sparse updates, since the update component is simply
random noise that is independent of the real positions of the sparse updates. Let Y
be the set of Pr subpacket indices corresponding to the set of permuted (subpacket,
segment) pairs sent by a given user at time ¢. Let X be the set of real indices of
the Pr sparse subpackets of the model, chosen to be updated by the user at time

t. Therefore, the amount of information leaked to the databases about the real
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positions of the sparse updates at time t is quantified by the mututal information
between X and Y ie., I(X¥;YH) In this section, we quantify this mutual
information for all four cases.

Cases 1 and 2: In cases 1 and 2, permutations exist only within each segment
and not among segments. To simplify the notation, we drop the time index in
the following calculation, and assume that each X and Y correspond to real and
permuted quantities at time t. In order to quantify I(X;Y"), we first derive the

following conditional probability.

Zhw@fmngyzwjzzmw”ngpm

P(X =alY =y) = 6.132
( | ) PV =) (6.132)
Y prin PY =ylX =2, Pi=0y,..., Pp = pp) P(X = 2) [, P(P; = p)
PY =y)
(6.133)
B S
— P(X - x) Zﬁl,...,ﬁB 1{Y=y,X=CE,P1=ﬁ1,...,PBZﬁB} Hi:l P(P’L = pl) (6 134)
PY =y)
P(X=x BL Ai! ZB: E—Ai ! A ~ .
| )@1)?31(9:5(3 BE for wy i =i, Vi
= ’ (6.135)
0, otherwise
=z gi! (£ —g;)! . . )
IP;((X)S:ZU)) H’LB;l %7 for T, Y T = Yi, Vi
= 7 (6.136)
0, otherwise
1;(();;;)) HzB;l (P}B)) for T,y i’L = yia Vi
= " (6.137)
0, otherwise

\

where z; and g; are the numbers of real and permuted sparse subpackets in segment ¢,
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respectively, and ((6.133)) is obtained by the mutual independence of the permutations
of the B segments and the real positions of the sparse updates. (6.135]) is derived
by counting the number of all possible permutations that result in the given Y =y

from the given X = x. Next, we compute the probability,

PY=y)= > > P(Y=yX=xDP =, .. Ps=pp) (6.138)
DP1y-PB %
~ B
= Y > PY=yX=2P=p,. . Py=pp)PX=2x)][PL=p)
P1,--PB T i=1
(6.139)
- Z —ZL‘ Z 1{Y =y, X=z,P1=p1,..., PB—pB}HP (6 140)
B o112 (2 — 4.)!
_ Z P(X _ )szl Y; Hzlzl(B yZ) (6 141)
T:2=1; Vi (%)!B
B
=11 ) Y P(X=nu) (6.142)
i=1 3 T2 =17;,Vi

for each y such that Zle 9; = Pr. Therefore, from (6.137]),

P(X=zx)

Laa;=g; i P(X=2)’ for w,y : T; =y, Vi

PX =zlY =y) = (6.143)
0, otherwise
. Then,
H(X|Y =) = ZP —z]Y = y)log P(X = z|Y =) (6.144)
ny: ) Zm — (x) 108 Zpy()j ;(2 —y (6149)
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from which we obtain,

H(X|Y) = Z P(Y =y)H(X|Y =) (6.146)

-3 (H . z me o)

P(X =x)
P(X =x)

— )
25 P(X =) 8%

T:2;=7;,Vi T:3;=9;,V1 2=,V

— ¥ H(P/B)(H o X =)

yzl 1Gi=Pr? 1 x:3;=1;,Y1

=1x) P(X =2)
25 PX = >l°gzx;@:gi,wp<xzx> (6.148)

T:2;=17;,Yi T:2;=70;,V1
- _ Z Z P(X Z > (x) 5
Q:Zf;l yz:P’l“ xi"ZZQz,VZ xT: ;E,L y,L Vi xT: JU’L yl V’L
P(X =
x log e (6.149)

ZCE:QA?Z':QZ',V’L' P(X = 'I")

o P(X:x)
== 2 2 P= Zz >1 S L P(X=2)

&8 | #;=pPracd TER :cEx

(6.150)

where § = (91,...,9p) and & = (Z1,...,&p) are specific realizations of the numbers
of permuted and real sparse subpackets in each of the B segments, respectively,
and v € X corresponds to each realization of X that result in Z,..., 25 numbers
of sparse subpackets in the B segments. In general, the random variable X =
(Xl, X p) represents the numbers of (real) sparse subpackets updated by the

user in each of the B segments, such that they sum up to Pr. Note that we

do not assume any specific distribution of X in this calculation. Observing that
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Y ves P(X =2) = P(X = ), the conditional entropy in (6.150] simplifies to,

HX|Y)= Y  P(X=i)logP(X =2)

&8 &=pPr

- ) Y P(X=2)logP(X =x) (6.151)

. B - 5,
&y, &;=Pr TET

= —H(X)+ H(X), (6.152)

since all realizations of X satisfy Zf’;l Z; = Pr, based on the given uplink sparsifi-

cation rate. Therefore,

A ~

I(X;Y) = HX) - HX|Y) = HX) = HX,,..., Xp). (6.153)

Cases 3 and 4: In cases 3 and 4, we consider permutations within segments
as well as among segments to reduce the information leakage further. Recall that the
permutations within the B segments are denoted by {P;}2, and the permutation
among segments is denoted by P. Similar to the above calculation, in order to calcu-
late the information leakage I(X;Y'), we first compute the conditional distribution

given by,

P(X =z|Y =y)

:<Z ZP(Y:yLX:x?p:ﬁ)pl:ﬁlv"wﬁ)B:ﬁB)
P1ye-osD p
B

xP(X =a)P(P=p) [ P(P, —@)) JP(Y =y) (6.154)

i=1
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P(X=u2)1 1
Y =y) Bl (P/B)!B Z Z Yoy =y X=2,P=p Pr=p1,..Ps=p) (6.155)

P1,--PB P

P(X=x B . B N .
P((Yzy)) B! (p/lB)!B Hi:l yz‘(P/B - yl)' Hi:l KZ}@? fOI‘ x, y : {Z’} - {y}
0, otherwise

(6.156)

B Py 31 L @Kym for z,y - {z} = {7} -

0, otherwise
where Ky, = Zf:i 14,—4,, (i.e., number of segments after (and including) segment
1 with equal number of sparse subpackets as that of segment Z)H and the notation
{2} = {9y} implies that the two sets & and g are the same, irrespective of their order,
ie., if {#} = {y}, for each 2; € Z, there exist some y; € gy, such that &; = g;, and

vice versa. Next we calculate P(Y = y) for any y such that ZZI 7; = Pr as,

P(Y:y)zz Z ZP(Y:mX:va:ﬁapl:ﬁla---,PB:pB)

T P1,-PB P

B
x P(X = z)P(P =p)[[ P(P: = 1) (6.158)
=1
= Z P(X = $)i| ! 1B Z Z 1{Y:an:$7P:ﬁ,151:151,---,1513:153}
B! (P/B)IB 4= L
x pP1,--sPB P
(6.159)
1 & 1
=5 11 77 K; > PX=u (6.160)
i=1 \ g, w{a}={9}

12This definition of K, and the term Hfil Ky, in (6.156]) makes sure that all distinct permuta-
tions within each set of segments with equal number of sparse subpackets is counted in the term
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Therefore, from ((6.157)),

P(X =z|Y =y) =

0, otherwise

Then,

HXY =y)

= - ) P(X =a|Y =y)log P(X = z|Y =y)

P(X =1z) log P(X =x)
z:{2}={9} Zaf:{:?r}={9} P(X = z) Z {&2}={9} P(X =)

1
= log Z P(X =x) Z o PO =) ZP

P(X=z) DAl T
Yw{ar=(g} P(X=2)’ for 2,y : {CL’} = {y}

z:{2}={9} z:{2}={9}
from which we obtain,
H(X]Y)
= Z P(Y =y)H(X|Y =y)
| B
—ZB'H P/B) . Y. P(X=az)lg| > PX=
=1\ g e {z}={y} e {2}={g}
1
Z B! H P/lB) y {;{y} Z qiy=(gy PX =

x Y P(X=ux)logP(X =)

e {2}={g}
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(6.161)

(6.162)

(6.163)

r)log P(X = 1),

(6.164)

(6.165)

(6.166)



:ﬁ > H(P/B)

. Yi
G2, gi=Pr =1

oy 1"l

H(P}B) gi ZP(X:I)log ZP(X:

i=1 Ui z{z}={g} z{2}={7}

K, Y P z)log P(X = )

P/B)
yzz 1yz =pr =1 =1 Yi x{x} {y}
(6.167)
1 B
=5 > qIKn Y PX=an)lg| ) PX=uz
gSE g=pr =l a{i}={5} w{a}={g}
B
1
- > 1IKs D, P(X =2)logP(X = x) (6.168)
LB gi=pr =1 z:{2}={9}
1
== > H HKZ Y PX=z)lg| Y PX=u
st g L= Baitl i (@) ={9)

1
- 3 H@ 1 H . ) P(X=uz)logP(X =) (6.169)

G0 §i=Pr Ky, 3 x{x} {9}

= > Y PX=z)log| Y PX=

Q:Zis;l Ui =Pr x{‘%}:{g} Z{i}:{g}

- D > P z)log P(X = x), (6.170)

g3, gi=pre{2}={7}

where ¢y introduced in (6.169|) and = are the realizations of corresponding random
variables Y and X representing all distinct sets of § and Z, respectively. For example,
if B=2,(1,2) and (2,1) are considered to be two different realizations of ¢ (or z),

while it is the same realization of § (or ). Moreover,

P(X=i)=> P(X=u) (6.171)

= > P(X = 1) (6.172)

all permutations of z€%
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With this notation, the above entropy is further simplified to,

HX|Y)= ) Y PX=xz)lg| Y PX=u)

ﬂizil yi=Pr ‘T{i}:{fg} x{i}:{g}

- Y, P(X=x)logP(X =) (6.173)

538 | gi=Prz{2}={g}

= ) PX={lgP(X =7 +HX) (6.174)
G Gi=Pr
= —H(X) + H(X). (6.175)

Therefore, the information leakage is given by,

I[(X;Y) = HX) - HX|Y) = HX) = HX,,..., Xp). (6.176)

6.5 Conclusions

In this chapter, we considered the problem of private FL. with top r sparsifica-
tion. In FL with top r sparsification, the values and the positions of the sparse
updates/parameters leak information about the user’s private data. We proposed
four schemes with different properties to perform FL with top r sparsification with-
out revealing the values or the positions of the sparse updates/parameters to the
databases. The schemes follow a permutation technique which requires a large stor-
age cost. To this end, we generalized the schemes to incur a reduced storage cost
at the expense of a certain amount of information leakage, using a model segmenta-

tion mechanism. The four proposed schemes differ from each other based on their

239



storage structures, i.e., MDS coded storage/uncoded storage, and the number of
permutation stages. It was shown that having two stages of permutations reduces
the information leakage significantly compared to what was achieved with one. The
intuition behind the expressions derived for the information leakage in the four cases
is as follows. When no segmentation is present, the user sends a random set of in-
dices (in the writing phase) corresponding to the real sparse update indices based
on some random permutation known only to the user, which leaks zero information.
However, when segmentation is present, the user sends the permuted indices of each
segment separately, which reveals information the databases about the numbers of
sparse updates in each segment, even though the indices are permuted. This is
what is reflected by the entropy expressions in the derivations for the information
leakage. With single-stage permutations, the user only caries out within-segment
permutations, which increases the user’s information leakage with increasing number
of segments. This is because it reveals more information on how the sparse updates
are distributed across the model, to the databases. With two-stage permutations,
the user carries out both within and inter-segment permutations, which reduces the
information leakage after a certain number of segments as the permuted segment
indices also increase the uncertainty at the databases on the mapping between the
real sparse indices and what is received.

Based on the requirements of a given FL system, one could select one of the
four schemes with the parameters tuned to minimize the total communication cost
while satisfying the given information leakage budget and the storage limitations of

databases. In other words, this work presents the trade-off between the communi-

240



cation cost, storage complexity and information leakage in private FL with top r

sparsification.
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CHAPTER 7

Private Read-Update-Write (PRUW) with Storage Constrained

Databases

7.1 Introduction

In this chapter, we study the problem of PRUW with storage constrained databases
in the context of FSL. The problem considers the practical scenario where the mul-
tiple non-colluding databases in the PRUW setting are allowed to have arbitrary
storage constraints. The goal of this work is to develop read-write schemes and stor-
age mechanisms for FSL that efficiently utilize the available storage in each database
to store the submodel parameters in such a way that the total communication cost
is minimized while guaranteeing information-theoretic privacy of the updating sub-
model index and the values of the updates. As the main result, we consider both
heterogeneous and homogeneous storage constrained databases, and propose private

read-write and storage schemes for the two cases.
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7.2 Problem Formulation

We consider an FSL setting where the model to be trained consists of M independent
submodels, each containing L parameters, taking values from a finite field F,. The
submodels are stored in a system of N, N > 4, non-colluding databases. Database n
has a storage capacity of p(n)M L symbols, where pu(n) € (0,1] forn € {1,..., N}.

In other words, each database must satisfy

H(S,) < p(n)ML, ne{l,... N}, (7.1)

where S,, is the content of database n.

The storage constraints p(n) can be divided into two main categories, namely,
heterogeneous constraints where there exists at least one pair of distinct storage
constraints in the system, i.e., u(n) # u(n) for some n # n, n,n € {1,..., N}, and
homogeneous constraints that satisfy u(n) = u(n) for all n,n € {1,..., N}. At any
given time instance, a user downloads a required submodel by sending queries to all
databases, without revealing the required submodel index to any of the databases.
This is the reading phase of the PRUW process. The user then updates the submodel
using the local data, and uploads the updates back to the same submodel in all
databases without revealing the values of the updates or the updating submodel
index to any of the databases. This is known as the writing phase. The two phases
of the PRUW process are illustrated in Fig. 7.1l The following formal privacy and

security constraints must be met in the PRUW process.
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(a) Reading phase. (b) Writing phase.

Figure 7.1: A user reads a submodel, updates it, and writes it back to the databases.

Privacy of the submodel index: At any given time ¢, no information on the

[1:]

indices of submodels updated up to time t, 1" is allowed to leak to any of the

databasesﬂ i.e., for each n,n € {1,...,N},
1(6% QY UL, 81 = 0, (72)

where (), and U,, are the queries and information on updates sent by the user to
database n at time instances denoted in square brackets in the reading and writing
phases, respectively.

Privacy of the values of the updates: At any given time ¢, no information on
the values of the updates generated by the user up to time ¢, A[elzt], is allowed to

leak to any of the databases, i.e., for each n, n € {1,..., N},

]<A[91t]’ U,’[th], Qgth S,,[.LOt]) — O (73)

!The notation [1 : #] indicates all integers from 1 to t.
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Security of the submodels: At any given time ¢, no information on the values of
the parameters up to time ¢ in submodels is allowed to leak to any of the databases,
i.e., for each n, n € {1,..., N},

T(w yled Qi glody — o (7.4)

n

where W), represents the values of the parameters in the kth submodel at the time
instance stated within brackets. Apart from the privacy and security guarantees,
the process requires the following correctness conditions to be met in the reading
and writing phases to ensure the reliability of the FSL process.

Correctness in the reading phase: The user at time ¢ should be able to correctly
download the required submodel from the answers received in the reading phase,

ie.,

Hwy Mol Al =o, (7.5)

where A is the answer received from database n at time ¢.
Correctness in the writing phase: The submodels in all databases must be

correctly updated as,

Wi Al if mo= gl
Wil = (7.6)

w1 if m £ 1.
D

The reading and writing costs are defined as Cr = 7 and Cy = %, respec-
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tively, where D is the total number of symbols downloaded in the reading phase and
U is the total number of symbols uploaded in the writing phase. The total cost Cr

is the sum of the reading and writing costs, i.e., C'r = Cg + Cy.

7.3 Main Result

Theorems and in this section present the achievable total communication
costs of the proposed schemes for heterogeneous and homogeneous storage con-

straints, respectively.

Theorem 7.1 In a PRUW setting with N non-colluding databases having arbi-

1
maxy, u(n)’

trary heterogeneous storage constraints p(n), n € {1,...,N}, let k =
p=SN u(n), r=kp and s = |k|p. Then, there exist a storage mechanism and a
PRUW scheme that completely fills the N databases and achieves a total communi-

cation cost of C = min{C, Cy}, where

Cr = ([s] =9)Cr(lk], [s]) + (s = [sNCr([k], [s]) (7.7)
Cy = afCr(k], [r]) + (1 = B)Cr([k], [r]) + (1 — )0Cr (K], [7])

+ (1 =a)(1=8)Cr([K], [r]) (7.8)

where a, B and § are given as,

k k|—[r :
M Yr-lrl >k Lkl s < L)

%(Uﬂ — k), else
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s i [r) > k= k], s > |7
b=

1, else

\

(

L— =, ifr—r] <k— [k
(S: ’

0, else

if |r] — k]| is odd, and

(

Wkl = k), ifr—|r] <[kl —k
Oé:

k] (p[K]=|r))

SGEDIE

L— 5, ifr =[] < K] =k
/8:

0, else

\
§=1

if [r] — k| is even, with the function Cr(a,b) defined as,

b_4b if b—a 1s odd

a—1"’

CT(CL7 b) =

4b—2
b—a—27

if b—a is even.

(7.10)

(7.11)

(7.12)

(7.13)

(7.14)

(7.15)

Remark 7.1 The intuition behind the value p is the maximum number of times

a given uncoded parameter can be replicated within the system of databases.

The

values v and s represent the number of times the parameters can be replicated if they

are k and | k| coded, respectively.
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Remark 7.2 As an illustration of the main result, consider the following example.
Let max,, u(n) = 0.37 and p = ij:l p(n) = 4.3. Then, k = 2.7, r = 11.61 and
s = 8.6, which results in C1 = 6.6 as shown by the blue star in Fig. [7.3. Since
7] — |k] =9 s odd, s =8.6 <11 = |r| andr — |r] = 0.61 < 0.7 =k — |k], for

the calculation of Cy, a, B and § are given by a = %([kﬂ —k) = %, B8 =1 and

0=1— 1= r] — =, respectively. Hence, Cy = 5.99 (blue dot in Fig. . Note that
C is obtained by storing [s] —s and s— | s| fractions of parameters of all submodels
using (|k], [s]) and (| k], [s]) MDS codes, respectively. Similarly, Cy is obtained by
storing a, (1 —a)d and (1 — a)(1 — &) fractions of all submodels using (| k], |r]),
([k], |r]) and ([k], [r]) MDS codes, respectively. This is illustrated in Fig.[7.9 The

minimum achievable cost for this example is min{C}, Cy} = Cs.

Remark 7.3 The values of a and b in the total cost expression in (7.15)) represent
the coding parameter, i.e., the number of parameters linearly combined to a single
symbol, and the number of databases each parameter is replicated at, respectively.
The total communication cost decreases with the number of replications b, and in-
creases with the coding parameter a, as shown in . However, when the number
of replications is chosen as a linear function of the coding parameter, i.e., r = kp,
s = |k|p, the total cost decreases with the coding parameter (see Section [7.4.2.9).
Therefore, Cy in the main result uses the mazimum k by considering both |k| and
[k] when k ¢ ZF. However, based on the fluctuating structure of the total cost in
(dotted lines in Fig. for special cases of k and p, a lower total cost can

be achieved by only considering |k|. These cases are handled by Ci.
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Figure 7.2: Example setting with £ = 2.7 and p = 4.3.

N
n=1-

Remark 7.4 For a given PRUW setting with arbitrary storage constraints {p(n)
let the total available storage be p = ZnNzl,u(n). Then, there ezists an uncoded
PRUW scheme (the proposed scheme in Section with k = 1 and r = p) that
replicates [p] — p and p — |p| fractions of uncoded submodel parameters in |p|
and [p]| databases, respectively, achieving a total cost of ([p] —p)Cr(1,|p]) + (p —
|p])Cr(1,[p]). Note that the total cost only depends on the sum of all arbitrary
storage constraints (not on individual constraints), which is consistent with the cor-

responding result of private information retrieval with uncoded heterogeneous storage

1

constraints. However, in PRUW, the total cost is minimized when k= T ) 18

mazimized, i.e., when all storage constraints are equal.
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Theorem 7.2 Consider a PRUW setting consisting of N non-colluding databases
with a homogeneous storage constraint given by u(n) = p € [NL%, 1} for all n €
{1,...,N}. Then, there exists a scheme that satisfies all privacy and security con-
straints for any given u € [ﬁ, 1}, and the resulting total communication cost is
characterized by the lower convex hull of the following (i, Cr(i1)) pairs, where ji and
Cr(p) are given by,

( R 4R

0=—:  Cp(i) = ——mMmm— R=4,....N, Kr=1,...,R—3
/’l’ NKR, T(lu) R_KR_1>7 ) ) ) R ) ) )

(7.16)
satisfying (R — Kr — 1) mod 2 = 0.

Remark 7.5 The scheme proposed for heterogemeous storage constraints is based
on the idea of finding the optimum coding parameters in (K, R) MDS coded storage
that minimizes the total communication cost. However, as PRUW results in lower
and higher communication costs for (K, R) MDS codes with odd and even R — K,
respectively, as shown in Fig. the costs presented in Theorem are generally
greater than what is presented in Theorem (7.3, as the scheme proposed for homoge-
neous constraints are able to avoid the (K, R) MDS codes with even R— K. However,
a direct comparison cannot be made, as in general, the scheme proposed for hetero-

geneous constraints is not applicable for homogeneous constraints, as shown in the

proofs of Lemmas and [7.9 in Appendices[7.7.1) and [7.7.3

250



7.4 Proposed Scheme: Heterogeneous Storage Constraints

In this section, we present the proof of Theorem [7.1 The proposed scheme for
heterogeneous storage constrained PRUW consist of two components, namely, the
storage mechanism and the PRUW scheme. The storage mechanism deals with
finding the optimum coding parameters and optimum submodel partitions to be
stored in each of the N databases that result in the minimum reading and writing
costs. The PRUW scheme is what states the steps of the read-write process based on
the given storage structure. The PRUW scheme we use in this work is an optimized
version of the general PRUW scheme in [94]. In this section, we first present the
optimized PRUW scheme, and then move on to the proposed storage mechanisms

for any given set of storage constraints.

7.4.1 General PRUW scheme

In this section, we use the general PRUW scheme proposed in [94] for general (K, R)
MDS coded storage, and modify it by including the optimum subpacketizationﬂ and
the optimum number of noise terms in storage to guarantee privacy, while minimizing
the reading and writing costs.

Storage: The contents of a single subpacket in database n, n € {1,..., R},

2Subpacketization is the number of parameters considered in each subpacket. A subpacket is
a collection of parameters of all submodels, on which the scheme is defined. The scheme is then
applied repeatedly on all subpackets identically.
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with a subpacketization of y and x + 1 noise terms is given byE|

Wi
S | | ey
Wit
S, = : : (7.17)
Wi
Zfil fy,il_an : + 20 2y,
Wi,

where W,Eﬂj is the ith parameter of the jth coded symbol of submodel m (in the
subpacket considered), Z; ; are random noise vectors of size M x 1 and f; ;s and s
are globally known distinct constants from F,. Note that the jth coded data symbol
(without the noise) is stored in terms of a (K, R) MDS code, with the generator

matrix given by,

1 1 1
fii—a1  fje—a1 T fjrk—oa
G=| : : o, Je{l )k (7.18)
1 1 1
| fii—ar  fje—ar 777 fix—ar |

The variables K, R, x and y are optimized to achieve minimum reading and writing
costs at the end of this section.

Reading phase: In the reading phase, the user sends queries to all databases

3Here, we consider storing each subpacket in only R databases out of IV, since all subpackets
cannot be stored in all databases due to limited storage capacities in databases. R is a variable
which will be optimized later.
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to download the required submodel Wy. The queries sent to database n, n &
{1,..., R}, to download the K x y parameters of each subpacket of the required
submodel is given by,

HZK: i (f ,i_an) K -
Hf(:11;:;(f11,i—f1,z)€M<0) + Hi:l(fl’i B an)Zl’z

@ne = ; , tef{l,....K}, (7.19)

Hf: Ji (fy,i—an) K ~
_Hfill,izz(f;i—fy,z)eM(g) * Hi:l(fy’i - an)Zy7€_

where €,,(0) is the all zeros vector of size M x 1 with a 1 at the #th position and ZM
are random noise vectors of size M x 1. Then, database n, n € {1,..., R}, sends

the corresponding answers given by,

An,[ - SZQH,(; le {177K} (720)
- - - T
W[i]
1,1
K _ .
Zizl flz;—an : +Zj:0 AW,
[4] [ Hfil,i;ﬁe(fl,i*an) K o ~ ]
_WM’I_ Hf(:l,i#(fu*fu)eM(e)—i_Hi:l(fl’l a")Zl’g

(4] HiK:l,i;ée(fy,i—an) K o 5
Wl’y _Hfil,i#(fy,ﬁfy,e)eM(Q)—i_Hi:l(fyﬂ O‘n)Zy,f_
K _ .
Dict fw.l_an Lm0 @y
(7.21)
y 1 .
=Y —— W+ P (K+a), (e{l,... K}, (7.22)

j=1 fj,ﬁ — Qp
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where P, (h) is a polynomial in «,, of degree h, and ((7.22)) is a result of

1 . N
1 » Hilil,iyéf(fj,i — o) _ ) Jieom + o (K —2), ifi=1{ (7.23)
Jii—an Hfil (fii — fie) |
’ Lz P (K —2), iti AL,

which is obtained by applying Lemma [3.1] Note that the terms corresponding to
W@[f;éé’} for j=1,...,yand i = 1,..., K in the calculation of the answers in ([7.22)
are included in the combined noise polynomial P, (K + x). Using the K answers
from each database, the user obtains the K x y parameters of each subpacket of the

required submodel Wy by solving,

4
W
1 1 K+x
Ave fie—a1 T fye—an L o oy WV]
9’
=] : Lo I, te{l,... K},
e
0
1 1 K+x
_ARZ_ _f1,tZ*OéR fy,Z*OtR 1 ar OéR |
4
Vi,
(7.24)

where Uy] is the coefficient of o in P, (K + x) of (7.22). Note that the K x y
parameters in each subpacket of Wy can be obtained by (7.24) if R=y+ K+x+1

is satsisfied. This determines the subpacketization (number of coded symbols in a

subpacket of each submodel) as y = R — K — x — 1, which results in the reading
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cost given by,

Rx K R
Cp = _ , 7.25
B™yxK R-K-z-1 (7.25)

Writing phase: In the writing phase, the user sends K symbols to each of the
R databases. The (th symbol (out of the K symbols uploaded) is the combined
update that consists of the updates of W) corresponding to the fth parameter of
each of the y coded parameters in each subpacket. The K combined updates sent

to database n, n € {1, ..., R}, are given by,

Une=>_ ] (fre — cn)AY) +H fie—an)i, Ce{l,... K},  (7.26)

J=1 i=L,i#j

e Hl ize(fii—f ¢ . ¢ .
where Aé}j = Izzj(fjé fj[ A” for j € {1,...,y}, with AL),]J' being the update of
the fth parameter of the jth coded bit of the considered subpacket in submodel

0 and Z, is a random noise symbol. Once database n receives the update bits, it

calculates the incremental update with the aid of the two matrices given by,

—di Hre]—'<ar B an) Hre]-‘(aT - an) )
i D e o 1) R
~ ) 1 1
Pz (Hfil(fu S R VAT AR 1M> B

where €, , is the null shaper in [94] with F being any subset of randomly chosen
databases satisfying |F| = x —y. The null shaper is used to place some of the zeros

(x — y zeros) of the incremental update polynomial at specific a,s to reduce the
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writing cost by not having to send any updates to the databases corresponding to
those a,,s. Here, F is any subset of x — y databases. Dn,g is a scaling matrix and

1,7 is the vector of all ones of size 1 x M. The incremental update is calculated as,

Upt = Qe X Upg X Dypg X Quo, L€{1,...,K} (7.29)

i

1 Hf:l,i;éé(flwi_an) K - 7
[TE, (fii—an) (Hﬁl’i;ég(fl,ifl,é)eM(e) + Hi:l(fl,z Oén)Zl,€>

= Qn’g X Um[ X

T1, e (fyi—an) K 5
Hf:l(fz,i*an) <Hf<:11¢:;(f;ifyl)eM(9) + Hi:l (fy,i N an)Zy’Z)

(7.30)
— L —en(0) + Ziy
[Tt ize(fri—fue) (Fre—am) ;
e : (7.31)
K : ! 6M(H) + Z Y
| TTi21,ize(fy,i—fy,0) (fy,e—an) vt |
- 4 1
(fl,@l_an) A[g}leM (9) + Po[é'r} (y)
e : (7.32)
4
_(fy,el—an)AL,]yeM(g) + P (y)_
£ 1
f1,el—an AL,]leM(H) + Pcu (J:)

LA en(0) + PE(a)

where ng (h) here is a vector of size M x 1 consisting of polynomials in «,, of degree

h. Note that (7.32)) and (7.33)) are obtained by applying Lemma [3.1] and Lemma[3.2]

respectively. Since the incremental updates are of the same form as the storage in
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(7.17)), the submodels are updated by,

Su(t) = St = 1) + > Uny. (7.34)

(=1

The resulting writing cost is,

KX(R—(x—y)):ZR—2x—K—1

= 7.35
Cw K xy R—z—-K—-1" (7.35)
which together with the reading cost in (7.25]) gives the total cost,
3R—2z - K —1
Cr=Cr+Cy = R_r_K_1- (736)
The total cost is an increasing function of z since %6z = _BEEHl_ 5

dx (R—z—K-1)

Note that x > y must be satisfied by z in order to write to y parameters using a
single symbol. This is because the decomposition of the combined update in ([7.32])
results in a noise polynomial of degree y, which requires the existing storage to have
at least a degree y noise polynomial, as the incremental update is added to the
existing storage in the updating process. Therefore, the optimum value of x that

minimizes the total cost is,

y=E8=EK=1 " if R — K is odd,
xr = (7.37)

y—i—lz%, if R — K is even.

The resulting minimum total cost of the PRUW process with (K, R) MDS coded
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storage is,

R_4I}§_1, if R— K is odd,

Cr = (7.38)

AR—2 e p_ po
7=, if R— K is even.

Note that since the subpacketization y > 1, R and K must satisfy,

R—3, if R— K is odd,
1<K< (7.39)

R—4, if R— K is even.

7.4.2 Storage Mechanism

The proposed storage mechanism consists of submodel partitioning and submodel
encoding, where the parameters are encoded with a specific (K, R) MDS code and
stored at different subsets of databases in parts. In this section, we find the optimum
coding parameters and fractions of submodels stored in each database to minimize

the total cost.

7.4.2.1 Submodel Partitioning

This determines the fractions of all (K, R) MDS coded submodels to be stored in the
N databases with arbitrary storage constraints. Based on the (K, R) MDS coded
structure, each coded parameter must be stored in exactly R databases. Let n; be
the fraction of all submodels that are stored in the same subset of R databases (the

subset of databases indexed by 7). Let B be the basis containing all N x 1 vectors
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with elements in {0, 1} with exactly R ones, denoted by B = {b1,bs,...,b5}. Note
that each b; corresponds to a specific subset of R databases, indexed by ¢. Then, it

is required to find the 7;s that satisfy,

B
1
=1
|B]
2771:17 O§7h7~~-;77|6| < 17 (741>
=1

to replicate each coded parameter at exactly R databases, while ensuring that all
databases are completely filled. The solution to this problem with uncoded param-
eters (K = 1) is provided in [18] and [24] along with a necessary and sufficient
condition for a solution to exist, given by,

25:1 p(n)

o nef{l.. N} (7.42)

p(n) <

The intuition behind this condition is as follows. Consider database n which can
store up to pu(n)ML bits. If each bit is expected to be replicated at R databases,
the total available storage in all databases S~ | u(n)ML must be greater than or
equal to p(n)M LR, to successfully replicate the p(n)ML bits of database n in R
databases. This must be satisfied by all N databases, which results in . Note
that this condition is valid for any (K, R) MDS coded setting, as the available
storage in each database does not change with the submodel encoding structure.
In this work, we find the optimum coding parameters K and R that result in

the minimum total cost of the PRUW process while satisfying (7.42), and solve
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(7.40)-(7.41)) to find the partitions 7; of coded submodels to be stored in each

database.

7.4.2.2 Submodel Encoding

N

1, the total available storage is p =

For a given set of storage constraints {u(n)

25:1 p(n) where the intuition behind the value of p is the maximum number of

times each parameter in the model can be replicated in the system of databases if

the parameters are uncoded. Let the parameters of the model be stored using a

(K, R) MDS code. Therefore, the total number of coded parameters in the model
ML

is %, which allows each coded parameter to be replicated at a maximum of,

databases, given that the value of K satisfies K < %. At the same time, to com-
pletely utilize the available space in each database, the number of parameters stored

in each database must satisfy,

ML 1
un)ML < — ned{l,..., N} —= K< —, (7.44)

|
=
=

where i = max, u(n). Therefore, the coding parameter K must satisfy,

K< min{i,ﬁ} = l, (7.45)
wop

260



< %. Since the total cost of the PRUW

as p = S0 u(n) < BN implies 5

scheme decreases with the number of replications R (see (7.38])), for given K,p € Z*
satisfying (7.45]), the optimum R for the (K, R) MDS code is given by Kp (from

(7.43))), and the resulting total cost is,

%v odd K, even p,
Crlfe = (7.46)
;‘p}ipﬁ? , otherwise,

N

which decreases with K. Therefore, for a given set of storage constraints {u(n)},_;,

the minimum total cost is achieved by the (K, R) MDS code in (7.17) with K and

R given by,
=k, R=kp=r (7.47)

which automatically satisfies since M = > p(n) for all n. However,
since k and r are not necessarily integers, we need additional calculations to obtain
the optimum (k, ) MDS codes with k,r € ZT that collectively result in the lowest
total cost.

Consider the general case where k,r ¢ Z*. The general idea here is to divide
each submodel into four sections and encode them using the four MDS codes given
in Table The sizes (fractions) of the four sections are defined by the parameters

a, f and §, where 0 < «, 3,0 < 1 (see Table|7.1)). The total spaces allocated for the
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four MDS codes in the entire system of databases are given by,

> i) = Tl (7.48)

> inlm) = (7.49)

) = SR (7.50)

> palm) = E= = (7.51)

case | MDS code | fraction of submodel | space allocated in database n

1| (k] [r]) a fu(n)
2 | (Ik],[r]) a(l—p) fiz(n)
3 | (k] [r]) (1—a)d fir(n)
4 | ([k], [r]) (1-a)(1—-9) fi2(n)

Table 7.1: Fractions of submodels and corresponding MDS codes.

The space allocated for each individual MDS code in each database must
satisfy (7.42)) separately, to ensure that all databases are completely filled while also

replicating each coded parameter at the respective number of databases, i.e.,

fin(n) < f—]ﬁ (7.52)
fia(n) < % (7.53)
() < 1 ﬁﬂa)é (7.54)
) < S0 =0 (7.55)
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All four storage allocations in each database must satisfy,

fu(n) + fiz(n) + fm(n) + fa(n) = p(n),  Vn. (7.56)

It remains to find the values of fi;(n), fiz(n), p1(n), fe(n), o, f and 0 that minimize

the total cost given by,

C = aBCr([k], [r]) + (1 = B)Cr([k], [r]) + (1 = )6Cr([K], [7])

+ (1= a)(1=0)Cr([k], [r]) (7.57)

while satisfying —, where C7r is defined in ([7.15)). We consider two cases,
1) a=1,2) a <1. When a =1, only cases 1, 2 in Table are used in storage,
and becomes R < |k|p, which results in |k]p = s maximum replications.
This replaces all rs in Table and — by s when o« = 1. The optimum
values of the parameters in Table that minimize the total cost in ([7.57)) when
a =1 and o < 1 are stated in Lemma [7.1| and Lemmas [7.247.3] respectively. For a
given set of storage constraints, we choose the set of optimum values corresponding
to either @« = 1 or v < 1, based on the case that results in the minimum total cost.
In other words, C'; and (5 stated in and in Section indicate the total
costs corresponding to the two cases @ = 1 and « < 1, respectively, from which the

minimum is chosen.

Lemma 7.1 When o = 1, ( is fized at 5 = [s| — s to satisfy (7.48))-(7.49), and
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(), fiz(n) satisfying (T52)-(T53) are given by,

fin(n) = m(n) + (u(n) —i(n) — h(n))7 (7.58)

fiz(n) = h(n) + (p(n) —m(n) — h(n))(1 - 7) (7.59)

ia(n)= [um)—s‘w]f )= )5 ‘Sr (7.60)
|

(7.61)

with [z]T =max{z,0}. The resulting total cost is given in (7.7)).

Lemma 7.2 The following values of fi1(n), fiz(n), fi1(n) and fis(n) forn € {1,..., N}

satisfy (7.48))-(7.56) with any o < 1, 5 and 0 that satisfy o > %(Uﬂ — k),

g > [1—%(7‘— Lrj)rr and § > [1— k(gkja)(r— |7]) ’

ji(n)8, if B € {0,1}
jua(n) = (7.62)

m(n) + (i(n) — m(n) — h(n))y, if B € (0,1)

fi(n)(1 = B), if 6€{0,1}
fin(n) = (7.63)

h(n) + (iu(n) —rn(n) = h(n))(1 =4), if B € (0,1)

a(n)o, if 0 € {0,1}
fin(n) = (7.64)

m(n) + (fi(n) —m(n) = h(n))y, if o €(0,1)
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fi(n)(1—9), if 6 €{0,1}

I
S
+
=
S
|
3
=
|
I

(n))(l _i/)a Zf(s € (O’ 1)

n) = m(n) + (u(n) — m(n) — b))y (7.66)
(n) = h(n) + (u(n) — m(n) — (w))(1 — ) (767
1—al” a ]t
o) = () =] )= [wtn) - (7.68)
B8 T mo) o0
p— S, m(n) — S0 hin)
[ e=B)] o [ ap)?
it = (w2 = i - 7 (7.70
aﬁT_NAn
. o2 |1 |~ S () -

ﬁ([ﬂ —B) - 25:1 m(n) — 25:1 h(n)
mtn) = ()~ == =[S @

(7.73)

Lemma 7.3 For the case where o < 1, the values of o, 5 and d that minimize the
total cost in (7.57) while satisfying the constraints in Lemma are specified in

Theorem and the corresponding total cost is given in (|7.8]).

The three lemmas stated above provide the proof of Theorem [7.1] The proofs

of Lemmas [7.1] and are given in the Appendix. Once all parameters in

Table are determined from Lemmas [7.1] [7.3] equations (7.40)-(7.41)) are

solved for ;s for the four sets of storage allocations, {jy }2_,, {fo}2_,, {1},
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{iio}_, separately. These four sets of solutions determine where each individual
coded symbol is replicated in the system of databases. Then, the storage structure

and the scheme provided in Section is used to perform private FSL.

7.4.3 Example

As an example, consider a PRUW setting with N = 12 databases, where u(1) =
.. p(5) = 0.37 and pu(6) = ... p(12) = 0.35. Note that the values of k,  and s here
are the same as what is considered in Remark [7.2] and therefore result in the same

a, (3, 6 and total cost stated in Remark ie, k=27 r=11.61,s=8.6,a= %,

B =1and 0 = 3. Using (7.62)-(7.73) we find the storage allocations as,

0.1107, forn=1,...5
fin(n) = fi(n) = (7.74)
0.0951, forn=26,...12

0.033, forn=1,...5
fin(n) = (7.75)

0.029, forn=26,...12

fi2(n) =0, [a(n)=0.226, Vn. (7.76)

Note that the (|k], [r]) MDS code is not used as fiz(n) = 0, ¥n, and the allocated
space for the ([k], [r]) MDS code in all databases is the same since fis(n) = 0.226,
Vn. Therefore, the optimum storage mechanism for PRUW with homogeneous stor-
age constraints presented in Section [7.5]is used to place the ([k], [r]) coded parame-

ters. The storage allocations for (| k|, [r]) and ([k], |r|) codes have different storage
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allocations for different databases (two different values in , ) Therefore,
for these two cases, we solve — separately, to find the fractions of coded
parameters to be stored in each database. For example, for the (|k], |r]|) MDS
code, we find the solution (values of 7;) to (7.40)-(7.41) with N =12, K = |k] = 2,

R=|r] =11 and pu = [i5(1) : 21(12)]T as follows. For this case, (7.40)-(7.41)) is

given by,

12

> %mbi =ML (7.77)
=1

> =1, (7.78)
i=1

where b; is the all ones vector of size 12 x 1 with a zero at the ith position. As a
solution, we get 71 = ... =75 = 0 and 75 = ... = 712 = 0.0315, where 7; = afn;.
To explain how the submodel parameters are stored, consider g = 0.0315. From
each submodel, a fraction of g = 0.0315 is chosen to be replicated at all databases
except for database 6. The chosen set of parameters from all submodels are (| k], |7])
MDS coded based on the structure shown in Section and the PRUW process

is carried out accordingly.

7.4.4 Improved Scheme for Special Cases

The key idea behind the scheme proposed in Section is to find the optimum
linear combination of (K, R) MDS codes to store the submodel parameters, as shown

in the example in Fig. [7.2] However, note in the same figure that the achievable
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total communication costs have a fluctuating structure based on whether the values
of K and R result in odd or even R — K in (7.3§)). For any (K, R) MDS code with
even R— K, the total cost results in a local peak. Therefore, the total communication
cost can be decreased further if for a given set of storage constraints {u(n)}_,, the
model parameters can be stored as a linear combination of (K, R) MDS codes with
only odd R — K instead of the four codes considered in Table [7.1] This eliminates

the involvement of the local peaks. We begin the analysis of such cases with the

following lemma.

Lemma 7.4 Let (p1,Cr(p1)) and (pe, Cr(ps2)) be two pairs of storage constraints
and the corresponding achievable total costs. The storage constraints are given by
w1 = {1 ()}, and pa = {pa(n)}_,. Then, the pair (u, Cr(w)) is also achievable

for any v € [0,1] where p = {u(n)}Y_, with,

n=1

p(n) =ypi(n) + (L —=y)pa(n), ne{l,...,N} (7.79)

Cr(p) =~Cr(p1) + (1 = 7)Cr(p2) (7.80)

Proof: Since (@1, Cr(p1)) and (pa, Cr(pe)) are achievable, let S; and Sy be the
schemes that produce the achievable pairs (g1, Cr(p1)) and (p2, Cr(pz)), respec-
tively. A new scheme can be generated by applying S; on a ~ fraction of bits of all
submodels and S5 on the rest of the bits. The storage capacity of database n in this

combined scheme is given by yM Lui(n) + (1 — v)M Lus(n) = u(n)ML bits. The
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corresponding total cost is,

_ LCr(p1) + (1 =) LCT(p2)

Cr 7

=7Cr(p) + (1 = 7)Cr(p2). (7.81)

completing the proof. W

Corollary 7.1 Consider a PRUW setting with an arbitrary set of storage con-
straints p = {u(n)}>_,. Based on Lemma a 7y fraction of all submodel pa-
rameters can be stored using any (Ki, Ry) MDS code, and the rest of the 1 — =
fraction can be stored using any (Ko, Ry) MDS code to achieve a total cost of
yCOr(Ky, Ry) + (1 —v)Cr (K2, Ry) if there exist two sets of storage constraints py =
{ur(n) Y, and pa = {pa(n)}_, that only use (K1, Ry) and (Ks, Ry) MDS codes,

respectively, to store the submodel parameters. For this, py and po must satisfy the

following conditions.

Jn(n)+ (1= Vpalm) = pln), e {1,...,N} (7.82)
nfjlumn) -2 (7.83)
mas iy (n) < Kil (7.84)
émm) -2 (7.85)
mas 1y(n) < Kiz (7.86)

where ([7.82)) is straightforward from Lemma[7.4), (7.83), (7.85)) are based on the fact

that a (K, R) MDS code combines K bits together and stores them at R databases,
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resulting in a total of & x R bits stored across all databases, and (7.84)), (7.86) are

required by (7.42]).

The method proposed in Section cannot be used to find gy = {u1(n)}_,

and po = {po(n)}_; in (7.82)-(7.86) for any given set of arbitrary storage con-

straints because of ([7.82)) and limitations on Ry, Ry, K1, K5. In this section, we

N

n=

discuss a specific type of storage constraints p = {pu(n)},_; for which a direct so-
lution to - is available. For this type of storage constraints, the local
peaks in the achievable costs curves can be eliminated, which results in reduced
total communication costs compared to what can be achieved from the scheme in
Section for the same storage constraints.

Consider the case of homogeneous storage constraints, i.e., u(n) = u for n €

{1,..., N}. This is the specific type of storage constraints we consider in this section

with a direct solution to (7.82)-(7.86). Note that for this case, (7.82)), (7.83) and
(7-85) imply,

Ry
NKy

Ry

NK;

+(1—7) (7.87)

p="

Therefore, for any p such that NR—él <u< NR—IZ one solution to ([7.82))-(7.86]) is

given by,

Ry
pi(n) N, ne{l,...,N} (7.88)
(n) = I {1,...,N} (7.89)
2 NKQJ )ty ) :

4Without loss of generality, we assume that % < %.
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as N > R;, Ry must be satisfied by any (K;, R;) MDS coded storage in a system of
N databases. The value of 7 for the given p is determined by (7.87]).
The above solution basically implies that when a given homogeneous storage

NR11(1 <u< NRI§2 for any Ry, Ro, K1, K>, a total cost

constraint p is in the range

N,LL—ﬂ

of yOr(Ky, Ry) + (1 — v)Crp(Ky, Ry) is achievable, where v = & f% . This further

Kp  Kg

implies that all points on the line connecting ( NRél ,Cr( NRél)) and ( NRI%Q , Cr( NRI§2))

for any Ry, Ry, Ky, Ky with % < % are achievable. This allows for any point on the
line connecting the adjacent local minima in the total costs curves to be achievable,
which eliminates the local peaks.

Next, we present the general storage scheme for homogeneous storage con-

straints based on the above arguments.

7.5 Proposed Scheme: Homogeneous Storage Constraints

In this section, we present the general scheme for arbitrary homogeneous storage
constraints denoted by u(n) = p, n € {1,...,N}. The basic idea of this scheme is
to find all achievable pairs of the form (u, Cp(p)) P} find its lower convex hull, and
apply Lemma [7.4] for a given u with the closest points on the convex hull to obtain
the minimum achievable cost with the PRUW scheme presented in Section [7.4.1]
The detailed storage scheme is given next.

For a given N we first find the achievable pairs of (u, Cr(p)) as follows. Let
= NLI;R for R=4,...,N and Kgr =1,..., R — 3. For a given u with a given R

and Kg, the following steps need to be followed in order to perform PRUW while

5p in Lemma is replaced by u, as all storage constraints are equal.
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meeting the storage constraint:
1. Divide the L bits of each submodel into N sections and label them as {1, ..., N'}.

2. Allocate sections n : (n — 1+ R) mod N to database n for n € {1,..., N} [

3. Use the storage specified in ([7.17) with K = Kg and z,y given in (7.37)) to

encode each of the allocated sections of all submodels. Note that a given
coded bit of a given section of each submodel stored across different databases

contains the same noise polynomial that only differs in «,.

4. Use the PRUW scheme described in Section [7.4.1] on each of the subsets of
n:(n—14 R) mod N databases to read/write to section (n —1+ R) mod N

of the required submodel for n € {1,..., N}.
For each pu = NL;(R, R=4,....N, Kr=1,...,R— 3, the above process en-

codes the submodel parameters using a (Kg, R) MDS code, and gives an achievable

(i, Cr(p)) pair, where Cp(pu) is given by

Ak if R— Kpgis odd

R—-Kr—-1’

Cr(p) = (7.90)

4R-2
R—Kp—2’

if R — Kpg is even.

Note that the above two cases, which correspond to the value of (R — Kg) mod 2,
are a result of two different schemes. The case with odd values of R — Kr has a

subpacketization that is equal to the degree of noise polynomial in storage, which

6The indices here follow a cyclic pattern, i.e., if (n — 1+ R) mod N < n, then n : (n — 1+ R)
mod N implies {n,...,N,1,...,(n — 1+ R) mod N}.
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does not require the null shaper, while the case with even values of R — K contains
two more noise terms than the subpacketization, which requires the null shaper; see
. The scheme corresponding to even values of R— K is inefficient compared to
the even case due to the additional noise term present in storage. This observation
combined with Lemma/[7.4) results in the following lemma, which formally states how

the local peaks in achievable costs can be eliminated.

Lemma 7.5 For a given = NLI;R, if R and Kr are such that R— Kg is even, it is

more efficient to perform a linear combination of two PRUW schemes with nearest
two odd R — K][g, 1 = 1,2, instead of performing direct PRUW with the given R

R

and Kgr, while satisfying the same storage constraint u, i.e., with pu, = T and
R
RI2]
pe = .
NKP
Proof: For a given i = ~&— with even R — K, the nearest y; = Lo is £=L since
. g H= NKg R, M1 = NKI[%H NKg’

(7.39) with K replaced by Kg needs to be satisfied for the PRUW scheme to work.
Similarly, pe = ]I\f—lz. Let Cr(p), Cr(py) and Cr(pz) be the total costs incurred by
the scheme with p, p1 and p9, respectively. From ([7.90), we have

AR -2 AR — 4 4(R+1)

TRoRpoa T R e Ol = R

Cr(p) o (7.91)

Note that 1 < gt < po. From Lemmal7.4] there exists some v € [0, 1] that allocates
the storage for the two PRUW schemes corresponding to p; and po that achieves the

same storage constraint as yu, and results in a total cost of yCp(u1) 4+ (1 —)Cr(uz),
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that satisfies

Cr(p2) < vCr(m) + (1 —7)Cr(p2) < Cr(p) < Cr(p), (7.92)

completing the proof. W

Once the basic (u, Cr(p)) pairs corresponding to p = NLI;R for R=4,..., N,

Kr=1,...,R— 3 with odd R — Ky are obtained, the minimum achievable total

cost of the improved scheme for any p is characterized by the lower convex hull

of the above basic (u, Cr(p)) pairs, denoted by T,.,. This is straightforward from

Lemmas and . Therefore, for a given N and p, if py = NRél and o = ]\flz are
the nearest storage constraints to p such that py < p < po, with (ug, Cr(pq)) and
(1, Cr(p1)) being elements of the set of basic pairs that determine T, a total cost
of yCr (K1, R1)+(1=7)Cr (K3, Rp) with v = L2=- is achievable by storing 7y fraction
of all submodels using a (K7, Ry) MDS code, and the rest of the 1 —+ fractions of all

submodels using a (K3, Ry) MDS code. Once the storage is determined, the PRUW

scheme presented in Section [7.4.1]is used to perform the private FSL.

7.5.1 Comparison with Other Schemes

The two straightforward methods to handle homogeneous storage constraints is to
consider divided storage and coded storage. Divided storage, i.e., Kr =1, R< N
is where the submodel parameters are uncoded, but divided and stored at subsets
of databases to meet the storage constraints. Coded storage, i.e., Kr > 1, R= N

is where the submodel parameters are encoded to combine multiple symbols into a
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points on lower convex hull

uncoded-divided storage

coded-undivided storage
Figure 7.3: All possible pairs of (R, Kg) and corresponding values of p for N = 10.
single symbol and stored at all N databases. Note that both divided and coded stor-
age mechanisms are subsets of the proposed storage mechanism which considers all
cases that correspond to Kz > 1 and R < N. In other words, the proposed scheme
can be viewed as a hybrid mechanism of both divided and coded schemes. The
hybrid scheme achieves lower total costs compared to divided and coded schemes,
as it considers a larger set of basic (i, Cr(u)) pairs to find the lower convex hull,
which includes all points considered in divided and coded schemes individually. As
an illustration, consider the example with N = 10 databases. The proposed hybrid
storage mechanism first determines the basic achievable (u = NLI;R,C’T(MD pairs
for R=4,...,N, Kr=1,...,R— 3 with odd R — Kg. The pairs of (R, Kr) and
the corresponding values of p are shown in Fig. [7.3]

The set of basic achievable (,u = NEo» C’T(,u)> pairs on the lower convex hull
corresponds to storage constraints p with (R, Kg) pairs corresponding to R = N =

10,R=N—-1=9and R = N — 2 = 8 with Ky values that satisfy (R — Kr — 1)
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20

achievable: divided

achievable: coded

achievable: hybrid

15

total cost

10

Figure 7.4: Lowest achievable costs of coded, divided and hybrid schemes for N = 10.

mod 2 = 0, as marked in green in Fig. Note that the minimum achievable
costs of divided and coded schemes are determined by the lower convex hull of the
points marked in blue and red in Fig.|7.3| respectively, which are subsets of all points
considered in the lower convex hull search of the hybrid scheme, which clearly results

in lower achievable costs as shown in Fig. [7.4]

7.5.2 Example

In this section, we describe how the PRUW process is carried out in an arbitrary
setting with given NV and p. Consider an example with N = 8 databases and = 0.7.
The first step is to find the basic achievable (,u = NLI;R,C’T(/LD pairs of N = 8
that lie on the lower convex hull boundary. Fig. [7.5[a) shows the (R, Kp) pairs
and the corresponding us of such pairs. The required storage constraint pu = 0.7
is in between 0.44 and 0.75, which correspond to (R, Kg) pairs (7,2) and (6,1),

respectively. Therefore, the PRUW scheme for N = 8, u = 0.7 is obtained by the
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R achievable: divided storage
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0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1
(a) 4 = §g on the bound- .
ary. (b) Achievable total cost at u = 0.7.

Figure 7.5: Example with N = 8.

following steps:

1. vL bits of all submodels are stored according to the proposed storage mech-
anism corresponding to (R, Kg) = (7,2), and the rest of the (1 — )L bits
of all submodels are stored according to (R, Kg) = (6,1). Therefore, vL
bits of the required submodel are updated using the scheme corresponding to
(R, Kgr) = (7,2), and the rest of the bits are updated by the scheme corre-
sponding to (6,1). In order to find the value of 7, we equate the total storage

of each database to the given constraint, i.e.,
7 1 6
7ML><§><§—|—(1—7)ML><§:0.7ML (7.93)

which gives v = 0.16.

2. Let L1 = 0.16L and Ly = 0.84L. L; bits of each submodel is divided into
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8 sections and labeled 1,...,8. Sections n : (n + 6) mod 8 are allocated to
database n for n € {1,..., N}. Each database uses the storage in ([7.17) with
K=2and y =z = # = 2 to store each subpacket of all sections
allocated to it. Then, the PRUW scheme described in Section [7.4.1]is applied

to read/write to the L; bits of the required submodel.

3. The same process is carried out on the rest of the L, bits with the scheme

corresponding to (6,1).

4R _4AxT 7
R—Kp—1 — 7-2—-1 —

The total costs incurred by the two schemes are Cp, =

and Cp, = R_‘;i — = Gfﬁl = 6, respectively. Therefore, the total cost of N = 8

_ 7LCr +(1-)LCr,

and 1 = 0.7 is Cp = ! — 6.16, which is shown in Fig. [7.5(b).

7.6 Conclusions

In this work, we considered the problem of information-theoretically private FSL
with storage constrained databases. We considered both heterogeneous and homo-
geneous storage constraints, and proposed schemes to perform private FSL in both
settings, with the goal of minimizing the total communication cost while guaran-
teeing the privacy of the updating submodel index and the values of the updates.
As the main result, we proposed a PRUW scheme and a storage mechanism that
is applicable to any given set of heterogeneous storage constraints, and a different
storage mechanism built upon the same PRUW scheme for homogeneous storage
constraints. Although the proposed scheme for heterogeneous constraints is not ap-
plicable to homogeneous constraints in general, the communication costs achieved
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by the latter are lower than what is achieved by the former. This is because the
scheme proposed for homogeneous constraints is able to eliminate an inefficient MDS
coding structure in its storage, which is not possible in the heterogeneous case if the

scheme must serve any given set of heterogeneous storage constraints.

7.7 Appendix

7.7.1 Proof of Lemma|7.1

Proof: When o = 1, the only coding parameter used in the entire storage is | k],

which modifies the maximum number of replications in ([7.43)) as,

R < L = |k]p=s. (7.94)

If s € Z*, all parameters are encoded with the (|k],s) MDS code. However, if
s & Z we need to find the optimum fractions § and storage allocationﬂ fi1(n),
fi2(n) of each submodel to be encoded with (|k],|s|) and (|k],[s]) MDS codes

that minimize the modified total cost in (7.57)) given by,

C = BCr([k], [s]) + (1 = B)Cr([k], [s])- (7.95)

Tfi1(n) and fi2(n) are the storage allocations for (| k|, |s]) and (|k], [s]) MDS codes in database

279



The total storage allocations in the entire system of databases for the two MDS

codes must satisfy (modified ((7.48]) and (7.49))),

> jnfr) = Tpls (7.96)
>~ fafr) = T (7.97)

Moreover, since
S )+ jialn) = 3 pln) = p= Huc] 23 (7.98)

[ is fixed at 5 = [s] — s, and the resulting total cost is given by (7.7). Note that the
total cost in (7.95]) does not depend on each individual fi;(n) and fiz(n). Therefore,

any set of fi;(n) and fiz(n) satisfying (7.96) and (7.97)) with 5 = [s] — s along with

the following constraints (modified (7.52)) and (7.53])) results in the same total cost.

Modified ([7.52) and ([7.53|) are given by,

fin(n) < “Ek] : (7.99)
fin(n) < % (7.100)

Therefore, it remains to prove that fi1(n) and i, (n) for each n provided in Lemmal[7.1]

satisfy (7.96)-(7.100) when 5 = [s]| — s. Note that (7.58) results in,

> () = S le) + 30~ 3 o) = 3 b)) = {15051 =) (710)
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which proves ((7.96)). Similarly, summing up ((7.59) results in (7.97)). Assuming that

0<7<1, (7.58) gives,

fin(n) < p(n) — h(n) (7.102)

(7.103)

. [s]—s
p(n), if p(n) < 577,

which proves ([7.99)). A similar proof is valid for (7.100)) as well, given that 0 < 5 < 1,

which is proved next. Let N and D denote the numerator and the denominator of

% in (7.61). Note that 7 (n) + h(n) is given by,

pln) = Tt i < p(n) <

p(n) — 152, if Bt < p(n) < =5

2u(n) — gy, if B2, 2 <)

.o [s]—s s—|s]
0, if k] > " [k] Zﬂ(n)

since max, u(n) < % < ﬁ, and the equality holds only if u(n) = R Therefore,

> m(n)+ Y hn) <p, (7.105)

and the equality holds only if p(n) = ﬁ, Vn, which specifies a set of homogeneous

storage constraints. Since we only consider heterogeneous storage constraints, we

have, Zﬁ;l m(n) + Zivzl h(n) < p, which proves D > 0. Therefore, it remains to
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prove that AV < D and N > 0, to prove 0 < 4 < 1. Note that N/ < D is equivalent

to %([31 —8)<p-— 25:1 h(n). Let V be defined as,

N
v=>" 1 ms 12y (7.106)

=Tk
—) L~]

where 17, is the indicator function. From the definition of h(n) in (7.60) and since

wn) < s
> h(n) < % - % (7.107)

Moreover, since the total available space in the V' databases must not exceed p,

Zﬁ(nw%gp — Zﬁ(n)gp—% (7.108)

must be satisfied. Note that the upper bound on 2521 ﬁ(n) in ((7.107) is tighter
than that of (7.108) when V' < |k|p = s and vice versa. Therefore, the highest

upper bound on Ziv:l h(n) is given by,

N E(s = Ls)), ifV <s
> h(n) < : (7.109)
n=1 s .

p—%(ﬂﬂ—s), ifV>s
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since V € Z* and s ¢ Z* [ which proves,

N —Llis—1s , ifV <s
p—Y hn) > Pl ) (7.110)
e LL(Ts1 - ), iV > s
Ls)
> m([s} -s) — NZ<D (7.111)

To prove N’ > 0, we need to show that - (n) < L2l(Ts] = s). Let Y be defined

as,

y=>" Ly ilel (7.112)

Y i(n) < LYTJ - W (7.113)
S mn) <p- % (7.114)

and ([7.113)) provides a tighter upper bound on 25:1 m(n) compared to ((7.114)) when
Y < |k]p = s, and vice versa. Therefore, the highest upper bound on 3> 7 (n)

is given by,

N H([s]— ), iy <s
> in(n) < (7.115)
n=1 s .

p—%(s—[sj), ifY >s

8If s € ZT all parameters in all submodels will be (|k],s) MDS coded, which does not require
any fractions/storage allocations to be calculated.
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:%m_s) — N>0 (7.116)

since Y € ZT and s ¢ Z*, which completes the proof of 0 <4 < 1.

7.7.2 Proof of Lemma|7.2

Here, we prove that the storage allocations provided in Lemma satisfy —
for the case where o < 1. The storage allocations fi;(n), fi2(n), fi1(n) and
fiz(n) correspond to MDS codes (| k], |r]), (|k],[r]), ([k],|r]) and ([k], [r]), re-
spectively. We first determine the storage allocations corresponding to the two

coding parameters |k| and [k], i.e., the total storage allocations for the two pairs

of MDS codes {([k], [r]), ([k], [r])} and {([£], [r]), ([K], [r])} given by,

a(n) = fi(n) + fro(n), ne{l,...,N} (7.117)

i(n) = u(n) + ps(n), ne{l,...,N}. (7.118)

Then, the constraints ([7.48)-(7.56)) impose the following constraints on fi(n) and

Zu M B3) (7.119)
Z“ = ( Y1 - 6) (7.120)
a(n) < ] ne{l,...,N} (7.121)



T P (7.122)

a(n) + p(n) = p(n), Vn. (7.123)

l—« . o
wu(n) — 7] < f(n) < k]’ ne{l,..., N} (7.124)
« _ 11—«
p(n) — ] < ji(n) < TR ne{l,..., N} (7.125)
(] = B) + (] - 8) = (7.126)

r, h(n) = [u(n) - —r. (7.127)

Then, the total storage allocations corresponding to the two coding parameters | k|

and [k] in database n, n € {1,..., N}, are chosen as,

fu(n) = m(n) + (u(n) —m(n) — hn))y (7.128)

fi(n) = h(n) + (u(n) —m(n) = h(n))(1 =), (7.129)

where

= - Sl 130
p=2 oy m(n) = >, h(n)
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Claim 1: For each n € {1,..., N}, ii(n) and fi(n), in (7.128)) and (7.129)
(same as (7.66)) and (7.67)) satisfy (7.119)-(7.123) for those a, 3, ¢ stated in Lemmal7.2]

Proof: Summing each /i(n) term in (7.128)) yields,

S i) = mn) 41— Y mn) = > hin) = %(M —8),  (7.131)

from (7.130f), which proves (7.119)). A similar proof results in ([7.120). Assuming

that 0 <~ <1, ([7.128) can be upper bounded by,

fi(n) < p(n) = h(n) (7.132)

= (7.133)
p(n), if p(n) < L%J
< m, (7.134)

which proves ([7.121)). Similarly, (7.122]) is proven by considering ji(n). (7.123)) is
obvious from ([7.128|) and (7.129). Hence, it remains to prove that 0 < v < 1.

Similar to the proof of 0 <4 < 1 in Lemma([7.1] let /' and D denote the numerator
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and the denominator of « in (7.130). Then, m(n) + h(n) is given by,

un) - 2, if & < p(n) < Lt
uln) — 152, if L2 < u(n) < 2
m(n) + h(n) = (7.135)
2u(n) — 57 — s i G e < wln)
0, it 77> 1(_7? > p(n)
< p(n), (7.136)

if p(n) < D 1{7}“, Vn, ie., a > %([k} — k), which is the constraint on « stated

in Lemma [7.2] Therefore,

Z m(n) + Z h(n) <p, (7.137)

and the equality holds only if u(n) = 1, Vn and a = %([lﬂ — k), which specifies
a set of homogeneous storage constraints. Since we only consider heterogeneous
storage constraints, is satisfied with strict inequality when « is chosen such
that %(Uﬂ — k) < o < 1, which proves D > 0. Therefore, it remains to prove

that NV < D and N > 0, to prove 0 < v < 1. Note that N’ < D is equivalent to

ﬁ((ﬂ -B)<p-— 25:1 h(n). Let V be defined as,

N
V=2 lumzg)- (7.138)
n=1
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Therefore from the definition of h(n) in (7.127)) and since pu(n) < %, Vn,

> h(n) < % - % (7.139)

'_
| —

Zh(n)Jr%gp — Zh(n)gp—% (7.140)

must be satisfied. The upper bound on ZnN:1 h(n) in (7.139)) is tighter than that
of (7.140) when V < kp = r and vice versa. Thus, the highest upper bound on

ZnNzl h(n) is given by,

N % — %, itV <r
> h(n) < , (7.141)
i p-Il V>

since V' € Z*, which gives the tightest upper bound on p — ij:l h(n) for a general

set of {u(n)},=, as,

p- i h(n) = : (7.142)
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Therefore, in order to satisfy N' < D for any given set of {u(n)}_,, i.e.,

7] lrle
N p—% +5r, HV<r
p—Y h(n)> . (7.143)
n=1 o .
R itV >
«
> == ([r] = 8) (7.144)
%]

it requires [ to satisfy g > 1 — %(r — |r]), which is the constraint given on £ in

Lemma|7.2, To prove N > 0, we need to show that 32 m(n) < ﬁ([r] — (). Let

Y be defined as,

N
Y =) Lyt (7.145)
n=1

Then, similar to ((7.139) and ([7.140)), we have,

Y Y-«
;m(n) <o - T (7.146)
Zm(n) <p-— }/(1[7_10(), (7.147)

and ([7.146)) provides a tighter upper bound on Zgzl m(n) compared to ((7.147)) when

Y < kp = r, and vice versa. Therefore, the highest upper bound on 25:1 m(n)

considering any arbitrary set of {u(n)})\_, is given by,

N %— MFH_O‘), ifYy <r
> m(n) < (7.148)
=t D M(ka), ifY >r




since Y € Z*. Therefore, N' > 0 is satisfied for any set of {u(n)})_, if

] [r](l-a)
7:'—'—Tm——, lfyf<:T

IA

> m(n)

n=1 r](l—a .
p—Hﬁﬂ ), ifY >r

(7.149)

(07

L

<

([r]—=8) (7.150)

is satisfied, which requires § > 1 — k(gkja) (r — |r]). This is the constraint stated in

Lemma , which is derived using (7.126[). Therefore, 0 < v < 1 is satisfied by any

given set of arbitrary heterogeneous storage constraints {u(n)}?_, when

1>a> %([ls] — k) (7.151)
1252 [1- W) (7.152)
1>5> {1_%@—@} | (7.153)

which completes the proof of Claim 1. W

The above proof finalizes the storage allocations corresponding to coding pa-
rameters | k| and [k]. Next, we find the storage allocations corresponding to each of
the two MDS codes relevant to each coding parameter, i.e., (|k], [r]) and (| k], [r])
corresponding to | k] and ([k],|r]) and ([k], [r]) corresponding to [k]. In other
words, we further divide i(n) into fi1(n), fis(n) and f(n) into fiy(n), fia(n) such that

f1(n), fie(n), i1 (n), pe(n) satisty (7.48)-(7.56). Note that the constraints (7.52))-
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(7.55) result in,

(n) — O‘(ltk] B < i) < fﬂ (7.154)

fi(n) — % < fia(n) < a(ltk_J b) (7.155)

(n)— L= 0&(11 =9 < gy < & FHO‘)& (7.156)
(n) — c (_Ha)é < fia(n) < (1= 0&(11 ) (7.157)

for each n € {1,..., N}. Based on ([7.154)-(7.157)), for each n € {1,..., N} define

ﬂ%n:An—Oé(l_ﬁ)Jr An:An—Oé—BJr
= [at - 22 o = i - 5 (7.158)
N P € € ) A I e A
mtn) = i) = SEGEED] ) = [ - S22 sy
Then, define the storage allocations in database n, n € {1,..., N} corresponding to
MDS codes ([k], [r]), (Lk], [r]), ([k], [r]) and (TK], [r]) as
fi(n)B, if 8 €{0,1}
fi1(n) = 3 (7.160)
| 71u(n) + (A(n) — im(n) = h(n))y, if B € (0,1)
fi(n)(1 =), if ¢ € {0,1}
fia(n) = (7.161)
ﬁ(n) + (uln) —i(n) = h(n))(1—4), if B €(0,1)
f(n)o, if 6 € {0,1}
fin(n) = (7.162)
| () + (i(n) —m(n) = h(n))y, ifd€(0,1)
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an)(1 = 5), it § e {0,1)
fiz(n) = , (7.163)

h(n) + (f(n) —m(n) — h(n))(1 —7), ifd€(0,1)

respectively, where,

by N mn
. Al - S -
ﬁ(ﬂ ) S rin(n) = 3oy h(n)
o SR-w m) 15
ﬁ”(ﬂ ) >y (n ) 2 n—1 h(n)

Claim 2: For each n € {1,..., N}, fi1(n) and jiz(n), in (7.160) and (7.161)
(same as (7.62) and (7.63)) satisfy (7.48))-(7.49) and (7.52)-(7.53) for those «, 3,4

stated in Lemma [7.2

Proof: Case 1: f = 1: When 8 = 1, all parameters that are | k| coded are replicated
in only |r| databases since the fraction of submodels that are (| %], [r]) MDS coded
is (1l — B) (see Table [7.1). Therefore, fi1(n) = fi(n) and fiz(n) = 0 for each

n € {l,...,N}. Then,

S in(n) =Y fln) = %m, (7.166)

from (7.119)), which proves (7.48)). Moreover, fis(n) = 0, Vn proves ([7.49)). For each
n € {1,..., N}, (7.121) results in fy(n) = a(n) < ra7> which proves (7.52), and
fin(n) = 0, ¥n proves (753).

Case 2: B = 0: The proof contains identical steps to the proof of Case 1.
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Case 3: 5 € (0,1): Summing each fi;(n) term in ((7.160]) yields,

NA —Nmn Air— —Nmn—NAn—a—ﬁ'r’
;ul(n)—; ()+7(m(ﬂ B3) ; (n) n:1h( ))—WLJ, (7.167)

from ([7.164]), which proves ([7.48)). A similar proof results in ((7.49). Assuming that

0 <~ <1, (7.160) can be upper bounded by,

fn(n) < fi(n) — h(n) (7.168)
eb o if u(n) > 28

W YT (7.169)
(n), i p(n) < 5

<o (7.170)

which proves (7.52)). Similarly, (7.53)) is proven by considering fia(n). Hence, it

remains to prove that 0 < 4 < 1. Let N and D denote the numerator and the

denominator of 4 in ([7.164). Then, m(n) + fz(n) is given by,

m(n) + h(n) = S (7.171)

< fi(n), (7.172)
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since fi(n) < > Vn, from (7.121)). Therefore, from ([7.119)),

3 i Z % ] — B), (7.173)

o

] VN, since the cases where p e {0,1} are

and the equality holds only if fi(n) =
already considered. fi(n) = ﬁ, Vn specifies a set of homogeneous storage constraints
which can be directly stored using the optimum storage mechanism provided in
Section for homogeneous storage constraints’] Note that this case is not in the
scope of Claim 2. For all other cases, is satisfied with strict inequality, which
proves D > 0. Therefore, it remains to prove that N' < D and N > 0, to prove
0 <4 < 1. Note that /' < D is equivalent to %L r] < g7(r] = 8) - SN h(n).
Let V be defined as,

V=> 1 ms0 (7.174)

Therefore, from the definition of iL(n) in (7.158) and since fi(n) < %j’ Vn from

—

9The purpose of this step in the scheme is to divide the « fraction of all submodels that are | k]
coded into two MDS codes given by (| k], |r]|) and (| k], [r]) such that all databases are filled and
the coded parameters are replicated in the respective number of databases. This is satisfied by the
scheme in Section for homogeneous storage constraints as explained next. fi(n) corresponds
to the storage allocated in database n for all |k] coded parameters. Based on the discussion
in Section any linear combination of Cp(|k], |r]) and Cr(|k],[r]) is achievable by storing
B and 1 — B fractions of all |k] coded parameters using (|k],|r]|) and (|k],[r]) MDS codes,
respectively, for any § € [0, 1], given that |k| < |r| — 4. Therefore, for the case where ji(n) = Gk
Vn, the « fraction of all submodels that are |k] coded in Table can be arbitrarily divided
(arbitrary ) and encoded with the two MDS codes (| k], |r]) and (|k], [r]) to achieve a total cost
of afCr(|k],|r]) + a(l — B)Cr(|k], [r]), while filling all databases.
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(7.121),

N
S hin) < Va. VaB _ Vall=f) (7.175)

Sk k] LK

Moreover, since the total available space in the V' databases must not exceed

>y fi(n) = 25 ([r] = B),

> i FrR (-8 = > i) < Gr(in =) = 7

must be satisfied. The upper bound on ij:l h(n) in (7.175) is tighter than that of

(7.176) when V < [r] — 8 and vice versa. Therefore, the highest upper bound on

PO h(n) is given by,

x By, V<[ -5
S hmy<{ " , (7.177)
n=1

ig(frl=p) =250l iV >[r]-5

since V' € Z*, which gives the tightest upper bound on ﬁ([ﬂ —B8) =N h(n)

for a general set of {u(n)}_; as,

. N S (l— B+ Blr)), V<[] -8
W(M —B) =Y h(n) > . (7.178)
" 25 r], itV < [r] -

> 25l (7.179)
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which proves N < D. To prove N’ > 0, we need to show that S 7(n) < T Blr.

Let Y be defined as,

N
Y= Zl{u )><

(7.180)

Then, similar to ) and ({ m we have
> ri(n) < % — W (7.181)
> i) < g (1r] = 8) = X2, (7.182)

and ([7.181)) provides a tighter upper bound on 27]:]:1 m(n) compared to (7.182)) when

Y < [r| — B, and vice versa. Therefore, the highest upper bound on Zi:[:l m(n)

considering any arbitrary set of {u(n)}_, is given by,

N [rjas ity <[r]-p
Zrh(n) - k] (7.183)
n=1 ﬁ((ﬂ_ﬁ)_W’ ifY > [r] = p

) % o (7.184)

since Y € Z*, proving N' > 0, completing the proof of 0 < 4 < 1. This proves

Claim 2. &

Claim 3: For each n € {1,..., N}, fi1(n) and fiz(n), in (7.162)) and (7.163)
(same as and (7.65))) satisty (7.50)-(7.51) and (7.54)-(7.55)) for those «a, 3,6

stated in Lemma [7.2]
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Proof: The proof of Claim 3 consists of the exact same steps as in the proof of

Claim 2. 1

7.7.3 Proof of Lemma (7.3

Proof: Here, we derive the optimum values of «, 3,9 that minimize (7.57)) while

satisfying (7.48|)-(7.56) for the case where o < 1. Note that the constraints in

(7.151)-(7.153)) and (7.126)) must be satisfied by «, 3,d to guarantee ([7.48])-(7.56)).

The following optimization problem is solved to obtain the optimum fractions:

min - O = afCr([k], [r]) +a(l = B)Cr([k], [r]) + (1 — a)oCr([k], [r])

+ (1= )1 =0)Cr([k], [r])

st. Kl —ky<a<t

K
- Weo ] <as

%] !
[1—m(r—trj)] <§i<1
« 11—«
Sl = 8) 4 1 - 9) =

where the total cost is explicitly given by,

(7.185)
(7.186)

(7.187)
(7.188)

(7.189)

daflr]  a(l-B)A[r]=2) | (1-a)s(dlr]-2) 4 4(1-a)1=O)[r] || — k] is odd

lr]—Lk]-1 [r]—1k]-2 lr]—Tk]-2 [r]=Tk]-1 >

aBAr]=2) | 4a(1-B)[r] | 4(1-a)slr] , (1—a)(1-8)(4[r]-2)
-2 T Tr—Thl-1 © Trl=fh-1 *  [r—Th—2
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We consider two cases for the two different total costs, and obtain the KKT condi-

tions:

Case 1: Odd |r] — |k]: The Lagrangian function for this case is given by["

J=C+M(a—1)+ X (%((k1—k)—a)+kg(ﬂ—1)+k4 (1—%(T—LTJ)—/3)

— A58+ X(0 — 1) + A7 (1—%(1”— [’rj)—d) — Agd

l—«a

# 0 (1= 0+ 2 -9 - ). (7.101)

The KKT conditions for this case are,

i A e T Al e - e SRS
F Ay = 1)) = e e = )+ (]2 - ) -
(7.192)
g—g = ‘iaLL;JJ — - %(4_“&]3)2 IS VD Y AQ% 0 (7.193)
T e R L LR W VP REpL=C S N AT
Ma—1)=0, X <%(Uﬂ—k)—a) =0, M(B-1)= (7.195)
A4(1—%(r—m)—5)=o AsB=0, N(6—1)=0 (7.196)
A7<1—k(1“fjoé>( —m)—(s):o, A = 0 (7.197)
AN>0, ie{l,... 8}, (7.198)

10We treat the constraint o < 1 as a < 1 in the Lagrangian, and avoid the case a = 1 in the
analysis.
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and ([7.1806))-(7.189). Solving the above KKT conditions results in the optimum

a, 3,0 stated in ([7.9)-(7.11)) in Theorem along with the minimum total cost.

Case 2: Even |r] — |k]: The Lagrangian function for this case is the same
as ([7.191f), with the respective total cost C' from (7.190)). The KKT conditions for

this case are,

0 BAlr -2 A1-B)F el (-9Er-2)
o s A o 1 o 7 s e o g e R B
MT—T — —UC_I r— T I'T:I_/B—ﬁﬂ_é ==
F A= L)) = Aot = L)+ (T2 - 122 o
(7.199)
9J _ al|r]-2) dafr] IV
T T T e R I TT R
oJ 41— a)|r] (1 —a)4]r] —2) (1-a)
A T R e S (e T A 1 I
Ma—1)=0, X (%(Uﬂ—k)—a)zo, M(B—1) =0, (7.202)
A4(1—%(T—Lrj)—ﬁ>:0, B =0, Ae(6—1)=0, (7.203)
— [] r—1r])—90| = =
Ar (1 k(l—a)( 7)) 5) 0, Ad=0 (7.204)
A >0, ie{l,....8), (7.205)

and ([7.186))-(7.189). Solving the above KKT conditions results in the optimum

a, 3,6 stated in (7.12)-(7.14) in Theorem [7.1]
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CHAPTER 8

Deceptive Information Retrieval (DIR)

8.1 Introduction

In this chapter, we introduce the problem of deceptive information retrieval (DIR),
in which a user wishes to download a required file out of multiple independent
files stored in a system of databases while deceiving the databases by making the
databases’ predictions on the user-required file index incorrect with high probability.
Conceptually, DIR is an extension of private information retrieval (PIR). In PIR, a
user downloads a required file without revealing its index to any of the databases.
The metric of deception is defined as the probability of error of databases’ prediction
on the user-required file, minus the corresponding probability of error in PIR. The
problem is defined on time-sensitive data that keeps updating from time to time.
In the proposed scheme, the user deceives the databases by sending real queries
to download the required file at the time of the requirement and dummy queries
at multiple distinct future time instances to manipulate the probabilities of sending
each query for each file requirement, using which the databases’ make the predictions

on the user-required file index. The proposed DIR scheme is based on a capacity
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achieving probabilistic PIR scheme, and achieves rates lower than the PIR capacity
due to the additional downloads made to deceive the databases. When the required

level of deception is zero, the proposed scheme achieves the PIR capacity.

8.2 Problem Formulation and System Model

We consider N non-colluding databases storing K independent files, each consisting

of L uniformly distributed symbols from a finite field I, i.e.,
H(Wy,...,Wg)=>_ H(W,;) =KL, (8.1)

where W; is the ith file. The files keep updating from time to time, and a given
user wants to download an arbitrary file at arbitrary time instances T;, 1 € N. We
assume that all files are equally probable to be requested by the user.

The user sends queries at arbitrary time instances to download the required file
while deceiving the databases. We assume that the databases are only able to store
data (files, queries from users, time stamps of received queries etc.) corresponding
to the current time instance, and that the file updates at distinct time instances are
mutually independent. Therefore, the user’s file requirements and the queries sent

are independent of the stored files at all time instances, i.e.,
1009, QUswily=0, ne{1,...,N}, W, (8.2)

where 1 is the user’s file requirement, Q,[f] is the query sent by the user to database
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n, and Wl[t]K is the set of K files, all at time t At any given time ¢ when each
database n, n € {1,..., N}, receives a query from the user, it sends the correspond-

ing answer as a function of the received query and the stored files, thus,

HALIQW Wiy =0, ne{l,...,N}, (8.3)

where Al is the answer received by the user from database n at time t. At each

time T}, 7 € N, the user must be able to correctly decode the required file, that is,

H(W,rg QT Ay =0, ieN (8.4)

At any given time t when each database n, n € {1,..., N}, receives a query from
the user, it makes a prediction on the user-required file index using the maximum

aposteriori probability (MAP) estimate as follows,

0"

o — argmax P(0Y =4|QY = Q), ne{l,...,N}, (8.5)

1

where 6 5

is the predicted user-required file index based on the realization of the
received query Q at time ¢. The probability of error of each database’s prediction

is defined as,

P, = E[P(65" # 6)), (8.6)

'The notation 1 : K indicates all integers from 1 to K.
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where the expectation is taken across all Q and T;. Note that in PIR, P(Qg] =
z’]Q[ﬁﬂ =Q) = P(Gg] = j|QE} = Q) foralli,je{l,...,N}, any Q®, which results in

PP =1 — ~ Based on this information, we define the metric of deception as,

D:Pe—<1—?). (8.7)

For PIR, the amount of deception is D = 0, and for weakly PIR where some amount
of information is leaked on the user-required file index, the amount of deception takes
a negative value as the probability of error is smaller than 1 — % The goal of this
work is to generate schemes that meet a given level of deception D = d > 0, while

minimizing the normalized download cost defined as,

_ H(Apy)
Dy = =7, (8.8)

where Aj.y represents all the answers received by all N databases, corresponding
to a single file requirement of the user. The DIR rate is defined as the reciprocal of

Dy.

8.3 Main Result

In this section we present the main result of this work, along with some remarks.
Consider a system of N non-colluding databases containing K identical files. A user
is able to retrieve any file k, while deceiving the databases by leaking information

about some other file £’ to the databases.
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Theorem 8.1 Consider a system of N non-colluding databases storing K indepen-

dent files. A required level of deception d, satisfying 0 < d < —%(ﬁ%ﬂ‘vy 15 achievable
at a DIR rate,

1+ (NK_N) e N -

N-1
= 2u — 1 .
. 1+(NK1—1)66+<N—1)(U wutba)) (8.9)

where

c—In dKN + (K —1)(N —1) (8.10)

dKN + (K —1)(N —1) —dKNK
K _ €
oo N+ (N* = N)e (8.11)
(N —1)e? + (NK — N)ec + 1
1
u= -] (8.12)

Remark 8.1 For given N and K, € > 0 is a one-to-one continuous function of d,

the required level of deception, and o € (0, 1] is a one-to-one continuous function of

-1

. n : : 1
€. For a given u € Z™, there exists a range of values of a, specified by 5 < a < -,

which corresponds to a unique range of values of €, for which (7.3) is valid. Since
0,1] = U{a: u+r1 <a < uelZt}, there exists an achievable rate (as well as an

achievable scheme) for any ¢ > 0 as well as for any d in the range 0 < d <
(K—1)(N-1)
K(NK—N) °

Remark 8.2 When the user specified amount of deception is zero, i.e., d = 0, the

corresponding values of a and u are « =1 and uw = 1. The achievable rate for this

1
ll_i, which is equal to the PIR capacity.
NK

case 18
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Figure 8.1: Achievable DIR rate for varying levels of deception and different number
of databases when K = 3.

Remark 8.3 The achievable DIR rate monotonically decreases with increasing amount

of deception d for any given N and K.

Remark 8.4 The variation of the achievable DIR rate with the level of deception
for different number of databases when the number of files fired at K = 3 is shown
in Fig. [8.1. The achievable rate for different number of files when the number of
databases is fized at N = 2 is shown in Fig. [8.3. For any given N and K, the rate

decreases exponentially when the level of deception is close to the respective upper

bound, i.e., d < %
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Figure 8.2: Achievable DIR rate for varying levels of deception and different number
of files when N = 2.

8.4 DIR Scheme

The DIR scheme introduced in this section is designed for a system of N non-
colluding databases containing K independent files, with a pre-determined amount
of deception d > 0 required. For each file requirement at time T;, ¢ € N, the user
chooses a set of M + 1 queries to be sent to database n, n € {1,..., N}, at time
T; as well as at future time instances t;;, j € {1,..., M}, such that each ¢;; > T;.
The query sent at time 7T is used to download the required file, while the rest of the
M queries are sent to deceive the databases. The queries sent at times 7;, ¢ € N
and ¢;;, j € {1,..., M}, i € N are known as real and dummy queries, respectively.
The binary random variable R is used to specify whether a query sent by the user

is real or dummy, i.e., R = 1 corresponds to a real query sent at time 7T}, and
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R = 0 corresponds to a dummy query sent at time ¢, ;. Next, we define another

classification of queries used in the proposed scheme.

Definition 8.1 (e-deceptive query) An e-deceptive query Q with respect to file k

is defined as a query that always satisfies,

P(Q,=Ql0 =k R=1)

B P(0 =k|Q, =Q) — ¢, Weell,... K}, (#F

(8.13)

for some € > 0, where @, and 0 are the random variables representing a query

sent to database n, n € {1,..., N}, and the user-required file indezx. An equivalent

representation of (8.13)) is given by,

110 — P(Qn=Q|6=¢,R=0) —0lp —
PR=110=0 po,gqueerey PR =00=0 e, Veell,... K}, (+k
P(R=10 = k) + pa=gi=i=0 P(R = 0|6 = k)

P(Qn=Q|0=Fk,R=1

(8.14)

Definition 8.2 (PIR query) A query Q that satisfies (8.13) with e = 0 for all

ke{l,...,K}, i.e., a0-deceptive query, is known as a PIR query.

Remark 8.5 The intuition behind the definition of an e-deceptive query with respect
to message k in Deﬁm’tion s as follows. Note that the second equation in
fizes the databases’ prediction on the user’s requirement as Wy, for the query Q. This
is because the aposteriori probability corresponding to message k, when Q is received
by the databases, is greater than that of any other message €, { # k. However, the
first equation in , which 1s satisfied at the same time, ensures that the user
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sends the query Q with the least probability when the user requires to download mes-
sage k, compared to the probabilities of sending Q for other message requirements.
In other words, since we assume equal priors, the query Q 15 mostly sent when the
user requires to download W,y for € # k, and is rarely sent to download Wy, while the
databases’ prediction on the user-required message upon receiving query Q is fized

at Wy, which is incorrect with high probability, hence, the deception.

At a given time ¢, there exists a set of queries consisting of both deceptive and
PIR queries, sent to the N databases. Database n, n € {1,..., N}, is aware of the
probability of receiving each query, for each file requirement, i.e., P(Q, = Q|0 = k),
fork e {1,..., K}, Q € Q, where Q is the set of all queries. However, the databases
are unaware of being deceived, and are unable to determine whether the received
query Q is real or dummy or deceptive or PIR. The proposed scheme generates a
list of real and dummy queries for a given N and K along with the probabilities of
using them as e-deceptive and PIR queries, based on the required level of deception
d. The scheme also characterizes the optimum number of dummy queries M to be
sent to the databases for each file requirement, to minimize the download cost. As an

illustration of the proposed scheme, consider the following representative examples.

8.4.1 Example 1: Two Databases and Two Files, N = K = 2

In this example, we present how the proposed DIR scheme is applied in a system of
two databases containing two files each. In the proposed scheme, the user generates

M + 1 queries for any given file-requirement which consists of one real query and
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M dummy queries. The user sends the real query at the time of the requirement
T;, and the rest of the M dummy queries at M different future time instances
t; ;. Tables and give possible pairs of real queries that are sent to the two
databases to retrieve W; and Ws, respectively, at time T;, ¢ € N. The probability
of using each pair of queries is indicated in the first columns of Tables and [R.2]

Note that the correctness condition in (8.4) is satisfied at each time T; as each row

of Tables [8.1] and [8.2] decodes files W, and W, respectively, with no error.

PQ#=1,R=1)] DB1 DB 2 PQ#=2,R=1)] DB1 DB 2
p Wy ¢ p W, ¢
p ¢ Wi p ¢ Wy
P’ W, Wi+ Wy P’ Wi Wi + Wy
P’ Wy + W, W, P Wi+ W, Wy

Table 8.1: Real query table — 7.

PQI =L, R=0)

DB 1

DB 2

1

W,

W,

Table 8.2: Real query table — Ws.

PQII=2,R=0)

DB 1

DB 2

1

W

W

Table 8.3: Dummy query table — Wj. Table 8.4: Dummy query table — W5.

The dummy queries sent to each database at time ¢; ; are given in Tables
and The purpose of the dummy queries sent at future time instances is to
deceive the databases by manipulating the aposteriori probabilities, which impact
their predictions. For example, if the user wants to download W; at time T;, the
user selects one of the four query options in Table based on the probabilities
in column 1E] and sends the corresponding queries to database 1 and 2 at time
T;. Based on the information in Table [8.3 the user sends the query W; to both

databases at M distinct future time instances ¢;;, j € {1,..., M}.

2The values of p and p’ are derived later in this section.
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Based on the information in Tables |8.118.4, when the user-required file is W7,
the probability of each query being received by database n, n € {1,2}, at an arbi-
trary time instance ¢ is calculated as follows. Let P(R = 1|0 = i) = a for i € {1,2}

Then,

P@Q,=Wi0=1)= P(Q, =Wi|f = 1,R=1)P(R=1]0 = 1)
+PQ, =W =1,R=0)P(R=0[0=1) (8.15)
—patl-a (8.16)
P(Qu=Wal0 =1) = P(Q, = Wylf = 1, R=1)P(R =10 = 1)
+P(Qu=Wal0 =1, R=0)P(R=0[0=1) (8.17)
—pa (8.18)
P(Qu=Wi+Walf =1) = P(Q, =Wy + Wylf = 1, R = 1)P(R = 1|0 = 1)

+ P(Qu =W+ Wyl =1,R=0)P(R=00 =1)
(8.19)
—pa (8.20)

P(@Q.=0¢l0=1)=P(Q.=0¢/ =1,R=1)P(R=1[0 = 1)

+PQ,=¢l0=1,R=0)P(R=00=1)  (8.21)

= po (8.22)

3The intuition behind P(R = 1|0 = i) is the probability of a query received by any database

being real when the user-required file index is i. For a fixed M, P(R=1|0 =1i) = ﬁ
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Thus, writing these probabilities compactly, we have,

P@Q,=Wilf=1)=pa+1-a (8.23)
P(Q, =Walf =1) = pa (8.24)
P(Qn =W+ Walf = 1) = pla (8.25)
P(Qn = ¢l = 1) = pa. (8.26)

Similarly, when the user-required file is W5, the corresponding probabilities are,

P(Q, =W1]0 =2) = pla (8.27)
P(Q,=Walf=2)=pa+1—a (8.28)
P(Qn = Wi+ Wylf =2) = pla (8.29)
P(Q, = 3|6 = 2) = pa. (8.30)

These queries and the corresponding probabilities of sending them to each
database for each message requirement are known to the databases. However, the de-
composition of these probabilities based on whether the query is real or dummy, i.e.,
Tables [8.118.4} is not known by the databases. When database n, n € {1,..., N},
receives a query @ at time ¢, it calculates the aposteriori probability distribution
of the user-required file index, to predict the user’s requirement using . The

aposteriori probabilities corresponding to the four queries received by database n,
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n € {1,2}, are calculated as follows,

PO = i[Q, = 0) = Z@n :P(Qg z’gw =4, (8:31)

Then, the explicit a posteriori probabilities are given by,

PO =1|Q, =Wy) = % (8.32)

P(0 =2(Q, =W1) = % (8.33)

PO =1|Q, = Ws) = % (8.34)

P(0 =2|Q, =W>) = % (8.35)

PO =11Qu = Wi+ W) = 50 _%pwoi T (8.36)
P(0 = 21Qu = Wi+ W) = 50 :%pwoi A (8.37)
PO =1Q, =¢) = % (8.38)

PO =2|Q, =¢) = %. (8.39)

While queries ¢ and Wi + W, are PIR queries as stated in Definition [8.2]
queries Wy and W, are e-deceptive with respect to file indices 1 and 2, respectively,
for an € that depends on the required amount of deception d. The values of p and
p' in Tables are calculated based on the requirements in Definition as
follows. It is straightforward to see that p’ = pe€ follows from the first part of

for each query Q = W; and Q = W, which also gives p = The second part

_1
2(1+eq)

of (8.13) (as well as (8.14))) results in o = 143@6 for both e-deceptive queries Wi and
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W,. Based on the aposteriori probabilities (8.32)-(8.39)) calculated by the databases
using the information in (8.23))-(8.30)), each database predicts the user’s requirement
at each time it receives a query from the user. The predictions corresponding to

each query received by database n, n = 1,2, which are computed using (8.5)), are

shown in Table K.l

query Q P(éQ =1) | P(65=2)
Wi 1 0
Wy 0 1
Wi+ Ws % %
¢ 2 2

Table 8.5: Probabilities of each database predicting the user-required file in Exam-
ple 1.

Based on this information, when a database receives query @) = W7, it always
decides that the requested message is Wi, and when it receives query @Q = Wh,
it always decides that the requested message is Ws. For queries () = ¢ and ) =
Wy 4+ Ws, the databases flip a coin to choose either W; or Wy as the requested
message.

As the queries are symmetric across all databases, the probability of error

corresponding to some query Q received by database n at time T is given by,

= PO = 1,070 = 2QI = Q) + P(6") = 2,671 = 111" = Q) (8.40)

- @ H(Ti] (T3] Ti] _ T _ Alplli] — m) _
g (P05 =207 = 1,17 = QP! = Qi = )P =
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+P(BG" =110 = 2,Q] = Q) PQI = Qo™ = 2)P(e"] = 2))
(8.41)

_ 1 AT 1A 1~ . .
— m (P(QQT = 2|QIT = Q)P(QT) = Qo) = 1)P(pI) = 1)

+P(0g = 11QI = Q)P(QIF! = QIo™) = 2)P(9™) = 2)) , (8.42)

as the predictions only depend on the received queries. The explicit probabilities

corresponding to the four queries areﬁ

AT 1 ef
PO £ glTily = 8.43
POy # 6) = [T_]l a (8.44)

PQI = W) 4(1 + )
1 e
Yo, 7 07 8.45
( W +W ) P( ] W N Wg) (1 + 66) ( )
- 1 1

PO £ 91y = (8.46)

P@QIT= ) AT+ &)

As the same scheme is used for all user-requirements at all time instances, the

probability of error of each database’s prediction for this example is calculated using

as,

P.o=) P =Q)P@, #6") (8.47)
QeQ
e+ 1
- e (8.48)

4Note that P(Q,, = Q|€[Ti] = 1) implies P(Q,, = Q|0 =i,R = 1) as only real queries are sent
at time T;.
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where Q = {Wy, Wy, W; + Ws, ¢}, which results in a deception of D = 4%:;) — % =

%. Therefore, for a required amount of deception d < }1, the value of € is chosen
as € = In (44H1).

The download cost of this scheme is computed as follows. As the scheme is
symmetric across all file retrievals, and since the apriori probability distribution of
the files is uniform, without loss of generality, we can calculate the download cost
of retrieving Wj. The download cost of retrieving W for a user specified amount of

deception d is given by,

1 . -
Dy = 7 (QLp + 2(2L)pec + 2L Eopmm> (8.49)
1+ 2e€
= 2E|M 8.50
2 4 om[M] (8:50)

where p,, is the probability of sending m dummy queries per each file requirement.

To minimize the download cost, we need to find the probability mass function (PMF)

of M which minimizes E[M] such that P(R = 1|6 = i) = a = 143@6 is satisfied for

any 7. Note that for any ¢, P(R = 1|0 = i) can be written as,

, = 1 1
m=0

where M is the random variable representing the number of dummy queries sent to

each database per file requirement. Thus, the following optimization problem needs
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to be solved, for a given €, that is a function of the given value of d,

min  E[M]

1 2
t. E = = Q. .H2
s.t [M—i—l] T e o (8.52)

The solution to this problem is given in Lemma [8.I] and the resulting minimum

download cost is given by,

|+ 2¢¢
D, = 11 ; + du — 2u(u + Da, (8.53)

where u = [1]. When d = 0, it follows that ¢ = 0 and « = 1, and the achievable

rate is %, which is the same as the PIR capacity for N =2 and K = 2.

8.4.2 Example 2: Three Databases and Three Files, N = K = 3

Similar to the previous example, the user sends real queries at time 7; and dummy
queries at times ¢;;, j € {1,..., M}, for each i € N, based on the probabilities
shown in Tables . The notation W7 in these tables correspond to the jth
segment of W;, where each file W; is divided into N — 1 = 2 segments of equal
size. Database n, n € {1,..., N}, only knows the overall probabilities of receiving

each query for each file requirement of the user shown in Table 8.6 These overall

probabilities which are calculated using,

P(Qn=Ql0=k)=P(Q,=Ql0 =k R=1)P(R=1|0 = k)
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+P(Q,=Q|0 =k R=0)P(R=0|0 =

where P(R = 1|0 = i) = a for any i = 1,2, 3, are the same for each database as the

scheme is symmetric across all databases.

query G| P(@n =010 =1) | P(Qu =010 =2) | P(Qu— 06 —3)
¢ pa pa po
Wi pa+3(1—a) pa pa
W pa+3(1—a) o o
W) pa pa+3(1—a) pa
W3 Pa pa+5(1—a) Pa
Wiy P a P a poz—l—%(l—oz)
W3 P Pa pa+35(1—a)
other queries P e pa

Table 8.6: Queries received by database n, n € {1,..., N}, at a given time ¢ for
each file requirement, and the corresponding probabilities.

The entry “other queries” in Table includes all queries that have sums of
two or three elements. Based on this available information, each database calcu-
lates the aposteriori probability of the user-required file index conditioned on each
received query Q using . Each query of the form W,ﬁ is an e-deceptive query
with respect to file k, where € is a function of the required amount of deception,
which is derived towards the end of this section. All other queries including the
null query and all sums of two or three elements are PIR queries. As all e-deceptive
queries must satisfy , the value of p' is given by p’ = pe, which results in
p = m, based on the same arguments used in the previous example. Using
and for any given deceptive query, the value of « is calculated as fol-

lows. Note that for a query of the form W,f, for each database n, n € {1,..., N},
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using P(0 = k)

1
7> We have

PO =FklQ.=W])
PO =0Q=W])  PQ.=Wi6=20

PQ,=Wllo=k pa+3(1-a)

= o

, (8.55)

2p(6261—1) —, using (8.55) and (8.13) by solving

The value of « is computed as o =

poH—%(l—Oé) — ee

pa

PQO=1,R=1) Database 1 Database 2 Database 3
p wy wy ¢
p wy ¢ wi
b o W11 W12
P Wi+ W} Wi+ W W)
P WE+ W} W W+ Wi
2 Wy Wi+ w) Wi+ W)}
P W+ W3 Wi+ W; W2
P Wi+ W3 W2 W+ W}
P W2 Wi+ w2 Wi+ W2
4 Wi+ Wy WP+ Wy W
P WE + Wy Wy Wi+ Wy
P 4% Wi+ Wi W2+ Wi
P Wi+ W3 Wi+ W3 W2
P WE+ W2 W2 W+ W2
P W2 Wi+ W2 W+ W2
P WL+ WL+ Wi | W2+ W+ Wl Wi+ Wy
P WE+ Wy + Wi W)+ W3 Wi+ Wy + W
P Wy + W, W+ Wy + Wi | W2+ W)+ Wi
P WL+ W3+ Wi | W2+ Wi+ Wi Wi+ W]
P WE+ W3+ W, W3+ W, Wi+ Wi+ W)
P W3+ W, W+ W2+ Wi | W2+ Wi+ Wi
4 W+ Wy + W3 | WE+ Wy 4+ W3 Wy + W3
P WP+ Wy + W3 Wy + W3 Wi+ Wy + W3
P W+ W2 Wh+ Wi+ W2 | W2+ W)+ W2
I W+ W5 + Wy | WP+ W3+ W3 W3 + W3
P WE+ W3+ W W3+ W2 W+ W3+ W;
P W2+ W2 W+ W24+ W2 | W2+ W2+ W2

Assume that the user wants to download W5 at some time T;. Then, at time

Table 8.7: Real query table — ;.
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P(Qf=1,R=0)|DB1| P(Qf=1,R=0) [ DB2| P(Qf =1,R=0) | DB 3
s S s S
3 Wy 5 Wy 5 Wy

Table 8.8: Dummy query table — Wj.

T;, the user picks a row of queries from Table based on the probabilities in the
first column, and sends them to each of the three databases. Note that correctness
is satisfied as it is possible to decode Wy from any row of Table [8.9] Next, the user
picks M future time instances t;;, j € {1,..., M}, and at each time ¢, ; the user
independently and randomly picks a row from Table [8.10[ and sends the queries to
the databases. This completes the scheme, and the value of M that minimizes the
download cost is calculated at the end of this example.

The databases make predictions with the received query at each time ¢, based
on the information available in Table . As the aposteriori probabilities P(0 =
k|Q, = Q) are proportional to the corresponding probabilities given by P(Q, =
Q|0 = k) from (8-31), the databases’ predictions (using (8.5))) and the corresponding
probabilities are shown in Table [8.13]

The probability of error for each type of query is calculated as follows. First,
consider the e-deceptive queries with respect to file k, given by Wg , 7 € {1,2}.
For these queries, the error probability from the perspective of database n, n €

{1,..., N}, is given by,

Plfy) # 01) = PO 3 KIQIT = W) (8.56)
3
= > PO =A@ = W) (8.57)
0=140#k
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~

Wi+ W)

Wi+ W, + Wy

P(Q#=2,R=1) Database 1 Database 2 Database 3

p W, w3 ¢

p W3 ¢ W,

p ¢ Wy w3
! Wi+ W} W+ W3 Wl
! W+ W2 Wi W+ Wi
/ Wi Wi+ W3 Wi+ W3
/ W2E+ W, Wi+ W; W2
/ Wi+ Wy W We + Wy
/ w2 W2E+ Wi W2E+ W2
/ Wy + Wy W3 + Wy W
/ W3+ Ws Wi Wy + Wy
! 4% W+ Wi W3+ Wi
/ Wl + W2 Wi+ W2 W2
/ W3+ W2 W2 W+ W2
! W2 W)+ W2 W3+ W2
! WL+ WL+ Wi | W+ W2+ Wl Wi+ Wy
! W+ W2+ Wws Wi+ Wy Wi+ Wy + Wi

Wi+ Wi+ W)

~

~

~

Wi+ W) + W3
Wi+ W3+ W3
Wi+ W3

Wi+ Wi+ W3
W+ W2
Wi+ W3+ W2

Wi+ W2
W+ Wy + W2
W+ W3+ W;

~

~

~

W2+ Wy + W,
WP+ W3+ Wy
WE+ W)

WE+ W3+ W)
WE+ Wi
Wi+ W)+ wl

Wi+ Wy
WE+ W)+ W)
WE+ Wi+ W)

~

~

gSESERSH ST SRS H SRR SRS S SRS B i SRS Js J iSSP e il b s s s s fias

WP+ Wy + W3
WE+ W3+ W2
W+ W2

Wi+ W5+ W
Wi+ W2
W2+ Wy + W2

We+ Wy
Wi+ Wy + W3
W+ W32+ W2

Table 8.9: Real query table — W5.

PQ0=2R=0)|DB1 | P(Q#=2R=0) | DB2]| P(QIf=2,R=0) | DB 3
S — L ——
2 Wy 2 Wy 2 Wy
Table 8.10: Dummy query table — W5.
Cirip D@ = WO = PO = ) (5.58)
) P =) |
1 2
= pe‘, (8.59)
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~

Wi+ w)

Wi+ Wy + Wy

P(Q#=3,R=1) Database 1 Database 2 Database 3
p W w3 ¢
p w3 ¢ w3
P ¢ Wy w3
! Wi+ Wy W+ W2 W
! Wi+ W2 Wi Wi+ Wi
/ Wi Wi+ Wi Wi+ Ws
/ Wi+ Wy Wi+ W2 W?
/ Wi+ W3 W W? + Wy
/ w2 W2+ W2 W2E+ Wi
/ Wy + Wy Wy + W3 W,
/ Wy + W3 Wi Wy + Wy
! 0% W+ Wi W+ W2
/ Wi+ Wi Wi+ W2 W2
/ W3+ W2 W2 W3+ Wi
! W2 W3+ Wj W3+ W2
! WL+ Wi+ Wi | Wi+ W)+ w2 Wi+ Wy
! Wi+ Wy + W2 W+ Wi Wi+ Wy + Wi

W+ Wy + W3

~

Wi+ Wy + Wi
WE+ Wy + W2
Wz + Wy

~

~

Wi+ Wy + W3
W2+ Wy
WE+ W)+ W)

Wi+ W,
WE+ W)+ W)
WE+ Wy + W2

~

W+ W3+ W,
Wi+ W3+ W3
Wi+ W3

~

~

Wi+ Wi+ W;
Wi+ w2
Wi+ Wi+ w)

Wl + w3
Wi+ Wi+ W)
W+ W3+ W

~

WP+ Ws + Wy
WE+ W3+ W2
WE+ W2

gSESERSH ST SRS H SRR SRS S SRS B i SRS Js J iSSP e il b s s s s fias

~

Wi+ W5+ W
Wi+ W3
W2+ Wi+ W,

We+ Wy
Wi+ W3+ Wy
W+ W32+ W2

Table 8.11: Real query table — Wj.

P(QIf=3,R=0) | DB1]| P(Q[f=3,R=0) | DB2]| P(Q|d =3,R=0) | DB 3
1 — T ——
2 w3 2 w3 2 w3

Table 8.12: Dummy query table — Wj.

where (8.56|) follows from the fact that the databases’ prediction on a received query

of the form W,ﬂ is file k£ with probability 1 from Table , and the probabilities in

(8.59) are obtained from real query tables as they correspond to queries sent at time

T;. Next, the probability of error corresponding to each of the the other queries,
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query Q Plls=1) | P(0
wi
Wy
W,
W3
Wy
W

other queries

[\
~
T
—
D
.
I
w
~~—

ol o o =| —| o] of®
I

Wi O O O O | —
NN Henl Neol Nen) Nan)

Table 8.13: Probabilities of each database predicting the user-required file in Ex-
ample 2.

i.e., PIR queries that include the null query and sums of two or three elements, is

given by,

P(égz‘} 4 Q[TJ)

— P(é[Ti] # Q[Tﬂ ng] _ Q) (860>
Z?zl Z;:Lm;,gj P(ém} =m, Il — 7, ng] _ Q)
) P =Q) (8.61)
_ Z?=1 Z?n:l,m;ﬁj P(é[m =m|o =3, Qg’] :@)P(QLT” :Q‘G[Ti] = )P0 = )
PQi"=Q)
(8.62)
2p if ~
1 3. Q=9
“PEIT=g) (8.63)

P(Qn"=Q)

2 if @ if of the form Y0, Wi for £ € {2,3}

where (8.63) follows from the fact that 67 is conditionally independent of 47
given @), from (8.5). The probability of error at each time T}, i € N, is the same,

as the scheme is identical at each T;, and across all file requirements. Therefore, the
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probability of error of each database’s prediction, using is given by,

P, = P(I £ 1) (8.64)
=Y P@Qu=Q)P({y" # 6™ (8.65)
QeQ
32 ] . %
= P n = W+ _ T et P n = “p
k:g Cn =W Lo gy T = P, =93
B 1 2pe€
+20P(Qn = Q)P(Qn —0) 3 (8.66)
= 4pe + % + 4031?66 (8.67)
52e€ + 2
“ 9B+ 1) (8.68)

where Q is the set of all queries and Q is a query of the form Zizl W,g for ¢ € {2,3}.

The resulting amount of deception is,

D:Pe_(1_1) 52t +2 2 A(e—1)

K) oGe+1) 3 e 1) (869)

Therefore, for a required amount of deception d < %, € is chosen as € = In (zu?i—t;l@) :
Without loss of generality, consider the cost of downloading W7, which is the

same as the expected download cost, as the scheme is symmetric across all file

retrievals,

1 3L 3L 1+ 12 3
D, =—-1|1r 2T Upet + 22 - = “E[M .
L L( X 3p + 5 X 24pet + mE:Op m) [T 57 +3 [M]  (8.70)

To find the scheme that achieves the minimum D; we need to find the minimum
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E[M] that satisfies P(R = 1|0 = i) = a = E[375] = 26‘;’&;3211, i.e., the following

optimization problem needs to be solved.

min  E[M]

—2¢ €
b E[ 1 } 3e (1 + 8e°)

= . 8.71
M+1 2+ e~2¢ 4 24e—¢ ( )

The solution to this problem is given in Lemma 8.1} The resulting minimum down-
load cost for a given value of €, i.e., required level of deception d, is given by,

D. 1412 3 3e72(1 + 8¢f)

Te S0 L P9y 1 -
I = Tige pu—ulutla), o=

(8.72)

where u = |[1]. When d = 0, it follows that ¢ = 0, @ = 1 and u = 1, and the

achievable rate is %, which is equal the PIR capacity for the case N =3, K = 3.

8.4.3 Generalized DIR Scheme for Arbitrary N and K

In the general DIR scheme proposed in this work, at each time 7;, + € N, when
the user requires to download some file Wy, the user sends a set of real queries to
each of the N databases. These queries are picked based on a certain probability
distribution, defined on all possible sets of real queries. For the same file requirement,
the user sends M dummy queries at future time instances t;;, j € {1,..., M},
where t;; > T;,. The dummy queries sent at each time ¢;; are randomly selected
from a subset of real queries. We assume that the databases are unaware of being

deceived, and treat both real and dummy queries the same when calculating their
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predictions on the user-required file index at each time they receive a query. The
overall probabilities of a given user sending each query for each file requirement is
known by the databases. However, the decomposition of these probabilities based
on whether each query is used as a real or a dummy query is not known by the
databases. It is also assumed that the databases only store the queries received at
the current time instance.

The main components of the general scheme include 1) N¥ possible sets of
real queries to be sent to the N databases for each file requirement and their prob-
abilities, 2) N — 1 possible sets of dummy queries and their probabilities, 3) overall
probabilities of sending each query for each of the K file requirements of the user.
Note that 1) and 2) are only known by the user while 3) is known by the databases.

As shown in the examples considered, the set of all possible real queries takes
the form of the queries in the probabilistic PIR scheme in Chapter [2/and [49], with a
non-uniform probability distribution unlike in PIR. The real query table used when

retrieving W, consists of the following queries:

1. Single blocks: W, is divided into N —1 parts, and each part is requested from
N —1 databases, while requesting nothing ¢ from the remaining database. All

cyclic shifts of these queries are considered in the real query table.

2. Sums of two blocks/Single block: One database is used to download VV},
le{l,...,N —1},j # k and each one in the rest of the N — 1 databases is
used to download W} + W} for each r € {1,..., N —1}. All cyclic shifts of

these queries are also considered as separate possible sets of queries.
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3. Sums of three/Two blocks: One database is used to download Wfll + I/Vf;,
U0 € {1,...,N — 1} and j; # jo» # k. Each one in the rest of the N — 1
databases is used to download I/V]lll + lej + W} for each r € {1,..., N — 1}.

All cyclic shifts of these queries are also considered as separate possible sets

of queries.

4. Sums of K/K — 1 blocks: The above process is repeated for all sums of

blocks until K/K — 1.

Out of the N¥ different sets of queries described above in the real query table, the
queries except ¢ in single blocks, i.e., queries of the form W, ¢ € {1,..., N — 1},
are chosen as e-deceptive ones with respect to file k, for each k € {1,..., K}, and
are included in the set of dummy queries sent to databases when the user-required
file index is k. The N —1 e-deceptive queries W[, r € {1,..., N —1}, corresponding
to the kth file requirement must guarantee the condition in (8.13). For that, we

assign,

P(Q,=W/|0=kR=1)=p, re{l,...,N—1} (8.73)

and

PQ,=W/|0=j,R=1)=pe, re{l,....N—-1}, j#k, (8.74)

for each database n, n € {1,..., N}. The rest of the queries, i.e., ¢ and sums of ¢
blocks where ¢ € {2,..., K}, are PIR queries in the proposed scheme. Note that
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the query ¢ is always coupled with the e-deceptive queries with respect to file index

k (required file) for correctness (see Tables 8.9, B-11). Thus, ¢ is assigned the

corresponding probability given by,

PQ.=¢l0=mR=1)=p, me{l,...,K}, ne{l,...,N}. (8.75)

Similarly, as the rest of the PIR queries are coupled with e-deceptive queries with
respect to file indices j, 7 # k, or with other PIR queries, they are assigned the

corresponding probability given by,

~

P(Q,=Q0=m,R=1)=pe’, me{l,...,K}, ne{l,...,N}, (8.76)

where Q is any PIR query in the form of f-sums with ¢ € {2,...,K}. Since the
probabilities of the real queries sent for each file requirement must add up to one,

ie., ZQGQ P(Q,=Q|0 =m,R=1)=1for each m € {1,...,K}, pis given by,

(8.77)

as there are N query sets in the real query table with probability p, and N¥ — N sets
with probability pe. Each e-deceptive query with respect to file index k is chosen
with equal probability to be sent to the databases as dummy queries at times ¢, ;

when the file requirement at the corresponding time 7; is Wy. Since there are N — 1
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deceptive queries,

1
p(@nzwﬂezk’R:o):m, re{l,...,N—1}. (8.78)

and
PQ,=W/0=jR=0)=0, ref{l,....N—1}, j#k (8.79)

for each database n, n € {1,...,N}. Therefore, for all e-deceptive queries with

respect to file index k of the form W}, the condition in (8.14) can be written as,

I
)

(8.80)

)
a+ smg(l—a)
thus,

_ 1 B N + (NK — N)es
CTON (e 1) +1 (N _1)ex 1 (NK —N)ec + 1’ (8.81)

1

M_+1} The information available to database n, n €

which characterizes a« = E [
{1,..., N}, is the overall probability of receiving each query for each file requirement

of the user P(Q,, = Q| = k), k € {1,..., K}, given by,

P(Qu=Ql0=k) = P(Q.=Ql0 =k R=1)P(R=1]0 = k)

|
S
=y
|
(@)
S~—
)
—
=
|
=
>
|
&y
~—~
o)
o
(0]
[\
N~—
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For e-deceptive queries with respect to file index k, i.e., Wk{, je{l,...,N—1}, the

overall probability in (8.82) from the perspective of database n, n € {1,..., N}, is

given by,
2e
: op+ % = wep@enevreEme (=K
P(Qu=Wjlo=1) = (8.83)
CYpeE = (N_l)(eQE—l)j-N'i‘(NK—N)EE’ 14 7£ k.

The probability of sending the null query ¢ to database n, n € {1,..., N}, for each

file-requirement k, k € {1,..., K}, is,

1

PQu=olf =k =or = @ - T N+ (WK = e (8.84)

For the rest of the PIR queries denoted by Q, i.e., queries of the form Z£=1 Wf
for ¢ € {2,..., K}, the overall probability in (8.82), known by each database n,

n € {1,..., N} for each file requirement k, k € {1,..., K} is given by,

€

A €

PQu=Ql0=k) =o' = oy r N (NE—Wjew &8D)

Based on the query received at a given time ¢, each database n, n € {1,..., N},
calculates the aposteriori probability of the user-required file index being k, k €

{1,..., K}, using,

PO =KQ, = 0) = (@ :Pcig ::%]; 6=k (8.86)
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Since we assume uniform priors, i.e., P(0 = k) = & for all k € {1,..., K},
the posteriors are directly proportional to P(Q,, = Q|9 = k) for each Q. Therefore,
the databases predict the user-required file index for each query received using
and —. For example, when the query W is received, it is clear that the
maximum P(6 = k|@Q,, = W}) in (8.5) is obtained for k = 1 from and ({8.86).
The prediction corresponding to any query received is given in Table[S.14] along with
the corresponding probability of choosing the given prediction.ﬂ

Based on the information in Table [8.14) the probability of error when a

database n, n € {1,..., N}, receives the query W/ at some time T; is given by,
Pllyy # 0%1) = PO £ KIQI = W) (8.87)
K
= > PO = Qi = wy) (8.88)
j=1,j#k
_ it P = WO = PO = ) 5.59)
P@F =) |
kb (K1) (8.90)
P(Q = W)

where (8.90) follows from the fact that the user sends real queries based on the
probabilities P(Q,, = Q|f = k, R = 1) at time T}.

For all other queries Q, the corresponding probability of error is given by,

QY = Q) (8.91)

P(égz‘] £ Q[Ti]) — P(é[Ti} £ L]

5The superscript j in the first column of Table corresponds to any index in the set
(... N—1}.
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query @ | P(0p=1) | P(05=2) | P(65 = 3) P(0y = K)
Wi 1 0 0 0
W 0 1 0 0
W 0 0 1 0
Wi, 0 0 0 1
other queries = = = =

Table 8.14: Probabilities of each database predicting the user-required file.

X Yoy PO = m 1) = 5.Q0" =Q)

= (8.92)
P =Q)
_ ij?:l Zgzl,m;ﬁj P (1T = |17 = 5, Qﬂm :Q)P(Q?]:Qmm]:j)p(gm]:j)
PQ=Q)
(8.93)
! Uk it Q=0
P( n :Q) (K*l)pe€

if Q of the form Z§=1 VVZJS, tef{2,...,K}

K Y

where (8.94)) follows from the fact that 671 is conditionally independent of 617! given

Q@ from (8.5). The probability of error of each database’s prediction is given by,

P. = P = Q)P@™ # gM|Q" = Q) (8.95)
¢
) K N71P - ~Lpe‘(K — 1) i M
; = (@ = W) P =Wy e ¢)P(QLT =9
A w (K= 1)pes
NE 1 - K(N-1)PPQM = Q)&E—_"— 8.96
+ ( ( ) P(P(Q,, Q>P(Q£f”=@)) (8.96)
— pes(K — 1)(N = 1) + <K[_(1)p L K= 1)pee(NKI; L= KWN=D) (597
(K=D)L + e (N —1)) (8.98)

K(N + (NK = N)ee)
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where Q in (8.96) represents the queries of the form Z§=1 WZJS for 0 € {2,...,K}.
Note that P( Bl = Q) is the same for each Q as P(Qgi] = Q|0 = j) = pe* for each
Q and all j € {1,..., K} from (8.76)). Thus, the amount of deception achieved by

this scheme for a given € is given by,

1 (K —1)(N —=1)(ec—1)
D=P,—(1——|= . )
< K> KNV + (NK — N)e) (8.99)
Therefore, for a required amount of deception d, satisfying d < %, the value
of € must be chosen as,
dKN + (K —1)(N -1
e=1In all I ) : (8.100)
dKN + (K —1)(N —1) —dKNK
The download cost of the general scheme is,
1 K . NL NL
DL_Z (NpL+(N — N)pe N1 —I—N_lE[M]) (8.101)
N(NK - N) | N
D, = Np + Tpe + (m) E[M] (8.102)
N 1
Dy = 1-— E[M] ] . 8.103
L N—l( N (NK = N)er Bl ]> (8.103)

Following optimization problem needs to be solved to minimize the download cost

while satisfying o = ¢ N+ (NE—N)et from (8.51]),

N—1)e2¢+(NK—N)ec+1"

N+ (NK — N)e

M+1} (N —1)e* + (NK —Nyee + 1 (8.104)
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Lemma 8.1 The solution to the optimization problem in (8.104) is given by,

E[M] = 2u — u(u + 1)a, (8.105)

where u = [éj for a given wvalue of «, which is specified by the required level of

deception d.

The proof of Lemma [8.1] is given in the Appendix. The minimum download
cost for the general case with N databases, K files and a deception requirement d,
is obtained by (8.103]) and (8.105)). The corresponding maximum achievable rate is

given in (7.3)).

8.5 Conclusions

We introduced the problem of deceptive information retrieval (DIR), in which a user
retrieves a file from a set of independent files stored in multiple databases, while
revealing fake information about the required file to the databases, which makes the
probability of error of the databases’ prediction on the user-required file index high.
The proposed scheme achieves rates lower than the PIR capacity when the required
level of deception is positive, as it sends dummy queries at distinct time instances to
deceive the databases. When the required level of deception is zero, the achievable
DIR rate is the same as the PIR capacity.

The probability of error of the databases’ prediction on the user-required file
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index is calculated at the time of the user’s requirement, as defined in Section [8.2]
In the proposed scheme, the user sends dummy queries at other (future) time in-
stances as well. As the databases are unaware of being deceived, and are unable to
distinguish between the times corresponding to real and dummy queries, they make
predictions on the user-required file indices every time a query is received. Note
that whenever a query of the form WY is received, the databases prediction is going
to be § = k from Table . Although this is an incorrect prediction with high
probability at times corresponding to user’s real requirements, these predictions are
correct when WY is used as a dummy query, as W} is only sent as a dummy query
when the user requires to download file k. However, the databases are only able to
obtain these correct predictions at future time instances, after which the user has
already downloaded the required file while also deceiving the databases.

The reason for the requirement of the time dimension is also explained as
follows. An alternative approach to using the time dimension is to select a subset
of databases to send the dummy queries and to send the real queries to rest of the
databases. As explained above, whenever a database receives a query of the form W}
as a dummy query, the database predicts the user-required file correctly. Therefore,
this approach leaks information about the required file to a subset of databases,
right at the time of the retrieval, while deceiving the rest. Hence, to deceive all
databases at the time of retrieval, we exploit the time dimension that is naturally
present in information retrieval applications that are time-sensitive.

A potential future direction of this work is an analysis on the time dimension.
Note that in this work we assume that the databases do not keep track of the previous
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queries and only store the information corresponding to the current time instance.
Therefore, as long as the dummy queries are sent at distinct time instances that are
also different from the time of the user’s requirement, the calculations presented in
this chapter are valid. An extension of basic DIR can be formulated by assuming
that the databases keep track of all queries received and their time stamps. This
imposes additional constraints on the problem as the databases now have extra
information along the time dimension, which requires the scheme to choose the time
instances at which the dummy queries are sent, in such a way that they do not leak
any information about the existence of the two types (real and dummy) queries.
Another direction is to incorporate the freshness and age of information into DIR,
where the user may trade the age of the required file for a reduced download cost,

by making use of the previous dummy downloads present in DIR.

8.6 Appendix

8.6.1 Proof of Lemma 8.1

Proof: The solution to the optimization problem in (8.104)) for the general case with

N databases and K files is as follows. The optimization problem in (8.104]), for a re-

N+(NK—N)ec
(N—1)e2¢+(NK—-N)ec+1

quired amount of deception d and the corresponding € with o =

is given by,
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m=0
> pm=1
m=0
pm >0, med{0,1,...}. (8.106)

We need to determine the optimum PMF of M that minimizes E[M] while
satisfying the given condition. The Lagrangian L of this optimization problem is
given by,

L: Zmpm+)‘1 (Z (ﬁ)pm_a> +)\2 (me_ 1) - Zumpm
m=0 m=0 m=0

m=0

(8.107)

Then, the following set of equations need to be solved to find the minimum E[M],

oL 1
— = M| —— A2 — b = 0, 0,1,... 8.108
Opn, m + 1<m+1)+ 2 — m € { } ( )
f’: L Pm = Q (8.109)
= \m+1
> pm=1 (8.110)
m=0
pmpPm =0, me{0,1,...} (8.111)
L, P >0, m € {0,1,...}. (8.112)

Case 1: Assume that the PMF of M contains at most two non-zero probabili-

ties, i.e., po,p1 > 0and p; = 0,4 € {2,3,...}. Then, the conditions in (8.108))-({8.112))
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are simplified as,

oL
=M+ —pu=0
Opo
oL 1
— =M+ A= =1
op, 2 1+ A2 — 1y
1
Po+§p1—&
po+pr=1
topo = 0
pr =0

Hos 1, Po, 1 = 0.

From (8.115)) and (8.116|) we obtain,

po+ (1 —po) =«

and thus,

po = 2a — 1, p1 =2 — 2a,

(8.113)
(8.114)

(8.115)
(8.116)
(8.117)
(8.118)

(8.119)

(8.120)

(8.121)

which along with (8.119) implies that this solution is only valid for % < a < 1. The

corresponding optimum value of E[M] is given by,

E[M] =1—-py=2—2a,

N
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Case 2: Now consider the case where at most three probabilities of the PMF

of M are allowed to be non-zero. i.e., pg,p1,p2 > 0 and p; =0, € {3,4,...}. The

set of conditions in (8.108)-(8.112)) for this case is,

oL 1
8pm m—+ A\ (m+1)+)\2 Mo, 0, me{O, , }

UmPm =0, m €{0,1,2}

Lo, Pm > 0,  m € {0,1,2}.

The set of conditions in (8.123))-(8.127]) can be written in a matrix form as,

A1

— _)\2 -

11 -1 0 0 000 0
Ho

1 0 -1 0 000 -1
M1

1.0 0 —-1000 = -2
2

00 0 0 0 111 o
Po

00 0 0 0 111 1

L I, |
P2

(8.123)

(8.124)

(8.125)

(8.126)

(8.127)

(8.128)

Three of the above eight variables, i.e., either u; or p; for each i, are always zero

according to (8.126)). We consider all choices of {;, p;} pairs such that one element

338



of the pair is equal to zero, and the other one is a positive variable, and solve the
system for the non-zero variables. Then we calculate the resulting E[M], along with
the corresponding regions of u for which the solutions are applicable. For each region
of u, we find the solution to that results in the minimum E[M]. Based on
this process, the optimum values of p;, i € {0, 1,2}, the corresponding ranges of u

and the minimum values of E[M] are given in Table

range of « Do D1 P2 E[M]
;<a<;| 0 |6a—2]3—06a|4—6a
s5<a<l|2a—1[2-2a] 0 [2-2a

Table 8.15: Solution to Case 2: Optimum PMF of M, valid ranges of @ and minimum
As an example, consider the calculations corresponding to the case where
o > 0, 1 = pe = 0 which implies py = 0, p;,p2 > 0. Note that for this case,

(8.128]) simplifies to,

_1 1—100- -)\1- _0_
10 0 0] |X ~1
L1 0 0 0| |p| = |-2| (8.129)
0 0 O % % p1 «
00 0 1 1| |ps 1

The values of p; and ps, from the solution of the above system, and the corresponding
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range of a, from (8.127)), along with the resulting E[M] are given by,

E[M] = 4 — 6a. (8.130)

W =
N | —

p1=6a—2, py=3—06q,

Case 3: At most four non-zero elements of the PMF of M are considered

in this case, i.e., po,p1,p2,p3 > 0 and p; = 0, 7 € {4,5,...}. The conditions in

(8.108])-(8.112)) can be written in a matrix form as,

_Al_
A2
_11—1 0 0 0 0000_ 1o _0_
1.0 =1 0 0 000 0f [m ~1
110 0 -1 0 00 0 0f |p —2
= . (8.131)
110 0 0 —-100 0 Of |us -3
00 0 0 0 0 1% 3 Il |p a
00 0 0 0 0 111 1f|p 1
P2
_pg_

Using the same method described in Case 2, the optimum values of p;, ¢ € {0, 1,2, 3},
corresponding ranges of o and the resulting minimum E[M] for Case 3 are given in
Table R.16l

Case 4: At most five non-zero elements of the PMF of M are considered in

this case, i.e., po,p1, P2, p3,p4 > 0 and p; = 0, ¢ € {5,6,...}. The conditions in
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range of « Do 1 D2 D3 E[M]
T<a<i] 0 0 |12a—-3[4—-12a|6—120
s<a<s;| 0 [|6a—2] 3—6a 0 4 — 6o
5<a<1l|2a-1[2-2a 0 0 2 — 20

Table 8.16: Solution to Case 3: Optimum PMF of M, valid ranges of @ and minimum

E[M].

(8.108])-(8.112)) can be written in a matrix form as,

_1 1 -1 0 0
1 0 -1 0
s 1 0 0 -1
10 0 0
1.0 0 0
0 0 0 0
0 0 0 0

Wl

=
(S

A

Ho
H1
2
H3
Ha
Po
p1
P2

b3

D4

(8.132)

Using the same method as before, the optimum values of p;, i € {0,1,2,3,4},

the corresponding ranges of o and the resulting minimum E[M] for Case 4 are given

in Table [R.1T

Note that the PMF of M and the resulting E[M] are the same for a given
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range of a Po P1 P2 D3 Py E[M]
1<a<i| 0 0 0 200 —4 [ 5 — 20ar | 8 — 20
1<a<i| 0 0 [120-3[4-120 0 6 — 12a
:<a<;| 0 [6a—2] 3—6a 0 0 4 — 6o
s;<a<l|2a—-1[2-2a 0 0 0 2 —2a

Table 8.17: Solution to Case 4: Optimum PMF of M, valid ranges of & and minimum

« in all cases (see Tables 8.17) irrespective of the support of the PMF of M
considered. Therefore, we observe from the above cases that, for a given « in the

< a < ¢, E[M] is minimized when the PMF of M is such that,

pe,pe—1 >0, and p; =0 for i € ZT\ {£,4 — 1}, (8.133)
which requires p, and p,_1 to satisfy,
Do+ per =1 (8.134)
1 1 1
E =pr— 11— =a. 8.135
[M+J] P ey T (8.135)

Therefore, for a given « in the range @%1 <a< %, the optimum PMF of M and the

resulting minimum E[M] are given by,
pe=L+1)(1—="La), pr1=0{4+1)a-1),

E[M] =20 — al({ +1). (8.136)
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CHAPTER 9

Conclusions

In this dissertation, we used information and coding theoretic tools to achieve user-
privacy in information retrieval and transmission. We first considered the problem
of PIR, extended the concepts to PRUW, which has applications in distributed
learning, and further extended beyond privacy to deception in DIR.

In Chapter [2 we investigated the problem of semantic PIR, where the mes-
sages in the classical PIR setting are allowed to have different semantics such as
different message sizes and arbitrary popularity profiles. The goal of this work was
to investigate how the different semantics in a given practical PIR setting can be
exploited to improve the corresponding classical PIR rate. As the main result of
this work, we characterized the capacity of semantic PIR with achievable schemes
and a converse proof. This result implies that the semantic PIR capacity is equal
to the classical PIR capacity if all messages are equal in size irrespective of the
popularity profile. We derived a necessary and sufficient condition for the semantic
PIR capacity to exceed the classical PIR capacity. In particular, if the longer mes-

sages are retrieved more often, there is a strict retrieval rate gain from exploiting
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the message semantics. Furthermore, the results show that for all message sizes and
priors, the semantic PIR capacity exceeds the achievable rate of classical PIR with
zero-padding, which zero-pads all messages to equalize their sizes. The extensions
of semantic PIR to coded databases and colluding databases were also analyzed
separately, where the complete characterizations of the capacities of the two cases
were presented along with the corresponding optimal schemes.

In Chapters we investigated the problem of PRUW in relation to private
FSL. In Chapter [3, we provided a basic PRUW scheme that performs private FSL
by only downloading and uploading twice as many bits as the size of a submodel.
This scheme achieves the lowest known total communication cost thus far for FSL
that guarantees information-theoretic privacy of users. The basic scheme was ex-
tended to private FSL with top r sparsification in Chapter {4, which further reduces
the reading and writing costs to ~ 2r times the size of a submodel, where r is
the sparsification rate, typically in the range of 1072 to 1073, while guaranteeing
information-theoretic privacy of the updating submodel index, the values of the
sparse updates, and the positions of the sparse updates. This is achieved using
a permutation technique which is based on Shannon’s one time pad theorem and
certain properties of Lagrange polynomials.

In Chapter |5, we considered random sparsification in private FSL. The prob-
lem setting was formulated in terms of a rate-distortion characterization, and the
resulting asymptotic normalized reading and writing costs are both equal to ~ 2r,
where r = 1 — D, where D is the distortion allowed in the corresponding phase, i.e.,

a linear rate-distortion relation is achievable in PRUW. Random sparsification out-

344



performs (or performs equally) top r sparsification in terms of the communication
cost when similar sparsification rates are considered. However, random sparsifica-
tion may not be as effective as top r sparsification since it does not capture the
most significant variations of the gradients in the stochastic gradient descent (SGD)
process of the underlying learning task. This may have an adverse effect on the
accuracy and the convergence time of the model.

The ideas of PRUW were extended to private FL with top r sparsification in
Chapter [0 where the privacy concern is only on the values and the positions of the
sparse updates/parameters. We proposed four schemes with different properties to
perform FL with top r sparsification without revealing the values or the positions
of the sparse updates/parameters to the databases. The schemes follow the same
permutation technique introduced in Chapter [4] which requires a large storage space
in FL due to the large model sizes. To this end, we generalized the schemes to incur
a reduced storage cost at the expense of a certain amount of information leakage,
using a model segmentation mechanism. Furthermore, we introduced single-stage
and two-stage permutation techniques to control the information leakage, based
on the user’s requirements. In general, we characterized the trade-off between the
communication cost, storage complexity and information leakage in private FL with
top r sparsification.

In Chapter [7, we considered the problem of information-theoretically private
FSL with storage constrained databases. In this work, we provided a storage mech-
anism and a PRUW scheme that efficiently utilizes the available storage in the

databases for any given set of arbitrary storage constraints, while achieving the
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minimum total communication cost within the algorithm. The storage mechanism
combines MDS coding and submodel division, which proves to be more effective
in terms of the communication cost compared to what is achieved with MDS cod-
ing and submodel division individually. We provided different achievable schemes
for homogeneous and heterogeneous storage constraints. The scheme proposed for
heterogeneous constraints is based on finding the optimum MDS codes and the
respective fractions of submodels stored using them for a given set of arbitrary
storage constraints, while guaranteeing the information-theoretic privacy of the up-
dating submodel index and the values of the updates. For homogeneous storage
constraints, the proposed scheme characterizes the minimum achievable costs within
the algorithm for any given constraint using the lower convex hull boundary of a set
of achievable (constraint, cost) pairs determined by the scheme itself.

In Chapter [§, we introduced the problem of DIR, in which a user downloads a
required file out of multiple files stored in a system of databases, while deceiving the
databases by revealing fake information (information about a different file) about
the user-required file index. We proposed a scheme that performs DIR for a given
level of deception required, with the goal of minimizing the download cost, which
makes use of the time-dimension present in the problem setting. The proposed
scheme achieves a rate that decreases with increasing amount of deception required,
and achieves the PIR capacity when the required level of deception is zero. In this
work, we assume that the databases only keep track of the current information. A
potential future direction would be to relax this assumption and carry out a privacy

analysis when the databases have access to past data as well. This may open up
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new problems introducing freshness and age of information into DIR.

The contents of Chapter [2] are published in [108-110], Chapter [3|in [111}[112],
Chapter [4] in [111][113], Chapter [f in [111}[114], Chapter [6] in [115-117], Chapter
in [118-120] and Chapter [§]in [121].
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