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Gaussian wireless channels are studied under two forms of security attacks: (i) the
jamming attack, where the adversary is active and transmits corruptive signal, but
is not interested in the content of the communication, (ii) the eavesdropping attack,
where the adversary is passive and overhears the communication and tries to obtain
the message that has been transmitted.

The active attack is studied in a multi-user setting. The behavior of two users and
one jammer in an additive white Gaussian channel (AWGN) with and without fading
is investigated, when they participate in a non-cooperative zero-sum game, with the
channel’s input /output mutual information as the objective function. We assume that
the jammer can eavesdrop the channel and can use the information obtained to per-
form correlated jamming. We also differentiate between the availability of perfect and
noisy information about the user signals at the jammer. Under various assumptions
on the channel characteristics, and the extent of channel state information available

at the users and the jammer, we show the existence, or otherwise non-existence of a si-



multaneously optimal set of strategies for the users and the jammer, and characterize
those strategies whenever they exist.

For the passive eavesdropping attack, we study multiple-input multiple-output
(MIMO) AWGN channels. We first consider a multiple-input single-output (MISO)
channel, where the transmitter has multiple antennas, while the receiver and the
eavesdropper have single antennas each. We find achievable rates for this channel.
With the channel input restricted to Gaussian signalling with no pre-processing of
information, optimal transmission strategies that maximize the achievable secrecy
rates are found, in terms of the input covariance matrices. It is shown that, under the
optimal communication strategy, the system reduces to a single-input single-output
(SISO) channel. We then extend the achievability results to fading Gaussian MISO
channels. Finally, as a step toward generalizing the problem to one with multiple
antennas at the receiver, we discuss the Gaussian 2-2-1 channel with a transmitter
and a receiver with two antennas each, and a single antenna eavesdropper. We develop
an achievability scheme similar to those of the SISO and MISO channels, and further

show that in fact, it achieves the secrecy capacity of this 2-2-1 channel.



Signalling and Resource Allocation for
Secure Communication in Gaussian Wireless Channels

by

Shabnam Shafiee

Dissertation submitted to the Faculty of the Graduate School of the
University of Maryland, College Park in partial fulfillment
of the requirements for the degree of

Doctor of Philosophy
2008

Advisory Committee:

Professor Sennur Ulukusg, Chair/Advisor
Professor Prakash Narayan

Professor Richard La

Professor Steven Tretter

Professor Lawrence Washington



(© Copyright by
Shabnam Shafiee
2008



DEDICATION

To my parents Kobra Noori and Ali-Mohammad Shafiee.

i



ACKNOWLEDGMENTS

Finishing this journey has been very special in many ways. My whole life has
dramatically changed since I started this program, and looking back at the years,
it would have not been possible if the following people had not given me their best
support.

First and foremost, I would like to thank my advisor, Professor Sennur Ulukus.
She introduced me to the fascinating field of wireless communication, and gave me
the opportunity to work on very interesting problems in this field. I really appreciate
the time and attention she gave me which was always beyond my expectation.

I would like to thank my committee members, Professor Narayan, Professor La,
Professor Tretter and Professor Washington for their time and valuable feedbacks. I
would like to thank the faculty and staff of the department of electrical and computer
engineering and the institute for systems research for their constant support and help.

During my studies, I had the opportunity of having fruitful discussions with some
of my friends in my adviser’s group and beyond. I thank them all. I am specially
thankful to Dr. Behzad Samadi and Dr. Nan Liu.

I am grateful for the invaluable support I have received from my many dearest
friends, specially Shabnam Javid, Melody Djam, Dr. Azadeh Faridi, Dr. Nasim
Vakili, Dr. Amirali Sharifi, and Dr. Ali Dadpay.

My sincere gratitude goes to my parents and siblings for all they gave me through-

1l



out. I owe everything to my mother’s unconditional love, and the undoubted trust
she has always had in me. Words are short in describing what she has given me, and

what I feel for her.

v



TABLE OF CONTENTS

List of Figures

1 Introduction

vil

2 Mutual Information Games in Multi-user Channels with Correlated Jamming 5

2.1 System Model . . . . . . ...
2.2 Jamming in Non-fading Multi-user AWGN Channels . . .. .. ...
2.2.1 Jamming with Complete Information . . . . . . . .. ... ..
2.2.2 Jamming with Eavesdropping Information . . . . ... .. ..
2.3 Jamming in Fading Multi-user AWGN Channels . . . . . .. .. ...
2.3.1 No CSI at the Transmitters . . . . . . ... .. .. ... ...
2.3.2  Uncorrelated Jamming with CSI at the Transmitters . . . . .
2.3.3 Correlated Jamming with CSI at the Transmitters . . . . . . .

2.4 Summary and Conclusions . . . . . . .. .. .. ... ... .. ...

3 Achievable Rates in Gaussian MISO Channels with Secrecy Constraints
3.1 System model . . . . ...
3.2 Non-fading Eavesdropper Channel . . . . . . . ... .. ... .. ...
3.3 Fading Eavesdropper Channel . . . . . . . . ... ... ... .....

3.4 Summary and Conclusions . . . . . . . . . ... ... ... .. .. ..

4 Secrecy Capacity of the Gaussian 2-2-1 MIMO Wire-tap Channel

4.1 System Model . . . . . . . ...

7

10

10

17

25

26

29

37

50

54

o6

61

68

70



4.2  An Achievable Scheme . . . . . . . ... 74

4.3 A Tight Upper Bound . . . . .. ... ... ... ... ........ 79
4.4 Summary and Conclusions . . . . . . .. .. ..o 87
4.5 Appendix . ... 89
5 Conclusions 93
Bibliography 95

vi



2.1

2.2

2.3

24

2.5

2.6

2.7

2.8

3.1

3.2

3.3

4.1

LIST OF FIGURES

A communication system with two users and one jammer. . . . . . . 8

Jamming decision regions when v =1, P, = 10, P, = 5, P; = 5 and

An interpretation of a communication system with two users and one
jammer with eavesdropping information. . . . . . ... ... ... .. 21
SNR as a function of h; when hy = g1 = go = v = 1 and the powers
are P, = Py = P; = 0% = 1, for the cases when the jammer has full
information and when it has eavesdropping information. . . . . . .. 25
P(h) and J(h) for E[P(h)] =10, E[J(h)] =5 and 6%, =1. .. .. .. 36
User /jammer transmission regions in uncorrelated jamming with CSI. 38
Jammer best response power allocation in correlated jamming with CSI. 43
Max-min user power allocation and the corresponding jammer best

response power allocation in correlated jamming with CSI. . . . . . . 45

A communication system with a multi-antenna transmitter, and a

single-antenna receiver and eavesdropper. . . . . .. ... ... L. 55
Rg as a function of A\, when + is exponential with parameter « = .01. 68
Rg as a function of A\, when v is exponential with parameter « =.1. . 69

A communication system with a transmitter and a receiver each with

two antennas, and a single-antenna eavesdropper. . . . . . . . . . .. 73

vii



Chapter 1

Introduction

What makes wireless communication attractive compared to wired communica-
tion comes at many fundamental costs. The inherent openness of wireless commu-
nications makes it vulnerable to eavesdropping and jamming attacks. An adversary
can overhear the ongoing communication by setting up an antenna, or can jam the
communication signal by transmitting a corruptive signal in the open wireless media.
As fast and aggressive as the wireless technology is growing in all aspects of human
life, it becomes crucial to address this vulnerability through secure communications.
The two aforementioned kinds of attacks, jamming and eavesdropping attacks, are of
different nature, and the information theoretic modeling and study of them proves to
be substantially different.

To study the jamming attack, we adopt a game theoretic formulation as in [1], [2]
and [3]. We consider a multi-user AWGN subject to correlated jamming. We find the
best transmitter/jammer strategies when the users and the jammer participate in a
zero-sum game. The game objective to be minimized by the jammer and maximized
by the users, is the channel input-output mutual information. Both the users and the

jammer are assumed to be power constrained. The jammer can have full or partial



knowledge of the transmitted signal which may be obtained through eavesdropping.
In the non-fading channel, we show that the game has a saddle point solution which is
Gaussian signalling for the users, and linear jamming for the jammer. Here we define
linear jamming as employing a linear combination of the available information about
the user signals plus Gaussian noise, where the available information is the user signals
in the case of perfect information, and a noisy version of a linear combination of the
user signals in the case of eavesdropping. We show that the power that the jammer
allocates for jamming each user’s signal is proportional to that user’s power. We
then assume that the user channels are subject to fading. We assume the possibility
of the jammer gaining information about the user channel states by eavesdropping
on the channel state feedback from the receiver to the users. We show that if the
jammer is not aware of the user channel states, it would disregard its eavesdropping
information and only transmit Gaussian noise. If the jammer knows the user channel
states but does not have information of the user signals, the game has a solution
which is characterized as Gaussian signalling and linear jamming at each channel
state, together with the optimal user and jammer power allocation strategies over the
channel states. The optimal power allocations in this case are such that, only one
user transmits during any given channel state. If the jammer knows the user channel
states and the user signals, the game does not always have a saddle point solution,
in which case, we characterize the max-min user strategies, and the corresponding
jammer best response. The max-min user strategy corresponds to the user’s best
move, in a situation where the user chooses its strategy only once, and after the user

chooses its strategy, the jammer can observe it and choose the corresponding best



jamming. Our results on the jamming attack are published in [4], [5], and [6].

To study the passive attack, we follow Wyner’s information theoretic formulation
in [7] where an unauthorized wire-tapper is eavesdropping the ongoing communica-
tion. The measure of secrecy is the message equivocation rate at the wire-tapper,
which is defined as the entropy of the message at the wire-tapper, given its obser-
vation. We first consider a Gaussian MISO channel under various assumptions on
the channel attenuations. When the channel attenuations are constants, known to
all parties, we characterize the maximum secrecy rate achievable through Gaussian
signalling, and show that the Gaussian signalling that achieves the best secrecy rate is
of beam-forming nature. The secrecy rate found here for the Gaussian MISO wire-tap
channel is later shown to actually be the secrecy capacity of this channel [8,9]. We
then study the Gaussian MISO channel when the eavesdropping channel experiences
fading. We characterize achievable secrecy rates through Gaussian signalling. It is
shown that, when the eavesdropping channel experiences fading, the optimal Gaus-
sian signalling has a unit-rank covariance matrix, and therefore, the system reduces
to a SISO channel. We identify conditions under which, positive secrecy rates are
achievable. Finally, we consider a Gaussian MIMO channel where both the trans-
mitter and the receiver have two antennas each, and the eavesdropper has a single
antenna. We call this channel the Gaussian 2-2-1 MIMO wire-tap channel. We find
the secrecy capacity in two steps: we first propose an achievable scheme, which is a
Gaussian signalling scheme with no pre-processing of information, and then, we de-
velop a tight upper bound that meets the rate achieved with our proposed signalling

scheme. The techniques that we develop are specific to the Gaussian 2-2-1 channel,



and whether they can be used for the general m-n-k channel is unclear. We first show
that the optimal Gaussian signalling scheme has a unit-rank transmit covariance ma-
trix, hence with Gaussian signalling, beam-forming is optimal. Then, we consider a
channel where the eavesdropper’s signal is given to the receiver. The secrecy capacity
of this channel is an upper bound to the secrecy capacity of the original channel. We
tighten this bound by allowing correlation between the additive noises of the receiver
and the eavesdropper. For a certain such correlation, we prove that the optimal
Gaussian signalling is unit-rank in this upper bound also. We then evaluate our up-
per bound and show that it meets the rate achievable with our proposed signalling

scheme. Our results on the eavesdropping attack are published in [10], [11], and [12].



Chapter 2
Mutual Information Games in Multi-user Channels with

Correlated Jamming

Correlated jamming refers to jamming with full or partial knowledge of the signal
to be jammed. Correlated jamming has been studied in the information-theoretic
context under various assumptions on the channel model [1-3]. In [1] the best trans-
mitter /jammer strategies are found for an AWGN channel with one user and one
jammer who participate in a two person zero-sum game. The game objective to be
minimized by the jammer and maximized by the user is the channel input-output mu-
tual information. Both the user and the jammer are power constrained. The jammer
can have full or partial knowledge of the transmitted signal which may be obtained
through eavesdropping. In [2], the problem is extended to a single-user fading channel
where the transmitter and the receiver each have multiple antennas (MIMO channel),
and it is assumed that the jammer has full knowledge of the user signal. This model
has been further extended in [3] to consider fading in the jamming channel; the chan-
nel between the jammer and the receiver. In [3] various assumptions are made on the

availability of the user channel state at the user, and the jamming channel state at



the jammer.

Here, we extend the previous results to a multi-user AWGN channel subject to
correlated jamming. As it is customary, without loss of generality and to avoid un-
necessary details, we consider a system of two users and one jammer who has full or
partial knowledge of the user signals through eavesdropping, and examine the exis-
tence of optimum user and jammer strategies towards achieving maximum channel
input/output mutual information. In the non-fading two user AWGN channel, we
show that the game has a solution which is Gaussian signalling for the users, and
linear jamming for the jammer. Here we define linear jamming as employing a linear
combination of the available information about the user signals plus Gaussian noise,
where the available information is the user signals in the case of perfect information,
and a noisy version of a linear combination of the user signals in the case of eaves-
dropping. We show that the power that the jammer allocates for jamming each user’s
signal is proportional to that user’s power.

We then assume that the user channels are subject to fading. As opposed to
[3], where the user channel states could only be known at the users, we assume
the possibility of the jammer gaining information about the user channel states by
eavesdropping on the channel state feedback from the receiver to the users. We show
that if the jammer is not aware of the user channel states, it would disregard its
eavesdropping information and only transmit Gaussian noise. If the jammer knows
the user channel states but does not have information of the user signals, the game has
a solution which is characterized as Gaussian signalling and linear jamming at each

channel state, together with the optimal user and jammer power allocation strategies



over the channel states. The optimal power allocations in this case are such that,
only one user transmits during any given channel state. If the jammer knows the
user channel states and the user signals, the game does not always have a saddle
point solution, in which case, we characterize the max-min user strategies, and the
corresponding jammer best response. The max-min user strategy corresponds to the
user’s best move, in a situation where the user chooses its strategy only once, and after
the user chooses its strategy, the jammer can observe it and choose the corresponding
best jamming. Note that if the game had a solution, max-min and min-max strategies
would have been the same, and would have also been the same as the game saddle
point solution.

Whenever the jamming mutual information game is concerned, and only then,
the term capacity refers to the channel’s information capacity, which is defined as the
channel’s maximum input/output mutual information, maximized over the choice of
the channel input distributions [13]. For channels with known statistics and behavior,
this definition coincides with the amount of information that can be reliably trans-
mitted over the channel. Here though, this definition does not have such operational

meaning.

2.1 System Model

Figure 2.1 shows a communication system with two users and one jammer. We
consider several different settings based on the channel characteristics and the jam-

mer’s information. In the absence of fading, the attenuations of the user channels are



JAMMER

USER 1 > RECEIVER

USER 2
Figure 2.1: A communication system with two users and one jammer.
known to everyone. Therefore, we can assume that the attenuations are scalars. The

AWGN channel with two users and one jammer is modelled as

Y = Vhi X1+ VhoXo + 7 + N (2.1)

where X is the i*" user’s signal, h; is the attenuation of the i*" user’s channel, .J is the
jammer’s signal, 7 is the attenuation of the jammer’s channel and N is a zero-mean
Gaussian random variable with variance o%. To model fading in the received powers,
we consider h; and 7 as fading random variables, and to further model the phase
of the channel coefficients, we substitute the scalar attenuations v/h; and V7Y, with
complex fading random variables H; for the amplitude fading coefficient of the 7

user’s channel, and I' for the amplitude fading coefficient of the jammer’s channel



All fading random variables are assumed to be i.i.d. The user and jammer power

constraints are

EX}| <P, i=1,2 (2.3)

E[J?] < Py (2.4)

Regarding the knowledge of the jammer about the transmitted signals, we analyze
both cases of perfect information and imperfect information gained through eaves-
dropping. In the first case, we assume that the jammer knows the signals of the users
perfectly, i.e., it knows X; and X, at the beginning of its transmission. In the second

case, we assume an AWGN eavesdropping channel for the jammer

Y, = V1 X1 + V32 Xa + N, (2.5)

where Y, is the signal received at the jammer, g; is the attenuation of the i*" user’s
eavesdropping channel and NV, is a zero-mean Gaussian random variable with variance
o2. Therefore, in this case, the jammer knows a noisy version of a linear combination
of the user signals, X; and X,. To model fading in the received powers, we consider
V/9i as real fading variables, and to model fading in the received amplitudes, we
substitute them with complex amplitude fading random variables GG;. The receiver is
assumed to know the user channel states, while various assumptions are made on the
amount of information that the users and the jammer have about the channel fading

realization of the communication and eavesdropping channels; these assumptions are



stated at the beginning of each subsection.

2.2 Jamming in Non-fading Multi-user AWGN Channels

In this section, we find the best user /jammer strategies when the channels are non-
fading, both when the jammer knows the exact user signals, and when it eavesdrops
the users’ channel and obtains a noisy version of a linear combination of the user

signals.

2.2.1 Jamming with Complete Information

Here the system model is (2.1) where the attenuations are constant scalars, and
X, and X5 are known to the jammer. The jammer and the two users are involved in a
zero-sum game with the input/output mutual information as the objective function.
We investigate the existence and uniqueness of a saddle point solution for this game
[14]. A saddle point is a combination of strategies, one for each player, such that
no player has an incentive for unilaterally changing its own strategy, meaning that,
no player will gain more, by unilaterally deviating from the saddle point solution.
Note that in a zero-sum game, if the objective function is convex over the set of
the strategies of the players that are minimizing it, and concave over the set of the
strategies of the players that are maximizing it, then the mathematical saddle point
of the objective function corresponds to the game’s saddle point solution. However, in
general, all mathematical saddle points of an objective function may not necessarily

correspond to a game solution, e.g., matrix games [14].
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The arguments in [13, Theorem 2.7.4] can be easily extended to the two user
system to show that if (X, X5, Y) ~ f(z1)f(22) f(y|x1, 22), the input/output mutual
information I(X;, Xo;Y) is a concave function of f(x1) for fixed f(x2) and f(y|z1, x2),
a concave function of f(xzy) for fixed f(xq) and f(y|x1,x2), and a convex function of
f(y|xy, zo) for fixed f(z1) and f(z3). Due to the convexity/concavity of the mu-
tual information with respect to the channel transition probability distribution/user
input probability distribution, and given that the set of the user and jammer sig-
nallings which satisfy the corresponding power constraints is convex and compact,
I(X1,X2;Y) has a saddle point in that set, which is the saddle point solution of
the game [15, Theorem 16, page 75|, [16, Proposition 2.6.9]. In the sequel, we show
that when the users employ Gaussian signalling, the best jamming strategy is linear
jamming (linear combination of the user signals plus Gaussian noise), and when the
jammer employs linear jamming, the best strategy for the users is Gaussian signalling,
which proves that Gaussian input distributions for the users and linear jamming for
the jammer is a saddle point of the input/output mutual information, and therefore,
a saddle point solution for the game. Due to the interchangeability property of game
solutions [15, Theorem 8, page 48], if there is any other pair of strategies which is a
game solution as well, it has to result in the same mutual information value as the
game solution corresponding to Gaussian signaling and linear jamming [15, Theorem

7, page 48].

11



First, assume that the jammer employs linear jamming

J = p1X1 + ngg + NJ (26)

The power constraint on the jammer will force the following condition

piPL+pa P+ oy, < Py (2.7)

Using (2.1), the output of the channel will be

Y = (Vb1 +vAp) X1 + (Vha + Ap2) X2 + AN + N (2.8)

From the users’ perspective, the channel becomes an AWGN multiple access channel,
and therefore the best signalling scheme for the users is Gaussian [13].

Next, we should show that if the users perform Gaussian signalling, then the best
jamming strategy is linear jamming. The channel output is as in (2.1), where X;
and X, are independent Gaussian random variables, and J, the jammer signal, is an
arbitrary random variable to be chosen by the jammer. We write the input/output

mutual information of the channel

I(Y; Xy, X)) = h(X1, Xa) — (X1, XofY) (2.9)

The jammer’s strategy can only affect the second term above. We develop a sequence

12



of upper bounds on the second term,

h(Xl,X2|Y) = h(Xl - CL1Y, X2 - CLQY‘Y) (210)
S h(Xl - 0,1Y, X2 - CLQY) (211)

1
<5 log ((2me)?|A) (2.12)

where A is the covariance matrix of (X; — a1Y, Xo — a2Y’). The inequalities hold for
arbitrary a; and a,. We choose a; = E[X,Y]/E[Y? and ay = E[X,Y]/E[Y?]. We
now prove the optimality of linear jamming in two steps. We first consider the set of
all jamming signals which result in the same A, and show that if this set includes a
linear jammer, then that linear jammer is the optimal jammer over this set. Then, we
consider the set of all feasible jamming signals and show that for any jamming signal
in this set, there exists a linear jammer in this set resulting in the same A. Here, the
feasibility is in the sense of the jammer’s available power.

Consider the set of all jamming signals which result in the same A in (2.12).
Assume that there is a linear jamming signal in this set. This jamming signal is
jointly Gaussian with X; and X5, hence X; — a1Y, X — aoY and Y are jointly
Gaussian. Moreover, a; and as are chosen such that X; — a;Y and Xy — aoY are
uncorrelated with Y, therefore, since they are all Gaussian, X; — a1Y and Xy — aY
are independent of Y. We conclude that this jamming signal achieves both (2.11) and
(2.12) with equality, therefore, it is optimal over this set.

Now we show that any A achievable by any feasible jamming signal, is also achiev-

13



able by a feasible linear jamming signal. For the chosen values of a; and as, A is

P — E[X,Y]? E[X1Y]E[X2Y]

E[Y?] E[Y?]

A= (2.13)
_ E[X1Y]E[X2Y] Py — E[X2Y]?

E[Y?] E[Y?]

Using (2.1), E[X Y], E[X2Y] and E[Y?] can be written in terms of FE[X;J] and

E[X,J] as

E[X,Y] =V/hP + VFE[X.J], i=1,2 (2.14)

EY?| =Py + hoPs + 2/ Iy E[X1J] + 2/ hoyE[XsJ] + 0} + P; (2.15)

Therefore, |A| can be expressed as a function of E[X;J] and E[X,J]. Consider any

jamming signal J. Define R as

E[X E[X
R—g_x, BFXI o BT (2.16)
2 P

Note that R is uncorrelated with X; and X5. The power of this jamming signal is

EX,JP | EXoIP
Py P,

E[J?] = + E[R?] (2.17)

For this jamming signal to be feasible, we should have

E[X\J] E[X,J)?
<p 9.1
P T p =1 (2.18)

Now define a linear jamming signal as in (2.6), where p; = E[X,J|/P;, i = 1,2,

14



and N is an independent Gaussian random variable with power F[R?]. This linear
jammer has the same power as .J and therefore is feasible. Moreover, it results in
the same |A| value as J. Hence, for any signal in the set of feasible jamming signals,
there is an equivalent linear jamming signal which results in the same upper bound
in (2.12). This means that, there exists a feasible linear jamming signal which is as
effective as any other feasible jamming signal, and this concludes the proof.

The next step is to find p; and ps for the linear jamming signal in (2.6) which
achieves the highest upper bound in (2.12). Since both (2.11) and (2.12) hold with
equality, the linear jamming parameters that maximize (2.12), maximize (2.10), or
equivalently, minimize the mutual information in (2.9). Following the literature [1,2],

we call this mutual information value, the capacity. Using (2.8)

1
C = -log

5 (2.19)

(1 (VI APt (Ve ﬁm)%)

2 2
Von, + 0N

which is a monotonically increasing function of the SNR, therefore the jammer’s equiv-
alent objective is to minimize the SNR value. We have the following minimization

problem

(Vhi 4+ 01 Pr+ (Vha + /7p2)* Pa

min 5 5
{Phﬁz,o?\;‘]} YON, +oy
st piPL+p3Pa+ oy, < Py (2.20)

15



The Karush-Kuhn-Tucker (KKT) necessary conditions are

VIR + /) Py

+Ap1 P =0 2.21
Yo, +o% prit (221)
Vho + P
VIWR VTP )by — (2.22)
Von, + Oy

(Vhi + VAP P+ (Vhe + \/Ap2)* P n

(R, +on)?

—y A—5=0 (2.23)

where 4 is the complementary slackness variable for o3, . Equations (2.21) and (2.22)

have the following solution

vPy+ 0%
=—vh 2.24
P1 1ﬁ(h1P1+h2P2) ( )
P 2
py = —/ Iy I IN (2.25)

V(R P+ hyPy)

Therefore whenever these values of p; and p, are feasible, they characterize the best
jammer strategy. Ultimately, including the limiting feasible values, the optimum

jamming coefficients are

( Vi —@) lf ’)/PJZhlpl—'—hQPQ

(p1,p2) = e (2.26)
(=pVhi, —p\V/hs) if 4Py < hy Py + hoPy
where
) PJ ’}/PJ + 012\[
= min , 2.27
o { P+ haPy’ /3 (hi Py + hoDy) (2.27)

and the jammer transmits as in (2.6). We observe that the amount of power the

16



jammer allocates for jamming each user is proportional to that user’s effective received
power which is h; P; for user ¢, i =1, 2.
Figure 2.2 shows an example of the jammer decision regions. In region A, (p1, p2) =

(=vVhi /7, —Vha//7) and the jammer only uses enough power to zero out the

transmitted signals. In region B, (p1, p2) = (=v/h1, —vha)\/Ps/(hi Py + haP») and
the jammer uses all of its power to cancel the transmitted signals as much as possible.
In region C, (p1, p2) = (—vVh1, —vha) (VP +0%) / (/7 (i Pi + ho P»)) and the jammer
uses part of its power to cancel the transmitted signals, and the rest of its power to add
Gaussian noise to the transmitted signal. Therefore, for low channel coefficients where
the effective received powers of the users are small, the optimum jamming strategy
is to subtract the user signals as much as possible, while in high channel coefficients,
the jammer uses its power both for adding Gaussian noise and for correlating with

the user signals.

2.2.2  Jamming with Eavesdropping Information

Now suppose that the jammer gains information about the user signals only

through an AWGN eavesdropping channel,

Ye = Vo1 X1 + /2 Xo + N (2.28)

We define linear jamming as transmitting a linear combination of the signal received

at the jammer Y, and Gaussian noise, i.e.,
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Figure 2.2: Jamming decision regions when v =1, P, = 10, P, = 5, P; = 5 and
2

J=pY,+ Ny (2.29)

Here, we will prove that in the eavesdropping case as well, linear jamming and Gaus-
sian signalling is a game solution. The proof of the optimality of Gaussian signalling,
when the jammer is linear is similar to the previous section as follows. Using (2.1),

(2.28) and (2.29), if the jammer is linear, the received signal is

Y = (Vi + pyAI0X0 + (Vi + p A3 Xa + p/AN. + VTN, (2.30)

which is an AWGN multiple access channel, therefore, the best signalling for the users

is Gaussian.
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However, when it comes to showing the optimality of linear jamming when the
users employ Gaussian signalling, the method of the previous section cannot be used,
since from (2.28) and (2.29), the values of F[X;J] and E[X,J] that are achievable

through linear jamming, should further satisfy

EX,J]  E[XyJ]
N (2.31)

Therefore, linear jamming may not achieve all |A| values in (2.12) that are allowed
under the power constraints. Here, we show the optimality of linear jamming, by
setting up an equivalent multiple access channel. Define random variables Z; and Z,

in terms of X; and X, as

Z =X+ Y2x, (2.32)
NG

\/9192P2 g1 P
Ly = — X+ X 2.33
? g1 P+ g2 P ! g1 P+ g2 P ? ( )

It is straightforward to verify that Z; and Zs are uncorrelated, and hence, indepen-
dent Gaussian random variables. Moreover, since the two pairs have a one-to-one re-
lation, they result in the same input/output mutual information, i.e., (X7, Xo;Y) =
I(Zy,Z5;Y) [13]. Therefore, the game’s objective function can be replaced with
I(Zy,Z5;Y). Now, using (2.1), (2.32) and (2.33), we can rewrite Y in terms of Z;

and Z5 as

Y = U1Z1 + UQZQ + ﬁj + N (234)
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where

Uy Vo (V g1hi Py + \/g2ha Ps) (2.35)

- g1 P+ g P

o S V2
zﬁz\/h’l@ (2.36)

We can also write the eavesdropping signal received at the jammer using (2.28), (2.32)

and (2.33) as
Y, = VaiZi + N, (2.37)

Note that Y, is independent of Z5. Equations (2.34) and (2.37) define a two user, one
jammer system, depicted in Figure 2.3, where the jammer has eavesdropping informa-
tion only about one of the users, which is the key in proving the optimality of linear

jamming as follows. We rewrite the equivalent input/output mutual information as
[(Zl,Z27Y) = h(Zl,ZQ) - h(Zl,ZQ|Y> (238)

The jammer’s strategy can only affect the second term above,

h(Zl, ZQ|Y) = h(Zl - CL1Y, ZQ - CL2Y|Y) (239)
S h(Zl — CL1YV7 Z2 - CLQY) (240)

1
< 5 log(1+ |X]) (2.41)
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JAMMER

RECEIVER

Figure 2.3: An interpretation of a communication system with two users and one
jammer with eavesdropping information.

where 3 is the covariance matrix of Z; —a1Y and Z; —asY. Following steps similar to

those in the previous section, when the users are Gaussian, employing linear jamming
together with a good choice of a; and as can make both inequalities hold with equality,
and || will only be a function of E[Z,J] and E[ZyJ]. However, Zy and J are
independent and E[Z;J] = 0, therefore, |X| is only a function of E[Z;J]. In the
sequel, we show that all E[Z;J] values that are achievable by all feasible jamming
signals, are also achievable by some feasible linear jamming signal, and therefore,
linear jamming achieves (2.40) and (2.41) with equality and also achieves the largest
possible upper bound in (2.41).

Using (2.37), the linear least squared error (LLSE) estimate of Z; from Y, is [17]

LY. = EE[[ZYY]] e (2.42)
VOrEZi (2.43)

T 0% + g E[Z7]
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and the LLSE estimate error is

> on ElZ]

E[(ZI(Y;) - Z1)2] = 0]2V + glE[Zlg] (244>

Since Z; and N, are Gaussian, this estimate is also the minimum mean squared error
(MMSE) estimate of Z;, therefore, any other estimate of Z; results in a higher mean
squared error. Now consider any jamming signal J which is a function of Y., i.e.,
J = f(Y.), where f is a potentially random function. The LLSE estimate of Z; from

J 1s

J (2.45)

and the estimate error is

(2.46)

This is also another estimator of Z; from Y., hence the estimation error in 7, is

greater than or equal to the estimation error in Z,

E2[Z1J] szveE[Z%]

2 _
B =50 2 o3+ qiBl2l)

(2.47)
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Therefore, the feasible values of E[Z;J] should satisfy

g E?[ZF E[T]

E?[Z,J] < 2.48
SIS o Bz 24

g EZ7)P
= — 5 (2.49)

on, + @ E[Z7]
Meanwhile, using (2.37), the achievable p values for a linear jammer satisfy
P

0’ ! (2.50)

<
~ o}, + @ E[Z7]

Also, from (2.29) and (2.37), for a linear jammer, E[Z,.J] = p\/g1E[Z}], which to-
gether with (2.50) results in that linear jamming can achieve all E[Z;J] values satis-

fying

Bz, < AR

251
~ 0%+ EZ]] (251)

The right hand sides of (2.49) and (2.51) are identical, where the former limits the
E[Z,J] values for all feasible jammers, and the latter describes all the E[Z;J] values
that are achievable with linear jamming. We conclude that for any signal in the set
of feasible jamming signals, there is an equivalent linear jamming signal which results
in the same upper bound in (2.41), which means that there exists a feasible linear
jamming signal which is as effective as any other feasible jamming signal, and this
concludes the proof.

We now derive the jamming coefficient for an optimal linear jammer with eaves-
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dropping information. Using (2.28) and (2.29), the jamming signal is

J = p(Vo1 X1+ 92 X2+ No) + Ny (2.52)

and the received signal is as in (2.30). The jammer’s optimization problem is

(V1 + py791)° Pr + (Vha + py/792) Po

min

{p.0% )} proy, + ok, + ok
st. P (P + P+ o3 ) + oy, < Py (2.53)

The KKTs for this problem result in a third degree equation in p and can be solved
using numerical optimization.

Figure 2.4 shows the SNR as a function of one of the channel coefficients h;.
The SNR is compared in two scenarios, when the jammer eavesdrops, and when it
has full information about the user signals. We observe that at very low hy, the
patterns of the two scenarios differ considerably, while for very large values of hq,
they follow the same monotone SNR pattern. This is in fact expected, since at very
small channel attenuations, the jammer with complete information is able to cancel a
good portion of the user signals, while the noise in the eavesdropping channel restricts
the eavesdropping jammer in doing the same. Also, when the channel attenuation is
very high, in both scenarios, the jammer uses most of its power for adding noise, and
therefore, they both follow the same pattern. However, when the jammer has full
information about the user signals, the jamming coefficients are proportional to the

user channel attenuations, and therefore, the jamming coefficient for the second user
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SNR when jammer has eavesdropping info

o6kl — ~ SNR when jammer has full info |

SNR

Figure 2.4: SNR as a function of hy when hy = g; = go = v = 1 and the powers are
P, = P, = P; = 0% = 1, for the cases when the jammer has full information and
when it has eavesdropping information.

is very small compared to the first user, while when the jammer has eavesdropping
information, the jamming coefficient is the same for both users. This causes the

difference between the two scenarios at high SNR.

2.3 Jamming in Fading Multi-user AWGN Channels

We now investigate the optimum user/jammer strategies when the channels are
fading. Throughout this section, we use the term CSI, for the channel state informa-
tion on the links from the users to the receiver, and assume that the link between
the jammer and the receiver is non-fading. This section is divided into three parts
corresponding to three different assumptions: 1) no CSI at the transmitters, 2) un-

correlated jamming with full CSI at the transmitters, and 3) correlated jamming with
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full CSI at the transmitters. In each part, the receiver is assumed to know the CSI,
while various assumptions are made on the availability of the CSI at the jammer.
The problem of correlated jamming in single-user MIMO fading channels, with
the assumption that the transmitter and the jammer do not have the CSI, but the
receiver has the CSI, has been investigated in [2]|, and it has been shown that the
best strategies for the user and the jammer is to evenly spread their powers over
their corresponding transmit antennas, and transmit independent Gaussian signals,
and the jammer is better off disregarding its information about the user signal. The
problem of uncorrelated jamming in single-user MISO fading channels has also been
investigated in [3], where the user and jammer are restricted to employ Gaussian
signalling. In [3], both the user channel and the jammer channel are considered to
have fading, and also it is assumed that the user and jammer may or may not have
access to the CSI of their own channels, but they do not have access to the CSI of

their opponent’s channel.

2.3.1 No CSI at the Transmitters

When the transmitters do not have the CSI, it is reasonable to assume that the
jammer does not have the CSI either. In the sequel, we show that the jammer’s
information about the transmitted signals will be irrelevant and therefore, it will not
make any difference whether it has perfect or noisy information about the transmitted
signals. This is a multi-user generalization of the results of [2] in a SISO system.

Assuming that the user links are fading and the jammer link is non-fading, the
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received signal is

The receiver is assumed to know the fading coefficients while the users and the jammer
only know the fading statistics. Here, we assume that all the random variables are
complex valued and H; and H, are circularly symmetric complex Gaussian. Following
2] in finding the saddle point solution of the mutual information game by conditioning

on the fading coefficients,

[(Y, Hy, Hy; X1, X2) = h(X1, X5) — h(X1, Xs|Y, Hy, Hy) (2.55)

=h(X1,Xo) — h(X; — AY, Xy — AY|Y, Hy, Hy) (2.56)

where A; and A, are functions of H; and H,. The jammer’s strategy can only affect

the second term above

hMXy — ALY, Xo — AY|Y, Hy, Hy) < h(X; — A1Y, Xy — AY'|Hy, Hy) (2.57)

1
<E\3 log ((2me)?|Al) (2.58)
where A is the covariance matrix of

(Xl - A1Y> X2 - A2Y|Hla H2)
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and the expectation in (2.58) is over the joint distribution of H; and H,. Choosing

E[X,Y|H,, H.
A, = XY\, O]

=1,2 2.
E[Y2|H1,HQ] y b ’ ( 59)

makes X; — A1Y and X5 — AY conditionally uncorrelated with Y, given H; and H,.
Following arguments similar to those in the previous section, since X; and X, are
Gaussian, linear jamming makes J, and therefore Y jointly Gaussian with X; and
X5, and the above two inequalities hold with equality. Now, we need to show that
linear jamming can also achieve the highest upper bound in the second inequality.

First note that X;, X5 and J are independent of H; and H,, hence

= H.P; + 7 E[X,J], i=1,2 (2.61)

where (2.61) holds since X, X5 and J are independent of H; and Hy. Therefore,
the second upper bound above is only a function of E[X;J], ¢ = 1,2. The rest of the
arguments in the previous section follow, resulting in that linear jamming can achieve
the highest upper bound in the second inequality, which concludes the proof.

The strategies corresponding to the game solution will be Gaussian signalling and

linear jamming. The jamming signal is as in (2.6), and the received signal is

Y = (Hi + A1) X1+ (Ha + /p2) Xo + AN + N (2.62)
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The last step is to find the best p; and py. Given that the jammer knows the statistics

of the fading, its optimization problem is

1 H, + 2Py + |Hy + ’P,
min - F [log <1+ [+ iP5+ 1 ¥ e 2)} (2.63)
{p1p2.0% 3 2 Yo, +OoN
st piPL+ p3P+ 0%, < Py (2.64)

The function in (2.63) is very similar to (2.19), except for the expectation taken
over the channel states. The jamming coefficients p; and py in (2.63) and (2.64) are
independent of H; and Hs. Distributions of H; and H, are centered around zero,
therefore intuitively, shifting them will make their norms larger. This fact can also
be derived using [18, Theorem 1]|. Therefore, the optimum jamming coefficients are
p1 = p2 = 0, and the jammer disregards its complete information. We conclude
that if the jammer’s information is noisy, it cannot do any better than what it did
when it had noiseless information, and therefore, it should disregard the incomplete
information, whether the incompleteness is because of fading or AWGN or both in

the jammer’s eavesdropping channel.

2.3.2  Uncorrelated Jamming with CSI at the Transmitters

We now consider a two user fading channel with a jammer who does not have any
information about the user signals and therefore, is uncorrelated with the users. We
also assume that the user links are fading and the state of the user links are known

to the users. The users are now able to distribute their powers optimally over the

29



user channel states. Capacity of fading channels with CSI both at the transmitter
and the receiver when there is no jammer, has been investigated in [19] and [20],
and optimum signalling and power allocation strategies have been derived. In this
section, we consider the same problem when there is a jammer in the system. We

first consider the single-user case and assume that the jamming channel is non-fading

Y =HX+~7J+N (2.65)

When the CSI is available both at the transmitter and the receiver, the maximum

input/output mutual information is

C = I(X;Y|H) (2.66)

where X is a random variable whose conditional distribution conditioned on H, is
chosen to maximize C. The conditional input/output mutual information I(X;Y|H)
is a convex function of f(y|z, h) for any fixed conditional input distribution f(x|h),
and a concave function of f(x|h) for any fixed conditional transition distribution
f(y|x, h). Given the convexity and compactness of the space of the probability dis-
tributions, at each channel state, there is a saddle point which is to employ Gaussian
signalling and linear jamming. This specifies the solution to the mutual information
sub-game at any given channel state. Moreover, if a saddle point exists over all pos-
sible power allocation strategies of the user and the jammer, under user and jammer

power constraints, that saddle point power allocation along with the signalling and
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jamming strategies specified as the solution of the sub-games corresponding to each
channel state, will give the overall solution.

We proceed with first assuming that even though the users have the CSI, the
jammer does not have the CSI, and then assuming that the CSI is available both at
the users and at the jammer. The latter is a reasonable assumption, since we can
assume that the jammer eavesdrops the communication link from the receiver to the
transmitter, where the receiver sends the CSI feedback information to the user.

If the jammer has no information about the fading channel state, the best strategy

for the jammer is to transmit Gaussian noise. The received signal at fading level h is

Y =VhX + 7N, + N (2.67)
and the capacity is
1 hP(h)
=—-F|l 14+ ———"— 2.
“=3 {Og( +0'12v+7PJ)] (2:68)

where P(h) is the user power at fading level h which should satisfy
E[P(h)] <P (2.69)

The best user power allocation is waterfilling over the equivalent parallel AWGN
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channels [19] with equivalent noise levels (o3 + vPj)/h, i.e.,

1 o%+~P)\"
_M) (2.70)

P(h) = (X h
where (z)* = max(z,0), and A is a constant chosen to enforce the user power con-
straint. The corresponding two user system, where the jammer is not aware of the
user channel coefficients, is a straightforward extension of the results in [21] where
only one user transmits at a time. The jammer will again use all its power to add
Gaussian noise.

Next, we assume that the uncorrelated jammer has the CSI as well. The received
signal in the single-user system is the same as in (2.67). At each channel state, the
jammer transmits Gaussian noise at the power level allocated to that state. The
capacity is

= %E {log (1 4 %)} (2.71)

where J(h) is the jammer power at fading level h. The user power constraint is the

same as (2.69), and the jammer power constraint is

E[J(h)] < Py (2.72)

Since every term of the capacity corresponding to a channel state h is concave in P(h)
for fixed J(h) and convex in J(h) for fixed P(h), the capacity is a concave function of

P for fixed J and a convex function of J for fixed P. Given the convexity/concavity
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properties of the capacity and using [15, Theorem 16, p. 75], [16, Proposition 2.6.9],
and given the convexity and compactness of the space of the power allocations, the set
of saddle points is compact and nonempty and therefore the mutual information game
has a solution. At the game solution, the pair of strategies should satisfy the KKTs
of the two optimization problems corresponding to the user and the jammer. The
user maximizes (2.71) subject to (2.69), while the jammer minimizes (2.71) subject

to (2.72). Writing the KKTs for each state-allocated user power, we get

h
02 +J(h) + hP(h)

+A—&(h) =0 (2.73)

where €(h) is the complementary slackness variable for P(h). Similarly, writing the

KKTs for each state-allocated jammer power, we get

3 YhP(h)
(o} +vJ (W) (0% +~vJ(h) + hP(h))

+pu—68(h) =0 (2.74)

where 0(h) is the complementary slackness variable for J(h).

The optimum strategies should solve (2.73) and (2.74) simultaneously. There are
four possible cases at each fading level. Case 1: P(h) > 0 and J(h) > 0, case 2:
P(h) =0 and J(h) > 0, case 3: P(h) > 0 and J(h) = 0 and case 4: P(h) = 0 and
J(h) = 0. If P(h) =0, (2.74) cannot be satisfied unless d(h) > 0, therefore, case 2
never happens. This is expected, because if the user does not transmit at a fading

level, the jammer does not gain anything by transmitting at that fading level. In case
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1, both complementary slackness variables are zero, and (2.73) and (2.74) become

h
% +vJ(h) + hP(h)
YhP(h) _
(0% + 1T () (0% +~I(h) + hP(R)) "

=\ (2.75)

(2.76)

which result in a linear relation between the user and jammer power allocations

o +yJ(h) A
P 277)

and solving for the user’s power

h

TRy

(2.78)

which is a monotonically increasing function of the fading variable h. Therefore, at
any fading level where the user and jammer powers are nonzero, the jammer’s power
is a linear function of the user’s, and they both allocate more power to better channel
states. Case 1 is valid as long as (2.77) and (2.78) result in positive J(h), which is
for P(h) > o%u/(yA) or b > o3y (v — o%p). For h < o3y\/(y — o%u), J(h) =0
which results in cases 3 and 4 combined. In this case (2.73) will turn to waterfilling.

Therefore, combining all of these, the optimum power allocations are

(L 2yt if < ZEP

e
P(h) = TToONE (2.79)
h . a2\
oy it h =
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and

0 if h< S
J(h) = 2 2 NA (2.80)
h o . oY
ity o bz

where A and p are found using the user and jammer power constraints.

Figure 2.5 shows P(h) and J(h) for a simple example, where the fading is assumed
to be Rayleigh with parameter 1. Figure 2.5 also includes the power allocation curve
for a case where there is no jammer [19], which, compared to the case with a jammer,
shows that the presence of the jammer changes the power allocation strategy of the
user. When there is a jammer, from our closed form solutions in (2.79) and (2.80),
and from Figure 2.5, we observe that both the user and the jammer keep quiet at very
low fading levels. Then, as the user channel gets better, the user starts transmitting,
with more power allocated to better channels, and eventually at even better channels,
the jammer starts jamming, again with more power allocated to better channels.

We now discuss the two user system where the jammer is uncorrelated but it has
access to CSI. The power allocation strategies will be functions of the two channel

states h = (hq, he). The capacity is

C= %E {log (1 + hlp§;>++J}z;§2(h>)] (2.81)

The KKT's for the users result in

h;
0% + J(h) + hyPy(h) 4 hyPy(h)

+ X —7(h) =0, i=1,2 (2.82)
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Figure 2.5: P(h) and J(h) for E[P(h)] = 10, E[J(h)] =5 and ¢% = 1.
where 7;(h) is the complementary slackness variables for P;(h), i = 1,2. If at a pair
of fading levels, both users transmit with nonzero powers, (2.82) results in

hi M

=" 2.83
b (2.83)

which happens with zero probability if the fading PDF is continuous. Therefore,
similar to the system without a jammer in [21], only one user transmits at any given

channel state. Define h as

hi he
= —, = 2.84
h max(Al,)Q) (2.84)

Now, the users and the jammer power allocations are functions of h, therefore we can
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replace h by h in the previous equations. Since the users do not transmit at the same

time, we can use the single-user results to find the user power allocations

0 if btk
Pi(h) = i =1,2
mq(h) if h=1
where g(h) is
(h—o3)*r if h< 2
q(h) = "
=y o
1+hL ! = 1-o%pn
The jammer’s power allocation is
0 it h< -2
J(h) = Nk
L o2 if h> 2
p(l+7,) N = 1-o%n

(2.85)

(2.86)

(2.87)

The strategies follow a pattern as in Figure 2.6, that is, the users do not transmit

simultaneously, no party transmits at very low fading levels, as the channels get better,

the user with a relatively better channel transmits, and eventually the jammer starts

transmitting at even better channels. The threshold values uq, us, v; and vy are to

be chosen to satisfy the power constraints.

2.3.3 Correlated Jamming with CSI at the Transmitters

In this section, we consider a two user fading channel with a jammer who knows the

user signals and therefore, is correlated with the users. We assume that the user links
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Figure 2.6: User/jammer transmission regions in uncorrelated jamming with CSI.

are fading and the state of the user links are known to the users and the correlated
jammer. The users and the jammer are now able to distribute their powers optimally
over the user channel states. The jammer link is again assumed to be non-fading.
We first show that this game does not always have a saddle point solution, and then,
we find the max-min user strategies and the corresponding jamming strategy. The
max-min user power allocation corresponds to the users’ best power allocation, in a
situation where the user chooses its strategy only once, while after the user chooses
its strategy, the jammer can observe it and choose the corresponding best jamming
strategy. Note that if the game had a solution, max-min and min-max strategies
would have been the same, and would also be the same as the game solution.

As in the previous sections we start with a single-user system. The input/output
mutual information is as in (2.66), which is a weighted sum of the input/output
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mutual information at each channel state. The user and jammer power constraints

can be written as

E[EX?’|H|]| <P (2.88)

E[E[J?|H]] < Py (2.89)

E[X?|H = h] and E[J?*|H = h] are the user and jammer powers allocated to the
fading level H = h. Any pair of user and jammer strategies, results in a pair of user
and jammer power allocation strategies over the user channel fading distribution.
Therefore, the game’s solution can be described as a pair of user and jammer power
allocation strategies, along with the user and jammer signalling functions at each
channel state. Using our results for the non-fading channels, we have that irrespective
of the existence or non-existence of optimal power allocation functions for the user
and the jammer, the sub-games always have a saddle point solution at each channel
state, under any pair of user and jammer power allocation functions. The solution
of the sub-games at each channel state is Gaussian signalling for the users and linear
jamming for the jammer.

Since the jammer knows the channel state and the transmitted signal, the received

signal is
Y = (\/ﬁ+p(h)>X+NJ+N (2.90)

where the variance of N; is also a function of h, O'szj(h). Given a pair of power
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allocation functions P(h) and J(h), the capacity is

@@+mmfpm)

o+ U%V(](h)

O:%El% 1+ (2.91)
where for each channel state h, p(h) and o3, (h) are the optimal linear jamming coeffi-
cients for an equivalent non-fading channel as given in Section 2.2.1, with attenuation
h and user and jammer powers P(h) and J(h). The power constraints of the user
and the jammer are as in (2.69) and (2.72).

The capacity here does not have the convexity/concavity properties in the user
and jammer power allocation functions. In the sequel, we show that a pair of strate-
gies, which is simultaneously optimal for the user and the jammer, does not always
exist. We first assume that the user chooses its strategy once at the beginning of
the communication, knowing that the jammer will employ the corresponding optimal
jamming strategy. We then characterize the user and jammer strategies in this sce-
nario. If the game had a saddle point solution, it would have been this pair of user
and jammer strategies, however we prove the converse. We consider the resulting
jamming strategy and assume that the jammer chooses this strategy at the beginning
of the communication, and show that if the user had the possibility of changing its
strategy, the current user strategy would have not been optimal.

First, given any user power allocation function P(h), we find the jammer’s best
response, where a best response describes what a player does, given the other player’s
move [14]. In this case, a best response is the jammer’s best power allocation strategy,

given a fixed user power allocation strategy. The jammer’s best response can also be
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thought of as a pair of functions p(h) and o3 (h) which minimizes the capacity

(Vi+ p(h))2 P(h)

1
=-F|l 1 2.92
¢ 2 gLt ox + 0%, (h) (2.92)
and p(h) and o (h) are constrained such that
B [72(W)P(h) + 0%, (h)] < P, (293)

and U%V(](h) is nonnegative. The first order KKT conditions for the jammer are

Vh + p(h)
0% + 0%, (h) + (Vh+ p(h))2P(h)
(Vh + p(h))?P(h)

B A+ ER) =0 2.95
(73 + 7% (D)% + 7%, (h) + (VE+ ph)2P() &) (2.95)

FAph) =0 (2.94)

where (h) is the complementary slackness variable for 3, (h). Whenever £(h) > 0,
the jammer uses all its power to correlate with the user signal, and the optimum

jamming coefficient should satisfy

Vh + p(h)
ox + (Vh + p(h))2P(h)

+ Mp(h) =0 (2.96)

which does not result in a closed form solution for the jammer best response. However,
in order to derive the max-min user strategy, we need to have the jamming best
response in terms of the user power allocation. To make the problem tractable, assume

that 0% = 0. Now at any channel state that the user transmits, the jammer should
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also transmit, and the optimal jamming strategy should be such that JJZVJ(h) > 0,

since otherwise, the capacity would be infinite. The KKT's result in

The optimal jamming strategy is

(p(h), 0%, (h)) =
<—7A At W}D(h)) it hP(h)> L

(2.97)

(2.98)

(2.99)

where \ is chosen to satisfy the jammer’s power constraint. The total power that the

jammer allocates to each channel state is found as

J(h) = p*(h)P(h) + oy, (h)

hP(h) if hP(h) <%
1 if hP(h)> 5

(2.100)

which describes the best response of the jammer, to the user power allocation P(h),

and is shown in Figure 2.7. Note that Figure 2.7 shows the best response jammer

power allocation as a function of hP(h) and not P(h). The capacity can now be
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Figure 2.7: Jammer best response power allocation in correlated jamming with CSI.

written as a function of the user power allocation alone

AhP(h)

<l _ ;)
X XZhP(h)

<\/E e <; \/E»QP(M (2.101)

1
C:§E log | 1+

We now derive the best user power allocation that maximizes this capacity. First note
that the function inside the expectation in (2.101) is zero for hP(h) < 1/, therefore,
in the optimal user power allocation, P(h) is either zero, or such that hP(h) > 1/A.

The capacity can now be written as

(m———

MWhP(h)

(4 = s
X~ X2nP(h)

— %E log (\WVAP(1))| (2.103)

(2.102)

1
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The KKT condition for the user power, whenever the user transmits, results in P(h) =
%, for which the total power that the jammer allocates to the channel states is found
as

0 if h<
J(h) = (2.104)

it h>

>I=

>
>=

The user max-min power allocation and the corresponding jammer power allocations
are illustrated in Figure 2.8 where p and A are chosen to satisfy the user and jammer
power constraints.

Now, we show that the pair of user and jammer power allocations corresponding
to the user’s max-min solution does not correspond to the saddle point solution of
the game. We consider the jamming strategy in (2.104) and assume that the jammer
chooses this strategy at the beginning of the communication, and show that the
current user strategy is not optimal. Consider two fading levels u™ > pu/A and

u~ < p/X in the vicinity of h = p/A and close enough to h = p1/A such that

u” ~ut >/ (2.105)

We have J(u~) = 0 and J(u™) = 1/, hence, u~ and u™ correspond to two channel
states which are almost identical in their fading levels, while the jammer is active
only in u*. Obviously, it is not optimal for the user to transmit at u* while not
transmitting at u~, therefore, the pair of the user and jammer power allocations

derived (which is the user max-min solution), is not a game solution, and the game
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Figure 2.8: Max-min user power allocation and the corresponding jammer best re-
sponse power allocation in correlated jamming with CSI.

does not admit a solution.

Even though the max-min solution derived above is not the game saddle point
solution, it is the optimal pair of user and jammer strategies in a system where a
conservative user would like to guarantee itself with some capacity value. It also
describes the best strategy for a user which is less dynamic than the jammer in terms
of changing the transmission strategy, and can choose its strategy only once.

We now extend the max-min results in the single-user system to a two user system.
We show that if A, and hs are the fading levels of the first and the second user channels,
again only one user transmits at any given h = (hq, hy). First, given any pair of user
power allocation functions P;(h) and P,(h), we find the jammer’s best response power

allocation strategy. The jammer’s best response can also be thought of as a set of
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functions pi(h), p2(h) and o3, (h) which minimizes the capacity

o= 15 g <1+ (VI + pr () A ;({lff—;mxm) P2<h>)] (2.106)

and pi(h), po(h) and o3, (h) are constrained such that

E [ () P(h) + p3(h) Po(h) + 0%, ()] < Py (2.107)

and o3, (h) is nonnegative. The first order KKT conditions for p;(h) and py(h) are

Vi + (b T+ Ap(h) = 0
0% + 0% () + (Vi + pr () Pi(h) + (Vs + pa(h))” Po(h)
(2.108)
Vha 4 b + Apa(h) = 0
0% + 0% () + (Vi + pi () Pi(h) + (Vs + pa(h))” Po(h)
(2.109)
which result in
p1(h) _ p2(h) (2.110)

Vi Vs

Therefore, for the optimal pair of p;(h) and py(h), we can define p(h) and P(h) such
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that

pi(h) = Vhip(h), i =1,2 (2.111)
P(h) = h1P;(h) + hyP>(h) (2.112)
and write the KKTs for the jammer’s best response as
(1+ p(h))
5 + Ap(h) =0 2.113
AT, m)+ (w0 G
2
1+ p(h))” P(b) PATEM) =0 (2.114)

(0% + 0%, (0))(03 + 0%, () + (1 + p(h))? P(h))

where £(h) is the complementary slackness variable for o} (h). From (2.113) and
(2.114), the best response jamming strategy can be described in terms of h and P(h).
Now, for any pair of user power allocations P;(h) and P,(h) and the corresponding
jamming best response, the capacity can be written as

1
C==-F
2

(2.115)

g (1 4 (L p)° P(h))]

o + oy, (h)

Assume that both users transmit at h = (hy, hy). Since the jamming best response
is only a function of h and P(h), the KKTs for the user power allocations can be

written as

dC  dP(h) B

dP(W) dPy(h) A= (2.116)
dC  dP(h) B

AP(0) dB(h) 2 (2.117)



which, using (2.112), result in

A

=== 2.11
b (2.118)

Therefore, P;(h) and P,(h) cannot be non-zero at the same time, which means that,
at any h = (hy, hy), only one user transmits. Given that only one user is active at
any given time, the rest of the two user results immediately follow the results of the

single-user case.

2.4  Summary and Conclusions

We characterized the saddle point solution of a mutual information game in a
non-fading multiple access channel with a correlated jammer. We showed that in
both cases, where the jammer knows the user signals, or it only has access to a noise
corrupted version of the superposition of the user signals, the game has a solution,
and the optimal strategies are Gaussian signalling for the users and linear jamming
for the jammer.

In fading channels, except for the case when the jammer is correlated and both
the user and the jammer have access to the user channel state, we showed that
the mutual information game admits a saddle point solution, and characterized the
corresponding user and jammer signalling and power allocation strategies. When the
jammer is correlated and both the users and the jammer have access to the channel
state, we showed that a set of simultaneously optimal power allocation functions

for the users and the jammer does not always exist, and consequently characterized
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the max-min user power allocation strategies and the corresponding jammer power
allocation strategy.

Results of this chapter are published in [4], [5], and [6].
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Chapter 3
Achievable Rates in Gaussian MISO Channels with Secrecy

Constraints

The eavesdropping attack refers to the situation where an unauthorized adversary
can overhear the ongoing communication. Wyner in [7] has studied this problem in
an information theoretic context, where he considers a single-user wire-tap channel.
The measure of secrecy is the message equivocation rate at the wire-tapper, which
is defined as the entropy of the message at the wire-tapper, given the wire-tapper’s
observation. Wyner models the wire-tapper’s channel as a degraded version of the
channel from the transmitter to the legitimate receiver. This is in fact a reasonable as-
sumption in a wired channel. For this channel, Wyner identifies the rate-equivocation
region; the region comprised of points corresponding to the achievable communication
rate, and the corresponding achievable equivocation rate. Once the rate-equivocation
region is characterized, one can find the secrecy capacity, which is defined as the max-
imum communication rate which can be attained with perfect or complete secrecy.
At the secrecy capacity, the communication rate and the equivocation rates are equal.

Wyner’s result was extended to the Gaussian wire-tap channel in [22], and it was
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shown that the optimal signalling strategy is Gaussian. The secrecy capacity was
found to be the difference between the capacities of the main and the eavesdropping
channels. It is interesting to notice that Gaussian signalling is optimal for both the
main and the eavesdropping channels, but it puts the main channel at a further
advantage.

Wyner’s result was specific to the wire-tapping channel being a degraded version
of the main channel, which is not necessarily the case in a wireless broadcast channel.
Csiszar and Korner [23] studied the general single-transmitter, single-receiver, single-
eavesdropper, discrete memoryless broadcast channel with secrecy constraints, and
found an expression for the secrecy capacity, in the form of the maximization of the
difference between two mutual informations involving an auxiliary random variable.
The auxiliary random variable is interpreted as performing pre-processing on the
information. The explicit calculation of the secrecy capacity for a given broadcast
channel requires the solution of this maximization problem in terms of the joint
distribution of the auxiliary random variable and the channel input.

The use of multiple transmit and receive antennas has been shown to increase
the achievable rates when there are no secrecy constraints [24]. The Gaussian MIMO
wire-tap channel is a special case of the single-transmitter, single-receiver, single-
eavesdropper wire-tap channel. Since the Gaussian MIMO channel is not degraded in
general, finding its secrecy capacity involves identifying the optimum joint distribution
of the auxiliary random variable representing pre-processing and the channel input
in the Csiszar-Korner formula. However, solving this optimization problem directly
for non-degraded channels is difficult, forcing researchers typically to follow a two-
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step solution, where in the first step a feasible solution is identified (an achievable
scheme), and in the second step a tight upper bound that meets this feasible solution
is developed (tight converse).

The first paper studying secrecy in Gaussian MIMO channels is [25], which pro-
poses an achievable scheme, where the transmitter uses its multiple transmit antennas
to transmit only in the null space of the eavesdropper’s channel, thereby preventing
any eavesdropping. Reference [26] studies the Gaussian single-input multiple-output
(SIMO) wire-tap channel. It is shown that the Gaussian SIMO channel is essentially
equivalent to a scalar Gaussian channel, therefore, the results of [22] can be used to
find its secrecy capacity.

We first consider a Gaussian MISO channel under various assumptions on the
channel attenuations. We assume that the channel attenuations are constants, known
to all the parties. We characterize the maximum secrecy rate achievable through
Gaussian signalling, and show that the Gaussian signalling that achieves the best
secrecy rate is of beam-forming nature. Reference [27] reports a similar result, how-
ever, these similar results are derived independently and concurrently. Our problem
is different than [25] in that we seek the optimum Gaussian signalling, while [25]
investigates the performance of one specific Gaussian strategy. The results of [26]
cannot be extended to our case, since the method used in [26] to find an equivalent
scalar Gaussian channel cannot be used for a MISO Gaussian channel.

The secrecy rate found here for the Gaussian MISO wire-tap channel is later
shown to actually be the secrecy capacity of this channel [8,9]. Further, [8,9] allows

the eavesdropper to have multiple antennas (MISOME).
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Secrecy capacity of Gaussian SISO fading channels is studied in [28-32]. Capacity-
equivocation regions for fading channels are specified in [29] and [30], while [28]
and [31] deal with characterizing the secrecy capacity and the corresponding power
allocation strategies in fading Gaussian channels. In [32], only the eavesdropping
channel is fading Gaussian, and the main channel is considered to be non-fading.
Achievable secrecy rates under Gaussian signalling are characterized. The channel
state of the eavesdropper is considered common knowledge in [28] and [31], while it
is assumed unknown to the transmitter in [32]. We study the Gaussian MISO chan-
nel when the eavesdropping channel experiences fading. We characterize achievable
secrecy rates through Gaussian signalling. It is shown that, when the eavesdropping
channel experiences fading, the optimal Gaussian signalling has a unit-rank covariance
matrix, and therefore, the system reduces to a SISO channel. We identify conditions
under which, positive secrecy rates are achievable. Our formulation is partially sim-
ilar to that of [32]. Reference [32] treats the SISO system, and we study the MISO
problem, but in both cases, the main channel is constant, while the eavesdropping
channel is fading and unknown to the transmitter. After we reduce the MISO system
to SISO, our results overlap significantly with those of [32]. As it was also mentioned
for the non-fading results of [27], here again, our results and those of [32] have been
derived independently and concurrently. Our results are different than [28-32], in that
they all consider single antennas for all the parties, while multiple transmit antennas
are considered here. Also, our results are different than [27], in that the non-fading
Gaussian MISO is studied there, while we investigate the effects of fading in Gaussian

MISO channels.
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Secure communications in multi-user networks, e.g., multiple access channel [33—
37], broadcast channel [38], relay channel [39,40], interference channel [41], and two-
way channel [42] have been studied recently.

We use the following notations: Bold face lower and upper case letters are used to
represent vectors and matrices, respectively. x? and ||x|| denote the transpose and
the Euclidean norm of the vector x, respectively. trace(X) denotes the trace of the
square matrix X. Whether a variable is deterministic or random will be clear from

the context.

3.1 System model

Figure 3.1 shows a communication system, with a transmitter equipped with mul-
tiple transmit antennas and a receiver and an eavesdropper, each with a single an-
tenna. The user and eavesdropper channel attenuations can be represented by ¢ x 1
vectors h and g, where t is the number of transmit antennas. The received signals at

the receiver and the eavesdropper at time 7 are

Yi = hTXZ' + ny,i (31)

2z =glx; + Ny (3.2)

where x; is the transmitted signal at time ¢, and without loss of generality, n,; and
n,; are unit-variance complex circularly symmetric Gaussian random variables. h
is known and fixed. When the eavesdropper channel is non-fading, g is assumed
to be known and fixed too. When the eavesdropper channel experiences fading, g is
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Eve

Figure 3.1: A communication system with a multi-antenna transmitter, and a single-
antenna receiver and eavesdropper.

assumed to be a vector of i.i.d. zero mean unit-variance complex circularly symmetric
Gaussian random variables.

A message m of rate R, is a random integer from the set {1,...,2""%} which is
transmitted in n channel uses. The equivocation rate R, is the conditional entropy of
the transmitted message, conditioned on the received signal at the eavesdropper. The
equivocation rate is a measure of the amount of information that the eavesdropper
can attain about the message, and quantifies the level of secrecy in the system. The

secrecy capacity, Clg, is the largest rate R achievable with perfect secrecy, i.e., R, = R.
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3.2 Non-fading Eavesdropper Channel
Assume that g in (3.2) is fixed and known. From [23], the secrecy capacity of this
system is

Cs = max I(ujy)—I(u;z) (3.3)

u—x—yYz

Ideally, one should solve (3.3) for the optimal joint distribution of u and x. We
restrict ourselves to the potentially sub-optimal assumption that x = u, under which,

the following rate is achievable with perfect secrecy
Rg = m(a§< I(x;y) — I(x;2) (3.4)
p(x

Rs would have been equivalent to the secrecy capacity Cl, if the main channel was
“more capable” than the eavesdropping channel [23]. p(x) must be chosen to max-
imize (3.4), but we restrict ourselves to the class of Gaussian pdfs. Our aim is to
characterize the best achievable secrecy rates, under this restriction, and the input
power constraint. This is in fact one further potentially sub-optimal assumption that
we make, as, Gaussian signalling maximizes both terms on the right hand side of (3.4),
but does not necessarily maximize the difference. Note that in the scalar Gaussian
channel studied in [22], the two assumptions of x = u and x being Gaussian are not

sub-optimal, as the eavesdropping channel is a degraded version of the main channel.
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The optimization problem of interest is now

Rg = log(1 +h”3h) —log(1 + g’ 3g) (3.5)

where X is the covariance matrix for the channel input vector x, and is constrained

such that tr(3) < P. There is no % coefficient before the log terms, as, complex

Gaussian vectors are involved. It remains to identify the covariance matrix 3 that

maximizes Rg. This is equivalent to finding the 3 that maximizes

1+h’Sh
$) == .
Z) = T (36)
or, the pair (V, A) that maximizes
1+a’Aa
) R i .
P2 = T b AD (3.7)

where ¥ = VAVT7 is the eigenvalue decomposition for 3, a = V'h and b = Vg,
We first show that A should have only one non-zero component, equal to P, and
therefore, the optimal ¥ should be unit-rank.

The optimization function can be rewritten as

1+ aTAa
) — 2484 .
p(%) T bTAD (3.8)
14+ > a2\
===l 1 (3.9)

L+, 02N

For a fixed V, we show that either all eigenvalues are zero, or there is only one nonzero
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eigenvalue equal to P, depending on the parameters a; and b;.

1.

If

a? < b2, i=1,...,t (3.10)

then for all values of A, p(¥) < 1. Its maximum value p(X) = 1 happens when
A = 0 and the user stays quiet. This situation can be interpreted as the case
were the eavesdropping channel is strictly better than the user channel, and
therefore, it is not possible to transmit information at any positive rate with
perfect secrecy R, = R. The corresponding rate-equivocation region in this case

is empty.

If for some 1 < ¢ < ¢, a? > b?, and there is unused power, increasing \; will
increase p(X). Therefore, if at least for one 7, a? > b?, the user should use all the
available power. To show that the power should be used in only one direction,
consider any two indices ¢ and j, 1 <1i,j <t¢. Assume that \; + \; = P;; < P.

Fixing all other eigenvalues, the optimization function can be written as

p(%) (3.11)
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where

¢

a=1+ Z ai\ + a3 P (3.12)
I=1,1#i,j

b=a; —a; (3.13)

¢

c=1+ > bN+DIP, (3.14)

I=1,1#i,j
_ 322
d = b; — b5 (3.15)

Depending on the sign of bc—ad, this function is either monotonically increasing
or monotonically decreasing in );. Therefore, in the optimal solution, for any
two indices i and j, 1 <4, j <, we should have either (0, A\; + ;) or (\;+ A;,0)
instead of (\;, Aj). We conclude that there is only one nonzero eigenvalue, which

is equal to P.

Since X is unit-rank, it can be written as ¥ = Pqq’ where q is constrained to be

a unit-norm vector, i.e., q*’q = 1. Then, we can write the optimization problem as

T T 2
q'q+ P(q'h)
_ 3.16
p(a) a1 P2, (3.16)
T(I + Phh”
_ a4 (L+ Phh )q (3.17)
q’ (I+ Pgg’)q
T
q Aq
-1 1
4Bq (3.18)
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where

A =1+ Phh? (3.19)

B =1+ Pgg” (3.20)

Now, p(q) is insensitive to the scaling of q, therefore, we can ignore the constraint
on q, find the general solution, and then scale it to have the unit-norm solution for

the original problem. The problem in (3.18) is equivalent to

wI B 1/2AB /2w
o(w) = (321)

wlw

where w = B'/2q. The problem in (3.21) is a Rayleigh quotient [43] and is maximized
when w is any scaled version of the eigenvector of Z corresponding to its largest

eigenvalue, where

Z = (I+ Pgg")~V*(I+ Phh®)(I + Pgg’)~1/? (3.22)

Calling this vector w*, the solution of the original optimization problem is

q = :
I(I+ Pgg”)~'/w*|

It is well-known that the capacity achieving transmission strategy in a peaceful
MISO channel without secrecy constraints, is to beam-form in the direction of the

main channel h [24]. The above result shows that, with the addition of an eaves-
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dropping channel, and the resulting secrecy constraints, the optimal strategy is still
beam-forming, but the beam-forming direction q*, is “adjusted” to be as orthogonal
to the eavesdropping channel direction as possible, while being as close to the main

channel direction as possible.

3.3 Fading Eavesdropper Channel

We study two situations regarding the availability of the eavesdropper’s channel
state information. First, we assume that the channel state information of the eaves-
dropper is also available, similar to the setting used in [29], [30]. This can also be
motivated by the assumption that the eavesdropper can be an idle user in a broad-
cast channel [23], [33], therefore, its channel information can be common knowledge
just like the receiver channel information. Later, we make the more natural assump-
tion that, only statistical information about the channel state of the eavesdropper is
available.

If the eavesdropping channel state information is available, the transmitter can
design a communication strategy for a set of parallel constant sub-channels corre-
sponding to the set of possible fading levels of the eavesdropping channels, and also
choose a power allocation strategy over those sub-channels [29]. The communica-
tion/equivocation rates at the receiver/eavesdropper, are the average communica-
tion/equivocation rates of the sub-channels [29,30], therefore, the user can choose the
optimal strategy over each sub-channel independently. The focus of this chapter is

on characterizing the optimal strategies at each sub-channel. It is left as future work
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to determine the optimal power allocation strategies. Each sub-channel is equivalent
to the non-fading MISO channel studied in the previous section.

Now, assume that there is only statistical information about the channel state
of the eavesdropper. Again, the transmitter can design a communication strategy
for a set of parallel constant sub-channels corresponding to the set of possible fading
levels of the main channel, together with a power allocation strategy over those sub-
channels. Again, we focus on characterizing the optimal strategies at each sub-channel
and leave the optimal power allocation strategies for future work. Toward that end,
assume that the channel of the intended receiver is constant, while the eavesdropper’s
channel is complex Gaussian fading. From [23], the ergodic secrecy capacity of this

system is

Cs= max I(uy)—I(u;g2) (3.24)
u—x—yYgz

= max [(wy)—I(u;z|g) (3.25)
u—xX—Ygz

Letting x = u, the following rate is achievable with perfect secrecy

Rs =max I(x;y) — I(x;z|g) (3.26)

p(x)

As before, we restrict ourselves to Gaussian, potentially sub-optimal x, and char-

acterize the best achievable secrecy rates. The optimization problem of interest is
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therefore

Rs(%) =log(1 + h"Sh) — E, [log(1 + g' =g)] (3.27)

where X is the covariance matrix for the channel input vector x, and is constrained
such that tr(X) < P, where P is the available input power. Let the eigenvalue
decomposition for the input covariance matrix be 3 = VAV, The goal is to solve
(3.27) for the maximizing X, or equivalently, to solve for V and A. The optimization

function Rg(3X) can be rewritten as

Rs(V,A) =log(1 + h"VAV'h) — E, [log(1 + g" VAV'g)] (3.28)

where A is diagonal, and the constraints are VVT = I and tr(A) < P. Following [24],
since V is unitary, and g is a vector of i.i.d. zero-mean complex circularly symmetric
Gaussian random variables, VTg will have the same distribution as g, and can be

replaced by g in the expectation. Therefore,

Rs(V,A) =log(1 + h"VAV"h) — E, [log(1 + g"Ag)] (3.29)

We will first solve for the optimal V| which affects only the first term on the right
hand side of (3.29).

Define a = VTh. The constraint on V can be replaced by the following constraint
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on a
a’a=h"VV'h =h’h (3.30)

The choice of V affects (3.29) only through the product term a = VTh. For any a,
one can find a matrix V that satisfies a = V'h, which is in fact a rotation matrix
that maps h onto a. Therefore, instead of solving for the best V, one can solve for

the best a in
Rs(V,A) =log(1 +a" Aa) — E, [log(1 + g"Ag)] (3.31)

for any given matrix A. Without loss of generality, assume that the diagonal elements
of A are in decreasing order, i.e., A\ > Ay > ... > \;. The optimal choice of a will

then be such that
t
a'Aa=> \a? (3.32)
i=1

is maximized. Given the constraint on a in (3.30), >2'_, a? = h”h, and since )\, is

larger than all other )\;, in order to maximize the weighted sum Zle A\;a?, we should

have

a? =h"h (3.33)

a;=0, i>1 (3.34)
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This in turn shows that, the optimal unitary matrix V, has the unit-norm vector ﬁ
as its first column, and ¢t — 1 arbitrary normal vectors orthogonal to h, as the rest of
its columns.

Given the optimal V as characterized above, it remains to find the optimal A.

The best achievable rate Rg can be written as a function of Ay, ..., A\; only

Rs(A) =log(1 + \i[[b[*) — E

log <1 + ZAA@AP)] (3.35)

1=1

where ¢;, i = 1,...,t are the i.i.d. random variables in g. Observe that the choice
of A\;, i > 1 only affects the second term on the right hand side of (3.35). For any
fixed \;, given that )\; and ¢g? are all non-negative, the second term on the right hand
side of (3.35) is increasing in \;, while the first term is fixed. Therefore, in order to
maximize Rg(A), the user is better off choosing A; = 0 for all ¢ > 1, as the power
constraint is trace(X) = trace(A) = Si_, \; < P. This, together with (3.33) and
(3.34), shows that the optimal user strategy is to transmit in the direction of h. This
beam-forming in the direction of h is in fact expected and intuitive, since we only
have information about the main channel vector h. This also happens to be the
throughput maximizing direction in the peaceful channel without secrecy constraints
as mentioned at the end of the previous section.

The secrecy rate Rg can now be written as a function of \; only

Rs(A1) = log(1 + Mi[h|[*) — B [log(1 + Ailg]*)] (3.36)
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where the random variable g has the same distribution as any ¢;, ¢ = 1,...,t, and
the power constraint is \; < P.

We now characterize the best choice of A; which maximizes Rg. Since there is
only one parameter \; to be determined, we drop the subscript and replace A; by
A. First, observe that both the first and the second terms on the right hand side of
(3.36) grow with \. Let v = ||g||>. Since g is complex circularly symmetric Gaussian,

~ will have an exponential distribution with pdf

es (3.37)

where a = 202, and o2 is the variance of the Gaussian random variables corresponding
to the real and imaginary parts of g. The parameter « characterizes the mean and the
standard deviation of the exponential random variable 7. Rewriting the optimization

function in terms of 7, we will have

Rs(A) = log(1 + A|[1[2) — E, [log(1 + Ay)] (3.38)

We now discuss the behavior of Rg(A) as a function of A. First, it can be observed
that, since the function f(x) = log(1 + ax) is concave, using Jensen’s inequality [13],

we will have

E, llog(1 + X7)] < log(1 + AE, ) (3.39)

which shows that, by choosing the right input covariance matrix, positive secrecy rate
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is achievable if the combined effect of all ¢ components of h is better than a single
component of g, which can occur even if h is much worse than g componentwise.

Figures 3.2 and 3.3 show Rg(\) as a function of A, when v is exponential with
parameter a = 0.01 and a = 0.1 respectively. As both figures show, depending on
the relative quality of the main and the eavesdropping channels, for some values of
|h|[? and o, Rg()\) increases with A, therefore, the user should use all its available
power, and should beamform in the direction of h. However, for some values of ||h/||?
and «, the achievable secrecy rate does not always grow with A, and in fact, Rg(\)
can decrease with A\. Given that our system reduces to SISO, the results reported for
the SISO setting concurrently and independently in [32] agree with ours. There as
well, Rg(\) is studied as a function of A, and under different main and eavesdropping
channel qualities. Based on the graphs presented, similar agreeing observations are
made.

Based on the above observation, and as it is also discussed in [35], [25] and [32],
the user is not always better off using all its available power. This raises the concern
that the achievable scheme provided here, is potentially suboptimal. The source of
the sub-optimality could be either the assumption that x = u in (3.25), or later
restricting x to be Gaussian. In [35], [25] and [32], the first assumption is targeted,
and “pre-processing” of information at the transmitter is allowed, in the form of
additionally injecting independent Gaussian noise by the user, or so called, “noise
forwarding”. Higher secrecy rates are then achieved, which shows that in fact, letting
x = u is sub-optimal. Note that, even though these techniques improve upon the
achievable secrecy rates, they are yet potentially sub-optimal, and the problem of
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Figure 3.2: Rg as a function of A, when + is exponential with parameter o = .01.

finding the optimal communication strategy remains open.

3.4 Summary and Conclusions

We studied a Gaussian MISO channel under various assumptions on the channel
attenuations. When the channel attenuations are constants, known to all the parties,
we found the maximum secrecy rate achievable through Gaussian signalling, and
showed that the Gaussian signalling that achieves the best secrecy rate is of beam-
forming nature. We then studied the Gaussian MISO channel when the eavesdropping
channel experiences fading. We found achievable secrecy rates through Gaussian
signalling. It is shown that, when the eavesdropping channel experiences fading, the
optimal Gaussian signalling has a unit-rank covariance matrix, and therefore, the

system reduces to a SISO channel. We identified conditions under which, positive
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Figure 3.3: Rg as a function of A\, when + is exponential with parameter o = .1.

secrecy rates are achievable.

Results of this chapter are published in [10].
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Chapter 4
Secrecy Capacity of the Gaussian 2-2-1 MIMO Wire-tap

Channel

In the wire-tap channel studied in the previous chapter, the receiver has a single
antenna. This crucial assumption results in the beam-forming transmission to be
optimal, which consequently simplifies the derivations. The next step towards finding
the secrecy capacity of the general Gaussian MIMO channel is to consider multiple
antennas at the receiver. We consider a Gaussian MIMO channel where both the
transmitter and the receiver have two antennas each, and the eavesdropper has a
single antenna, hence we call this channel the Gaussian 2-2-1 MIMO wire-tap channel.
We find the secrecy capacity in two steps: we first propose an achievable scheme,
which is a Gaussian signalling scheme with no pre-processing of information, and
then, we develop a tight upper bound that meets the rate achieved with our proposed
signalling scheme. The techniques that we develop are specific to the Gaussian 2-2-
1 channel, and whether they can be used for the general m-n-k channel is unclear.
We first show that the optimal Gaussian signalling scheme has a unit-rank transmit

covariance matrix, hence with Gaussian signalling, beam-forming is optimal. The
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transmitter beam-forms in a direction that is as orthogonal to the direction of the
eavesdropper, and as close to the two directions of the receiver as possible. Then, we
develop an upper bound by considering a channel where the eavesdropper’s signal is
given to the receiver. The secrecy capacity of this channel is an upper bound to the
secrecy capacity of the original channel. In addition, this channel is degraded, and no
pre-processing of information is needed. Furthermore, Gaussian signalling is optimal
for this channel. We further tighten this bound by allowing correlation between the
additive noises of the receiver and the eavesdropper. For a certain such correlation, we
prove that the optimal Gaussian signalling is unit-rank in this upper bound also. We
then evaluate our upper bound and show that it meets the rate achievable with our
proposed signalling scheme. In this 2-2-1 system, the fact that both in our achievable
scheme and in our upper bound, the optimal transmit covariance matrices turn out
to be unit-rank, proves to be crucial in enabling us to characterize the lower and
upper bounds explicitly and showing that they are equal. The problem of extending
this result to the more general Gaussian m-n-k channel is recently solved and the
corresponding secrecy capacity is specified [44-46]. It is shown that, again Gaussian
signalling and no pre-processing of information is optimal.

We use the following notations: Bold face lower and upper case letters are used
to represent vectors and matrices, respectively. x and ||x|| denote the transpose
and the Euclidean norm of the vector x, respectively. trace(X) and |X| denote the
trace and the determinant of the square matrix X, respectively. Whether a variable

is deterministic or random will be clear from the context.
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4.1 System Model

Figure 4.1 shows a communication system, with a transmitter and a receiver each
equipped with two antennas, and a single antenna eavesdropper. The 2-2-1 Gaussian

MIMO wire-tap channel is characterized by

y = Hx +n, (4.1)

z=g'x+n, (4.2)

where x is the transmitted signal, and y, z are the received signals at the legitimate
user and the eavesdropper, respectively. n, is a Gaussian random vector with zero-
mean and identity covariance matrix, while n, is a Gaussian random variable with
zero-mean and unit-variance. n,, n, are assumed to be independent. The transmitted

signal satisfies an average power constraint,
! i Elx/x)] <P (4.3)
[ Z B

The secrecy capacity C(P) is defined as the maximum number of bits that can be
correctly transmitted to the intended receiver while the eavesdropper is essentially
no better informed about the transmitted information after observing the received
signal than it was before [22].

When H is not full-rank, by performing singular value decomposition (SVD) on
H and obtaining an equivalent channel by rotation, it can be shown that the sys-

tem is equivalent to a 2-1-1 system, whose secrecy capacity has been found in [8,9].
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Figure 4.1: A communication system with a transmitter and a receiver each with two
antennas, and a single-antenna eavesdropper.

Therefore, without loss of generality, for the rest of this chapter, we assume that H

is full-rank, and hence is invertible. When

g <1 (4.4)

z can be written as a noisy version of y, i.e., v’y 4+ n, which means that the channel
is degraded. In this case, no pre-processing of information is necessary [23], and
also it can be shown that Gaussian signalling is optimal. Thus, in this chapter, we

concentrate on the more interesting and difficult case where H is full-rank and satisfies

|[H "g|| >1 (4.5)
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4.2 An Achievable Scheme

By [23], the following secrecy rate is achievable,

[I(wy) = I(w;2)]" (4.6)

where u — x — yz. By taking u = x and constraining the input signal x to be
Gaussian with covariance matrix S such that trace(S) < P, the following secrecy rate

is achievable,

+

1 1
3 log [T+ HSH"| — 3 log(1 + g’ Sg) (4.7)
Thus, the following secrecy rate is achievable
1 1 T
max —log }I + HSH } — —log(1+ g Sg) (4.8)
s-o:traces)<p 2 2

unless the maximum value in (4.8) is negative, in which case, the achieved secrecy
rate is zero.

Ignoring the 1/2, we may rewrite the cost function in (4.8) as

log |T+HSH"| —log (1 + g"Sg) = log |I + H"HS| — log (1 + g" Sg) (4.9)

We first use the following lemma to show that the S that maximizes (4.8) is unit-rank.
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Lemma 4.1 If D is a 2 X 2 invertible matrix that satisfies

g’'Dlg>1 (4.10)

then the optimal S that solves the following optimization problem

log [T + DS| —log (1 +g’S 4.11
505K og [T+ DS| —log (1+ g’ Sg) (4.11)

18 unit-rank.

Proof 4.1 The KKT necessary conditions for the optimization problem in (4.11) are

S* >0 (4.12)

trace(S*) < P (4.13)

C>0 (4.14)

A>0 (4.15)

A(trace(S*) — P) =0 (4.16)

CS* =0 (4.17)

—(I+DS*)"'D + T—C+M=0 (4.18)

1+ gTS*ggg

We will prove the claim by contradiction. Assume that the optimal S is full-rank.

Then, from (4.17), it follows that C =0, i.e, (4.18) becomes

1

1+DS) ' D=—
(T+ ) 1+ g”S*g

gg’ + Al (4.19)
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Since D is invertible

1

1+DS) ' = ——
(I+ ) 1+ gTS*g

gg' D'+ D! (4.20)

Using the matriz inversion lemma [43, page 19/, we have

1 1
I+DS* =-D— Dgg” 4.21
+ N T N NgS gt Mg ot (4.21)
1.€.,
1 1
S*=_1-— T _p-t 4.22
N 21 2gTSg + \[gl2%® (4.22)

We multiply both sides of (4.22) with gT on the left and g on the right. Let us define

v = g’'S*g, which is a non-negative real number. Then, we have

Igll? lgl]* TH-1
= — —g'D 4.23
N Ny +ag & 8 (4.23)
i.e., we have
2
_ _ g _
¥+ (1+g'D'g)y+g' D 'g+ w ("D 'g—1) =0 (4.24)

Because gD~ 1g — 1 > 0, the second-order equation in (4.24) has no non-negative
roots, i.e., it either has no real roots, or it has two negative roots. Thus, we arrive

at a contradiction. Therefore, C cannot be equal to 0, and consequently, S cannot be
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full-rank, and it has to be unit-rank.

Since H'H is invertible and satisfies (4.5), D = H”H satisfies the condition of
Lemma 4.1. Hence, the optimal S for the optimization problem in (4.8) is unit-rank.

Given that the optimal S is unit-rank, it can be written as
S = Pqq’ (4.25)
The corresponding achievable secrecy rate is

1 1
R= 3 log |+ PHqq"H"| — 3 log(1+ Pg’qq’g) (4.26)

1. q"(I+PH"H)q
= -1 4.27
2 % T (T + Pggl)a (4.27)

where (4.27) is now in the Rayleigh quotient [43, page 176] form and the optimal
achievable q, which we will call q,, is

B_1/2Wa

where w, is the eigenvector that corresponds to the largest eigenvalue of B~'/2AB~1/2
with
A=I+PH"H (4.29)
B =I + Pgg” (4.30)
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In other words, q, is the unit-norm eigenvector that satisfies
(I+ Pgg”) ™" (1+ PH'H) q, = Mq,

where A; is the largest eigenvalue of the matrix

~1/2

(1+ Pgg”)™"? (1+ PH"H) (1 + Pgg”)

Written explicitly, the achievable secrecy rate is

L (1 +anTHTan) 1
2

= —log \
2 © 1+ Pqlgg’q, 08 A1

(4.31)

(4.32)

(4.33)

Next, we show that the secrecy rate in (4.33) is in fact strictly positive. By

picking S = Pg* (gL)T, where gt is the unit-norm vector that is orthogonal to g, an

achievable secrecy rate is

%log (147 |Hg")

(4.34)

Since H is full rank, Hgt # 0, i.e., the secrecy rate in (4.34) is strictly positive.

Since the secrecy rate in (4.33) is the maximum over all S satisfying trace(S) < P,

we conclude that

1 1
Slog A = S log (1+ P |[Hg*[|") >0
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which also means that

AL > 1 (4.36)

4.3 A Tight Upper Bound

The following theorem provides a Sato like upper bound [47] on the secrecy ca-

pacity of the wire-tap channel described in (4.1) and (4.2).

Theorem 4.1 An upper bound on the secrecy capacity of the wire-tap channel de-

scribed in (4.1) and (4.2) is

max U(S,a) (4.37)

S=0,tr(S)<P

for any a with ||a|| < 1, where U(S, a) is defined as

1, |[I+N"'HSH”|
S,a)=-1 4.
with N defined as
I a
N = (4.39)
al 1
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and H defined as

H= (4.40)

The proof of Theorem 4.1 is provided in the Appendix. Intuitively, this upper
bound is obtained by considering the secrecy capacity of a new channel where the
legitimate receiver also has access to the eavesdropper’s signal. Since the legitimate
user is more capable in the new channel, the secrecy capacity of the new channel will
serve as an upper bound on the secrecy capacity of the original channel. The new
channel is degraded, and therefore the secrecy capacity is easier to obtain.

The vector a introduced in Theorem 4.1 is the correlation between the Gaussian

noises at the legitimate user and the eavesdropper, i.e.,

a= Enyn,| (4.41)

We note that a thus defined has to satisfy ||a|| < 1 for N in (4.39) to be positive
semi-definite. Introducing correlation between n, and n, does not change the secrecy
capacity of the channel, but changes the upper bound in (4.37). In fact, (4.37) remains
a valid upper bound for any a, with ||a|| < 1. Thus, we will smartly pick an a vector,
and show that the upper bound with this a vector is in fact tight, to establish the

secrecy capacity.
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We rewrite U(S, a) as

1, |[I+H'N'HS|
S,a)=-1 4.42

By the definition of N in (4.39), we have

I+ laa” —la
g g (4.43)

where k = 1 — ||a||?. Then,

H'N'H=HTH + %HTaaTH — %gaTH — %HTagT + EggT (4.44)
=H"H + % (H'a—g) (H'a— g)T (4.45)
Let us define A(a) as
A(a)=H'N'H=H"H + % (H'a—g) (H'a— g)T (4.46)
Then, U(S,a) in (4.42) is written as
(4.47)

1 1
U(S,a) = 3 log [T+ A(a)S| — 3 log (1+ g"Sg)

Let us also define q;- to be the unit-norm vector that is orthogonal to q,, which is

defined in (4.28).
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We pick a to be of the form

a=H" (aq, +g) (4.48)

for any real number a that makes ||a|| < 1. a = 0 results in a = H™7g, which is a
vector with norm greater than 1, and therefore, is not permissible.

Then, with this selection of a, A(a) in (4.46) can be written as

A(a) = H'H + 0(a)qr (qj)T (4.49)
where 0(«) is defined as
0 o 4
(Oé) - 1— aTa ( 50)
2
_ - (4.51)
1—(H"(aqz +g)) (H T (aqy +8))
Then, we have
-1 -1
L T gyt 0 280 (H'H) g g (H'H) g-1
i) (a7)" (H'H) q, - = (4.52)

This is a second-order polynomial in terms of 1/a, and it is easy to see that 1/a*

maximizes 0(a), with

1 gl(H™H) g}

o*  1-g"(H'H) 'g

(4.53)
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Finally, we call the a vector that we pick a*, which is given as

a*=H" (a’q, +8g) (4.54)

First, we will prove that a* has norm no greater than 1. Let us define ag to be

T
g da

ag = Hq, 4.55

" [Ha|P (4.59)

ay satisfies the form of a in (4.48) because H ay — g is orthogonal to q,, hence, it is
along the direction of q. Therefore, ag must correspond to an «, which we call ay.
It can be seen that

g7
[[Hq,

ol = <1 (4.56)

because of (4.36) and the fact that q, satisfies (4.33), i.e.,

1+ P||Hq,l[?
l<M=——F 4.57
' 1+ P(g7q,)? (4.57)
Hence, (4.56) means that ay # 0 and furthermore, we have
0(cv) Ay (4.58)
Q e .
71— ala,
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Therefore, we have

> 0 (4.59)

where (a) follows because o maximizes ﬁ. Finally, (4.59) implies ||a*|| < 1 because
of (4.50).

Next, we will show that the optimal S for max U(S, a*) in (4.37) is unit-rank. Since
the upper bound and achievable scheme differ only in replacing A (a*) with H'H, as
shown in (4.8) and (4.47), we will use Lemma 4.1 again to show the optimality of unit-
rank S in (4.37). Since HTH is invertible and §(a*) > 0, matrix A (a*), in the form of
(4.49), is invertible. In addition, in order to use Lemma 1, we need g7 A(a*)"'g > 1.

In the following, we will show that g7 A(a*)~!g = 1. Using the matrix inversion

lemma [43, page 19] on (4.49), we have

=1 _ (prTer) ! 1 T\ L (T (prTer) !
A )y g ) (@) BT
(4.60)
Also, from (4.52) and (4.53), 1/0(a*) is equal to
1 N 13 Te) L AL (gT (HTH)_l qi)2
)~ (q;)" (H'H) q, + ST (HTH) g 1 (4.61)
(T Ty ! (HTH)_lggT (HTH)_l L
=~ (a) ((H H) >qa (1.62)
=~ (a) (H"H - ge”) (4.63)

84



Now, using straightforward algebra, starting from (4.60) and (4.61), it is easy to verify

that
glfA(a) g =1 (4.64)

Thus, D = A(a*) satisfies the conditions of Lemma 4.1, and therefore, arg max U (S, a*)
is unit-rank.

Thus, for the selected a*, the optimization in the upper bound in (4.37) over S > 0
reduces to an optimization over q, as S = Pqq’,

1 q” (I + PHTH + Pl(a*)gt (qj)T) q

max U(S,a") =max =1lo
s-o,trace(s)<p ( ) q 2 8 q’ (I+ Pgg’)q

(4.65)

where (4.65) is again in the Rayleigh quotient [43, page 176] form, and the solution

to this optimization problem is the largest eigenvalue of the matrix
(1+ Pgg”) ™" (T+ PHTH + PY(a’)q) (b)) (T+ Peg”) ™" (4.66)
which is the largest eigenvalue of the matrix

(I+ Pgg’)™! (I + PHTH + PO(a)q (qj)T) (4.67)
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since the two matrices are related by a similarity transformation. Note that

(I+ Pgg?)™! (I + PHTH + PO(a")qt (q;)T) q = (I+ Pgg”)~! (1+ PHTH) q,

(4.68)
= A, (4.69)
where (4.69) follows from (4.31).
Let us define vector q; as
a = —6(a*) (H'H — gg”) ' q} (4.70)
Note that
alqy = —0(a”) (qy) (H'H —gg") 'qy =1 (4.71)
where the last equality follows from (4.63). Also, (4.70) implies that
H"Hq, = gg"q1 — 0(a’)q, (4.72)
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Then, we have

(I+ Pgg’)™ (I + PH™H + P6(a”)q (qi)T) CH

= I+ Pgg")~" ((I+ PH"H) q; + PY(a*)qy) (4.73)
= (I+ Pgg")™" (a1 + Pgg’ai — Pl(a’)q; + Ph(a")qy) (4.74)
= (I+ Pgg")"'(I+ Pgg’)a (4.75)
—q (4.76)

where (4.73) follows from (4.71), and (4.74) follows from (4.72). This means that the
eigenvalues of the matrix in (4.67), and also the eigenvalues of the matrix in (4.66), are
A and 1. Since A; > 1, as shown in (4.36), the resulting maximum value in (4.65) is
1log Ay Hence, the upper bound on the secrecy capacity, Le.,maxg, ¢ traces)<p U(S,a"),

is % log A1, which is equal to the lower bound on the secrecy capacity shown in (4.33).

4.4 Summary and Conclusions

We determined the secrecy capacity of the 2-2-1 Gaussian MIMO wire-tap channel,
by solving for the optimum joint distribution for the auxiliary random variable and the
channel input in the Csiszar-Korner formula. First, we proposed a lower bound on the
secrecy capacity by evaluating the Csiszar-Korner formula for a specific selection of
the auxiliary random variable and the channel input. Our achievable scheme is based
on Gaussian signalling and no pre-processing of information. Even for this achievable

scheme, which is completely characterized by the transmit covariance matrix S, a
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closed form solution for the secrecy rate does not exist. However, in our 2-2-1 case,
we have shown that the optimal transmission scheme is unit-rank, i.e., beam-forming
is optimal.

We showed the optimality of the proposed achievable scheme by constructing a
tight upper bound that meets it. The upper bound is developed by considering the
secrecy capacity of a channel where the eavesdropper’s signal is given to the legitimate
receiver. Even though this upper bound is well-defined for a general MIMO wire-tap
channel, explicit evaluation and tightening of this upper bound has been possible
by restricting ourselves to the 2-2-1 case. As in the lower-bound, and by selecting a
certain correlation structure for the additive noises, we have shown that beam-forming
is optimal for the upper bound as well. Furthermore, we have shown that the optimal
beam-forming directions in the lower and upper bounds are the same. Finally, we
have shown that the two bounds meet yielding the secrecy capacity.

The results of this chapter are published in [11] and [12].
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4.5 Appendix

Proof of Theorem 4.1: A proof of similar results is presented for the case
of m-1-n system, m,n > 1, in [9, Lemma 1, 2]. Our proof utilizes [9, Lemma 1],
which generalizes to the case of multiple antennas at the legitimate receiver easily,
and extends [9, Lemma 2] to the case where there are two antennas at the legitimate
receiver.

An upper bound on the secrecy capacity of the wire-tap channel described in (4.1)
and (4.2) is [9, Lemma 1]

max I(x;y]z) (4.77)

p(x):E[xTx|<P

Since we have

I(x;y|z) = I(x3y,2) — 1(x;2) (4.78)

Intuitively, the upper bound is obtained by considering the secrecy capacity of a new
channel where the legitimate receiver also has access to the eavesdropper’s signal.
Since the legitimate user is more capable in the new channel, the secrecy capacity of
the new channel will serve as an upper bound on the secrecy capacity of the original
channel. The new channel is degraded, and therefore the secrecy capacity formula is
(4.78), obtained by setting u = x as shown in [23].

In evaluating the right-hand side of (4.77), we introduce correlation between n,
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and n,, i.e., let us define a to be
a= Enyn,| (4.79)

We note that a thus defined has to satisfy ||a|| < 1. To avoid irregular cases, we will
only consider a such that ||al]| < 1. We also note that a does not affect the secrecy
capacity of the original channel, but it affects the upper bound in (4.77). Thus, (4.77)
remains an upper bound for any a with ||a|| < 1.

We evaluate I(x;y|z) as follows,

I(x;y]2) = h(y|z) = h(y|z,%) (4.80)

— hly|2) — h(my|n.) (4381)
Due to the Gaussianity of the noise,
Ay fn.) = By, n.) — hn.) = 3 log(2me)? [N (4.82)
where N is defined as in (4.39). Let us define S as

S = E[xx"] (4.83)
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then

Elyz] = E[(Hx+n,) (x'g+n.)] =HSg+a (4.84)
E[’l=1+g"Sg (4.85)
Elyy"] =1+ HSH" (4.86)

The linear minimum mean squared error (LMMSE) estimator of y using z is

HSg + a
y= 2 = 4.87
Y= + gTng ( )
and the resulting covariance matrix of the estimation error is
1
I+HSH' - —— (HS HS g 4.88
- sy (HSe+a) (HSg +a) (4.85)
Hence,
HSg +a
4.89
( 1+g'Sg” )Z) (4.89)
HSg + a
<h 4.90
- ( 1+g"Sg ) (490)
1 2 T 1 T
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Therefore,

eyl < L) I+ HSH” — L (HSg +a) (HSg + a)T’ o
x;y|z) < 5 log N .
||+ HSH) (1+ g7Sg) — (HSg + a) (HSg + a)"|
=1 4.93
3 ieSe N )
I+HSH” HSg-+a
1 1 g'SHT +al 1+ g’Sg Lol
BER e o
1 N + HSH”
= —log [N+ | (4.95)
2 7 (1+g"Sg)|N|
I+N'HSH”
L | (4.96)
2 (14 g”Sg)
where H is defined as in (4.40). Thus, we have
1, |[I+N"'HSH”|
max I(x;ylz) < ma —lo 4.97
p(x):E[xTx]<P (xiyl2) < sto,tracé((S)gp 2 & (1+gTSg) ( )

Therefore, an upper bound on the secrecy capacity of the wire-tap channel described
in (4.1) and (4.2) is
max U(S,a) (4.98)

S-o0,trace(s)<pP

for any a with ||a|| < 1, with U(S,a) defined in (4.38).
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Chapter 5

Conclusions

We studied two kinds of security attacks in Gaussian wireless channels: the jam-
ming attack and the eavesdropping attack. For the jamming attack, we adopted a
mutual information game formulation. First, we considered a non-fading multiple
access channel with a correlated jammer, and characterized the saddle point solution
of this mutual information game. We showed the game has a solution, whether the
jammer knows the user signals or a noisy version of them. The optimal strategies
are Gaussian signalling for the users and linear jamming for the jammer. Then, we
studied the same problem in fading channels. When the jammer is correlated and
both the users and the jammer have access to the channel state, we showed that a set
of simultaneously optimal power allocation functions for the users and the jammer
does not always exist, and consequently characterized the max-min user power alloca-
tion strategies and the corresponding jammer power allocation strategy. In all other
cases, we showed that the mutual information game admits a saddle point solution,
and characterized the corresponding user and jammer signalling and power allocation
strategies. Our results for the jamming problem have been presented in [4] and [5],

and submitted for journal publication in [6].
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We then turned to the eavesdropping attack. First, we studied a Gaussian MISO
wire-tap channel under various assumptions on the channel attenuations. When the
channel attenuations are constants, known to all the parties, we found the maximum
secrecy rate achievable through Gaussian signalling, and showed that the Gaussian
signalling that achieves the best secrecy rate is of beam-forming nature. We then stud-
ied the Gaussian MISO channel when the eavesdropping channel experiences fading.
We found achievable secrecy rates through Gaussian signalling. It is shown that,
when the eavesdropping channel experiences fading, the optimal Gaussian signalling
has a unit-rank covariance matrix, and therefore, the system reduces to a SISO chan-
nel. We identified conditions under which, positive secrecy rates are achievable. To
generalize the results for a channel with multiple antennas at the receiver, we defined
the Gaussian 2-2-1 wire-tap channel. We solved for the optimum joint distribution
for the auxiliary random variable and the channel input in the Csiszar-Korner se-
crecy capacity formula. First, we obtained a lower bound on the secrecy capacity by
evaluating the Csiszar-Korner formula for Gaussian signalling and no pre-processing
of information. We showed that beam-forming is the optimal transmission strategy
for achieving the highest lower bound of this form. We then developed a tight upper
bound that meets this lower bound, by considering the secrecy capacity of a channel
where the eavesdropper’s signal is given to the legitimate receiver. Again we showed
that beam-forming is optimal for the upper bound, and the optimal beam-forming
directions in the lower and upper bounds are the same. This makes the two bounds
meet and result in the secrecy capacity. Our results for the eavesdropping problem
have been presented in [10] and [11], and submitted for journal publication in [12].
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