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AbstrAct
Semantic communication seeks to transfer infor-

mation from a source while conveying a desired 
meaning to its destination. We model the trans-
mitter-receiver functionalities as an autoencoder, 
followed by a task classifier that evaluates the 
meaning of the conveyed information. The auto-
encoder consists of an encoder at the transmitter 
that jointly models source coding, channel coding, 
and modulation, and a decoder at the receiver that 
jointly models demodulation, channel decoding, 
and source decoding. By augmenting the recon-
struction loss with a semantic loss, this encoder-de-
coder pair is interactively trained with the semantic 
task classifier. This approach transfers compressed 
feature vectors reliably with a small number of 
channel uses while keeping the semantic loss low. 
We identify the multi-domain security vulnerabil-
ities of using deep neural networks (DNNs) for 
semantic communications. Based on adversarial 
machine learning, we introduce test-time (target-
ed and non-targeted) adversarial attacks on these 
DNNs. As a computer vision attack, small pertur-
bations are injected into the images at the input 
of the transmitter’s encoder. As a wireless attack, 
small perturbation signals are transmitted to inter-
fere with the input of the receiver’s decoder. By 
launching these attacks individually or jointly (as 
a multi-domain attack), we show that it is possible 
to change the semantics of the transferred infor-
mation (with larger impact than conventional jam-
ming) and highlight the need of defense methods 
for the safe adoption of semantic communications. 

IntroductIon
Conventional communication pursues the goal of 
reliable transfer of messages in terms of symbols (or 
bits) without a special focus on how the semantics 
of information pertinent to these messages is pre-
served. Semantic communications seeks to change 
this paradigm by preserving the semantics in recov-
ered messages beyond conventional reliability 
measures. As an example, consider a surveillance 
system of edge devices equipped with cameras. 
Each edge device takes images and needs to trans-
fer them over a wireless channel to a security cen-
ter. The semantics of the transferred information is 
of paramount importance. For example, if the secu-
rity center needs to classify images with respect to 
the intruders detected, the goal would be not only 

to reconstruct the images reliably at the security 
center, but also to preserve their semantics, name-
ly minimize the semantic loss with respect to the 
errors in image classification over wireless links to 
detect intruders at the security center. 

Semantic communications aims to reliably 
communicate the meanings of messages through 
a channel by minimizing the semantic error [1] 
to best preserve the meaning of recovered mes-
sages. Semantic communications is envisioned 
to serve different applications such as text [2], 
speech/audio [3, 4], image [5] and video [6] com-
munications. Semantic communications has been 
studied in terms of information-theoretical founda-
tions [7] and networking aspects [8]. In addition, 
task-oriented communications has been formu-
lated to utilize the semantics of information via 
its significance relative to the goal of information 
transfer when performing an underlying task [9].

In conventional communications, the trans-
mitter and receiver functionalities are typically 
designed as separate modules such as source 
coding, channel coding, and modulation at the 
transmitter and demodulation, channel decoding 
and source decoding at the receiver. The goal of 
conventional communications is to reconstruct 
the transmitter’s data samples (messages) at the 
receiver by minimizing the symbol/bit error rate 
or a signal distortion metric such as the mean 
squared error (MSE). The joint design of com-
munication functionalities is ultimately needed to 
recover the semantic information in addition to 
the transfer of messages themselves.

Semantic communications can be set up in 
a deep learning-driven end-to-end communica-
tion framework by training an autoencoder that 
consists of an encoder at the transmitter and a 
decoder at the receiver. The encoder is modeled 
as a deep neural network (DNN) for joint opera-
tions of source coding, channel coding, and mod-
ulation at the transmitter. Then, a second DNN is 
used to model the decoder for joint operations 
of demodulation, channel decoding, and source 
decoding at the receiver. The input of the encod-
er is of general data type (e.g., an image). The 
encoder and the decoder are separated by a wire-
less channel such that the output of the encoder 
is a modulated signal transmitted over a wireless 
channel and the received signal becomes the 
input to the decoder. Then, the decoder output 
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the conveyed information. This 
approach transfers compressed 
feature vectors reliably with a 
small number of channel uses 
while keeping the semantic loss 
low. Multi-domain security vul-
nerabilities of using deep neural 
networks (DNNs) for semantic 
communications are identified. 
Based on adversarial machine 
learning,  test-time (targeted and 
non-targeted) adversarial attacks 
on these DNNs are introduced.

Authorized licensed use limited to: University of Maryland College Park. Downloaded on November 26,2023 at 15:47:51 UTC from IEEE Xplore.  Restrictions apply. 



IEEE Communications Magazine • November 2023 51

(namely, the reconstructed samples) is given as 
input to a semantic task classifier (the third DNN) 
that aims to verify the semantics of reconstructed 
samples (e.g., presence or absence of the intruder 
in the surveillance scenario described above). If 
the accuracy of this semantic task classifier is high, 
then we can say that the semantics of the infor-
mation is preserved with high fidelity. 

The autoenconder is trained by accounting for 
channel effects as well as preserving the seman-
tics of information. To that end, semantic commu-
nications extends autoencoder communications, 
where the encoder encompasses channel coding 
and modulation operations, the decoder encom-
passes demodulation and channel decoding 
operations, and the sole goal is the same as con-
ventional communications, namely reconstructing 
messages (in form of symbols) at the receiver [10]. 
On the other hand, the autoencoder for semantic 
communications incorporates source coding and 
source decoding, and reconstructs the input data 
samples such as images. More importantly, this 
autoencoder is trained by a custom loss function 
that augments the reconstruction loss (e.g., the 
MSE between the input image at the transmitter 
and the reconstructed image at the receiver) with 
the semantic loss that is represented by the pen-
alty of violating the constraint that the loss of the 
semantic task classifier (that is designed to cap-
ture the semantics of the recovered information) 
exceeds a target threshold.

The training of the autoencoder and the 
semantic task classifier can be separated or com-
bined. The former way is to consider a fixed task 
classifier that is trained offline (such as in [11]). 
However, if this classifier is trained with clean 
input data without taking the channel effects 
and the corresponding reconstruction losses into 
account, it cannot achieve high accuracy espe-
cially in the low signal-to-noise ratio (SNR) regime. 
On the other hand, the autoencoder’s output 
is not known in advance before training it with 
respect to channel effects, so it cannot be readily 
used as the input to the semantic task classifier for 
offline training purposes.

To that end, we consider interactive training of 
the autoencoder and the semantic task classifier 
over multiple rounds. In each round, the autoen-
coder for semantic communications is trained first 
and then its output is used to build the training 
data that is leveraged to train the semantic task 
classifier. Along with the reconstruction loss (the 
MSE loss), the loss of this classifier is then used 
in the custom loss function of the autoencoder 
for the next round. This process is repeated over 
multiple rounds while ingesting new training and 
validation data samples in each round. This train-
ing process seeks to improve the fidelity of both 
the autoencoder and the semantic task classifier.

As deep learning becomes a core part of seman-
tic communications, there is an increasing concern 
about the vulnerability of the underlying DNNs to 
adversarial effects. In our case, three DNNs are uti-
lized, an encoder at the transmitter and a decoder 
and a classifier at the receiver. Smart adversaries may 
leverage emerging machine learning techniques to 
exploit vulnerabilities and tamper with the learn-
ing functionalities of all these DNNs embedded in 
semantic communications. Learning in the presence 
of adversaries has been studied under adversarial 

machine learning for various data domains such as 
computer vision and natural language processing 
(NLP). Due to the shared and open nature of wire-
less medium, wireless applications are highly sus-
ceptible to adversaries such as eavesdroppers and 
jammers that can further observe and manipulate 
the training and test (inference) time operations of 
machine learning used for wireless applications [12].

In test time, an adversarial (evasion) attack 
can add a small perturbation to the input sam-
ples of a victim DNN and fool it into making 
wrong decisions. The complex decision of the 
DNN makes it highly sensitive to even small vari-
ations in the input samples. Both the encoder at 
the transmitter and the decoder at the receiv-
er take inputs that can be manipulated by the 
adversaries. The input of the encoder is a sig-
nal of general type. If it is an image such as in 
the surveillance scenario discussed earlier, the 
adversary can position a small deceptive object 
in front of the camera and this is captured by 
the camera as a small perturbation in this com-
puter vision attack. The input of the decoder is 
the wireless signal received over the channel. 
This signal can be manipulated by the adversary 
that transmits a perturbation signal over the air. 
This way, the received signal includes the pertur-
bation signal superimposed with the transmitted 
signal and receiver noise. Adversarial attacks on 
wireless signals have been considered for signal 
classifications [13] and autoencoder communi-
cations [14]. Semantic noise has been consid-
ered in [15] that causes misleading between the 
intended semantic symbols and received ones 
for image classification tasks. In both comput-
er vision and wireless attacks, the adversarial 
perturbations are determined as solutions to an 
optimization problem to minimize the power of 
perturbation signal subject to the condition that 
the DNN’s decision becomes incorrect.

The adversary can launch either a non-targeted 
attack (where the adversary seeks to change the 
semantics of recovered information to any other 
incorrect meaning) or a targeted attack (where 
the adversary seeks to change the semantics of 
recovered information to a specific incorrect 
meaning). All these attacks are very effective even 
when a small perturbation is used, and significant-
ly outperform conventional attacks such as jam-
ming, where a Gaussian signal is transmitted as 
the perturbation.

We also present a multi-domain attack, where 
these attacks can be launched either separately or 
together by adding perturbations to the input data 
samples (e.g., images) as well as to the channel 
data (with over-the-air transmissions). We show 
that these attacks are very effective individually or 
better when combined in a multi-domain attack. 
Combining computer vision and wireless attacks 
(each using only a small perturbation added to 
the input image or the wireless signal) substantial-
ly reduces the performance of semantic commu-
nications beyond what a single-domain attack can 
individually achieve. 

The rest of the article is organized as follows. 
The next section describes the deep learning-driv-
en autoencoder-based semantic communications 
and evaluates its performance. We then pres-
ent the multi-domain adversarial attack vectors 
against semantic communications and highlight 

As deep learning becomes 
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can individually achieve.

Authorized licensed use limited to: University of Maryland College Park. Downloaded on November 26,2023 at 15:47:51 UTC from IEEE Xplore.  Restrictions apply. 



IEEE Communications Magazine • November 202352

the major loss in preserving the semantic infor-
mation beyond the reconstruction loss. The final 
section concludes the article.

semAntIc communIcAtIons wIth  
end-to-end deep LeArnIng

We consider deep learning-enabled semantic 
communications shown in Fig. 1. The transmit-
ter-receiver functionalities are designed as an 
autoencoder. The encoder that is trained as a 
DNN at the transmitter takes the data samples 
(e.g., images) as the input and jointly performs 
source coding, channel coding and modulation 
operations. The output of the encoder is the mod-
ulated signals that are transmitted over the air in 
multiple channel uses. The size of latent space 
at the output of the encoder corresponds to the 
number of channel uses conceptually. The decod-
er that is trained as another DNN at the receiver 
takes the received signals as the input and jointly 
performs demodulation, channel decoding and 
source decoding operations. The output of the 
decoder is the reconstructed data samples.

The encoder and decoder DNNs are trained 
jointly. Autoencoder communications has been 
considered for joint training of channel coding 
and modulation at the transmitter and demodu-
lation and channel decoding at the receiver to 
minimize the categorical cross-entropy (CCE) 
loss for symbol recovery [10]. In our setting, the 
input data is a general signal such as an image 
instead of symbols. Therefore, source coding 
and source decoding are incorporated in the 
encoder and decoder, respectively. Then, the 
goal is extended to reconstruct the input signal 
at the receiver. To construct data samples at the 
receiver, a distortion loss can be minimized such 
as the MSE.

In semantic communications, the goal is not 
only to reconstruct the signals at the receiver 
but also preserve the meaning conveyed by the 
reconstructed data samples by minimizing a cus-
tom loss that incorporates both the reconstruction 
loss and semantic loss for the semantic classifier. 
The accuracy of the semantic classifier is indirectly 
reflected in the training of the autoencoder. Over-
all, the autoencoder and the semantic classifier 
are jointly trained that goes beyond the traditional 
training process of the encoder-decoder pair. On 
the other hand, autoencoder communications 
would reconstruct the transmitter inputs by min-
imizing the reconstruction loss, whereas task-ori-
ented communications would classify transmitter 
inputs by minimizing the classification loss.

For numerical results, we use the MNIST data-
set of handwritten digits as the input data and the 
digit classifier as the semantic task classifier such 
that the goal of semantic communications is to 
ensure that the reconstructed signals can be still 
reliably recognized with respect to its digit labels. 
The custom loss for semantic communications is 
the MSE loss of reconstructed signals augmented 
with the penalty of violating the condition that the 
target (CCE) loss of the semantic task classifier 
exceeds a certain threshold, namely, it is the MSE 
loss plus a weight times the gap of classifier loss 
from a threshold. For numerical results, we set 
the weight as 0.2 and the threshold as the loss 
of classifier with clean inputs in the absence of 
channel effects. If the autoencoder was trained 
by reconstruction or semantic loss only, it could 
not reliably preserve the semantic information or 
reconstruct images, respectively.

First, we can assume that the semantic task clas-
sifier is pretrained using the CCE loss for the clean 
data (without channel impairments) as in [11]. 
However, it takes the reconstructed signals as the 
input and is sensitive to the noise in the input data 
due to channel effects. This data mismatch in train-
ing and test times decreases the accuracy of the 
semantic classifier and consequently decreases the 
performance of the autoencoder that makes use of 
the CCE loss of this classifier as part of its custom 
loss function. To mitigate this issue, we pursue a 
multi-round interactive training process as follows. 
In each round, the autoencoder is retrained by 
using both the MSE and the CCE loss of the seman-
tic task classifier that was trained in the previous 
round. Then, the semantic task classifier is retrained 
using the reconstructed samples collected at the 
output of the decoder in test time of the current 
round. Starting with pretraining of the semantic 
task classifier with clean data, we repeat this pro-
cess in multiple rounds. 

The DNN architectures of encoder, decoder 
and semantic task classifier network are provided 
in Fig. 2. Feedforward neural networks are used 
in each DNN. The encoder-decoder pair does not 
need to be symmetric in general. Hyperparame-
ter optimization can be performed for encoder, 
decoder and semantic classifier models (such as 
number of layers and neurons). The MNIST data-
set of handwritten digit images (each of 28  28 
grayscale pixels) is used as the input data (60K for 
training and 10K for testing). The wireless trans-
missions are carried out over an additive white 
Gaussian noise (AWGN) channel. The accuracy 
of semantic task classifier for both cases of fixed 
pretraining and interactive retraining over multiple 

FIGURE 1. System model for semantic communications.
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rounds is shown in Fig. 3 as a function of the SNR 
(when the number of channel uses is varied). This 
interactive retraining helps preserve the seman-
tic information and the semantic task classifier 
accuracy increases as the SNR and the number 
of channel uses increase, while the reconstruction 
loss remains small. For example, when the num-
ber of channel uses is 40, the reconstruction loss 
is 0.026, 0.021, 0.019, 0.017, and 0.016 when the 
SNR is 0dB, 3dB, 5dB, 8dB, and 10dB, respectively. 
The baseline without retraining achieves a similar 
MSE, whereas semantic communications further 
preserves the semantics of information transfer. 

AdVersArIAL AttAcKs on semAntIc communIcAtIons
In test time, adversarial (evasion) attacks seek to 
manipulate the test data input to the adversary’s 
model (e.g., by adding a small perturbation) such 
that it cannot make a reliable decision for these 
samples. The effect of this attack is measured in 
terms of the model accuracy for the manipulated 
test input samples (the lower this accuracy drops, 
the more eff ective the attack becomes). The per-
turbation is selected by minimizing the perturba-
tion power subject to the conditions that an error 
occurs in the decision of the victim model, and 
the perturbation power remains upper bound-
ed by a threshold. Since solving this optimization 
problem is diffi  cult, Fast Gradient Method (FGM) 
can be applied by linearizing the loss function and 
using the gradient of the loss function when craft-
ing the perturbation. Fast Gradient Sign Method 
(FGSM) takes the sign of the gradient to design 
the perturbation. Other attack methods include 
Basic Iterative Method (BIM), Projected Gradient 
Descent (PGD), Momentum Iterative Method, 
DeepFool, and Carlini Wagner (C&W).

The adversary can launch targeted and
non-targeted attacks. The targeted attacks seek 
to cause errors in the DNN outputs only for 
samples from a specifi c set of non-target labels 
(classes) to other target labels (by minimizing 
the loss function of the victim DNN with respect 
to the target labels). On the other hand, the 
non-targeted attacks seek to cause errors for 
samples from all labels (by maximizing the loss 
function of the victim DNN for all samples under 
the non-targeted attack).

The adversary can launch adversarial attacks 
on semantic communications in two different 
ways. First, the adversary adds a small perturba-
tion to the input sample (namely, the image in 
our case) and manipulate the semantic meaning 
of messages (namely, the reconstructed image 
is classified to a wrong digit label) although the 
reconstruction loss remains small. Second, the 
adversary adds a small perturbation to the input 
of the decoder (namely, the received wireless 
signal) at the receiver (potentially with an over-
the-air transmission). These adversarial attacks in 
diff erent data domains are illustrated in Fig. 4.

First, we consider the adversarial attack on the 
transmitter (encoder) input. The adversarial per-
turbation is generated by the FGSM by taking 
the gradient with respect to the concatenation of 
the autoencoder and the semantic task classifier. 
Therefore, the attack depends on the DNN models 
used. The perturbation is computed as the gradi-
ent weighted with the perturbation strength and 
added to the image sample before inputting it to 

the encoder. This corresponds to a computer vision 
attack. The attack success rate is defined as the 
average error probability of the semantic task clas-
sifi er under the non-targeted attack and as the prob-
ability that the semantic task classifier classifies a 
non-target label as a target label under the targeted 
attack. In this article, we consider a white-box attack 
where the adversary knows the input (either the 
image or the wireless signal corresponding to the 
encoded input). To relax this assumption, a univer-
sal adversarial perturbation (UAP) can be generated 
by generating adversarial perturbations for diff erent 
inputs and corresponding signals, and then reduc-
ing the dimension (e.g., via principal component 
analysis) to a common perturbation [13, 14].

The success rate of the adversarial attack (at 5dB 
SNR and with 40 channel uses) is shown in Fig. 5 
as a function of the perturbation strength. For the 
targeted attack, we consider two cases; namely, 
averaged over non-target labels and target labels. 
We compute the attack success rate for each pair 
of non-target and target labels. In the former case, 
we fi nd the best attack success rate over all target 
labels for a given non-target label, and then average 
this best attack performance over all target labels. In 
the latter case, we fi nd the best attack success rate 
over all non-target labels for a given target label, 
and then average this best attack performance over 
all non-target labels. The non-targeted attack is eas-
ier as it needs to flip any label to any other label, 

FIGURE 2. The DNN architectures of the autoencoder and the semantic task classifier.
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so it achieves high attack performance. Targeted 
attacks are also eff ective on the average and likely 
flip the labels from a specific non-target label to 
another one or to a specifi c target-label.

The reconstruction loss caused by each attack 
is found very close to each other suggesting that 
adversarial attack poses a more serious threat to 
the fi delity of semantic information than the infor-
mation transfer itself. For example, the non-targeted 

attack with a small perturbation strength such as 0.3 
reduces the classifier accuracy to 0.11, although 
the reconstruction error remains small, namely the 
MSE is 0.09 (while the MSE is increased, it is still 
significantly low compared to the range of MSE 
values possible for poor reconstruction of inputs). 
This suggests that the adversarial attack can eff ec-
tively degrade the semantics of conveyed infor-
mation even when it is reconstructed with a small 
distortion. For the MNIST data, this means that the 
reconstructed images at the receiver may look sim-
ilar to the input images but they cannot be reliably 
classifi ed to its digit labels. Second, we consider the 
adversarial attack on the receiver (decoder) input. 
The adversarial perturbation is generated by FGSM 
by taking the gradient with respect to the concate-
nation of the decoder of the autoencoder system 
and the semantic task classifi er. The perturbation is 
computed as the gradient weighted with the per-
turbation-to-noise ratio (PNR) and added over the 
air to the wireless transmission. This corresponds to 
a wireless attack. The success rate of non-targeted 
attacks on semantic communications (at 5dB SNR 
and with 40 channel uses) is shown in Fig. 6. The 
performance is evaluated as a function of the PNR 
and compared with the case when Gaussian noise 
is used as the perturbation such as in convention-
al jamming attacks. The adversarial perturbation 
added over the transmitted signals is very eff ective 
in reducing the classifier accuracy even when the 
PNR is low, whereas Gaussian noise is not effec-
tive as a perturbation unless the perturbation noise 
power is much higher than the receiver noise.

Figure 6 also shows the performance under 
the multi-domain attack combining wireless and 
computer vision attacks, where a perturbation is 
added to the receiver input over the air (a wire-
less attack) and another perturbation (of strength 
0.1) is added to the transmitter input image (a 
computer vision attack). This attack is the most 
effective one and quickly reduces the classifier 
even the adversary uses small perturbations of 
low strength and PNR. The addition of perturba-
tions to the input images does not lose its eff ect 
over the wireless transmission when another per-
turbation is added to the wireless signal. On the 
contrary, the introduction of the computer vision 
attack amplifi es the eff ect of the overall adversar-
ial attack and thus further reduces the PNR need-
ed by the wireless adversarial attack to reduce the 
semantic accuracy below a target threshold. 

There are various conventional schemes such as 
channel hopping, spread spectrum, and adding arti-
fi cial noise to protect communications from attacks 
such as jamming. We assume that the adversary 
operates on the same frequency-time block as the 

FIGURE 4. Adversarial attacks on semantic communications.
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communications system that pursues bandwidth 
efficiency (such as envisioned for NextG systems) 
compared to spread spectrum. In that case, adding 
artificial noise will reduce the PNR that will slightly 
reduce the attack success (the adversarial attack 
can be successful even when the perturbation is 
below the noise floor as shown in Fig. 6) at the 
expense of reducing the classifier accuracy since 
the SNR will also decrease as shown in Fig. 3.

In addition to these test-time attacks consid-
ered, it is possible to attack the DNNs in training 
time such as poisoning (causative) attacks (that 
manipulate the training data in terms of features 
and labels), whereas test-time and training-time 
attacks can be combined in backdoor (Trojan) 
attacks, where the adversary adds triggers for a 
target label in training data and later activates them 
in test time. With the open-source development 
such as O-RAN for next-generation communica-
tions, adversarial machine learning poses a serious 
threat to the use of deep learning such as we dis-
cussed for semantic communications. Therefore, 
it is essential to characterize this emerging attack 
surface and develop defense mechanisms.

concLusIon
We formulate an autoencoder-based semantic 
communications system enabled by deep learning 
to transfer information from a source to its destina-
tion while preserving the semantics of information 
in addition to reliability objectives. The transmitter 
and receiver functionalities are represented as an 
encoder-decoder pair that is trained with a cus-
tom loss function that combines the reconstruc-
tion loss with a semantic loss that is captured by 
the loss of a subsequent semantic task classifier. 
By accounting for channel effects, the DNNs for 
the autoencoder and the semantic task classifier 
are interactively trained. However, the use of the 
DNNs makes semantic communications vulnera-
ble to adversarial attacks that seek to manipulate 
the DNN inputs. These adversarial attacks can be 
launched in different domains such as a computer 
vision attack that injects a perturbation to the input 
image at the transmitter and a wireless attack that 
transmits a perturbation signal that is received by 
the decoder at the receiver as superimposed with 
the transmitted signal. We show that these attacks 
are very effective individually and even more when 
combined to reduce the semantic communications 
performance, namely they lead to a major seman-
tic loss such that the attempt to recover informa-
tion cannot preserve the semantics. 

Future research directions include:
• Extension to other datasets (both image and 

other data modalities such as text and speech)
• Extension to other machine learning tasks to 

capture semantic information
• Extension to other channel properties (e.g., 

Rayleigh channel)
• Study of hyperparameter optimization for 

encoder, decoder and semantic classifier 
models (e.g., number of layers and layer sizes)

• Study of UAPs to generalize adversarial 
attacks on semantic communications

• Study of other adversarial machine learn-
ing attacks (e.g., poisoning and backdoor 
attacks) on semantic communications

• Study of defense schemes (e.g., adversarial 
training, randomized smoothing, and certi-

fied defense) against adversarial attacks on 
semantic communications.
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