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Secure Degrees of Freedom Region of Static and
Time-Varying Gaussian MIMO Interference Channel

Karim Banawan

Abstract— We consider the two-user multiple-input multiple-
output (MIMO) interference channel with confidential mes-
sages (ICCM). We determine the exact secure degrees of freedom
(s.d.o.f.) region for the symmetric case of M antennas at both
transmitters and N antennas at both receivers. We develop the
converse by combining the broadcast channel with confidential
messages (BCCM) cooperative upper bound, decodability upper
bound for the interference channel with no secrecy constraints,
and vector extensions of the secrecy penalty and role of a helper
lemmas. For the achievability, we first show that the s.d.o.f. region
is a four-vertex polytope. For the sum s.d.o.f. point, we propose
a novel achievable scheme for the 2 x 2 ICCM, which combines
asymptotic real interference alignment with spatial interference
alignment. Using this scheme, we provide achievable schemes for
any M and N by proper vector space operations. We achieve the
other non-trivial extreme polytope points by employing one of the
transmitters as a deaf helper for assisting the secure transmission
of the other user. We present simplified achievable schemes for
the special case of time-varying MIMO ICCM. The achievable
schemes, in this case, make use of the time-varying nature of the
channel to construct vector-space alignment counterpart of the
real interference alignment used in the static channel case.

Index Terms— MIMO interference channel, secure degrees of
freedom, confidential messages, interference alignment, static,
time-varying.

I. INTRODUCTION

HYSICAL layer security provides unconditional and

provable security schemes that are quantifiable in terms
of information-theoretic quantities and rates [1]. Wyner [2]
introduced the canonical wiretap channel model, which con-
sists of a transmitter, a legitimate receiver and an eavesdropper,
and showed the feasibility of attaining a positive secrecy rate
in his degraded channel model. Csiszar and Korner [3] gen-
eralized Wyner’s result to the case of non-degraded channels.
Leung-Yan-Cheong and Hellman [4] extended these results to
the Gaussian channel. The physical layer security framework
is then extended to various multiuser settings such as: the
multiple access wiretap channel (MAC-WT) [5], broadcast
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channel with confidential messages (BCCM) [6]—[10], interfer-
ence channel with confidential messages (ICCM) [6], multi-
receiver wiretap channels [11], [12], and relay-eavesdropper
channels [13]. The secure degrees of freedom (s.d.o.f.) have
been considered in the literature as a first order approx-
imation of the secure rates (the pre-log factor of the
secure rate) in many multiuser channel models, such as:
helper wiretap channel [14], [15], multiple-access wiretap
channel [14], [16]—-[18], interference channel [14], [18]-[22],
X-channel [23], [24], half-duplex relay channel [25], com-
pound wiretap channel [26], diamond channel [27], multiuser
channel models under imperfect CSIT [28]-[32].

In this work, we consider the two-user MIMO ICCM [6],
where two users wish to send messages to their respective
receivers reliably, while keeping them secure from the unin-
tended receiver in the information-theoretic sense. The secrecy
capacity region of the ICCM is unknown today. In fact,
the capacity region of the IC without secrecy constraints is
known only within a constant gap [33]. Most of the current
work concentrates on the asymptotic behavior of the secrecy
capacity at high SNR in terms of s.d.o.f. The exact sum
s.d.o.f. [14], [22] and the entire s.d.o.f. region [18] of the
single-input single-output (SISO) ICCM are known for an
arbitrary number of transmitters and receivers. In this paper,
we determine the exact s.d.o.f. region of a two-user MIMO
ICCM for the symmetric case of M antennas at the transmitters
and N antennas at the receivers (see Fig. 1).

Reference [14] determines the exact s.d.o.f. of several SISO
one-hop networks, including the wiretap channel with helpers,
MAC-WT, BCCM, and ICCM. For achievability, [14] proposes
real interference alignment [34] based achievable schemes
that use structured codes in the form of pulse amplitude
modulation (PAM). Focusing on the two-user SISO ICCM
in [14], each user sends one message-carrying signal and one
cooperative jamming signal. Each cooperative jamming signal
is aligned with the message-carrying signal of the other user
at the user’s unintended receiver, thereby protecting it. This
scheme results in 1/3 s.d.o.f. for each user. For the converse,
[14] develops two converse lemmas, the secrecy penalty lemma
and the role of a helper lemma, which prove the optimality of
the proposed achievable schemes. Reference [22] generalizes
the sum s.d.o.f. result of [14] to the case of K-users. The
work in [22] shows that in order to achieve real interference
alignment at multiple receivers as in the case of the K-user
interference channel, asymptotic real interference alignment
is needed. [18] generalizes [14], [22] to determine the entire

0018-9448 © 2018 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission.
See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.


https://orcid.org/0000-0001-8547-5010
https://orcid.org/0000-0002-8219-8190

BANAWAN AND ULUKUS: s.d.o.f. REGION OF STATIC AND TIME-VARYING GAUSSIAN MIMO INTERFERENCE CHANNEL 445

M antennas N antennas

Hy,
Wl — Xl Y'1 »Wl
Ha W,
M antennas
N antennas
H,
Wy — Xs Y, »%
W,
Hy,
Fig. 1. Two-user MIMO ICCM.

s.d.o.f. region; [18] shows that the s.d.o.f. region has a general
polytope structure and the achievability of the extreme points
of this polytope region is sufficient to characterize the entire
s.d.o.f. region.

Reference [15] extends the result for the wiretap channel
with helpers in [14] to the case of MIMO nodes for the
special case of a single helper. To that end, [15] extends the
role of a helper lemma of [14] for the MIMO case by upper
bounding the conditional differential entropy of the helper
channel input given its channel inputs in the null space of the
receiver. Reference [15] provides multiple achievable schemes
for different regimes including spatial precoding/alignment,
transmission in the null space, and projecting onto a SISO
dimension where real interference alignment of [14] is used.
Since the s.d.o.f. in the case of a MIMO wiretap channel with
a helper is an integer multiple of 1/2, the strategy of projecting
onto a single dimension and using a SISO achievable scheme
as in [14] is sufficient.

In this paper, we extend the s.d.o.f. results for the ICCM
in [14], [18], and [22] to the case of MIMO nodes, for the
special case of a two-user system with an equal number of
antennas at both transmitters (M) and both receivers (V).
We first focus on the optimal achievability schemes for the sum
s.d.o.f. point. We propose a novel achievable scheme for the
2 x 2 ICCM system. The 2 x 2 achievable scheme is central in
this paper, since for the ICCM, the final sum s.d.o.f. numbers
are multiples of 1/3. The required achievable scheme depends
on the value of the fractional (non-integer) part of the sum
s.d.o.f. This fractional part is either 0, 1/3, or 2/3. If it is
1/3, a projection onto a single SISO dimension as in [15] is
sufficient. In this SISO dimension, we use real interference
alignment scheme of [14] for ICCM. However, if it is 2/3,
the projection strategy results in a 2 x 2 ICCM system.
In this case, we cannot use the real interference alignment
scheme of [14] in individual dimensions. Instead, we use a
spatial interference alignment scheme [35] to ensure that the
leakage is negligible in the s.d.o.f. sense, and an asymptotic
real interference alignment scheme [22] to minimize the
required number of irrational dimensions at each antenna for
decodability. The use of asymptotic alignment ensures that all

antenna observations are used efficiently. Any other antenna
configuration (any M and N) can be reduced to either a 1 x 1
ICCM (i.e., SISO) or a 2 x 2 ICCM system after proper vector
space operations for the integer part of the sum s.d.o.f. These
operations include transmission in the null space of the cross-
links (whenever the number of transmit antennas is larger than
the number of receive antennas) and spatial alignment.

We develop a matching converse by using three distinct
outer bounds. The first upper bound is the cooperative bound,
in which we allow cooperative stochastic encoding among
the two users. This effectively transforms the ICCM channel
into a BCCM channel, whose upper bound appears in [29].
The second upper bound uses the vectorized version of the
upper bounding technique developed in [14] using the secrecy
penalty and role of a helper lemmas; see also [15]. The idea
of this upper bound is to calculate the secrecy penalty in
terms of channel inputs and outputs, while upper bounding
the differential entropy of the channel inputs. The third upper
bound is the decodability upper bound developed in [36] for
the IC without secrecy constraints. The intersection of these
three upper bounds gives a tight upper bound for any number
of antennas.

To characterize the complete s.d.o.f. region, we first prove
that the region is a four-vertex polytope in general as in [18].
The non-trivial extreme points are the sum s.d.o.f. point
and the two symmetric maximum individual s.d.o.f. points.
We note that the s.d.o.f. region becomes a square if % <M<
ZTN or M > 2N, which implies the feasibility of simultaneous
secure transmission with a full s.d.o.f. in these regimes. For
other regimes, the s.d.o.f. region is a non-square polytope,
since the sum s.d.o.f. point and the maximum individual
s.d.o.f. points evolve differently with the number of transmit
antennas M; more specifically, the sum s.d.o.f. increases
linearly with a slope that is a multiple of 1/3, in contrast to the
maximum individual s.d.o.f. that grows with a slope that is a
multiple of 1/2. We derive the optimal achievable schemes for
extreme points of this polytope for all antenna configuration
regimes. After establishing the achievable schemes for the non-
trivial points of the polytope, the rest of the region is obtained
via time-sharing.

Finally, we specialize the problem to the case of time-
varying ICCM. We develop simpler achievable schemes that
depend on repeating the transmitted symbols over multiple
channel uses. This effectively replaces the complicated asymp-
totic real interference alignment scheme developed for general
static channels, enables a simpler vector space alignment
solution, and exploits the time-diversity inherent in time-
varying ICCM by joint stochastic encoding across different
channel realizations.

II. SYSTEM MODEL

We consider a two-user symmetric Gaussian MIMO ICCM.
Each transmitter has M transmit antennas, and each receiver
has N receive antennas. The input-output relationships of a
two-user MIMO ICCM (see Fig. 1) are:

Y (1) = Hii ()X (7)) + Ho ()Xo (1) + N1 (t) (1)
Yo () = Hi2(0)X1(7) + Hoo (1) X0 (¢) + Na(t) 2)
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where H;j(r) € RM*M s the channel gain matrix from
transmitter i to receiver j (where i, j € {1,2}) at channel
use f. We call the ICCM static, if H;;(t) = H;; for all
channel uses ¢, Vi, j. The ICCM is time-varying, if H;;(t)
takes an independent realization at every channel use ¢, Vi, j.
We assume that H;;(¢) is picked from a continuous distrib-
ution. Hence, H;;(r) admits rationally independent elements
with probability 1. Furthermore, any finite collection of the
channel gains are linearly independent with probability! 1.
X;(t) € RM is the channel input of transmitter i at channel
use 7, Y;(¢) € RY is the channel output of receiver i at channel
use ¢, and N;(¢) € R¥ is ii.d. Gaussian noise vector with a
finite variance at receiver i.

Transmitter i € {1, 2} sends a message W; chosen uniformly
from a message set WV; by encoding it into an n-letter channel
input X7 (¢). The message W; is to be conveyed reliably to
receiver i and to be kept secret from receiver j, where j # i.
Transmitter i performs stochastic encoding f; over n channel
uses fi : Wi — X7 () such that for any € > 0, the following
reliability and security constraints are satisfied:

“ 1
P(Wy #W1) <€, —I(W;:Y3) <e€ (3)

n

n 1
P(Wy # Wa) <€, —I(WpY])<e 4)

n

where Wi is the estimate of W; at receiver i. The
channel inputs are subject to average power constraints
tr(E[X; (0)X;())T]) < P, i = 1,2. The rate of user i is
R; = 1 log [W;|. The s.d.o.f. d; of user i is:

—n

R.
di = lim —— )
P—o00 5 log P

The sum s.d.o.f. d; is given by dy = d| + d>.

III. PRELIMINARIES

In this section, we review the real interference alignment
and spatial alignment techniques as they are the main ingredi-
ents of our achievable scheme. In this work, we combine both
techniques for MIMO ICCM with static channels.

A. Real Interference Alignment

The real interference alignment technique, which is intro-
duced in [34] and employed in [14] for achieving the
s.d.o.f. for one-hop networks, relies on transmitting multiple
data streams of PAM signals. Specifically, let {bi}iL:1 be a
sequence of L symbols. The symbol b; is picked from PAM
constellation C(a, Q), where a is the separation between
any two symbols in the constellation set and the number
of symbols in the constellation set is given by 20 + 1,
ie.,C(a, Q) =a{—0Q,—0+1,---,0—1, Q}. Now, consider
transmitting these L symbols simultaneously in the form of a
linear combination,

X = Zaibi (6)

'In the exposition of the results, the phrase “for almost all” refers to the
rational/linear independence, which occurs with probability 1.

where {a; : i = 1,---,L} are rationally independent
real numbers. The rational independence means that if
ZiL:1 oiqi = 0 for some ¢, --,qgr which are rational

numbers, then ¢; = 0 for all i.
Although the signal x is a mixture of {b;} iL=1 , these symbols
lie in separate rational dimensions if we choose,

P2 ;
“=775 )
for some 6 > 0, a positive constant y which is independent of
P that is chosen to satisfy the power constraint [34]. In this
case, the constellation observed at the receiver side consists
of (20 + 1)L points and the probability of error can be upper
bounded P, < exp (-7, P%). To summarize: by careful choice
of C(a, Q) (e.g., by choosing the number of points as a
function of L as in (7)), one can send L separable data streams
that satisfy the average power and the reliability constraints.
This is done by creating and exploiting rational dimensions.

This technique can be effectively used for security as
in [14]. To achieve this, the transmitted signals in general
consist of two components, namely, the secure signal V, and
the cooperative jamming signal U. The cooperative jamming
component U; from transmitter ¢ is utilized to satisfy the
security constraint of transmitter j by being aligned with V;
in the same rational dimension. This can be done by scaling
both U; and V; by real coefficients such that their scaling is
the same at the receiver after passing through the channel.
More specifically, the ith transmitter sends X; = a; U; and the
Jjth transmitter sends X; = a;V;, such that a;h;; = ajhj;,
where h;; is the channel gain from transmitter i to receiver j
and A ; is the channel gain from transmitter j to receiver j.
This satisfies the security at the jth receiver as the received
signal will have a component o/ ;(U; 4+ V;), i.e., the secure
signal and the cooperative jamming signal lie in the same
rational dimension and hence the leakage is upper bounded
by a constant.

)
Q =PI+,

B. Spatial Alignment

The spatial alignment technique, introduced in [35], can
be used for security as well if the system is equipped by
multiple antennas. Spatial alignment does not require a specific
signaling scheme, i.e., it does not require transmitting PAM
signals as in the real interference alignment scheme, instead
Gaussian signaling can be used. The spatial alignment exploits
the spatial dimensions offered by the multiple antennas in
contrast to the rational dimensions in the real interference
alignment scheme.

To achieve this, the ith transmitter transmits precoded
version of the cooperative jamming signal U; by transmitting
X; = Q;U;, where Q; is a precoding matrix for the cooperative
jamming components from the ith transmitter. Furthermore,
the jth transmitter sends X; = P;V;, where P; is the
precoding matrix for the secure signal component from the
jth transmitter. This is achievable since both transmitters are
equipped by multiple transmit antennas. By ensuring that
Q;H;; = P;H;;, both signal components are aligned in the
same spatial dimension at the jth receiver, i.e., the received
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signal has a component P;H;;(U; 4+ V;). This satisfies the
security constraint as well.

Note that in order to ensure reliable decoding at the receiver
by a zero forcing decoder, the total number of spatial dimen-
sions spanned by the signal components must be at most N
(the number of receive antennas). This is parallel to choosing
QO in the real interference alignment scheme. Furthermore,
this precoding idea can be extended as in [35] for time-
varying SISO channels by symbol extension, i.e., completing
the transmission over multiple time slots and dealing with the
transmitted symbols across time as a spatial vector. In this
case, the alignment technique exploits the time dimension.

C. Comparison of the Two Alignment Techniques

We note that the main strength of the real interference
alignment technique is that it creates a potential of performing
interference alignment even for SISO channels which do not
enjoy time-varying diversity. This technique requires rational
independence of the channel coefficients. However, the decod-
ing procedure of this scheme is generally more complex than
spatial alignment that uses simple zero-forcing decoder.

On the other hand, the spatial alignment technique requires
either the presence of multiple antennas and/or time-varying
channels. This hinders the usage of spatial alignment for static
channels despite its simplicity.

IV. MAIN RESULTS AND DISCUSSIONS

The first result of this paper characterizes the sum s.d.o.f.
d; of the two-user M x N MIMO ICCM for arbitrary M and
N.

Theorem 1: The sum s.d.o.f. of the two user M x N MIMO
ICCM is given by,

- 8
min{2N, M2 M>N ®)

B [min{zTN, [4M —2N]T}, M <N

for almost all channel gains.

Remark 1: For a fixed number of receive antennas N,
the sum s.d.o.f. dy is a piece-wise non-decreasing function of
the number of transmitting antennas M. dg in (8) consists of
five regimes that can be written explicitly as,

0, M<5
AM —2N, ¥ <m <%
dy = {2V, N<M<N )
MIN N <M<2N
2N, M >2N

i.e., dy increases linearly with M if % <M< 2TN with slope
4. Then, ds; becomes a constant value of 2TN in the regime

ZTN < M < N. Next, ds increases linearly again with slope

‘3—‘ until it hits M = 2N and continues as 2N afterwards. The
sum s.d.o.f. as a function of M for an arbitrary N is shown
in Fig. 2. We note that when M = N =1 (SISO ICCM), our
result reduces to dy = 2/3 in [14].

Remark 2: The term “for almost all channel gains” in

Theorem 1 refers to the fact that our achievable schemes for
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Fig. 2. Sum s.d.o.f. of M x N two-user ICCM for a given N.

the static ICCM depends on real interference alignment, which
necessitates that the channel gains are rationally independent.
Since the channel gains are assumed to be drawn randomly
from a continuous distribution over RN*M ' the achievable
schemes are feasible for almost all channel gains. The same
comment holds true for the time-varying ICCM, as the achiev-
able schemes, in this case, assume linear independence of
channel gains.

Remark 3: The sum s.d.o.f. in the regime % <M <
coincides with the sum s.d.o.f. of the MIMO BCCM with the
transmitter having 2M antennas. This implies that, in this
regime, there is no loss in the sum s.d.o.f. due to independent
coding of the users with respect to the sum s.d.o.f. obtained if
cooperation (joint encoding) is allowed.

Remark 4: The sum s.d.o.f. in the regime ZTN <M<N
is constant. This implies that there is no gain in the sum
s.d.o.f. that can be obtained by increasing the number of
transmit antennas in this regime.

Remark 5: The sum s.d.o.f. in the regime M > 2N coin-
cides with the sum degrees of freedom (d.o.f.) of the IC with
no security constraints. This implies that there is no loss in the
sum s.d.o.f. due to enforcing the security constraint, i.e., we
achieve security for free in this regime.

The second result characterizes the entire s.d.o.f. region for
the two-user M x N ICCM.

Theorem 2: The s.d.o.f. region of the two-user M x N ICCM
is given by the set of all pairs (dy, dy) that lie in the four-vertex
polytope, which is defined as

2N

C= {(dbdz) € conv {(0, 0), (dy, 0), (0, dy), (%’ %)H
(10)

where conv denotes the convex hull, and d,, is the maximum
individual s.d.o.f., which is given by,

(1)

min{N, 24N}, M>N

B [min{%, 2M — NI}, M <N
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({(d1,d2) :d =0, dy =0}, mMm<¥
(d1,dy) :dy <2M — N, dy <2M — N, dy > 0, dr > 0}, T<mM<%
{(d1,d2) : Ndi+(6M—4N)d; <NQ2M — N), d; >0, i, j = 1,2}, H<m<d

C={(d1,d2) :dy+2dy <N, 2dy +dy < N, dy >0, dy >0}, N <M<N (12)
{(di,dr) :d1+2d>» <2M — N, 2dy +d» <2M — N, d; >0, dy > 0}, N§M§3TN
{(di,d>) : @M —N)d; +(4N—-2M)d; <N@M—N), d; >0, i, j = 1,2}, 3 <M<2N
{(di,d2) :di <N, da < Nd >0, dr >0}, M=>2N

and dy is defined as in (8). The result holds for almost all
channel gains.

Remark 6: The s.d.o.f. region can be written in an explicit
form as C in (12), as shown at the top of this page, for almost
all channel gains.

Remark 7: The maximum individual s.d.o.f. of each user d,,
follows a pattern similar to the sum s.d.o.f. in Remark 1. d,
coincides with the s.d.o.f. of the MIMO wiretap channel with
2M antennas at the transmitter and N receive antennas for
y <M < 3TN. Then, d,, is constant at % for the regime

TN < M < N. Next, dy, increases linearly with M with

slope 1 until M = %V The maximum individual s.d.o.f. is
constant at N afterwards, which coincides with the maximum
individual d.o.f. of MIMO channel with N receive antennas
with no security constraints.

Remark 8: From Remarks 1 and 7, we can track the
evolution of the s.d.o.f. region by noting the evolution of the
extreme points of the corresponding polytope as in Fig. 3.
We start with a square region with d,, = 2M — N, this
region increases in size while keeping its square shape
with the increase of M until M = 2TN Starting from this
point, we cannot support a sum s.d.o.f. larger than 2TN
Consequently, the sum s.d.o.f. point is kept constant, while
the maximum individual s.d.o.f. points can still increase
and the s.d.o.f. region is no longer a square region. This
continues until M = 3TN, then the maximum s.d.o.f. points are
kept constant to % This implies that the s.d.o.f. region does
not grow in the regime 3TN < M < N. The s.d.o.f. region
starts increasing in size again from M = N. The maximum
individual s.d.o.f. points increase linearly with slope 1,

while, the sum s.d.o.f. point increases with slope %
Since slopes are different, the maximum individual
s.d.o.f. point hits the N bound first at M = 3TN while

the sum s.d.o.f. point hits this bound at M = 2N and we are
back to a square region again.

Remark 9: For the regimes % <M < QTN and M > 2N,
the s.d.o.f. region is a square, which implies that both users can
transmit with their corresponding maximum s.d.o.f. without
sacrificing from their individual s.d.o.f.

V. OUTER BOUNDS FOR MIMO ICCM
A. For M < N

Allowing cooperation between transmitters yields an upper
bound. This results in a BCCM with a single transmitter with
2M antennas and two receivers with N antennas each. The
s.d.o.f. region of this BCCM is a square whose corner

points are (min{[2M — N]*, N}, 0), (min{[2M — N]*, N},
min{[2M — N1*, N}), (0, min{[2M — N]*, N}) [29]. Hence,
the individual s.d.o.f. of the two users is upper bounded by:

di <min{N,[2M — N17}, i=1,2 (13)

and the sum s.d.o.f. is upper bounded by:
dy < 2min{N, [2M — N]*} = min{2N, [4M —2N]T} (14)

Therefore, for M < N, the s.d.o.f. region of the MIMO ICCM,
C, is upper bounded by the region {(di,d>) : d; > 0, d; <
2M — N).

B. For M > N

We have two distinct upper bounds for the MIMO ICCM
when M > N. From thg sum d.o.f. of the two-user IC with

no secrecy constraints, d, we have the following bound [36]:

dy <d = min{M; + M, Ny + N2, max{M, N>},

max{M», N1}} (15)
= min{2M, 2N, max{M, N}} (16)
= min{2N, M} (17)

The above upper bound corresponds to the decodability of
IC without secrecy constraints. In addition, for the individual
s.d.o.f. dy,, we have d,, < N if M > N from the single-user
MIMO channel.

In order to derive an upper bound using the secrecy con-
straints, we follow the techniques in [14] and [15]. From the
secrecy penalty lemma in [14], we have:

nR; < h(X7) +h(X3) — h(Y}) + nci (18)

where i # j, and X:’ =X+ N:’ is a finite-variance Gaussian
perturbed channel input; here small Gaussian perturbation
is introduced in order to avoid mixing continuous and dis-
crete entropies, see [14]. In addition, we have the following
vectorized version of the role of a helper lemma of [14]
(see also [15]).

Lemma 1 (MIMO Role of a Helper Lemma): For M > N,
reliable decoding of the jth transmitter at the ith receiver,
i # j, is guaranteed if the perturbed channel input )N(? satisfies

WX < hXP7) + (YD) —nR; +nea, i #j  (19)

where X1'® = [xl( (N +1) XN +2) X1 (M),
Remark 10: X7 = [X1(1) X'(2) X" (N)] rep-
resents the first N (perturbed) antenna inputs, and
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(f) M > 2N

Fig. 3. Evolution of the s.d.o.f. region with M for a fixed N. The dashed lines in each sub-figure correspond to the rate region in the previous regime for
better viewing of how the region evolves.

X;’(Z) = [f({’ (N+1) X;’(N +2) ... f(:’ (M)] represents  therefore, )2;’(2) is well-defined. We note also that intuitively we
the M — N extra (perturbed) antenna inputs that can be used should separate the upper bounding of differential entropies
Sfor null space transmission. Note that, here we have M > N,  of le’(l) and X;’(Z because the null space components do not
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hurt the other receiver (in fact, they are invisible to the other
receiver) as X;’l components do. Consequently, we upper
bound the differential entropy of these components directly
using Gaussian entropy bounds.

Proof: Let 5(” = [X”(l) n )] Using Fano’s inequality,
the rate of user j, where Jj # z is upper bounded by

nR; < I1(X"; Y;?) + ncs (20)
— h(Y") — h(Y}|X") + nc3 Q1)
< h(Y)) = h(YIXE X)) + nes (22)
= h(Y") — h(H ;X! + HPX!" X0
+ NUXL XY 4 nes (23)

< h(Y") —hEPXY +HOX X0 X)) 4 nes
(24)
" <D on®
= h(¥") = X 1XIY) 4 nes 25)

X! + N;’ such that N? ~ N, pily),
(24) follows from considering

where 5(;1 =
where p; < min; ﬁ d
a stochastically equivalent version of Y; given by Y; =
H;;X; + HUX + N, where N; ~ N(O Iy — leUH ),
hence A(H;X" + HOX!" + HPX!™ 4+ Njx2, X0?) >
h(Hij? +H§})X?(1) +Hi(j2)X1"l(2) X", X?m). (25) follows from
the scaling property of the differential entropy which results
in an additional constant that does not depend on P. Hence,
the conditional entropy of the ith user’s channel input is upper
bounded by

h(i?(l)|il’-l(2)) < h(Y;’) — I’le +ncy (26)

e

By applying chain rule for users’ inputs h(f(l’.’) = h(f(i )+
rX" X1, we have (19). m

By applying the secrecy penalty and MIMO role of a helper
lemmas in (18), (19) for user 1, we have the following upper
bound

nRy <h(X"”

)+h(Xn?

which is equivalent to

nQRy + Ry) < h(X}") + h(K5”) + h(Y)) +nes (28)

)+h(Y))—nRi—nRo+ncs (27)

Using the fact that Gaussian random variables maximize the
differential entropy, we obtain:

e o)

n2Ri + Ry) < h(X] )+h(X ) + (Y} )+nC4 (29)
< (M —N) - —10gP+(M N) - logP
+N~§logP+ncs (30)
= (2M —N) - logP + ncs 31
Dividing by n yields,
2R1+R2§(2M—N)-%logP+cs (32)

and by dividing by %log P and taking the limit as P — oo,
we obtain:

2dy +d> <2M — N (33)

By symmetry, we obtain the following upper bound by writing
the secrecy penalty and role of a helper lemmas for user 2

dy+2d, <2M — N (34)

Also, adding (33) and (34), we obtain the following upper

bound on the sum s.d.o.f. dg

4M — 2N
3

Consequently, the s.d.o.f. region C is upper bounded by the
region {(di,d2) : di +2d; <2M — N, d; >0, i, j =
1,2,j #i} for M > N.

Focusing on the sum s.d.o.f., from (35) and (17) we have
the upper bound on the sum s.d.o.f. as

4M — 2N

di+dy < (35)

dy < min[ ,M,2N] (36)
If the first term in the upper bound is not active, then M <
2N or ON < M2V " which both lead to M > 2N and
hence the M term in the upper bound is never active, and the
sum s.d.o.f. upper bound is

. [4M —2N
dg <min{—— 2N 37
Focusing on the maximum individual s.d.o.f. points, from
(33) and (34), we have d,,, < 2M2_ N Including the maximum

d.o.f. upper bound for the MIMO channel, we have

2M — N ]
= " N
2

4 < min { (38)

C. Combining Both Bounds

First, we note that since the outer bounds in (13)-(14) and
(36)-(37) define a bounded polyhedron in R2, the outer bounds
form a polytope as in [18]. Thus, it is sufficient to characterize
upper bounds for its extreme points.

Now, we note that increasing the number of transmit
antennas of both transmitters cannot decrease the s.d.o.f. of
ICCM for a fixed number of receiver antennas. Therefore,
dy < QTN corresponding to the case of M = N for both the
sum s.d.o.f. point and the maximum individual s.d.o.f. point.
For the sum s.d.o.f. point, the upper bound in (35) is 2—N for
the case M = N. Combining the bounds (14) and d; < 2—N,
we have d; < m1n{ 3 ,4M 2N} for M < N. Consequently,
the upper bound for the sum s.d.o.f. of the ICCM for any
arbitrary M and N is,

m1n{
dy =
mln{2N ,
Similarly, for the maximum individual s.d.o.f. point,
the upper bound in (38) for the case M = N is %
Hence, combining this with (13), d,, < min{ﬂ, [2M — N1t}
for M < N. Consequently, the maximum individual s.d.o.f. of
the ICCM for any arbitrary M and N is,

,[4M —2NTY,
4M—2N
3 }5

M <N

M >N (39)

N (40)

mln{z,[2M N1}, M <N
d 2M— N} M>N

min{N,
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Since the problem is symmetric with respect to the two users,
ds dy

2° 2

there exists a symmetric sum s.d.o.f. point (
maximum individual s.d.o.f. points (0, d;;), (dpn, 0).

) and two

VI. ACHIEVABLE SCHEME FOR SUM S.D.O.F. OF THE 2 x 2
ICCM FOR STATIC CHANNELS

In this section, we develop optimal achievable schemes to
match the presented upper bounds. First, we focus on the
ds dy

sum s.d.o.f. point (2, >
ie, H;j(r) = H;;, Vt. We start by proposing a novel
achievable scheme for the 2x2 ICCM system using asymptotic
real interference alignment. Then, we build on this achiev-
able scheme to obtain achievable schemes for any M, N by
combining spatial alignment and exploiting the null space
(whenever possible, i.e., M > N) with the 2 x 2 scheme.
Real interference alignment is not needed in regimes that
correspond to integer s.d.o.f., i.e., it suffices to use Gaussian
codebooks along with spatial alignment and/or null space
transmission in these cases. To carry out the secure rate
calculation, we use the following result from [6] which states
that the following secure rates are achievable for the I[CCM?:

) for the case of static channels,

Ry
R

IA

I(Vi;Y1) = 1(V1; Y2[V2)
I(V2;Y2) — 1(V2; Y1[Vy)

(41)
(42)

IA

A. Basic System: 2 x 2 MIMO ICCM

The basic building blocks of all achievable schemes for the
sum s.d.o.f. point when the channel is static are the 1 x 1 SISO
ICCM and the 2 x 2 MIMO ICCM systems. We can reduce
all other regimes to one of these cases by proper vector space
manipulations. The achievable scheme for the 1 x 1 SISO
ICCM is given in [14]. In this section, we give an achievable
scheme for the 2 x2 MIMO ICCM. The achievable scheme for
the 2 x 2 system combines spatial alignment with asymptotic
real interference alignment. To use asymptotic real interference
alignment, the secure signal V; and the cooperative jamming
signal U; are constructed as a linear combination of structured
signals picked from PAM constellation C(a, Q) with proper
parameters that will be identified shortly. The transmitted
signals are:

X; = H, V| + H}'U
Xo = H,'V, + H3,'Up

(43)
(44)

The received signals are:

Y, = HH, Vi + (U + V2) + Hy H,,) Us + Ny

= AV + (U1 + V2) + BUz + N (45)

2Imeresting]y, the rate region in (41) and (42) is also achievable under the
strong security constraint as shown in [37, Th. 1] and [38, Remark 1]. This
implies that our s.d.o.f. region is in fact valid if we changed the security
constraint to the strong security constraint, i.e., I(W;; Y"?) < ¢, for i, j €
{1, 2} without normalization with n. Note that any scheme that achieves the
strong security constraint is a valid achievable scheme under the weak security
constraint as well.

and

Y: = (Vi +Up) + HpH['Uj + HooH, 'Vo + N,

= (Vi +U2) +BU; + AV, + N, (46)

Considering the first receiver without loss of generality,
we note that A = H11H1_21, B = H21H2_21 are generally non-
diagonal with rationally independent elements almost surely.
Using exact real interference alignment requires constructing
5 irrational dimensions in order to decode V; with arbitrary
small probability of error. However, this wastes the observation
space of the second antenna and achieves an s.d.o.f. of 2/5
from only one antenna.

To see this, let a;;, i, j € {1,2} be the (i, j)th element
of matrix A, and similarly for the other matrices B,A =
HxH,',B = HioH . Then, the received signal at receiver
1is
= [anvn+a12012+(u11+021)+b11u21+b12u22}

azivi1+axnviz+i2+v2)+bauzi +brnurn
(47)

where V| = [v11 01217, Uz = [u2; un]?. The scaling fac-
tors {a;j}i, j=1,2, {bij}i,j=1,2, and 1 are rationally independent
almost surely. Thus, in order to decode v1,v12 with arbi-
trarily small probability of error using exact real interference
alignment as in [14] and [34], we need to construct at least
5 irrational dimensions. We note also that from antenna 2,
the same symbols v11, 012 can be decoded. Hence, by using
exact real interference alignment, we exploit the observation
of the first antenna only, as the second antenna does not give
any new information. Consequently, from the first antenna,
we achieve an s.d.o.f. of 2/5, as 2 components of the secure
signal can be decoded out of the 5 irrational dimensions
needed for correct decoding. To minimize the required irra-
tional dimensions, we need to leave one of v1; or vy to be in
a separate irrational dimension at each antenna, while the other
component is aligned with u1, u22. This type of alignment can
be done asymptotically by breaking {v;j}; j=1,2, {tij}i,j=1,2
into sufficiently large number of components. Hence, for the
first antenna, the components of signal v1; are in separate
irrational dimensions that cover 1/3 of the total dimensions,
and the signal components of (11 4wv21) cover 1/3 of the total
dimensions, while the signal components of v12, usy, uz; are
asymptotically aligned together and cover slightly larger than
1/3 of the total irrational dimensions. Consequently, user 1 can
achieve 1/3 s.d.o.f. from the first antenna. A similar argument
holds for the second antenna with switching the roles of v
and v12. This scheme is illustrated in Fig. 4.

We begin discussing the details of the asymptotic real
interference alignment [22] by defining sets of irrational
dimensions 7;

2 2
e i
T, = H al-jl-j H bij"] crij,sip=1,...,m (48)
i,j=1,i#j i,j=1
2 2
. 50
T, = H ai]’.’ H bi]'.’ crij,sip=1,...,m (49)
i,j=1,i#j i,j=1
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Antenna 1 Antenna 2
Hy, T T
anTs T, axeTh T T,
w, — X, @ @ Y, Via Un Ua Via Uiz U
H uuuuu\ulul\\lulu\ 0000 00 \||||||H||||||\
21
uuuunu uuuunu
000000 Ve DDHDDVH
bllTl Tl b22T1 T2 Tl
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—)
H
» 000000 V2 uuuuuqul
Fig. 4. Tllustration of asymptotic real interference alignment for the 2 x 2 system.
We define ty, t; to be the vectors constructed by enumerating construction, the received signal at receiver 1 is Y| = Y| +N;

all elements of 71, T» sets, respectively. The cardinality of T;
(which is also the length of the t; vector) is given by

Mr =|Ti| =m° =12 (50)
We note that 7; set does not contain the gains a;;, a;; and
hence multiplying by these channel gains produces new M7
irrational dimensions. On the other hand, multiplying with
any channel gain that appears in 7; results in asymptotically
aligning this signal within 7; set which is defined as

_ 2
T = H

2
r, H T rl-j,sij:1,...,}'}1-{-1w
j=1,i i1

(5D
2 2 }
= H “ir}'/ Hbf}"Irij,Sijzl,...,m+1
(52)
with cardinality of
MR=|ﬁ|=(m+1)6, i=1,2 (53)

Now, we give the explicit structure of the transmitted
signals. The vectors V;, U; are 2 x 1 vectors. Each com-
ponent is constructed out of irrational combinations of Mt
PAM signals v;; = [vj1 vjj2 - --v,-jMT]T representing secure
signal components of user i from antenna j. Generate u; =

(uijruijo--- uijMT]T as cooperative jamming signal as follows
tTV11:| I:tTulli|
V=153 , U=|} 54
! |:t;V12 ! t{ulz (54)
tTV21 tTV21
Vo, =1} , Upo=|72 55
[tlTV22] th V22 (53)

This means that the alignment of V| and U, is carried over
the 7> set, while that of V, and Uy over the 77 set. Using this

where Y is equal to,

|:a11t2TV11+t1T (ui14v21)+td (a2vi2 + brjug +b12u22)i|
antd vis+t! (w2+v)+t (a21vii+ba1uai +bun)
(56)

Lemma 2: The sum s.d.o.f. of % is achievable using the
combination of asymptotic alignment and spatial alignment
shown in this section with szgnals plcked from PAM con-

stellation C(a, Q) with Q = P2(ME e ,a =y Q , where
Mz = 2mb + (m + 1)° for arbitrarily large integer m, and
any 0 > 0.

Remark 11: From (56), we first note that using this type of
alignment ensures exact alignment of user 2’s secure signals
with cooperative jamming signal generated by user I as in
(ay1 + v21) terms. This exact alignment guarantees security
as in the SISO case in [14]. In addition, at each antenna,
only one secure signal component lies in a separate irrational
dimension for decodability as in a11t2Tv11 and azztvalz, while
the other component aligns with user 2’s cooperative jamming
signal over the set T>. Therefore, the intended secure signal at
each antenna covers Mt dimensions out of My dimensions.
Consequently, achievable s.d.o.f. per antenna is approximately
AA:IIT which approaches 1/3 as m gets large. Hence, we achieve
a total of 2/3 s.d.o.f. per user, and a total of dy = 4/3
s.d.o.f. for the system.

Proof: The total number of dimensions at antenna 1 (and
similarly antenna 2) needed in this case is

Ms = lanTo UT UT| =2m® + (m + 1)° (57)
By choosing the parameters of the PAM constellation as
s p:
Q=P0®m,  g=y o (58)

the average power constraint is satisfied, and the probability
of error can be made arbitrarily small as P — 0o as in [14]
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and [34]. We can also decode U, perfectly at receiver 1 after
decoding V. By subtracting V| from Y, we have

Y, = (U; + V2) + BUs + N (59)

By filtering the received observations using C = B~!, we have
Y] =B (U +V2) + Uy + N (60)
_ [Cnt]T(lm + va1) 4 ciat! (w2 +va2) + tguzl} LN/

cart] (i + var) + eoot] (U2 +v22) + th up !
(61)

where N = B~!Nj. Since no specific alignment procedure
has been designed for the C matrix, all these signals are
received in separate irrational dimensions. The total required
dimensions in this case is 3M7y = 3m® < My, and hence
decodable.

Now, we evaluate the rates in (41) focusing on user 1.
Using the parameters chosen in (58), V; is received with
asymptotically vanishing probability of error. Consequently,
the first term of (41) can be lower bounded using data
processing and Fano’s inequality as

I(Vi; Y1) = 1(Vi; Vi) (62)
= H(Vy) — H(V1|V)) (63)
> (1— P)log(2Q + 1)*M7 — 1 (64)
2M7r(1-9) 1
= ({1-P,)————= - —log P+o(log P)(65
(1-P,) Myio 208 +o(log P)(65)
We can upper bound the leakage as
1(V1;Y2|V2)

< I(V1i; (Vi +Uz) + BU; + AV1[Vy) (66)
= H((V1 +Uy) + BU;)) — HU, +BU;)  (67)

The first term in (67) can be upper bounded by

H(V) +Uy) + BU))

= HB (Vi +Uy) + U)) (68)

_ H( ety (wa+vi) 4t (un+vi)+t] uy )
cat) (war+vi)+int! (un+vi)+tl up,

G
—H ([V‘I}:UZD (70)
= log (40 + D720 + 1)) an

where C = B!, (68) holds since C is invertible, and (70)
follows from the fact that all signal components lie in different
irrational dimensions with a total number of dimensions of
3Mr < My, which in turn makes these signals decodable
for large enough P. Thus, the transformation []t’ﬁl I] is
invertible. Similarly, the second term in (67) which solely
contains cooperative jamming signals, is

H(U,+BU)) =H ([gﬂ) = log ((2Q + 1)4MT) (72)

Then, the leakage in (67) is upper bounded by

4 1\ 2Mr
1(V1: Ya|V2) < log (zg i 1) (73)
< 2Mr + o(log P) (74)

Therefore, user 1’s rate is lower bounded by

Ry = I(Vi; Y1) = I(V1; Y2[V2) (75)
1-9) 1
=2M 1—-P -—logP —1 log P
T(( e)MEJHS 5 log + o(log P)
(76)
By normalizing by %log P and taking P — oo,
2M7 (1 —0)
d > —— 77
b= Ms + 0 7
2m8(1 — ¢
_ m”(1 —9) (78)
2mo + (m + 1)0 +6
2(1 —9)
(79)

24 (1+4)°+06

As m — oo and 0 — 0, the achievable s.d.o.f is 2/3 for each

user, and hence the sum s.d.o.f. is ‘3—‘. [ |

Remark 12: We note that for the SISO system, we do not

need any asymptotic alignment. By specializing the spatial
alignment presented here to the SISO case, i.e.,

1
X1 =—Vi+—U

(80)
hi2 hiy
X, = ! Vo + ! U (81)
* hay : h2 :

we see that the received signals fit exactly into 3 irrational
dimensions. Hence, 1/3 s.d.o.f. per user is achievable as
in [14]. Therefore, we focus our attention to the presentation
of achievable schemes for the cases that result in a 2 x 2
system, since the SISO case can be obtained as a special case
of the 2 x 2 achievable scheme by ignoring the asymptotic
alignment step and replacing with an exact real interference
alignment step.

VII. ACHIEVABLE SCHEME FOR SUM S.D.O.F. OF THE
M x N MIMO ICCM

A <M<

In this case, the sum s.d.o.f. is an integer. Hence, we use
Gaussian codebooks for transmission of the secure signal V;
and the cooperative jamming signal U;. We precode these
signals such that the secure signal of one user lies in the same
subspace as the cooperative jamming signal of the other user.

1) Transmitted Signals: Each user transmits a Gaussian
secure signal V;, and a Gaussian cooperative jamming signal
U;. The signals V;, U; ~ N(0, 51 Plyy_pn) are of 2M — N
dimensions, and independent from each other, where #; is a
constant, which is chosen to satisfy the power constraint. Let
P;,Q; € RM*CEM=N) pe the precoding matrices for V;, U;,
respectively. Then, the transmitted signals are,

X =PV +QiU;
X = P2 V2 + Qo
The received signals in this case are:
Y = HiiP1 Vi + (H11QiU; + H2 P2 V2)
+H21Q2Uz + N
Y> = (Hi2P1 Vi + H»QoUs) + Hi2Q1 Uy
+Hx»PrV; +N»o

(82)
(83)

(84)



454 IEEE TRANSACTIONS ON INFORMATION THEORY, VOL. 65, NO. 1, JANUARY 2019

We choose the precoding matrices P;, Q; such that they satisfy
the following alignment equations

span{H> P>} C span{H;;Q}
span{H 2P} C span{H»Q>}

2) Feasibility of Alignment: The alignment can be achieved
by choosing P;, Q; such that

[Hip —Hy] [321:| =0

[Hi2 —Hy] [g;} =0

i.e., by choosing P;, Q; to be in the null space of the combined
channel of the two users. Note that [Hj; —Hp;] is an RV*2M

. ] ] n
matrix. Hence, the null space of this matrix, [H1 1 —H21] ,
is an R2M>*2M=N matrix. Thus, choosing P;, Q; as RM*2M=N

(85)
(86)

(87)

(88)

is feasible.
3) Decodability: By this alignment scheme, we have

Y =H; PV +H;1Q (U1 +V2)+H21Q2U2+Ny  (89)
Vi
= [HuP;y H;Qi HzQ2] | Ui+ Va2 | +Ni (90)
U,
Similarly, for receiver 2, we have
Vi + 0,
Y2 = [H2Q2 HpQ: HxnP] Ui +N2 (91)
V2

In order to decode Y; using a zero forcing receiver, the total
dimensions 3(2M — N) should be at most N. This holds true
since % < % Thus, we can decode V; using zero forcing as

Vi
Ui +V2
U,

= [Hi1 Py H1 Q) H21Q2]?Y1 (92)

where (\)" is the pseudo-inverse of a matrix.

4) Security: Since each secure signal is aligned with a
cooperative jamming signal from the other user, the leakage
rate is upper bounded by a constant, and hence the system
is secure from the s.d.o.f. perspective, i.e., for user 1 without
loss of generality, using Fano’s and data processing inequality,

Ry > I(Vi; Y1) — 1(V1; Y2[V2) 93)
> I(V1; V1) — h(Y2|V2) + h(Y2[V1, V2) (94)
> h(V1) = h(V1|V1)

—h([szQz leQl][Vll—;Uz})

+h ([leQl Ho,P; | [gﬂ) (95)
> (1— P)2M — N) - %logP —h ([VlaUz})

+h ([gz]) + o(log P) (96)
=1-P)2M — N) logP 22M — N) - logP

+22M — N) - log P + o(log P) 97

By dividing by § log P and taking P — oo, the P, — 0 and
hence diy > 2M — N.

B <M=<N
In this regime, we combine the achievable scheme of the

previous regime with the achievable scheme of the basic 2 x 2

system (or the 1 x 1 SISO system).
(M
1) Transmitted Signals: Let V; = |}77’(2):| and U; =

i

U.

[U( )j| V(l) U(l) ~ N(0, n2 PIL%J) are Gaussian signals
L

of size L%J. VEI),UEI) correspond to the part that can be
protected using spatial alignment only without any real inter-
ference alignment. The vectors Vl(z), Ul.z) are structured signals
of size N mod 3 which is either 1 or 2. Vi(2) , Ul@ are picked
from PAM constellation C(a, Q), with proper parameters.
This separation effectively reduces the problem into designing
spatial alignment precoders as in the previous regime and the
basic 2 x 2 system (or the 1 x 1 SISO system). We consider the
case of Nmod3 = 2, without loss of generality. Let P;, Q; be
precoding matrices in RM X(L5 J+N mod 3), then the transmitted
signals are

() 7 () 7
ol “n
012 Uin
Xy =P1| +Qi| () (98)
T T
dub | |
vy Lty
roo (1) T - () 7
o !
077 U »
X2 - P2 (1) + Q2 (1) (99)
52) 2 L(ﬁ
V%zl) tgu@)
T T
t vy, [t uy, ]

where P;, Q; are designed using (87), (88).

2) Feasibility of Alignment: Similar to the previous section,
this alignment is p0551b1e if the null space of the combined
channel [H11 —Hz]] has d1mens10n 2M — N > L ]+
N mod 3, which implies that &= > + N mod3 m°d3 . This condltlon

always holds in this regime.
P(l) p?

i
INx <Y J NxN mod 3

similarly for Q;. Then, the received 51gna1 at receiver 1 is

3) Decodability: Partition P; = and

vi)
Y1=[H11P§1) HIIQEI) HleS)] V§1)+U§1)

Vo
+[H11P§2) H11Q§2)H21Q§2)] V(2)+U(2) +Ny
el
2
(100)
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Define matrix F; = [HHPgl) H11Q§1) H21Q§1)] as an

RV>3L5] matrix. We null out the effect of the first components
from Y; by multiplying by the nulling matrix ZIT, which is
defined as the right null space of Fy

1
7 = (F{)

The nulling matrix ZIT is RV mod3XN  Then  the filtered
observation is

(101)

Y, =2TY, (102)
v
= [z/mp? 2710 21, QP | |VPuP
u®
2
+N; (103)
where N| = Z Nj. Orthogonalize V(z) —i—ng) components by

multiplying by (ZTHHQ(z)) 1
Y, = (ZlTHllQ?))_l?l
AV? + (v? +UP) + BUY + N,

(104)
(105)

where A = (Z'H; Q) 'Z[H,P{”, B
(ZTH;1Q) "' Z H21QP, and N = (ZTHHQ‘ DN
A, B are now N mod3 x N mod 3 matrices. By designing t;
as in the 2 x 2 system, VEZ , U2 are decoded without error.
Cancelling them from Y, we have

v
(1) (1)
_ V,’+U
Y = [H11P§1) HllQ(ll) Hlegl) Hlngz):I 2U(1)1
2
v +uP
+N; (106)

To check the decodability, the total number of dimensions is
SL%J 4+ N mod 3 = N, and hence signals are decodable by a
zero-forcing receiver as in the previous section.

4) Security: Similar to the analysis in the previous sections,
the secure signals of user 2 at receiver 1 are exactly aligned
with the cooperative jamming signals of user 1. Consequently,
the leakage rate is bounded by a constant and each user
achieves an s.d.o.f. of L | 4 ~mec2 Nmo‘” w1th a total s.d.o.f.

2N
dy > 2

C.N< M<2N

In this regime, we note the availability of a null space
for each cross-channel matrix. Consequently, the achievable
scheme combines null space transmission with the achievable
scheme of the square system M = N, which includes spatial
and asymptotic real interference alignment. The upper bound
suggests that each user sends M — N signals in the null space
of the other user, so that they become invisible, and use the
rest of the antennas as a square system of dimension 2N — M
(recall that dy < w = 2(M—N)+22NT_M). To separate
the square system components from contaminating the null
space components, we further precode the signals of the square
system.

1) Transmitted Signals: Generate Vo ~ N(0, 73 PIy_n)
as Gaussian secure signals of size M — N that are trans-
mitted through the null space of the cross-channel to the
jth receiver. V(I) U(I) ~ N(0, 54 PI | 2Nom ) are Gaussian
secure signals and Gaussmn cooperatlve Jammmg signals,
respectively, both of size | N M| v; j,w;; are structured PAM
signals weighted with vectors t;, which will be defined later.
Let Hgll), Hglz), Hélz),H(ll) are the RM—N)*M channel matrices
to the first M — N antennas at the receivers. Therefore,
the transmitted signals are

] [
V12 )
. " z :
X, = HVio + [HH)} P L + Qi L0
12 LY LY
o
-t2TV122)— -tlT“122)—
(107)
”%i
Uy Uy o
i H(l) : :
X2 = H21V20 + |:H%11)j| P2 (1) + Q2 (15
22 ey Ly
v uf)
LtTv5) ] [ty
(108)

where N = 2N — M. This precoding separates the first M — N
antennas at each receiver from the square system signals. This
leaves the V;q vectors to be reliably received via zero-forcing
processing.

2) Decodability and Security: We Jtocus on receiver 1 with-
)

out loss of generality. Hj EH) has the dimension of
12

N x 2N — M). Ignoring the first M — N antennas at the
receiver, the remaining system is 2N — M) x 2N — M),
which is a square system as presented in the previous section.
By considering the first M — N antennas, Y( ) = H11H12V10+
N(l) Consequently, we can decode Vio = (H11H )J’Y(l)
Cancellmg Vio from Y, we are left with a square system
only. Note that the dimensions set and spatial alignment
matrices can be consltructed in a similar manner by deﬁnir}_g
& (1
H; = HY [EH)} , and similarly, Ay = HS) [EQ)] :

; ) H() ;
Hip, = Hj; Hél) and Hyy = H22 %1) . Then the
12

spatial alignment matrices are designed such that
[A —Ha] [gﬂ -0 (109)
_ - P,
H —H =0 110
[Hi> 2] |:Q2i| (110)

We can now define the dimensions sets on Hy1, Hi2, Hap, Hao
as in the previous section. Thus, the alignment process, and
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the secrecy analysis remain the same as the square system
analysis.

D. M >2N

In this case, since M > 2N, each cross-channel H;,, Hy;
has M — N null space components. Since M — N > N, each
user transmits N secure Gaussian signal components in the
null space of the other receiver’s channel only. Let V; =
[Vi) Vi - .. Viy 0/{,,72N]T =[V; 01_Tv172N]T be the transmitted
Gaussian signal for user i, where V; ~ N(0, 54 Ply). Thus,
the transmitted signals are:

X; = HLV, (111)
X, = H3; V> (112)

Since the channel gains are drawn from a continuous distribu-
tion, H11H1L2 and H22H2L1 are full rank almost surely. Hence,
the receiver performs zero-forcing to decode V;, i.e.,

Vi = (H;1H) 'Y, (113)
V2 = (HaHy) ' Y2 (114)

At high SNR, the probability of error can be made arbitrar-
ily small. These signals are invisible to the other receiver,
i.e., transmitted in perfect security.

VIII. THE ENTIRE S.D.O.F. REGION FOR
THE M x N ICCM

In this section, we derive the optimal achievable schemes
for the entire region of the M x N ICCM. From the converse
proof, we note that the s.d.o.f. region is a four-vertex polytope
for any M, N. The non-trivial points of the polytope are
the sum s.d.o.f. point and the two symmetric maximum
individual s.d.o.f. points. Thus, in this section, we concentrate
on characterizing achievable schemes for one of the maximum
individual s.d.o.f. points only Since the s.d.o.f. region is
naturally a square region for 5 <M< 2TN and M > 2N,
the problem of characterizing the entire s.d.o.f. region reduces
to finding the optimal achievable schemes for the maximum
individual s.d.o.f. points for 2X < M < 2N. Any other point
that belongs to the s.d.o.f. reglon can be achieved by time-
sharing. In the following, we consider the achievability of
the (d,, 0) point, without loss of generality. We present these
schemes in a concise way because these points can be mapped
to the achievable schemes of the MIMO wiretap channel with
a helper in [15]. The idea in all these schemes is to let user
2 sacrifice his own s.d.o.f. and send only cooperative jamming
signals to jam its own receiver, i.e., it acts as a pure helper.

A For & <m <3l

In this case user 1 sends Gaussian secure signal Vi of
dimension 2M — N, while user 2 sends pure Gaussian coop-

erative jamming signal U; of the same dimension, i.e., the
transmitted signals are
X =PV, (115)
X; = QU (116)

Then, the received signals are

Y = HiP1Vi + H1Q2Uz + Ny
Y> = HpP1 Vi + H2QoUz + N2

(117)
(118)

To ensure security, we align the cooperative jamming of
user 2 with the secure signal of user 1 at receiver 2 by
designing Py, Q2 such that

[le —sz] [(P)j =0

Since the null space of the matrix [le —sz] has dimension
2M x (2M — N), this alignment is feasible. The decodability
is performed via zero-forcing, if the total dimensions 2(2M —
N) < N, which is true for M < 3TN. The leakage rate is
upper bounded by a constant as shown in previous sections,
hence, the scheme is secure in the s.d.o.f. sense. Consequently,
d, = 2M — N is achievable.

(119)

BFor—<M<N

We combine the previous achievable scheme with the exact
real interference alignment. The signals compose of Gaussian
components V(l) U;I) of dimension L%J and structured com-

ponents vi ), u(zz)

PAM constellation C(a, Q) with Q

transmitted signals are

vD uD

X =P |: (12) , Xy = Qz (22)

by Uy
Note that the PAM component is ignored if N is even.
By using the same P1, Q2 as in the previous section, the trans-
mission is secure from user 2. This alignment is feasible,
because the null space dimension 2M — N > L%J + N mod 2
for an integer M that satisfies 3TN < M < N. The received
signal at receiver 1 is

of dimension N mod2 = 0 or 1 picked from
1

o P2
= P22t g = VA The

(120)

(1)
A\ 2
Y1 — I:Hllpgl) Hle(zl)] |:U%1)i| +H11P( ) ( )
2

+ H21Q(22)u§2) + Ny
[Pgl) P(2)

Mx14 1M xN mod 2
By defining F; = [HHP(I) H21Q(1)] and multiplying by
the right null s7pace of this matrix, i.e., by multiplying by

ZIT = ((FT) ) we have

(121)

where P; = ] and similarly for Q.

51 =2 HPPo® + ZTH QP ul + 8 (122)

where Nl = ZTN,. Note that this is a SISO system Therefore,

with the choice of Q = P leiff’\),a y =, the vgz) ugz),
signals are both decodable, because they he in rationally
independent dimensions almost surely. By cancelling these
components from Y, we are left with 2L%J < N signals,
which can be decoded using a zero-forcing receiver. Conse-
quently, d,, = % is achievable.
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C.ForN§M§37N

In this case, user 1 can exploit the null space of Hjj to
send M — N Gaussian secure signal components. Similarly,
user 2 can generate M — N Gaussian cooperative jamming
components that are invisible to receiver 1 if transmitted in
the null space of Hj;. Therefore, user 1 sends four signal
components, Vg is the Gaussian secure signal that can be
transmitted in the null space of dimension M — N, Vi
is the Gaussian secure signal that can be protected using
the invisible cooperative jamming components of user 2 of
dimension M — N, Vglz) is Gaussian secure signal of dimension
LMJ and v%) which is a structured secure signal of
dimension N mod 2 picked from PAM constellation C(a, Q)
with the same parameters as in the previous section. Similarly,
user 2 transmits cooperative jamming signal U of dimension
M — N and is sent in the null space of receiver 1, Ullz) Gaussian
of dimension LMJ and a structured component u%) of
dimension N mod 2. The transmitted signals are,

(1)
A%
X; = Hj,Vio + P11 Vi1 + Pp2 |:v(122):| (123)
12
) ud
X = H3Q21U11 + Q22 u(lzz) (124)
12

By forcing, HioP11 = HxHy;Q21 and HioP1o = H»Qoo,
the scheme is secure in the s.d.o.f. sense. Then, the received
signals are,

v
Y, = HiHi3Vio + Hy P Vi + HiPro [0822)
12

uh

+HQ2 | 5 | +Ni (125)
| Y12

Y, = HpH3Qa1 (Vi1 + Upy)

B0 (1
vi)ru

+HnQxn | {3 2%] +N, (126)
| V12 +Up;

This alignment can be designed by choosing Py;, Q2;, i = 1,2
such that

[Hi2 —HxHy | |:(l;1211i| =0 (127)
[Hi2 —Hy] |:(I;1222i| =0 (128)

This alignment is feasible if the null space of [Hj, —HxHy |,
which has a dimension of 2(M — N) is at least accommodating
Vi1 of M — N dimension, i.e., 2(M — N) > M — N. The null
space of [Hzl —sz] is also accommodating Vi, i.e., 2M —
N > [3¥52M | 4 Nmod2. Both conditions hold true if M > N.
Considering the decodability, we write the received signal at
receiver 1 as

Vio

i (M) o] Vi
YlZ[Hnle H; P;p HyjPy, HZIsz] Vglz)
(1)

Ui,

+HPR 0 + Hu QG + Ny (129)

By defining F; = ‘J:HllHle H P H11P§12) H21Q(222)L»
we can null out the effect of its symbols by multiplying wit

the right null sBace of Fi. This is feasible because F| e
RN *2M=N)+21352 ] hich has right null space of dimension
Nmod2 x N. Hence, we are left with Ygz) =7 (H, 1P§22)vg)+
Hlegzz)u%)) + ny. Since, v%), u%) are picked from struc-
tured signals with proper a, Q, these signals are decodable.
By cancelling these signals from Y and applying zero-forcing,
the rest of the components are also decodable. Consequently,
user 1 can transmit 2(M — N) + LMJ + N mod 2 secure

signal components and hence d,,, = ﬁ"{ N is achievable.

D. For %' <M <2N

In this case, user 1 can send Vo Gaussian secure signal of
dimension M — N in the null space of cross channel to receiver
2. Therefore, these components are invisible at receiver 2,
i.e., perfectly secure. User 2 can send Uy Gaussian cooperative
jamming signals of size 2N — M in the null space of the cross
channel to receiver 1. These signals ensure the security of
signals Vi of user 1 and at the same time are invisible to
receiver 1, and hence leave the space for decodability of the
secure signals only. The transmitted signals are

X; = HhVio + PV (130)
X, = Hy;Q.Us (131)
The received signals are
Y, = HH5Vio + Hi PV + N, (132)
Y2 = HpP Vi + HoHy QU + N2 (133)

By designing P; € RM>*2N=M ', ¢ RM-Nx2N=M g ch that

[Hi —HyHy ] [(1;2} =0
The leakage rate of V| can be upper bounded by a constant,
and hence, secure in the s.d.o.f. sense. This alignment is
feasible as long as the null space of user 2 dimension M — N
is at least as the dimension of Vi, i.e., M — N > 2N — M.
We have also the condition from the precoder design that the
null space of [ng —H22H2l1] columns (which is 2(M — N))
should be larger than 2N — M which both hold true if
M > %V For the decodability, the number of dimensions
at receiver 1 is N and hence decodable using a zero-forcing
receiver. Consequently, d,, = N is achievable.

(134)

IX. SPECIAL CASE: TIME-VARYING M x N ICCM

In this section, we consider the special case of time-varying
channels. The converse proofs do not change if we change
the setting to time-varying channels. Any achievable scheme
for the static channel is a valid achievable scheme for the
time-varying setting. However, we can use channel variations
to simplify the achievable schemes via symbol extension as
in [35]. By symbol repetition and coding across multiple
channel uses, we can obtain fractional s.d.o.f. in a simpler way.
The symbol extension (repetition) replaces the complex real
interference alignment (exact or asymptotic) with simplified
encoding and decoding schemes. Since symbol extension
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is used to replace real interference alignment in regimes
that have fractional s.d.o.f., it suffices to develop achievable
schemes for the sum s.d.o.f. point in the QTN < M < 2N
regime and the maximum individual s.d.o.f. point for the
3TN <M < 37N regime because the remaining points achieve
integer s.d.o.f. and do not use real interference alignment for

achievability.

: 2N
A. Sum s.d.o.f. Point for =5~ <M < N

The users send N secure signal components over 3 channel
uses. We call the secure signal V( (t) as time-varying, if for
every channel use t = 1,2,3, V(l)(t) takes an independent
realization from an underlymg Gaussian distribution. We call
the secure signal V( as fixved, if for every channel use 7,
the same realization is transmitted (repeated), i.e., V(z) 1) =
Vl.(z) , t = 1,2,3. Each user divides its transmitted secure
signals V; into two parts. The first part is time- varying V( )(t)
which is a Gaussian vector of dimension L ]. This vector
takes new symbols at each channel use 7. The second part V(z)
is fixed, which is a Gaussian vector of dimension N mod 3.
This vector is repeated over channel uses ¢t = 1, 2, 3. Similarly,
each user sends cooperative jamming signal U; with the same
structure. The transmitted signals are

(1) (1)
Xi(1) = Py(1) |:VV(2()t)i| Qi) [U (2()’)} (135)

(1) (1)
X (1) = Pa(1) [V@@?)} +Qar) [Uz (2()’)} (136)
2

where t = 1, 2, 3. The precoding matrices vary with ¢ and are
designed for every ¢ such that

o o] [0 =0 am
[Hi2() —Ho()] [glz((?)}ﬂ (138)

This alignment is feasible, since 2M — N > L%J + N mod 3
in this regime. Then, the received signal at receiver 1 in this

case is
(1)
Y1 (1) = Hi1(0)P1(2) [VV(Z()I)}

U(l)(t +V(l)(t
+H11(l)Q1(f)[ U(23+V(2) )

(1)
FH (0Q () |:U[2J(2()t)
2

] +Ni (1) (139)
fort =1, 2,3. By observing Y (¢) over the 3 channel uses we
can form a linear system w1th 3N unknowns and 3N equa-
tions. The unknowns are V1 (t) U(l)(t)—i—V(l)(t) U;I)(t) =
1,2,3, each of dimension 3L | over the 3 channel uses.
V?) , U(2) V(2) U(2) of dimension of N mod3 each. Hence,
the total number of unknowns are 3 (31§ ] + N mod 3) = 3N.
Since receiver has N antennas, and realizations of channels are
independently time-varying, the receiver has 3N independent

observations almost surely over the 3 channel uses. Using
zero-forcing we can decode these unknowns with arbitrarily
small probability of error. Each secure signal component
of user 2 is aligned with one cooperative jamming signal
component from user 1, hence the scheme is secure. Now,
since each user transmits 3L | 4+ N mod 3 over 3 channel
uses, dy = TN is achievable.

B. Sum s.d.o.f. Point for N < M < 2N

In this case, the users make use of the null spaces to
send their time-varying secure signals. Specifically, each user
transmits a time-varying V;o(¢), t = 1,2, 3 Gaussian secure
signal of dimension M — N. Each user transmits a fixed V;
Gaussian secure signal of dimension 2N — M, and a fixed
U; Gaussian cooperative jamming signal. We restrict the first
M — N antennas at the receiver for decoding of the time-
varying symbols and the rest of the antennas for the fixed
symbols. To do this restriction, we precode the transmitted
signals as

Ly e [HOT,
X1 (1) =Hp2()" Vio(1)+ %11)([) Pi1()Vi+Qi(1)Uy)
(140)
1
L (1) ()]
Xo(t) =Ha1 ()" Vao()+| 27| P2()V2+Qa(1)U2)
Hy, (1)
(141)

where Hl.(jl)(t), Hl(jz) (t) correspond to the channel matrix from
the ith user to the first M — N antennas, and the rest of
the 2N — M antennas at receiver j, respectively. Focusing
on the first M — N antennas of user 1, without loss of
generality. The Ygl)(t) = Hgll)(t)le(t)J-Vlo(t) + Nil)(t).
Then, using zero-forcing, the signal Vio(¢), t = 1,2,3 is
decodable. After decoding Vio(t), we cancel it from Y (7).

(1)
Hﬁ)(t) |:H ():| , and similarly,

(1)( )
1 ( ) le(t) — H(z)(t) 1 (t)
12 ( )

, the received signals after

By defining H;;(r) =

Ho (1) = H(z)(f) |: ( )
21 (f)
()

cancelling Vg at the second 2N — M antennas are

and Hy (1) = H2 (1)

Y@ (1) = (H;1()Q1 (1)U +Hay ()P, V2)
+Hy1 ()P (1) V1 +H (1)Qa2 (1)U +Ny (1) (142)
Y (6) = (Hp ()P ()V) +Ha(H)Q2(1)U2)

+Ho (P2 (1) Vo+Hp(1)Qi U +Na(r)  (143)

Note that ﬁij (t) is a square matrix Vi, j. By choosing the
precoding matrices as

Pi(1) =Hp@®) ™', Qi) =Hn®™
Po(1) = Ho1 (1), Qa(r) = Huo() ™!

(144)
(145)
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the received signals become

Y§2)(t) = Hi ()Hp() Vi + (U + Vo)

+ Ha 1 (1)Hn (1) Uy + N1 (1) (146)
Y2 (1) = (Vi + Up) + By () (1) 'V,
+Hip()Hp1 (1) 'Up + N (1) (147)

Hence, the scheme is secure. Yl.(z) (t),t =1,2,3 correspond to
3(2N — M) independent observations, and we have Vi, V, +
Uy, U unknowns of 2N — M each. Consequently, we can form
32N —M)x3(2N —M) square linear system with unique solu-
tion using zero-forcing receiver. Therefore, each user transmits
3(M — N) time-varying symbols and (2N — M) fixed symbols
over 3 channel uses, then dy = 23M— NHZN M _ 2M N)
is achievable. :

C. Maximum Individual s.d.o.f. Pomtfor <M<N

User 1 transmits a time-varying vector V( ) ®, t=1,2
Gaussian secure signals of dimension L ] and a fixed vector
V( ) Gaussian secure signal of dimension N mod2. The fixed
vector is repeated over 2 channel uses. User 2 transmits signals
with the same structure for cooperative jamming signalling.
The transmitted signals are

)
Xi(t) = Pi(1) [Vll) (22”} (148)

1

U 0)

Xo(r) = Qa(t) | 2p (149)

L %2

where Py (r), Qa(r) satisfy

[Hi2(t) —Ha(1)] 512((?)} =0 (150)

where r = 1, 2. This alignment is feasible, since 2M — N >
L%J + N mod?2 in this regime Hence, the received signals are

0
Y (r) = Hi1(1)P () [V:)(zgt)}
1

u ()

+ H21 (1)Q2(2) 2) (151)
Uy

:|+N1(f)

@)+ v ()

Yz(l‘)zH]l(f)Pl(l‘)|: u§2)+0512) :|+N2(t) (152)

which implies that the scheme is secure. For decodability,
we note that Y (), t = 1, 2 has 2N independent observations.
The unknowns are V (t) U(1 (t),t = 1,2 with 2[ | dimen-
sion each and VEZ), U(z) of N mod?2 dimension each. Hence,
the total number of unknowns is 2 (ZL%J + N mod 2) =2N.
Therefore, using this achievable scheme, and observing Y (¢)
for 2 channel uses, we have 2N independent observations.
Hence, we can form 2N x 2N independent linear system
of equations and hence unknowns are decodable. Therefore,
user 1 transmits ZL%J time-varying symbols and Nmod?2 fixed

215 J+Nmod2

symbol over 2 channel uses and hence d,,, = 5

% is achievable.

D. Maximum Individual s.d.o.f. Point for N < M < 3—N

The same scheme presented for static channels can be used
here by replacing the structured signals vfz), u%) by fixed
Gaussian signals, which are repeated across 2 channel uses.

Hence, the transmitted signals are

X (1) = Hia(1) " Vio(t) + Pii(t) V11 ()

(1)
+PL() |:V1%2§t):| (153)

P

12

Xa(#) = Ha1 (1) QZl(t)Ull(t)+QZZ(t)|: ¢ (I)} (154)

By applying the same alignment procedure, i.e., designing
Pii, Qoi, i = 1,2 such that

[Hi2(t) —Ha(n)Hai(1)*] |:(I;2]1((tt))} =0 (155
[Hi2() —Hxn()] [3222((?)} =0 (156)

where t = 1, 2, the scheme is secure. The received signal is

Y1 (t) = Hii(OHp(0) Vio(t) + Hy ()P (1) Vi1 (£)
(1)
+Hi (0)P12(2) |: (t)]

(1)
+ Ha1 (1)Qa2 (1) [ 121

Uy

] +Ni(?) (157)
Then, Yi(t), t = 1,2 correspond to 2N unknowns by
2N equations. Using transmission over 2 channel uses,
the receiver has 2N independent observations. We have
Vio(t), Vi1(2), = 1, 2 each with 2(M — N) dimen-
sions, V%)(t) V12 ), = 1,2 each with 2L3N 2MJ
dimensions and v%), u%) with 3N — 2M) mod 2 dimen-
sions. Consequently, the total number of unknowns is
2(2(M — N) + 23852 | 4 BN —2M) mod2) = 2N.
Hence, we constructed a 2N x 2N system, where sym-
bols are decodable over 2 channel uses, and d,, = N is
achievable.

X. CONCLUSION

We determined the exact s.d.o.f. region of a two-user
M x N MIMO ICCM for any arbitrary symmetric antenna
configuration. For the converse proof, we showed that the
cooperative bound which results in a two-user BCCM system
is tight if M < 2TN We also constructed another outer bound
that uses vectorized versions of the secrecy penalty and role
of a helper lemmas. We used these outer bounds together
with the IC without secrecy constraints to determine the entire
s.d.o.f. region for any M, N.

For the achievability, we showed that the s.d.o.f. region is
a four-vertex polytope. Focusing on the sum s.d.o.f. point,
if the sum s.d.o.f. is an integer(fractional part is zero), then
there is no need for real interference alignment; spatial align-
ment suffices. If the fractional part is 1/3, then after spatial
alignment, real alignment in a single dimension is needed.
For the case where the fraction is 2/3, we developed a novel
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achievable scheme for the basic 2 x 2 MIMO ICCM. This
scheme together with its SISO counterpart are central for
achievable schemes for general M and N. The 2 x 2 scheme
combines spatial alignment, which ensures that secure signals
and cooperative jamming signals lie in the same rational
dimension irrespective of the joint MIMO processing used
at the receiver, and asymptotic real interference alignment
to minimize the required dimensions needed for decodability
and ensuring that observations of all receiving antennas are
exploited. We showed the achievability of the other non-
trivial polytope points by forcing one of the users to act as a
cooperative jammer (helper) that jams its own receiver.

Interestingly, we showed that the s.d.o.f. region starts as
a square region if M < ZTN, then it takes the shape of an
irregular polytope until it returns back to a square region when
the number of transmit antennas is at least twice the number
of receiving antennas. We showed that if the ICCM channel
is time-varying, the achievable schemes can be simplified
by using vector space alignment via symbol extension over
multiple channel uses instead of real interference alignment
that is necessary for static channels.
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