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Secure Degrees of Freedom of the Multiple Access
Wiretap Channel With Multiple Antennas

Pritam Mukherjee, Member, IEEE, and Sennur Ulukus , Fellow, IEEE

Abstract— We consider a two-user multiple-input multiple-
output multiple access wiretap channel with N antennas at
each transmitter, N antennas at the legitimate receiver, and K
antennas at the eavesdropper. We determine the optimal sum
secure degrees of freedom (s.d.o.f.) for this model for all values
of N and K . We subdivide our problem into several regimes
based on the values of N and K , and provide achievable schemes
based on vector space alignment and real alignment techniques
for fixed and fading channel gains. To prove the optimality
of the achievable schemes, we provide matching converses for
each regime. Our results show how the number of eavesdropper
antennas affects the optimal sum s.d.o.f. of the multiple access
wiretap channel.

Index Terms— Secure degrees of freedom, multiple access
wiretap channel, multiple-input multiple-output (MIMO),
interference alignment.

I. INTRODUCTION

WE CONSIDER the two-user multiple-input multiple-
output (MIMO) multiple access wiretap channel where

each transmitter has N antennas, the legitimate receiver has
N antennas and the eavesdropper has K antennas; see Fig. 1.
We consider the case when the channel gains are fixed
throughout the duration of the communication, as well as the
case when the channel is fast fading and the channel gains vary
in an i.i.d. fashion across time. Our goal in this paper is to
characterize how the optimal sum secure degrees of freedom
(s.d.o.f.) of the MIMO multiple access wiretap channel varies
with the number of antennas at the legitimate users and the
eavesdropper.

To that end, we partition the range of K into various
regimes, and propose achievable schemes for each regime. Our
schemes are based on a combination of zero-forcing beam-
forming and vector space interference alignment techniques.
When the number of antennas at the eavesdropper is less
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Fig. 1. The MIMO multiple access wiretap channel.

than the number of antennas at the transmitters, the nullspace
of the eavesdropper channel can be exploited to send secure
signals to the legitimate transmitter. This strategy is, in fact,
optimal when the number of antennas at the eavesdropper is
sufficiently small (K ≤ N

2 ) and the optimal sum s.d.o.f. of
N is limited by the decoding capability of the legitimate
receiver. We note that the optimal scheme requires a single
channel use and thus, can be used for both fixed and fading
channel gains.

However, zero-forcing beamforming does not suffice when
K ≥ N

2 . In the regime N
2 ≤ K ≤ 4N

3 , we use vector
space interference alignment [1] over three time slots to
achieve the optimal sum s.d.o.f. The structure of the optimal
signaling scheme is inspired by ideas from the optimal real
alignment scheme presented in [2] for the single-input single-
output (SISO) multiple access wiretap channel. The proposed
schemes work for both fixed and fading channel gains. We also
provide a new real alignment based achievable scheme for
fixed channel gains. The optimal s.d.o.f. in this regime is
max( 2

3 (2N − K ), 2N
3 ), i.e., in the form 2(d + l

3 ), where d
and l are both integers. For the case l = 0, the sum s.d.o.f. is
an integer and carefully precoded Gaussian signaling suffices
to achieve the optimal s.d.o.f. in a single slot. When l �= 0,
the s.d.o.f. has a fractional part, and Gaussian signaling over
a single time slot is not optimal. This is also observed in
the achievable schemes in [3] and [4] for the MIMO wiretap
channel with one helper, where structured signaling is used
when the optimal s.d.o.f. is not an integer. However, [3], [4]
consider complex channel gains, for which an s.d.o.f. of the
form

�
d + 1

2

�
can be obtained by using d complex symbols

(which comprise two real symbols) and one real symbol,
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where each real symbol belongs to the same PAM constellation
and carries 1

2 s.d.o.f. In our case, the s.d.o.f. is of the form
2
�
d + l

3

�
, l = 0, 1, 2, and such simplification is not possible

even with complex channel gains.
In this paper, we consider real channel gains. In order to

handle the fractional s.d.o.f. with the real interference based
achievable scheme, we decompose the channel input at each
transmitter into two parts: a Gaussian signaling part carrying
d (the integer part) d.o.f. of information securely, and a struc-
tured signaling part carrying l

3 (the fractional part) d.o.f. of
information securely. The structure of the Gaussian signals
carrying the integer s.d.o.f. resembles that of the schemes
for the fading channel gains. When l = 1, we design the
structured signals carrying 2

3 sum s.d.o.f. according to the real
interference alignment based SISO scheme of [2]. However,
when l = 2, a new scheme is required to achieve 4

3 sum
s.d.o.f. on the MIMO multiple access wiretap channel with two
antennas at every terminal. To that end, we provide a novel
optimal scheme for the canonical 2×2×2×2 MIMO multiple
access wiretap channel. Interestingly, the scheme relies on
asymptotic real interference alignment [5] at each antenna of
the legitimate receiver.

When the number of eavesdropper antennas K is large
enough K ≥ 4N

3 , the optimal sum s.d.o.f. is given by
(2N − K ), which is always an integer. In this regime Gaussian
signaling along with vector space alignment techniques suf-
fices to achieve the optimal s.d.o.f. in one time slot. When
the number of antennas at the eavesdropper is very large
(K ≥ 3N

2 ), the two-user multiple access wiretap channel
reduces to a wiretap channel with one helper, and, thus,
the scheme for the MIMO wiretap channel with one helper
in [4] is optimal.

To establish the optimality of our achievable schemes,
we present matching converses in each regime. A simple
upper bound is obtained by allowing cooperation between
the two transmitters. This reduces the two-user multiple
access wiretap channel to a MIMO wiretap channel with
2N antennas at the transmitter, N antennas at the legitimate
receiver and K antennas at the eavesdropper. The optimal
s.d.o.f. of this MIMO wiretap channel is well known to
be min((2N − K )+, N) [6], [7], and this serves as an upper
bound for the sum s.d.o.f. of the two-user multiple access wire-
tap channel. This bound is optimal when the number of eaves-
dropper antennas K is either quite small (K ≤ N

2 ), or quite
large (K ≥ 4N

3 ). When K is small, the sum s.d.o.f. is limited
by the decoding capability of the legitimate receiver, and the
optimal sum s.d.o.f. is N which is optimal even without any
secrecy constraints. When K is large, the s.d.o.f. is limited by
the requirement of secrecy from a very strong eavesdropper.
For intermediate values of K , the distributed nature of the
transmitters dominates, and we employ a generalization of the
SISO converse techniques of [2] for the converse proof in the
MIMO case, similar to [4].

A. Related Work

The multiple access wiretap channel is introduced
by [8] and [9], where the technique of cooperative jamming
is introduced to improve the rates achievable with Gaussian

signaling. Reference [10] provides outer bounds and identifies
cases where these outer bounds are within 0.5 bits per channel
use of the rates achievable by Gaussian signaling. While the
exact secrecy capacity remains unknown, the achievable rates
in [8]–[10] all yield zero s.d.o.f. Reference [11] proposes
scaling-based and ergodic alignment techniques to achieve a
sum s.d.o.f. of K−1

K for the K -user multiple access wiretap
channel; thus, showing that an alignment based scheme strictly
outperforms i.i.d. Gaussian signaling with or without coop-
erative jamming at high SNR. Finally, [2], [12] establish the
optimal sum s.d.o.f. to be K (K−1)

K (K−1)+1 and the full s.d.o.f. region,
respectively, for the SISO multiple access wiretap channel.
Other related channel models are the wiretap channel with
helpers and the interference channel with confidential mes-
sages, for which the optimal sum s.d.o.f. is known for the SISO
and MIMO cases in [2] and [3], [4], [13], and in [14] and [15],
respectively.

A related line of research investigates the multiple access
wiretap channel with an arbitrarily varying eavesdropper [16].
The eavesdropper’s channel is assumed to be arbitrary, without
any assumptions on its distribution, and security is guaranteed
for every realization of the eavesdropper’s channel. This mod-
els an exceptionally strong eavesdropper, which may control
its own channel in an adversarial manner. Hence, the optimal
sum s.d.o.f. is zero if K ≥ N , since the eavesdropper’s
channel realizations may be exactly equal to the legitimate
user’s channel realizations. On the other hand, in our model,
the eavesdropper’s channel gains are drawn from an arbi-
trary but fixed continuous distribution with bounded support.
We show that, with this mild assumption, strictly positive
s.d.o.f. can be achieved even K ≥ N for almost all channel
realizations for the multiple access wiretap channel.

II. SYSTEM MODEL

The two-user multiple access wiretap channel, see Fig. 1,
is described by,

Y(t) = H1(t)X1(t) + H2(t)X2(t) + N1(t) (1)

Z(t) = G1(t)X1(t) + G2(t)X2(t) + N2(t) (2)

where Xi (t) is an N dimensional column vector denoting the
i th user’s channel input, Y(t) is an N dimensional vector
denoting the legitimate receiver’s channel output, and Z(t) is
a K dimensional vector denoting the eavesdropper’s channel
output, at time t . In addition, N1(t) and N2(t) are N and K
dimensional white Gaussian noise vectors, respectively, with
N1 ∼ N (0, IN ) and N2 ∼ N (0, IK ), where IN denotes the
N × N identity matrix. Here, Hi (t) and Gi (t) are the N × N
and K×N channel matrices from transmitter i to the legitimate
receiver and the eavesdropper, respectively, at time t . When the
channel gains are fixed, Hi (t) = Hi and Gi (t) = Gi , for all
t = 1, . . . , n, where the entries of Hi and Gi are drawn from
an arbitrary but fixed continuous distribution with bounded
support in an i.i.d. fashion, i.e., the channel gains remain
fixed throughout the duration of the communication. When
the channel gains are fading, the entries of Hi (t) and Gi (t),
t = 1, . . . , n, are drawn from the fixed continuous distribution
with bounded support in an i.i.d. fashion. We assume that all
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the channel matrices Hi (t) and Gi(t), t = 1, . . . , n, are known
with full precision at all terminals, at time t = 0, i.e., before
the start of the communication. All channel inputs satisfy the
average power constraint E[�Xi (t)�2] ≤ P, i = 1, 2, where
�X� denotes the Euclidean (or the spectral norm) of the vector
(or matrix) X.

Transmitter i wishes to send a message Wi , uniformly
distributed in Wi , securely to the legitimate receiver in the
presence of the eavesdropper. A secure rate pair (R1, R2),
with Ri = log |Wi |

n is achievable if there exists a sequence of
codes which satisfy the reliability constraints at the legitimate
receiver, namely, Pr[Wi �= Ŵi ] ≤ �n , for i = 1, 2, and the
secrecy constraint, namely,

1

n
I (W1, W2; Zn) ≤ �n (3)

where �n → 0 as n → ∞. An s.d.o.f. pair (d1, d2) is said to
be achievable if a rate pair (R1, R2) is achievable with

di = lim
P→∞

Ri
1
2 log P

(4)

The sum s.d.o.f. ds is the largest achievable d1 + d2.

III. MAIN RESULT

The main result of this paper is the determination of the
optimal sum s.d.o.f. of the MIMO multiple access wiretap
channel. We have the following theorem.

Theorem 1: The optimal sum s.d.o.f. of the MIMO multiple
access wiretap channel with N antennas at the transmitters,
N antennas at the legitimate receiver and K antennas at the
eavesdropper is given by

ds =

⎧
⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎩

N, if K ≤ 1
2 N

2
3 (2N − K ), if 1

2 N ≤ K ≤ N
2
3 N, if N ≤ K ≤ 4

3 N

2N − K , if 4
3 N ≤ K ≤ 2N

0, if K ≥ 2N.

(5)

for fading channel gains, and almost surely for fixed channel
gains.

We present the converse proof for this theorem in
Section IV. The achievable schemes for the case of fading
channel gains are presented in Section V, while the achievable
schemes for the case of fixed channel gains are presented in
Appendix.

Note that in the case of fixed channel gains,
the s.d.o.f. results stated in Theorem 1 hold for almost
all channel gains, not all channel gains. Indeed, it is clear that
when K ≥ N , we cannot guarantee secrecy for any of the
users for all channel gains; simply consider the case when
the channel gains from each transmitter to the eavesdropper
(with N antennas) are exactly the same as the channel
gains to the legitimate receiver. Reference [16] determines
the optimal s.d.o.f. for the case of the arbitrarily varying
eavesdropper where secrecy has to be guaranteed for all
channel gains. In practice, such a strong secrecy requirement
may be pessimistic and we can achieve higher rates by

Fig. 2. ds versus K .

relaxing to almost all channel gains; in particular, we achieve
positive secrecy rates even when K ≥ N , as long as K < 2N .

Also, note that though the results presented here are for
the case where all legitimate terminals have equal number
of antennas, we believe our techniques can be extended to
analyze the case of arbitrary number of antennas at each
terminal. Indeed, [13] considers the closely related model
of the wiretap channel with one helper and determines the
optimal s.d.o.f. for arbitrary number of antennas at each
terminal. The main approach is to subdivide the problem
into many regimes based on the number of antennas and
then use techniques similar to those used here to analyze
each regime. Here, we consider the simpler scenario to focus
on the effect of the number of eavesdropper antennas on
the s.d.o.f. and to highlight the various techniques used to
construct the achievable schemes and the converse proofs.

Fig. 2 shows the variation of the optimal sum s.d.o.f. with
the number of eavesdropper antennas K . Note that as in
the SISO case, the optimal sum s.d.o.f. is higher for the
multiple access wiretap channel than for the wiretap channel
with one helper [4], when K < 3N/2. However, when the
number of eavesdropper antennas K is large enough, i.e., when
K ≥ 3N/2, the optimal sum s.d.o.f. of the multiple access
wiretap channel is the same as the optimal s.d.o.f. of the
wiretap channel with a helper.

Further, note that when the number of eavesdropper anten-
nas K is small enough (K ≤ N

2 ), the optimal sum s.d.o.f. is N ,
which is the optimal d.o.f. of the multiple access channel
without any secrecy constraints. Thus, there is no penalty for
imposing the secrecy constraints in this regime. Also note that
allowing cooperation beteen the transmitters does not increase
the sum s.d.o.f. in this regime. Heuristically, the eavesdropper
is quite weak in this regime, and the optimal sum s.d.o.f. is
limited by the decoding capabilities of the legitimate receiver.

On the other hand, when the number of antennas K is quite
large (K ≥ 4N

3 ), the optimal sum s.d.o.f. is (2N −K ), which is
the optimal s.d.o.f. obtained by allowing cooperation between
the transmitters. Intuitively, the eavesdropper is very strong in
this regime and the sum s.d.o.f. is limited by the requirement
of secrecy from this strong eavesdropper. In the intermediate
regime, when N

2 ≤ K ≤ 4N
3 , the distributed nature of

the transmitters becomes a key factor and the upper bound
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Fig. 3. The two upper bounds.

obtained by allowing cooperation between the transmitters is
no longer achievable; see Fig. 3.

IV. PROOF OF THE CONVERSE

We prove the following upper bounds which are combined
to give the converse for the full range of N and K ,

d1 + d2 ≤ min((2N − K )+, N) (6)

d1 + d2 ≤ max

�
2

3
(2N − K ),

2

3
N

	
(7)

where (x)+ denotes max(x, 0).
It can be verified from Fig. 3 that the minimum of the two

bounds in (6)-(7) gives the converse to the sum s.d.o.f. stated
in (5) for all ranges of N and K . Thus, we next provide proofs
of each of the bounds in (6) and (7).

A. Proof of d1 + d2 ≤ min((2N − K )+, N)

This bound follows by allowing cooperation between the
transmitters, which reduces the two-user multiple access wire-
tap channel to a single-user MIMO wiretap channel with
2N antennas at the transmitter, N antennas at the legitimate
receiver and K antennas at the eavesdropper. The optimal
s.d.o.f. for this MIMO wiretap channel is known to be
min((2N − K )+, N) [6], [7].

B. Proof of d1 + d2 ≤ max( 2
3 (2N − K ), 2

3 N)

We only show that d1+d2 ≤ 2
3 (2N −K ), when K ≤ N , and

note that the bound d1 + d2 ≤ 2
3 N for K > N follows from

the fact that increasing the number of eavesdropper antennas
cannot increase the sum s.d.o.f.; thus, the sum s.d.o.f. when
K > N is upper-bounded by the sum s.d.o.f. for the case of
K = N , which is 2

3 N .
To prove d1 + d2 ≤ 2

3 (2N − K ) when K ≤ N , we
follow [2], [4]. We define noisy versions of Xi as X̃i = Xi+Ñi

where Ñi ∼ N (0, ρ2
i IN ) with ρ2

i < min



1
�Hi �2 , 1

�Gi �2

�
. The

secrecy penalty lemma [2] can then be derived as

n(R1 + R2) ≤ I (W1, W2; Yn|Zn) + n� (8)

≤ h(Yn |Zn) + nc1 (9)

= h(Yn, Zn) − h(Zn) + nc1 (10)

≤ h(X̃n
1, X̃n

2) − h(Zn) + nc2 (11)

≤ h(X̃n
1) + h(X̃n

2) − h(Zn) + nc2 (12)

where (9) follows since h(Yn|Zn, W1, W2) ≥
h(Yn|Zn, Xn

1, Xn
2) = o(log P), (11) follows since h(Yn, Zn) =

h(X̃n
1, X̃n

2) + h(Yn, Zn |X̃n
1, X̃n

2) − h(X̃n
1, X̃n

2 |Yn, Zn), where
h(Yn, Zn |X̃n

1, X̃n
2) ≤ o(log P) while h(X̃n

1, X̃n
2 |Yn, Zn) =

o(log P) due to the fact that Xn
1 and Xn

2 (and consequently,
X̃n

1 and X̃n
2) can be reconstructed within noise variance given

Yn and Zn . Finally, (12) follows since Xn
1, Xn

2, Ñn
1 and Ñn

2
are all independent of each other.

Now consider a stochastically equivalent version of Z given
by Z̃ = G1X̃1 + G2X2 + NZ , where NZ is an independent
Gaussian noise vector, distributed as N (0, IK − ρ2

1 G1GH
1 ).

Further, let G1 = [G̃1 Ĝ1] and X̃T
1 = [X̃T

1a X̃T
1b]T , where

G̃1 is the matrix with the first K columns of G1, Ĝ1 has the
last N − K columns of G1, X̃1a is a vector with the top K
elements of X̃1, while X̃1b has the remaining N − K elements
of X̃1. Then, we have

h(Zn) = h(Z̃n) = h(Gn
1X̃n

1 + Gn
2Xn

2 + Nn
Z ) (13)

≥ h(Gn
1X̃n

1) (14)

= h(G̃n
1X̃n

1a + Ĝn
1X̃n

1b) (15)

≥ h(G̃n
1X̃n

1a|X̃n
1b) (16)

= h(X̃n
1a |X̃n

1b) + nc3 (17)

Using (17) in (12), we have

n(R1 + R2) ≤ h(X̃n
1b) + h(X̃n

2) + nc4 (18)

The role of a helper lemma [2] also generalizes to the
MIMO case as

n R1 ≤ I (Xn
1; Yn) (19)

= h(Yn) − h(Hn
2Xn

2 + Nn
1) (20)

≤ h(Yn) − h(X̃n
2) + nc5 (21)

Adding (18) and (21), we have

n(2R1 + R2) ≤ h(Yn) + h(X̃n
1b) + nc6 (22)

≤ N
n

2
log P + (N − K )

n

2
log P + nc7 (23)

= (2N − K )
n

2
log P + nc7 (24)

First dividing by n and letting n → ∞, and then dividing by
1
2 log P and letting P → ∞, we have

2d1 + d2 ≤ 2N − K (25)

By reversing the roles of the transmitters, we have

d1 + 2d2 ≤ 2N − K (26)

Combining (25) and (26), we have the required bound

d1 + d2 ≤ 2

3
(2N − K ) (27)

This completes the proof of the converse of Theorem 1.
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V. ACHIEVABLE SCHEMES

We provide separate achievable schemes for each of the
following regimes:

1) K ≤ N/2
2) N/2 ≤ K ≤ N
3) N ≤ K ≤ 4N/3
4) 4N/3 ≤ K ≤ 3N/2
5) 3N/2 ≤ K ≤ 2N

Each scheme described in the following sections can be
outlined as follows. We neglect the impact of noise at high
SNR. Then, to achieve a certain sum s.d.o.f., ds , we achieve
the s.d.o.f. pair (d1, d2) with ds = d1+d2. We send n1 symbols
v1 = �

v11, . . . , v1n1

�
and n2 symbols v2 = �

v21, . . . , v2n2

�

from the first and second transmitters, respectively, in nB slots,
such that d1 = n1/nB and d2 = n2/nB . Finally, we show
that the leakage of information symbols at the eavesdropper is
o(log P). We however want a stronger guarantee of security,
namely,

1

n
I (W1, W2; Zn) → 0 (28)

as n → ∞. To achieve this, we view the nB slots described in
the scheme as a block and treat the equivalent channel from
v1 and v2 to Y and Z as a memoryless multiple access wiretap
channel with Y being the output at the legitimate receiver and
Z being the output at the eavesdropper. The following sum
secure rate is achievable [17]:

sup(R1 + R2) ≥ I (V; Y) − I (V; Z) (29)

where V
�= {v1, v2}. Using the proposed scheme, v1 and v2

can be reconstructed from Y to within noise distortion. Thus,

I (V; Y) = (n1 + n2)
1

2
log P + o(log P) (30)

Also, for each scheme, by design

I (V; Z) = o(log P) (31)

Thus, from (29), the achievable sum secure rate in each block
is (n1 + n2)

1
2 log P + o(log P). Since our block contains nB

channel uses, the effective sum secure rate is

sup(R1 + R2) ≥
�

n1 + n2

nB

	
1

2
log P + o(log P) (32)

Thus, the achievable sum s.d.o.f. is n1+n2
nB

, with the stringent
security requirement as well.

In the following subsections, we present the achievable
scheme for each regime.

A. K ≤ N/2

In this regime, the optimal sum s.d.o.f. is N . In our scheme,
transmitter 1 sends (N − K ) independent Gaussian symbols
v1 ∈ R

N−K while transmitter 2 sends K independent Gaussian
symbols v2 ∈ R

K , in one time slot. This can be done by
beamforming the information streams at both transmitters to
directions that are orthogonal to the eavesdropper’s channel.
To this end, the transmitted signals are:

X1 = P1v1 (33)

X2 = P2v2 (34)

where P1 ∈ R
N×(N−K ) is a matrix whose (N − K ) columns

span the (N − K ) dimensional nullspace of G1, and P2 ∈
R

N×K is a matrix with K linearly independent vectors drawn
from the (N − K ) dimensional nullspace of G2. This can be
done since K ≤ N − K . The channel outputs are:

Y = [H1P1 H2P2]
�

v1
v2



+ N1 (35)

Z = N2 (36)

Note that [H1P1 H2P2] is an N × N matrix with full rank
almost surely, and thus, both v1 and v2 can be decoded at the
legitimate receiver to within noise variance. On the other hand,
they do not appear in the eavesdropper’s observation and thus
their security is guaranteed.

B. N/2 ≤ K ≤ N

The optimal sum s.d.o.f. in this regime is 2
3 (2N − K ).

If N = K = 1, real interference alignment can be used
to achieve an s.d.o.f. of 2

3 [2] for fixed channel gains.
If N > 1, transmitter i sends (2N − K ) Gaussian symbols�
vi ∈ R

2K−N , ṽi (t) ∈ R
N−K , t = 1, 2, 3

�
, each drawn inde-

pendently from N (0, P̄), in 3 time slots for i = 1, 2, where
P̄ = αP and α is chosen to satisfy the power constraint.
Intuitively, transmitter i sends the (N − K ) symbols wi (t)
by beamforming orthogonal to the eavesdropper in each time
slot t = 1, 2, 3. The remaining (2K − N) symbols are sent
over 3 time slots using a scheme similar to the SISO scheme
of [2], [18]. Thus, the transmitted signals at time t are:

X1(t) = G1(t)
⊥w1(t) + P1(t)v1 + H1(t)

−1Q(t)u1 (37)

X2(t) = G2(t)
⊥w2(t) + P2(t)v2 + H2(t)

−1Q(t)u2 (38)

where Gi (t)⊥ is an N × (N − K ) full rank matrix with
Gi (t)Gi (t)⊥ = 0N×(N−K ) , ui is a (2K − N) dimensional
vector whose entries are drawn in an i.i.d. fashion from
N (0, P̄), and Pi and Q are N × (2K − N) precoding matrices
that will be fixed later. The channel outputs are:

Y(t) = H1(t)G1(t)
⊥w1(t) + H1(t)P1(t)v1

+ H2(t)P2(t)v2 + H2(t)G2(t)
⊥w2(t)

+ Q(t)(u1 + u2) + N1(t) (39)

Z(t) = G1(t)P1(t)v1 + G2(t)H2(t)
−1Q(t)u2

+ G2(t)P2(t)v2 + G1(t)H1(t)
−1Q(t)u1 + N2(t)

(40)

Let us define

P̃i
�=
⎡

⎣
Pi (1)
Pi (2)
Pi (3)

⎤

⎦, Q̃ �=
⎡

⎣
Q(1)
Q(2)
Q(3)

⎤

⎦ (41)

Further, if we define

H̃i
�=
⎡

⎣
Hi (1) 0N×N 0N×N

0N×N Hi (2) 0N×N

0N×N 0N×N Hi (3)

⎤

⎦ (42)
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and, G̃i , G̃⊥
i similarly, we can compactly represent the channel

outputs over all 3 time slots as

Ỹ = H̃1G̃⊥
1 w̃1 + H̃1P̃1v1 + H̃2P̃2v2

+ H̃2G̃⊥
2 w̃2 + Q̃(u1 + u2) + Ñ1 (43)

Z̃ = G̃1P̃1v1 + G̃2H̃−1
2 Q̃u2 + G̃2P̃2v2

+ G̃1H̃−1
1 Q̃u1 + Ñ2 (44)

where w̃i = [wi (1)T wi (2)T wi (3)T ]T , and Ñi , Ỹ and Z̃
are defined similarly.

We now choose Q̃ to be any 3N × (2K − N) matrix with
full column rank, and choose

P̃i = G̃T
i (G̃i G̃T

i )−1(G̃ j H̃−1
j )Q̃ (45)

where i, j ∈ {1, 2} , i �= j . It can be verified that this selection
aligns vi with u j , i �= j , at the eavesdropper, and this
guarantees that the information leakage is o(log P). On the
other hand, the legitimate receiver decodes the desired sig-
nals

�
wi (t) ∈ R

N−K , t ∈ {1, 2, 3}�,
�
vi ∈ R

2K−N , i = 1, 2
�

and the aligned artificial noise symbols u1 + u2 ∈ R
2K−N ,

i.e., 6(N − K ) + 3(2K − N) = 3N symbols using 3N
observations in 3 time slots, to within noise variance. This
completes the scheme for the regime N/2 ≤ K ≤ N .

C. N ≤ K ≤ 4N/3

In this regime, the optimal sum s.d.o.f. is 2
3 N . Therefore,

transmitter i in our scheme sends N Gaussian symbols,
vi ∈ R

N , in 3 time slots. The transmitted signals in time
slot t are given by

X1(t) = P1(t)v1 + H1(t)
−1Q(t)u1 (46)

X2(t) = P2(t)v2 + H1(t)
−1Q(t)u2 (47)

where the P1(t), Q(t), and P2(t) are N × N precoding
matrices to be designed. As in the previous scheme, we can
compactly represent the channel outputs over 3 channel
uses as

Ỹ = H̃1P̃1v1 + H̃2P̃2v2 + Q̃(u1 + u2) + Ñ1 (48)

Z̃ = G̃1P̃1v1 + G̃2H̃−1
2 Q̃u2 + G̃2P̃2v2

+ G̃1H̃−1
1 Q̃u1 + Ñ2 (49)

To ensure secrecy, we impose the following conditions

G̃1P̃1 = G̃2H̃−1
2 Q̃ (50)

G̃2P̃2 = G̃1H̃−1
1 Q̃ (51)

We rewrite the conditions in (50)-(51) as

�

⎡

⎣
P̃1

P̃2

Q̃

⎤

⎦ = 06K×N (52)

where

�
�=
�

G̃1 03K×3N −G̃2H̃−1
2

03K×3N G̃2 −G̃1H̃−1
1



(53)

Note that � has a nullity 9N − 6K . Since 9N − 6K ≥ N
in this regime, we can choose N vectors of dimension 9N
randomly such that they are linearly independent and lie in

the nullspace of � . We can then assign to P̃1, P̃2 and Q̃,
the top, the middle and the bottom 3N rows of the matrix
comprising the N chosen vectors. This guarantees secrecy of
the message symbols at the eavesdropper.

To see the decodability, we rewrite the received signal at
the legitimate receiver as

Ỹ = �

⎡

⎢
⎣

v1

v2

u1 + u2

⎤

⎥
⎦+ Ñ1 (54)

where �
�= [H̃1P̃1 H̃2P̃2 Q̃]. We note that � is 3N×3N and

full rank almost surely; thus, the desired signals v1 and v2 can
be decoded at the legitimate receiver within noise distortion
at high SNR.

D. 4N/3 ≤ K ≤ 3N/2

The optimal s.d.o.f. in this regime is 2N−K . To achieve this
s.d.o.f., the first transmitter sends K − N Gaussian symbols�
v1 ∈ R

3N−2K , ṽ ∈ R
3K−4N

�
, while the second transmitter

sends 3N − 2K Gaussian symbols
�
v2 ∈ R

3N−2K
�
, in one

time slot. The scheme is as follows. The transmitted signals
are

X1 = R1ṽ + P1v1 + H−1
1 Qu1 (55)

X2 = R2ũ + P2v2 + H−1
2 Qu2 (56)

where ũ ∈ R
3K−4N and u1, u2 ∈ R

3N−2K are artificial
noise vectors, whose entries are drawn in an i.i.d. fashion
from N (0, P̄). The precoding matrices Ri ∈ R

N×(3K−4N) ,
and Pi , Qi ∈ R

N×(3N−2K ) will be chosen later. The channel
outputs are

Y = H1R1ṽ + H1P1v1 + H2P2v2

+ H2R2ũ + Q(u1 + u2) + N1 (57)

Z = G1R1ṽ + G2R2ũ + G1P1v1 + G2H−1
2 Qu2

+ G2P2v2 + G1H−1
1 Qu1 + N2 (58)

To ensure secrecy, we want to impose the following
conditions:

G1R1 = G2R2 (59)

G1P1 = G2H−1
2 Q (60)

G2P2 = G1H−1
1 Q (61)

To satisfy (59), we choose R1 and R2 to be the first and
the last N rows of a 2N × 3K − 4N matrix whose columns
consist of any 3K − 4N linearly independent vectors drawn
randomly from the nullspace of [G1 − G2]. This is possible
since, 3K −4N ≤ 2N −K in this regime. To satisfy (60)-(61),
we let P1, P2 and Q to be the first, the second and the last N
rows of a 3N×(3N−2K ) matrix whose columns are randomly
chosen to span the (3N − 2K ) dimensional nullspace of the
matrix � given by

�
�=
�

G1 0K×N −G2H−1
2

0K×N G2 −G1H−1
1

�

(62)
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To see the decodablity, we can rewrite the observation at
the legitimate receiver as

Y = �

⎡

⎢
⎢
⎢
⎢
⎣

ṽ
v1
v2
ũ

u1 + u2

⎤

⎥
⎥
⎥
⎥
⎦

+ N1 (63)

where � is the N × N matrix defined as

� = [H1R1 H1P1 H2P2 H2R2 Q] (64)

Since � is full rank almost surely, the legitimate receiver can
decode its desired symbols ṽ, v1, and v2.

E. 3N/2 ≤ K ≤ 2N

In this regime, it is clear from Fig. 2 that the multiple
access wiretap channel has the same optimal sum s.d.o.f. as
the optimal s.d.o.f. of the wiretap channel with one helper.
Thus, an optimal achievable scheme for the wiretap channel
with one helper suffices as the scheme for the multiple access
wiretap channel as well. Such an optimal scheme, based
on real interference alignment, is provided in [4] for the
wiretap channel with one helper with fixed channel gains.
Here, we provide a scheme based on vector space alignment.

In order to achieve the optimal sum s.d.o.f. of 2N − K in
this regime, the first transmitter sends 2N − K independent
Gaussian symbols v ∈ R

2N−K securely, in one time slot.
The second transmitter just transmits artificial noise symbols
u ∈ R

2N−K , whose entries are drawn in an i.i.d. fashion from
N (0, P̄). The transmitted signals are

X1 = Pv (65)

X2 = Qu (66)

where P and Q are N × (2N − K ) precoding matrices to be
fixed later. The received signals are

Y = H1Pv + H2Qu + N1 (67)

Z = G1Pv + G2Qu + N2 (68)

To ensure security, we wish to ensure that

G1P = G2Q (69)

This can be done by choosing P and Q to be the top and the
bottom N rows of a 2N × (2N − K ) matrix whose linearly
independent columns are drawn randomly from the nullspace
of [G1 −G2]. The decodability is ensured by noting that the
matrix [H1P H2Q] is full column rank and 2(2N − K ) ≤ N
in this regime.

VI. CONCLUSIONS

In this paper, we determined the optimal sum s.d.o.f. of
the two-user MIMO multiple access wiretap channel with N
antennas at each transmitter, N antennas at the legitimate
receiver and K antennas at the eavesdropper. We provided
vector space alignment based achievable schemes that exploit
the channel variation over multiple time slots in general for
both fixed and fading channel gains. When the channel gains

are fixed, we also provided single time-slot schemes that use
real interference alignment on structured signaling. We also
provided matching converses to establish the optimality of the
achievable schemes for both fixed and fading channel gains.
Our results highlight the effect of the number of eavesdropper
antennas on the s.d.o.f. of the multiple access wiretap channel.

APPENDIX

REAL ALIGNMENT BASED ACHIEVABLE SCHEMES

FOR FIXED CHANNEL GAINS

We note that the achievable schemes proposed for the fading
channel gains in the regimes K ≤ N

2 and 4N
2 ≤ K ≤ 2N

are single time-slot schemes and suffice for the fixed channel
gains case. Here we present single time-slot real interference
alignment schemes for the regime N

2 ≤ K ≤ 4N
3 . In this

regime, the optimal sum s.d.o.f. is max( 2
3 (2N − K ), 2N

3 ),
i.e., of the form 2

�
d + l

3

�
, l = 0, 1, 2, where d is an

integer. When l = 0, the sum s.d.o.f. is an integer and
carefully precoded Gaussian signaling provides a single time-
slot scheme. However, when l �= 0, the s.d.o.f. has a fractional
part, and Gaussian signaling alone cannot achieve the optimal
s.d.o.f. in one time slot, since Gaussian signals with full power
cannot carry fractional d.o.f. of information.

The general structure of our schemes is as follows:
We decompose the channel input at each transmitter into three
parts: a Gaussian signaling part that is transmitted orthogonal
to the eavesdropper’s channel, if possible, a Gaussian signaling
part carrying d (the integer part) d.o.f. of information securely,
and a structured signaling part carrying l

3 (the fractional part)
d.o.f. of information securely. The structure of the Gaussian
signals carrying the integer s.d.o.f. d are the same as that of
the corresponding schemes for the fading channel gains. This
ensures security at the eavesdropper as well as decodability
at the legitimate receiver as long as the structured signals
carrying the fractional s.d.o.f. 2l

3 from both transmitters can be
decoded at the legitimate receiver. The design of the structured
signals is motivated from the SISO scheme of [2]. In fact,
when l = 1, we use the signal structure of the scheme
in [2], where real interference alignment is used to transmit
2
3 sum s.d.o.f. on the SISO multiple access wiretap channel.
However, when l = 2, a new scheme is required to achieve
4
3 sum s.d.o.f. on the MIMO multiple access wiretap channel
with two antennas at every terminal. To that end, we first
provide a novel scheme, based on asymptotic real interference
alignment [5], [19], for the canonical 2 × 2 × 2 × 2 MIMO
multiple access wiretap channel.

A. Scheme for the 2 × 2 × 2 × 2 System

The optimal sum s.d.o.f. is 4
3 . Since the legitimate receiver

has 2 antennas, we achieve 2
3 s.d.o.f. on each antenna. The

scheme is as follows.
Let m be a large integer. Define M

�= m	 , where 	 will be
specified later. The channel inputs are given by

X1 = G−1
1 G2H−1

2

�
tT
1 v11

tT
2 v12

	
+ H−1

1

�
tT
1 u11

tT
2 u12

	
(70)
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X2 = G−1
2 G1H−1

1

�
tT
1 v21

tT
2 v22

	
+ H−1

2

�
tT
1 u21

tT
2 u22

	
(71)

where ti , i = 1, 2 are M dimensional precoding vectors
which will be fixed later, and ui j , vi j are independent random
variables drawn uniformly from the same PAM constellation
C(a, Q) given by

C(a, Q) = a {−Q,−Q + 1, . . . , Q − 1, Q} (72)

where Q is a positive integer and a is a real number used to
normalize the transmission power. The exact values of a and
Q will be specified later. The variables vi j denote the infor-
mation symbols of transmitter i , while ui j are the cooperative
jamming signals being transmitted from transmitter i .

The channel outputs are given by

Y = A
�

tT
1 v11

tT
2 v12

	
+ B

�
tT
1 v21

tT
2 v22

	

+
�

tT
1 (u11 + u21)

tT
2 (u12 + u22)

	
+ N1 (73)

Z = G1H−1
1

�
tT
1 (u11 + v21)

tT
2 (u12 + v22)

	

+ G2H−1
2

�
tT
1 (u21 + v11)

tT
2 (u22 + v12)

	
+ N2 (74)

where A = H1G−1
1 G2H−1

2 and B = H2G−1
2 G1H−1

1 . Note
that the information symbols vi j are buried in the cooperative
jamming signals ukj , where k �= i , at the eavesdropper.
Intuitively, this ensures security of the information symbols
at the eavesdropper. At the legitimate receiver, we can express
the received signal Y more explicitly as

⎛

⎜
⎜
⎝

tT
2 (a12v12 + b12v22)

+ tT
1 (a11v11 + b11v21 + u11 + u21)

tT
1 (a21v11 + b21v21)

+ tT
2 (a22v12 + b22v22 + u12 + u22)

⎞

⎟
⎟
⎠

We define

T1 = �
ar1

11br2
11, ri ∈ {0, . . . , m − 1}� (75)

T2 = �
ar1

22br2
22, ri ∈ {0, . . . , m − 1}� (76)

Letting 	 = 2, we note that

|T1| = |T2| = M (77)

We choose ti to be the M dimensional vector that has all the
elements of Ti . We note that all elements in Ti are rationally
independent, since the channel gains are drawn independently
from a continuous distribution. With the above selections, let
us analyze the structure of the received signal at the legitimate
receiver.

At the first antenna, u11 and u21 arrive along the dimensions
of T1. The signals v11 and v21 arrive along dimensions a11T1
and b11T1 and, thus, they align with u11 and u21 in T̃1, where,

T̃1 = �
ar1

11br2
11, ri ∈ {0, . . . , m}� (78)

Thus, v11 and v21 cannot be reliably decoded from the obser-
vation of the first antenna. However, the desired signals v12
and v22 arrive along dimensions a12T2 and b12T2, respectively.
Therefore, we need to verify that the elements of a12T2, b12T2

and T̃1 are rationally independent. Note that in our case A and
B are related; in fact A = B−1, and therefore, bii = ca j j and
bi j = −cai j , i �= j for i, j ∈ {1, 2}, where c = det(A)−1.
Therefore, the elements in T1 and T2 can be represented as:

T1 = �
ar1

11ar2
22cr2 , ri ∈ {0, . . . , m − 1}� (79)

T2 = �
ar1

22ar2
11cr2 , ri ∈ {0, . . . , m − 1}� (80)

Now, first note that the elements of T̃1 are rationally indepen-
dent of those in {a12T2}�{b12T2} since a12 is not present as a
factor in the elements of T̃1 (note that b12T2 = ca12T2). Next,
note that elements of a12T2 and b12T2 are also rationally inde-
pendent since b12 = −ca12. Therefore, v12 and v22 can be reli-
ably decoded at high SNR. Heuristically, the s.d.o.f. achieved
using the first antenna is 2|T1|

2|T1|+|T̃2| = 2m2

2m2+(m+1)2 ≈ 2
3 for large

enough m.
At the second antenna, a similar analysis holds. The signals

v12, v22, u12 and u22 align with each other in the dimensions
of T̃2, which is defined as

T̃2 = �
ar1

22br2
22, ri ∈ {0, . . . , m}� (81)

The signals v11 and v21 arrive along dimensions that are
separate from each other as well as from the dimensions in
T̃2, and thus, can be decoded reliably. The s.d.o.f. achieved
in the second antenna is also 2m2

2m2+(m+1)2 ≈ 2
3 for large m.

Therefore, the sum s.d.o.f. achieved using both antennas is 4
3 ,

as desired.
Formally, an achievable sum rate is given in equation (29),

where V �= �
vi j , i, j ∈ {1, 2}�. In order to bound the term

I (V; Y), we first bound the probability of error. Let MS
�=

2m2 + (m + 1)2 be the number of rational dimensions at each
receiver antenna. Also let Vi = �

vkj , k = 1, 2; j �= i
�

be the
desired symbols at the i th antenna of the receiver. In order to
decode, the receiver makes an estimate V̂ i of Vi by choosing
the closest point in the constellation based on the signal
received at antenna i . For any δ > 0, there exists a positive
constant γ , which is independent of P , such that if we choose

Q = P
1−δ

2(MS+δ) and a = γ P
1
2

Q , then for almost all channel gains
the average power constraint is satisfied and the probability of
error, Pr(Vi �= V̂i ), is upper-bounded by exp

�−ηγ Pδ
�
, where

ηγ is a positive constant which is independent of P . Since
V = {Vi , i = 1, 2},

Pr(V �= V̂) ≤ 2 exp
�−ηγ Pδ

�
(82)

By Fano’s inequality and the Markov chain V → Y → V̂,

I (V; Y) = H (V) − H (V|V̂) (83)

≥ log(|V|) − 1 − Pr(V �= V̂) log(|V|) (84)

= log(|V|) − o(log P) (85)

= 4M(1 − δ)

MS + δ

�
1

2
log P

	
+ o(log P) (86)

where V is the alphabet of V with cardinality (2Q + 1)4M =
(2Q + 1)4m2

. Next, we compute

I (V; Z) ≤ I

��
vi j , i, j = 1, 2

� ;
�

vi j + uî j ,
î �= i,

i, j = 1, 2

 	

(87)
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≤
2!

i, j=1,î �=i

H (vi j + uî j ) − H (uî j ) (88)

≤ 4M log(4Q + 1) − 4M log(2Q + 1) (89)

≤ 4M = o(log P) (90)

Using (86) and (90) in (29), we have

sup(R1 + R2) ≥ 4M(1 − δ)

MS + δ

�
1

2
log P

	
+ o(log P) (91)

By choosing δ small enough and m large enough, we can make
the sum s.d.o.f. arbitrarily close to 4

3 .

B. Achievable Schemes for N
2 ≤ K ≤ N

We use structured PAM signaling along with Gaussian
signaling. Let d = � 2K−N

3 
, and l = (2K − N)mod 3 =
(2N − K )mod 3. Let v(1)

i = �
vi j , j = 1, . . . , d

�
, where each

vi j , j = 1, . . . , d is drawn in an i.i.d. fashion ∼ N (0, αP),
and v(2)

i = �
vi(d+1), . . . , vi(d+l)

�
are structured PAM signals

to be specified later. When l = 0, v(2)
i is the empty set. Let

vi =



v(1)
i , v(2)

i

�
. Also, let ṽi = �

ṽi j , j = 1, . . . , N − K
�

denote the symbols that can be transmitted securely by beam-
forming orthogonal to the eavesdropper channel. Transmitter
i sends:

Xi = G⊥
i ṽi + Pi vi + H−1

i Qui (92)

where G⊥
i is an N × (N − K ) full rank matrix with Gi G⊥

i =
0N×(N−K ) , ui =



u(1)

i , u(2)
i

�
is a (d + l) dimensional vector

with the entries of u(1)
i = �

ui j , j = 1, . . . , d
�

being drawn
independently of v and each other from N (0, αP), and the
structure of u(2)

i = �
ui(d+1), . . . , ui(d+l)

�
will be specified

later. Pi and Q are N × (d + l) precoding matrices that will
also be fixed later. The received signals are:

Y = H1G⊥
1 ṽ1 + H1P1v1 + H2P2v2 + H2G⊥

2 ṽ2

+ Q(u1 + u2) + N1 (93)

Z = G1P1v1 + G2H−1
2 Qu2 + G2P2v2

+ G1H−1
1 Qu1 + N2 (94)

We now choose Q to be any N × (d + l) matrix with full
column rank, and choose Pi = GT

i (Gi GT
i )−1(G j H

−1
j )Q,

where i, j ∈ {1, 2} , i �= j . It can be verified that this
selection aligns vi with u j , i �= j , at the eavesdropper, and
this guarantees that the information leakage is o(log P). Next,
let P(1)

i , Q(1) be matrices containing the first d columns of
Pi and Q, respectively, while P(2)

i and Q(2) contain the last
l columns of Pi and Q, respectively. Let B be a matrix
whose columns lie in the nullspace of the matrix FT =
[H1G⊥

1 H2G⊥
2 H1P(1)

1 H1P(1)
1 Q(1)]T . Note that F is a

(N −l)× N matrix and thus there exists a N ×l matrix B such
that FB = 0. We consider the filtered output [Ỹ, Ŷ]T = EY,
where

E =
�

Dl×N

IN−l 0(N−l)×l

	
(95)

and D = (BT Q(2))−1BT and let

Ỹ = DH1P(2)
1 v(2)

1 + DH2P(2)
2 v(2)

2 + (u(2)
1 + u(2)

2 ) + DN1 (96)

Note that (96) represents the output at the receiver of a
multiple access wiretap channel with l antennas at each
terminal. If l = 1, we let v(2)

i = vi(d+1) be drawn uniformly
and independently from the PAM constellation C(a, Q), with

Q = P
1−δ

2(3+δ) and a = γ P
1
2

Q . Also, u(2)
i = ui(d+1) is chosen

uniformly from C(a, Q) and independently from v j , j = 1, 2.
The receiver can then decode v1(d+1), v2(d+1) and (u1(d+1) +
u2(d+1)) with vanishing probability of error. On the other hand,
if l = 2, we choose v(2)

i and u(2)
i as in the 2×2×2×2 multiple

access wiretap channel, i.e., vi(d+k) = tT
k v̂ik , k = 1, 2, where

v̂ik is an M dimensional vector whose entries are drawn from

the PAM constellation C(a, Q) with Q = P
1−δ

2(MS+δ) and a =
γ P

1
2

Q , and ti is chosen appropriately analogous to the selection
for the 2×2×2×2 multiple access wiretap channel, noting the
similarity of (96) with (73). The cooperative jamming signal
u(2)

i is chosen similarly. Then, the receiver can decode v(2)
i

and also u(2)
1 + u(2)

2 with vanishing probability of error.
Thus, for l = 1, 2, v(2)

i and u(2)
1 + u(2)

2 can be eliminated
from Ŷ. Noting that 2(N − K ) + 3d ≤ N − l, ṽi and v(1)

i can
also be decoded from Ỹ. We compute

I (v1, v2, ṽ1, ṽ2; Y) = I (v(1)
1 , v(1)

2 , ṽ1, ṽ2; Y|v(2)
1 , v(2)

2 )

+ I (v(2)
1 , v(2)

2 ; Y) (97)

The second term depends on the value of l. When l = 1,

I (v(2)
1 , v(2)

2 ; Y) = log(2Q + 1)2 + o(log P) (98)

= 2
1 − δ

(3 + δ)

�
1

2
log P

	
+ o(log P) (99)

On the other hand, when l = 2, we have

I (v(2)
1 , v(2)

2 ; Y) = 4M(1 − δ)

MS + δ

�
1

2
log P

	
+ o(log P) (100)

Thus, in either case, by choosing δ sufficiently small and m
large enough when l = 2, we have

I (v(2)
1 , v(2)

2 ; Y) = 2l

3

�
1

2
log P

	
+ o(log P) (101)

Noting that v(1)
1 , v(1)

2 , ṽ1, ṽ2 can be decoded to within noise
variance from Y, given v(2)

1 , v(2)
2 , the first term of (97) is

I (v(1)
1 , v(1)

2 , ṽ1, ṽ2; Y|v(2)
1 , v(2)

2 )

≥ 2(d + N − K )

�
1

2
log P

	
+ o(log P) (102)

Using (101) and (102) in (97), we have,

I (v1, v2, ṽ1, ṽ2; Y)

≥ 2

�
d + N − K + l

3

	�
1

2
log P

	
+ o(log P) (103)

= 2

3
(2N − K )

�
1

2
log P

	
+ o(log P) (104)

This completes the achievable schemes for the regime
N
2 ≤ K ≤ N .
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C. Achievable Schemes for N ≤ K ≤ 4N
3

As in the previous regime, we use structured PAM sig-
naling along with Gaussian signaling. Let d = � N

3 
 and

l = Nmod 3. Let vi =



v(1)
i , v(2)

i

�
be the information

symbols such that the entries of v(1)
i = �

vi j , j = 1, . . . , d
�

are drawn in an i.i.d. fashion ∼ N (0, αP), and the entries
of v(2)

i = �
vi j , j = d + 1, . . . , d + l

�
are structured PAM

signals to be designed later. Let ui =



u(1)
i , u(2)

i

�
denote the

cooperative jamming symbols such that the entries of u(1)
i =�

ui j , j = 1, . . . , d
�

are drawn in an i.i.d. fashion ∼ N (0, αP),
and the entries of u(2)

i = �
ui j , j = d + 1, . . . , d + l

�
are

structured PAM signals independent of v j , j = 1, 2 and
u j , j �= i . Transmitter i sends

Xi = Pi vi + H−1
i Qui (105)

where the P1, Q, and P2 are N × (d + l) precoding matrices
to be designed. The channel outputs are given by

Y = H1P1v1 + H2P2v2 + Q(u1 + u2) + N1 (106)

Z = G1P1v1 + G2H−1
2 Qu2 + G2P2v2

+ G1H−1
1 Qu1 + N2 (107)

To ensure secrecy, we impose that for i �= j

Gi Pi = G j H
−1
j Q (108)

We rewrite the conditions in (108) as

�
"

PT
1 PT

2 QT
#T = 02K×(d+l) (109)

where

�
�=
�

G1 0K×N −G2H−1
2

0K×N G2 −G1H−1
1



(110)

Note that � has a nullity 3N −2K . This alignment is feasible
if 3N − 2K ≥ d + l, i.e., if K ≤ 4d + l. This is satisfied
since, in this regime, K ≤ 4d + l + 1

3 l, which implies
K ≤ 4d + 1 for integers N and K , since 0 ≤ l ≤ 2. This
guarantees security and the information leakage is o(log P).
Next, let P =



P(1)

i , P(2)
i

�
such that P(1)

i , contains the first

d columns of Pi . We define Q(1) and Q(2) similarly. Let B
be a matrix whose columns lie in the nullspace of the matrix
FT = [H1P(1)

1 H1P(1)
1 Q(1)]T . Note that F is a (N − l) × N

matrix and thus there exists a non-zero N × l matrix B such
that FB = 0. We consider the filtered output [Ỹ, Ŷ]T = EY,
where E is as in (95). We have

Ỹ = DH1P(2)
1 v(2)

1 + DH2P(2)
2 v(2)

2 + (u(2)
1 + u(2)

2 ) + DN1

(111)

When l = 1, we choose v(2)
i = vi(d+1) and u(2)

i = ui(d+1) to
be PAM signals drawn independently from C(a, Q) with Q =
P

1−δ
2(3+δ) and a = γ P

1
2

Q . The receiver can then decode v1(d+1),
v2(d+1) and (u1(d+1) + u2(d+1)) with vanishing probability
of error. When l = 2, we choose v(2)

i and u(2)
i analogous

to the case of the 2 × 2 × 2 × 2 multiple access wiretap
channel, i.e., vi(d+k) = tT

k v̂ik , k = 1, 2, where v̂ik is an M
dimensional vector whose entries are drawn from the PAM

constellation C(a, Q) with Q = P
1−δ

2(MS+δ) and a = γ P
1
2

Q ,
and ti is chosen appropriately, noting the similarity of (111)
with (73). The cooperative jamming signals u(2)

i , i = 1, 2 are
chosen similarly. Such a selection allows the receiver to decode
v(2)

i and also u(2)
1 + u(2)

2 with vanishing probability of error.
Thus, they can be eliminated from the received observation Y.

Thus, we can eliminate v(2)
i and u(2)

1 + u(2)
2 from Ŷ. Noting

that 3d ≤ N − l, v(1)
i = �

vi j , j = 1, . . . , d
�

can also be
decoded to within noise variance from Y. As in (99)-(100),

I (v(2)
1 , v(2)

2 ; Y) = 2l

3

�
1

2
log P

	
+ o(log P) (112)

Also, as in (102), we have

I (v(1)
1 , v(1)

2 ; Y|v(2)
1 , v(2)

2 ) ≥ 2d

�
1

2
log P

	
+ o(log P) (113)

Using (112) and (113), we have

I (v1, v2; Y) ≥ 2

�
d + l

3

	�
1

2
log P

	
+ o(log P) (114)

= 2

3
N

�
1

2
log P

	
+ o(log P) (115)

REFERENCES

[1] V. R. Cadambe and S. A. Jafar, “Interference alignment and degrees of
freedom of the K -user interference channel,” IEEE Trans. Inf. Theory,
vol. 54, no. 8, pp. 3425–3441, Aug. 2008.

[2] J. Xie and S. Ulukus, “Secure degrees of freedom of one-hop wireless
networks,” IEEE Trans. Inf. Theory, vol. 60, no. 6, pp. 3359–3378,
Jun. 2014.

[3] M. Nafea and A. Yener, “Secure degrees of freedom for the MIMO
wiretap channel with a multiantenna cooperative jammer,” in Proc. IEEE
Inf. Theory Workshop (ITW), Nov. 2014, pp. 626–630.

[4] M. Nafea and A. Yener, “Secure degrees of freedom of N × N × M
wiretap channel with a K -antenna cooperative jammer,” in Proc. IEEE
Int. Conf. Commun. (ICC), Jun. 2015, pp. 4169–4174.

[5] A. S. Motahari, S. Oveis-Gharan, M.-A. Maddah-Ali, and
A. K. Khandani, “Real interference alignment: Exploiting the potential
of single antenna systems,” IEEE Trans. Inf. Theory, vol. 60, no. 8,
pp. 4799–4810, Aug. 2014.

[6] F. Oggier and B. Hassibi, “The secrecy capacity of the MIMO wiretap
channel,” IEEE Trans. Inf. Theory, vol. 57, no. 8, pp. 4961–4972,
Aug. 2011.

[7] A. Khisti and G. W. Wornell, “Secure transmission with multiple
antennas—Part II: The MIMOME wiretap channel,” IEEE Trans. Inf.
Theory, vol. 56, no. 11, pp. 5515–5532, Nov. 2010.

[8] E. Tekin and A. Yener, “The Gaussian multiple access wire-tap channel,”
IEEE Trans. Inf. Theory, vol. 54, no. 12, pp. 5747–5755, Dec. 2008.

[9] E. Tekin and A. Yener, “The general Gaussian multiple-access and two-
way wiretap channels: Achievable rates and cooperative jamming,” IEEE
Trans. Inf. Theory, vol. 54, no. 6, pp. 2735–2751, Jun. 2008.

[10] E. Ekrem and S. Ulukus, “On the secrecy of multiple access wiretap
channel,” in Proc. 46th Annu. Allerton Conf. Commun., Control, Com-
put., Sep. 2008, pp. 1014–1021.

[11] R. Bassily and S. Ulukus, “Ergodic secret alignment,” IEEE Trans. Inf.
Theory, vol. 58, no. 3, pp. 1594–1611, Mar. 2012.

[12] J. Xie and S. Ulukus, “Secure degrees of freedom regions of multiple
access and interference channels: The polytope structure,” IEEE Trans.
Inf. Theory, vol. 62, no. 4, pp. 2044–2069, Apr. 2016.

[13] M. Nafea and A. Yener, “Secure degrees of freedom for the MIMO wire-
tap channel with a multi-antenna cooperative jammer,” IEEE Trans. Inf.
Theory, vol. 63, no. 11, pp. 7420–7441, Nov. 2017. [Online]. Available:
http://ieeexplore.ieee.org

[14] J. Xie and S. Ulukus, “Secure degrees of freedom of K -user Gaussian
interference channels: A unified view,” IEEE Trans. Inf. Theory, vol. 61,
no. 5, pp. 2647–2661, May 2015.

[15] K. Banawan and S. Ulukus, “Secure degrees of freedom of the Gaussian
MIMO interference channel,” in Proc. 49th Asilomar Conf. Signals, Syst.
Comput., Nov. 2015, pp. 40–44.



MUKHERJEE AND ULUKUS: SECURE DEGREES OF FREEDOM OF THE MULTIPLE ACCESS WIRETAP CHANNEL 2103

[16] X. He, A. Khisti, and A. Yener, “MIMO multiple access channel with
an arbitrarily varying eavesdropper: Secrecy degrees of freedom,” IEEE
Trans. Inf. Theory, vol. 59, no. 8, pp. 4733–4745, Aug. 2013.

[17] G. Bagherikaram, A. S. Motahari, and A. K. Khandani, “On the secure
DoF of the single-antenna MAC,” in Proc. IEEE Int. Symp. Inf. Theory
(ISIT), Jun. 2010, pp. 2588–2592.

[18] P. Mukherjee, J. Xie, and S. Ulukus, “Secure degrees of freedom of
one-hop wireless networks with no eavesdropper CSIT,” IEEE Trans.
Inf. Theory, vol. 63, no. 3, pp. 1898–1922, Mar. 2017.

[19] A. S. Motahari, S. O. Gharan, and A. K. Khandani. (Aug. 2009).
“Real interference alignment with real numbers.” [Online]. Available:
https://arxiv.org/abs/0908.1208

Pritam Mukherjee received his B. Tech (Hons) with a major in Electronics
and Electrical Communication Engineering and a minor in Computer Sci-
ence and Engineering from Indian Institute of Technology (IIT), Kharagpur
in 2010. He obtained a Ph.D in Electrical and Computer Engineering at the
University of Maryland, College Park under the guidance of Prof. Sennur
Ulukus, in 2016. Currently, he is a postdoctoral researcher in the Electrical
Engineering department at Stanford University with Prof. Tsachy Weissman
and Prof. Ayfer Ozgur.

He received the Kulkarni Summer Research Fellowship at University of
Maryland, College Park, in 2016. His research interests include information
theoretic physical layer security and network information theory for wireless
networks.

Sennur Ulukus (S’90–M’98–SM’15–F’16) is a Professor of Electrical and
Computer Engineering at the University of Maryland at College Park,
where she also holds a joint appointment with the Institute for Systems
Research (ISR). Prior to joining UMD, she was a Senior Technical Staff
Member at AT&T Labs-Research. She received her Ph.D. degree in Electrical
and Computer Engineering from Wireless Information Network Laboratory
(WINLAB), Rutgers University, and B.S. and M.S. degrees in Electrical and
Electronics Engineering from Bilkent University. Her research interests are in
wireless communications, information theory, signal processing, and networks,
with recent focus on information theoretic physical layer security, private
information retrieval, energy harvesting communications, and wireless energy
and information transfer.

Dr. Ulukus is a fellow of the IEEE, and a Distinguished Scholar-Teacher
of the University of Maryland. She received the 2003 IEEE Marconi Prize
Paper Award in Wireless Communications, the 2005 NSF CAREER Award,
the 2010–2011 ISR Outstanding Systems Engineering Faculty Award, and
the 2012 ECE George Corcoran Education Award. She is on the Editorial
Board of the IEEE TRANSACTIONS ON GREEN COMMUNICATIONS AND

NETWORKING (2016–). She was an Editor for the IEEE JOURNAL ON

SELECTED AREAS IN COMMUNICATIONS–SERIES ON GREEN COMMU-
NICATIONS AND NETWORKING (2015–2016), IEEE TRANSACTIONS ON
INFORMATION THEORY (2007–2010), and IEEE TRANSACTIONS ON COM-
MUNICATIONS (2003–2007). She was a Guest Editor for the IEEE JOURNAL

ON SELECTED AREAS IN COMMUNICATIONS (2015 and 2008), Journal of
Communications and Networks (2012), and IEEE TRANSACTIONS ON INFOR-
MATION THEORY (2011). She was a general TPC co-chair of 2017 IEEE ISIT,
2016 IEEE Globecom, 2014 IEEE PIMRC, and 2011 IEEE CTW.



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /sRGB
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Arial-Black
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolSeven
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /ComicSansMS
    /ComicSansMS-Bold
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /EstrangeloEdessa
    /FranklinGothic-Medium
    /FranklinGothic-MediumItalic
    /Garamond
    /Garamond-Bold
    /Garamond-Italic
    /Gautami
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Haettenschweiler
    /Impact
    /Kartika
    /Latha
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LucidaConsole
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSansUnicode
    /Mangal-Regular
    /MicrosoftSansSerif
    /MonotypeCorsiva
    /MSReferenceSansSerif
    /MSReferenceSpecialty
    /MVBoli
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Raavi
    /Shruti
    /Sylfaen
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /Vrinda
    /Webdings
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 600
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 600
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 400
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create PDFs that match the "Required"  settings for PDF Specification 4.0)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


