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Multi-Receiver Wiretap Channel With Public and
Confidential Messages
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Abstract—We study the multi-receiver wiretap channel
(MR-WC) with public and confidential messages. In this channel,
there is a transmitter that wishes to communicate with two le-
gitimate users in the presence of an external eavesdropper. The
transmitter sends a pair of public and confidential messages to
each legitimate user. While there are no secrecy constraints on the
public messages, confidential messages need to be transmitted in
perfect secrecy. We study the discrete memoryless MR-WC as well
as its Gaussian multi-input multi-output (MIMO) counterpart.
First, we propose an inner bound for the general, not necessarily
degraded, discrete memoryless MR-WC by using Marton’s inner
bound and rate splitting in conjunction with superposition coding
and binning. Second, we specialize this inner bound for the de-
graded discrete memoryless case. This specialized form of the
inner bound can be obtained by using superposition coding and
binning only. Next, we obtain an outer bound for the capacity
region of the degraded channel, which matches the inner bound
for some special cases. Third, we consider the degraded Gaussian
MIMO channel, and show that, to evaluate both the inner and
outer bounds, considering only jointly Gaussian auxiliary random
variables and channel input is sufficient. Similar to the discrete
memoryless case, for the Gaussian MIMO case as well, these
bounds match for some special cases.

Index Terms—Capacity region, Gaussian multi-input multi-
output (MIMO) channel, multi-receiver wiretap channel
(MR-WC), public and confidential messages.

I. INTRODUCTION

E study the multi-receiver wiretap channel (MR-WC)

(see Fig. 1), which is a generalization of the wiretap
channel introduced by Wyner [1] to a broadcast setting. In
the MR-WC, different from the basic wiretap channel in [1]
and [2], there are multiple legitimate users who would like to
have secure communications with the transmitter in the pres-
ence of an external eavesdropper. Previously, [3]-[6] studied
the MR-WC for the scenario, where the transmitter sends a
confidential message to each legitimate user that needs to be
kept perfectly secret from the eavesdropper. For this scenario,
[3]-[5] obtained the capacity region of the degraded discrete
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Fig. 1. MR-WC.

memoryless MR-WC (see Fig. 2), and [6] obtained the capacity
region of the general, not necessarily degraded, Gaussian
multi-input multi-output (MIMO) MR-WC.

In this paper, we study the MR-WC for the scenario, where
the transmitter sends a pair of public and confidential messages
to each legitimate user. While there are no secrecy concerns on
the public messages, confidential messages need to be trans-
mitted in perfect secrecy. We call the channel model arising
from this scenario the MR-WC with public and confidential
messages. This scenario can be viewed as a generalization of
the works on the MR-WC in [3]-[6], where there were no public
messages.

First, we consider the general, not necessarily degraded, dis-
crete memoryless MR-WC, and propose an inner bound for its
capacity region. We obtain this inner bound by using Marton’s
inner bound [7] and rate splitting in conjunction with superpo-
sition coding and binning. This inner bound generalizes the pre-
vious inner bound for the MR-WC in [3]-[5] which do not con-
sider public messages. In particular, our inner bound general-
izes this previous inner bound by first incorporating public mes-
sages, and second using Marton’s inner bound and rate splitting
in addition to superposition coding and binning, the latter two
of which were sufficient to obtain the inner bound in [3]-[5].

Second, we consider the degraded discrete memoryless
MR-WC and obtain an inner bound for its capacity region by
specializing the inner bound we obtained for the general case.
This specialized form of the inner bound can be obtained by
an achievable scheme that combines superposition coding [8]
and binning. Next, we propose an outer bound for the capacity
region of the degraded discrete memoryless channel. Although
these inner and outer bounds do not match in general, there
are cases where they match and, hence, provide the capacity
region. In particular, when we specialize these inner and outer
bounds by setting either the public message rate of the second
legitimate user (weak user) or the confidential message rate
of the first legitimate user (strong user) to zero, they match
providing the exact capacity region for these two scenarios.
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Moreover, when we set the rates of both of the public messages
to zero, these inner and outer bounds match recovering the
secrecy capacity region of the degraded discrete memoryless
channel obtained in [3]-[5].

Third, we consider the degraded Gaussian MIMO instance
of this channel model. This generalizes our work in [6], where
we consider the general, not necessarily degraded, Gaussian
MIMO channel only with confidential messages. For the de-
graded Gaussian MIMO channel, we show that it is sufficient
to consider jointly Gaussian auxiliary random variables and
channel input for the evaluation of both the inner and outer
bounds we proposed for the degraded discrete memoryless
channel. We prove the sufficiency of Gaussian auxiliary
random variables and channel input by using the de Bruijn
identity [9], a differential relationship between the differential
entropy and the Fisher information matrix, in conjunction with
the properties of the Fisher information matrix. Similar to the
degraded discrete case, for the degraded Gaussian case as well,
although these inner and outer bounds do not match in general,
there are cases where they coincide and, hence, provide the
capacity region. In particular, the inner and outer bounds for the
degraded Gaussian MIMO channel completely match giving us
the exact capacity region, when either the public message rate
of the second legitimate user (weak user) or the confidential
message rate of the first legitimate user (strong user) is zero.
Moreover, these inner and outer bounds match for the secrecy
capacity region of the degraded Gaussian MIMO channel,
which we obtain by setting the rates of both public messages
to zero [6], [10].

II. DISCRETE MEMORYLESS MR-WCs

Discrete memoryless MR-WCs consist of a transmitter, two
legitimate users, and an eavesdropper. The channel is memory-
less with a transition probability p(y1, y2, z|x), where X € X
is the channel input, and Y7 € )1, Ys € Yo, Z € Z denote
the channel outputs of the first legitimate user, the second le-
gitimate user, and the eavesdropper, respectively. We consider
the scenario in which, the transmitter sends a pair of public and
confidential messages to each legitimate user. While there are
no secrecy constraints on the public messages, the confiden-
tial messages need to be transmitted in perfect secrecy. We call
the channel model arising from this scenario the MR-WC with
public and confidential messages.

An (n,2nfer onfa gnRy gnRa2y code for this channel
consists of four message sets, W,» = {1,..., ACET
W = {1,....278a00 Wy = {1,...,2"%2} W, =
{1,...,2"F=2] one encoder at the transmitter f : Wy X
Wo X Wy X Wes — X7, and one decoder at each le-
gitimate user g; : V' — W,; X W, for j = 1, 2. The
probability of error is defined as P! = max{P, P>},
where P, = Prlg;(Y]") # (Wp;,Wy;)], for j = 1, 2,
and W1, Wa, Wy, W,o are uniformly distributed random
variables in Wp1, Wa1, Wya, Wy, respectively. A rate tuple
(Rp1, Ry1, Rya, Ry2) is said to be achievable if there ex-
ists an (m,2nfler gnfar gnfe gnRez) code which satisfies
lim,, »oc P = 0 and

1
lim — (W, Ws;2") =0 )

n—o0 7
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which implies

1
lim —I(W,;; Z2™) =0, j=1,2. )
n—0oo 7 :
The capacity region of the MR-WC with public and confiden-
tial messages, C is defined as the convex closure of all achiev-
able rate tuples (Ry1, Bs1, Rp2, Bs2).

A. General Channels

We first consider the general, not necessarily degraded, dis-
crete memoryless MR-WC with public and confidential mes-
sages, and propose the following inner bound for its capacity
region.

Theorem 1: An achievable rate region for the discrete mem-
oryless MR-WC with public and confidential messages is given
by the union of rate tuples (Rpl, Rg1, Rp2, Rao) satisfying

R < _111i1112[(U;Yj|Q) +I(Vi;Nn|U) - I(U. V3 Z|1Q)  (3)
i=1,
R < min I(USY,1Q) + 10V l0) - 1055 210) ()

2
> Ry < min H(U3Y;1Q) + (Vi VilU) + 1(Va: Ya|U)
=1

=1

—1(Vi; V2|U) = I(U, V1, V2 Z|Q) )

Rag+ R, < miln2 U Y) + I(Vi; Yh|U) (6)
i=1,

R+ Ry < milnr) U Y;) + 1{(Va; Ya|U) 7
j=1,2

2
Y RujtRyn < min I(U;Y5) + I(Vi; Ya[U) + 1(Ves Ya|U)
3 =4
1=1

- I(Va; Z|U) ®)

2

g R j+R, < milnzI(U;Y}) +2I(Vi; | U) + I(Va; YL U)
; J=1,
j=1

—I(Vi; WB|U) — I(V1, Va; Z|U) &)

2
> R+ Rp< min (U Y;) + 1(Vi; Ya|U) + 1(Vas Ya|U)
J=1,2

=1

— I(Vy; Z|U) (10)
2
D Rejt Ry < min I(U;Y5) + IV Yo|U) + 20 (Va; Ya|U)
=4,
j=1
= I(Vi;ValU) — I(V1, Va; Z|U) (11)

2
> Ry+Ry; < min 1(U;Y;) + I(Vi; a|U) + 1(Vas Ya|U)
3=4

j=1

= I(Vi;V2|U) 12)

0< J;lzlil{lzl(C’;i’le)—f(U;ZIQ) (13)

0 <I(Vn|U) = I(Vi; Z|U) (14)

0 < I(Va; Yo|U) = I(V2; Z|U) (15)
0 < I(Vi; i |U) 4+ T(Va; Yo |U) — I(Vi; Vo |U)

— I(V}, Va; Z|U) (16)

for some ¢}, U, V1, Vo such that p(g, u, v1,v0, 2,11, Y2, 2)=
p(g, w)p(vr, vz, x|w)p(ys, ya, z|x).

The proof of Theorem 1 is given in Appendix A. We obtain
the achievable scheme in Theorem 1 by using Marton’s coding
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Fig. 2. Degraded MR-WC.

and rate splitting in conjunction with superposition coding and
binning. Here, we provide an outline of the achievable scheme
in Theorem 1 and defer the details to Appendix A. In this achiev-
able scheme, we first divide each public message W,,; into three

parts as Wpl,/», I/Vz?j’ Wl?i’ where the rates of the messages VVpl,,.,
2 Y3 are o sl 2 3 ; s
W2, W, are givenby R, R, R- ., respectively, and Rp,; =

R,; + R2; + R3.. Similarly, we divide each confidential mes-
sage W, into two parts as VVSlj, VVSQJ-, where the rates of the
messages W, W2, are given by RL;, RZ,, respectively, and
Ii; = Rij + sz. The first parts of the public messages, i.e.,
Wl}l and WplQ, are sent through the sequences generated by ).
The second parts of the public messages, i.e., VVp21 and VVP22, and
the first parts of the confidential messages, i.e., W2 and W,
are sent through the sequences generated by U. Both legitimate
receivers decode these sequences, and hence, each legitimate
receiver decodes the parts of the other legitimate user’s public
and confidential messages. The last parts of each public message
and each confidential message, i.e., W;’j and ij, are encoded
by the sequences generated through V;. This encoding is per-
formed by using Marton’s coding [7]. Each legitimate receiver,

after decoding " and U™, decodes the sequences V.

B. Degraded Channels

We now consider the degraded MR-WC that satisfies the fol-
lowing Markov chain:

X—-Y—-Y,— 7 a7

We first present an inner bound for the capacity region of the de-
graded discrete memoryless channel C in the following theorem.
Theorem 2: An achievable rate region, denoted by R#,
for the degraded discrete memoryless MR-WC with public
and confidential messages is given by the union of rate tuples
(Rp1, Rs1, Rpa, Rs2) satisfying
R <I(U;Ys) = I(U; 2) (18)
2
ZRs;j <IU;Y2) + I(Xsn|U) - I(X;Z) (19)
i=1
Rp? + RSZ S I(DY7 YZ) (20)
2
D Ry + Ry <I(UYa) + I(X; V1 |U) — I(X; Z)U)

i=1
(21)
2
> Ry + Ry <I(U:Y2) + I(X:1|U) (22)
j=1
where (U, X) satisfy the following Markov chain:
U—=X—=Y, =Yy, — 7. (23)

The achievable rate region given by Theorem 2 can be ob-
tained from Theorem 1 by setting Q = ¢, Vo = U, V3 = X
in Theorem 1. The achievable rate region in Theorem 2 can be
shown by using superposition coding and binning. Superposi-
tion coding enables us to transmit messages of each user at a
different layer, and binning enables us to ensure the protection
of the confidential messages from the eavesdropper.

Now, we introduce the following outer bound for the ca-
pacity region of the degraded discrete memoryless MR-WC
with public and confidential messages.

Theorem 3: The capacity region of the degraded discrete
memoryless MR-WC with public and confidential mes-
sages is contained in R°“* that is composed of rate tuples
(Rp1, Rs1, Ry, Ry2) satisfying

Ry <I(U;Ys) — I(U; %) 24)

2
3" Ry <I(U;Ya) + I(X; Y1 |U) — (X Z) (25)
j=1

Rys + Ru < I(U; Y3) (26)

2
D Ryj+ Ry <I(U;Y2) + 1(X; Y4|U)

J=1

@7

for some (U, X') such that U/, X exhibit the following Markov
chain:

U—-X—-Y =Y, — 2. (28)

The proof of Theorem 3 is given in Appendix C.

We note that the inner bound in Theorem 2 and the outer
bound in Theorem 3 do not match in general. In fact, in
Section III, we provide an example where the outer bound
strictly includes the inner bound, i.e., there are rate tuples that
are included in R°", but not in R™™. However, there are cases
for which the exact capacity region can be obtained. First, we
note that the inner bound in Theorem 2 and the outer bound
in Theorem 3 match when the confidential message rate of the
first legitimate user is zero, i.e., I2,4 = 0.

Corollary 1: The capacity region of the degraded dis-
crete memoryless MR-WC without the first legitimate user’s
confidential message is given by the union of rate triples
(1, Rp2, Ry2) satisfying

Ry <I(U3 V) — (U3 Z) 29)
Rp1+Rp2 +Rs2 SI(U~Y2)+I(XaY1|U) (31)



2168

where U, X exhibit the following Markov chain:

Corollary 1 can be proved by setting 2,17 = 0 in both Theo-
rems 2 and 3 and eliminating the redundant bounds.

Next, we note that the inner bound in Theorem 2 and the outer
bound in Theorem 3 match when the public message rate of the
second legitimate user is zero, i.e., {2, = 0.

Corollary 2: The capacity region of the degraded dis-
crete memoryless MR-WC without the second legitimate
user’s public message is given by the union of rate triples
(Rp1, Rs1, Rya) satisfying

Ro <I(U;Y2) - 1(U; Z)
2
Zst <IU; YY)+ I(X;n|U0) - I(X; Z) (34)

(33)

j=1
2
Rp1+ZRS]~ <IU; Ys)+ I(X: Y |U) (35)
=1
where U, X exhibit the following Markov chain:
U—-X-Y1—-Y—Z (36)

Corollary 2 can be proved by setting It,» = 0 in both Theo-
rems 2 and 3 and eliminating the redundant bounds.

Corollary 2 also implies that the inner bound in Theorem 2
and the outer bound in Theorem 3 match on the secrecy capacity
region of the degraded MR-WC, i.e., when the rates of both
public messages 12,1, It are set to zero:

Corollary 3 ([3]-/5]): The secrecy capacity region of the
degraded discrete memoryless MR-WC is given by the union
of rate pairs (R;1, I252) satisfying

R <I(U;Y2) - I(U; Z) 37)

Ray + R <IH{U; Yo)+ I(X; W |U) - I(X:Z) (38)
where U/, X exhibit the following Markov chain:

U-X-Y1—-Y,— 2. 39)

So far, we provided examples where the inner and outer
bounds match when one of the rates is zero. Next, we provide
an example where the inner and outer bounds match when none
of the rates is zero. To this end, we note that the inner and the
outer bounds can be expressed by using hyperplanes that are
tangent to them

2
= max E tpilpi + e Rs;  (40)

: pitlpj sjtts]
(Rp1,Rs1,Rp2,Rs2)ERM =

Lout —

max
(Rpl JRs1 ,RPQ,RSZ)EROM,

2

D iRy + paj Ry (41)
i=1

Assume that the following condition holds:

(42)
(43)

Hs2 > IIlaX(NSl? //"1)2) > Hlin(ﬂsl-/ ,upQ) > pp1
Ms2  tp1 > fs1 + pp2.
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Under these conditions, we have
2

Hp1 Z R, + R,

Jj=1
+ (,U/sl - //Lpl)(Rsl + R%2) + (//Lp2 - /J/pl)(RPQ + Rs?)
+ (prs2 + pip1 — ths1 — pip2) B2

Lout —

max
(Rm' 7RS.J' )Jz:1 ERout

(44)
= 1ms HURYE I(xX; o
Juax pip1 [I(U;Y2) + 1(X; Y1|U)]
+ (prs1 — pp1) [I(U; Ya) + I(X; 11 |U) = I(X; Z)]
+ (kp2 — pp1)I(U3 Y2)
+ (ts2 + pip1 — g1 — pip2) [L(U;Yo) — I(U; Z)] (45)

= max (X5 Z10) + pa [ AU) = T Z|U)]

(U,X)e
+ e (U3 Z) + paa [I(U3 Ya) — 1(U; Z)] (46)
_ i @7)

where the set F is given by the union of (U, X) pairs
that satisfy the Markov chain in (28), and (47) follows
from the fact (R}, R%1, R}y, RY,) € R™ attains (47), and
(Riy, Ry, Rip, i) is given by
(Rop, Roy) = (I(X3 2)0), 10X Va|U) — I(X: 2|U0))
(43)

(Riy, R%) = (1(U; 2), 1(U; Ya) — I(U; Z)). (49)

Hence, this example shows that there are parts of the capacity
region where none of the rates is zero, and the inner and outer
bounds match.

Next, we provide an example where the inner bound is strictly
contained in the outer bound, i.c., there are rate tuples that are
inside the outer bound, but outside the inner bound. To provide
such an example, we again use the alternative descriptions of
the inner and outer bounds by means of tangent hyperplanes as
given by (40) and (41), respectively. We assume that the fol-
lowing condition holds:

Psl > fhp2 > [hpl > [hs2- (50)

Under this condition, we have

Lot > R [1(X;Z) — min(I(U; Y2), I(X; Z))]
+ ppo min(I(U;Y3), I(X; Z))
+ pst [[(U; Ya) + I(X; YA|U) — I(X; Z2)] (51)

L' = ma (X Z\U .z
A tip1 L(X5 Z\U) 4 ppa I(U; Z)

+ pa1 [[(U; Ya) + I(X; V1 |U) — 1(X; Z)] (52)
which can be shown by following the analysis in (44)—(47). The
set F contains (I/, X') pairs that satisfy the Markov chain in

(28). Let us assume that (U*, X*) is the maximizer for (52).
Hence, using (51) and (52), we have

L — L > (s — ) min(1(U*; Ya|2), 1(X*; Z|U*))
(53)
where the right-hand side of (53) can be strictly positive for cer-

tain channel models. In particular, for the degraded Gaussian
model we consider in Section III, one can find (U*, X*) such
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that the right-hand side of (53) is strictly positive. This obser-
vation implies that the outer bound strictly contains the inner
bound.

III. DEGRADED GAUSSIAN MIMO MR-WCs

Here, we consider the degraded Gaussian MIMO MR-WC
which is defined by

Y; =X+ Ny,
Z=X+Ny

;=12 (54)

(55)

where the channel input X is subject to a covariance constraint
E[XXT] =S where S > 0 and Ny, Ny, N are zero-mean
Gaussian random vectors with covariance matrices 21, £5, X5,
respectively.

In the degraded Gaussian MIMO MR-WC, the noise covari-
ance matrices X1, ¥, ¥ satisfy the following order:

0= jZQjZZ (56)

In an MR-WC, since the capacity region depends only on the
conditional marginal distributions of the transmitter-receiver
links, but not on the entire joint distribution of the channel,
the correlations among N1, N,, Nz do not affect the capacity
region. Thus, without changing the corresponding capacity
region, we can adjust the correlation structure among these
noise vectors to ensure that they satisfy the Markov chain

X—-=Y —-Yy,—Z (57)

which is always possible because of our assumption about the
covariance matrices in (56).

We first provide an inner bound for the capacity region of
the degraded Gaussian MIMO MR-WC with public and confi-
dential messages by using Theorem 2 as stated in the following
theorem.

Theorem 4: An achievable rate region for the degraded
Gaussian MIMO MR-WC with public and confidential mes-
sages is given by the union of rate tuples (Rpl7 R, Bpo, Rs2)
satisfying

2
;RSA’ = %100 ||IS{—:—22:)22|| %1"’5 |K|; |Ell
. %log % (59)
Ruz + Iyz < 5 log |'IS<1§22'| (60)
St 2
- %bg % 61)
i %1 8 ||IS{—:—22:)22|| %k’g IK|>—3F|2 o)

where K is a positive semidefinite matrix satisfying K < S.
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The achievable rate region given in Theorem 4 can be ob-
tained by evaluating the achievable rate region in Theorem 2 for
the degraded Gaussian MIMO MR-WC by using the following
selection for U, X: 1) U is a zero-mean Gaussian random
vector with covariance matrix S — K, 2) X = U + U’ where
U’ is a zero-mean Gaussian random vector with covariance
matrix K, and is independent of U. We note that besides this
jointly Gaussian (U, X) selection, there might be other pos-
sible (U, X) selections which may yield a larger region than
the one obtained by using jointly Gaussian (U, X). However,
we show that jointly Gaussian (U, X) selection is sufficient
to evaluate the achievable rate region in Theorem 2 for the
degraded Gaussian MIMO MR-WC. This sufficiency result is
stated in the following theorem.

Theorem 5: For the degraded Gaussian MIMO MR-WC, the
achievable rate region in Theorem 2 is exhausted by jointly
Gaussian (U, X). In particular, for any non-Gaussian (U, X),
there exists a Gaussian (U, X¢) which yields a larger region
than the one obtained by using the non-Gaussian (U, X).

Next, we provide an outer bound for the capacity region of
the degraded Gaussian MIMO MR-WC. This outer bound can
be obtained by evaluating the outer bound given in Theorem 3
for the degraded Gaussian MIMO MR-WC. This evaluation is
tantamount to finding the optimal (U, X) which exhausts the
outer bound in Theorem 3 for the degraded Gaussian MIMO
MR-WC. We show that jointly Gaussian (U, X) is sufficient to
exhaust the outer bound in Theorem 3 for the degraded Gaussian
MIMO channel. The corresponding outer bound is stated in the
following theorem.

Theorem 6: The capacity region of the degraded Gaussian
MIMO MR-WC is contained in the union of rate tuples
(Rp1, Rs1, Rpa, Ryo) satisfying

Bar < %log ||Is<i§:2|| - %1 ||IS<1§:Z|| (63)
2
2 M < 3 s
%log |S|;jz| (64)
Res + Ryn < 3 log @:;2” (65)
ist +R,; < ;1 og ||Is<i§2|| ! ~log |K|;T: 1 (66)

J=1

where K is a positive semidefinite matrix satisfying K < S.
The proofs of Theorems 5 and 6 are given in Appendix D.
We prove Theorems 5 and 6 by using the de Bruijn identity [9],
a differential relationship between differential entropy and the
Fisher information matrix, in conjunction with the properties of
the Fisher information matrix. In particular, to prove Theorem
5, we consider the region in Theorem 2, and show that for any
non-Gaussian (U, X), there exists a Gaussian (U%, X“) which
yields a larger region than the one that is obtained by evaluating
the region in Theorem 2 with the non-Gaussian (U, X ). We note
that this proof of Theorem 5 implies the proof of Theorem 6. In
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particular, since the region in Theorem 2 includes all the con-
straints involved in the outer bound given in Theorem 3, the
proof of Theorem 5 reveals that for any non-Gaussian (U, X),
there exists a Gaussian (U%, X¢) which yields a larger region
than the one that is obtained by evaluating the region in The-
orem 3 with the non-Gaussian (U, X).

The inner bound in Theorem 4 and the outer bound in The-
orem 6 do not match in general. However, similar to the discrete
memoryless case in Section I1-B, here also we can specialize the
inner and outer bounds for the cases 1) Ry, = 0, 2) R0 = 0,
and 3) R,; = Ry2 = 0, where they match, yielding the capacity
region. These three cases correspond to the extension of Corol-
laries 1, 2, 3 to the degraded Gaussian MIMO model. Finally,
we note that the case I,y = I{,» = 0 gives us the secrecy ca-
pacity region of the degraded Gaussian MIMO model, and in
fact, the secrecy capacity region of the general, not necessarily
degraded, Gaussian MIMO model is known due to [6].

IV. CONCLUSION

We study the MR-WC with public and confidential messages.
We first consider the general, not necessarily degraded, discrete
memoryless channel, and provide an inner bound for its capacity
region by using Marton’s coding and rate splitting in conjunc-
tion with superposition coding and binning. Second, we spe-
cialize this inner bound to the degraded case, where superposi-
tion coding and binning are sufficient to obtain this specialized
form of the inner bound. We also provide an outer bound for the
capacity region of the degraded case. We show that there are
cases where these bounds match providing the capacity region.
Third, we consider the degraded Gaussian MIMO MR-WC. We
show that, to evaluate the proposed inner and outer bounds for
the Gaussian MIMO case, it is sufficient to consider only jointly
Gaussian auxiliary random variables and channel input. Similar
to the discrete degraded case, for the degraded Gaussian MIMO
case also, these bounds match for certain cases.

APPENDIX A
PROOF OF THEOREM 1

We first consider a more general scenario than the scenario
introduced in Section II-A, where the transmitter sends a pair
of common public and confidential messages to the legitimate
users in addition to a pair of public and confidential messages
intended to each legitimate user. Thus, in this case, the trans-
mitter has the message tuple (W,a, Wio, W1, W1, Wpa, W),
where the common public message W, and the common confi-
dential message W are sent to both legitimate users, and a pair
of public and confidential messages (W,,;, W,,) are sent to the
jth legitimate user, j = 1, 2.1 There is no secrecy concern on
the public messages {W),; }5_, while the confidential messages
{W.;}3_ need to be transmitted in perfect secrecy

1
Hm — (W, Wey, Wea; Z7) = 0. (67)

n—oo 7,

IThe inner bound in Theorem 1 can also be obtained by using rate splitting
for {W;, W.;}7_, as mentioned in Section II-A. Here, we introduce a pair of
common messages { W0, W.o }, because the corresponding scenario results in
an achievable scheme that encompasses the one obtained by using rate splitting.
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Next, we prove an achievable rate region for the more general
scenario we just introduced.

We fix the joint distribution p{q,u,v1,v2, 2,41, Y0, 2)=
(g, w)p(vr, v, x|w)p(y1, Yo, z|2). Next, we divide the
common public message Wy into two parts as Wy =
(W'p[), Wp(]), where the rate of W, p0 1S RP[), and the rate of VVPU

is R,0. We use rate splitting for the common public message
because due to [2], we know that rate splitting might enhance
the achievable public and confidential message rate pairs even
for the single legitimate user case.

Codebook Generation:

1) Generate onfiz length-n sequences ¢™ through p(¢™) =
[1:—, p(q:), and index them as q" (o), where 1w,y €
{1,...,2"RP0}. )

2) For each ¢"(1,0) sequence, generate 2"(fro+liso+o)
length-n  sequences ™ through p(u"|q") =
17, p(u:]q:), and index tllem as u™(Wpo, Wpo, Wso, do ),
where W, € {1,...,2"00} w, € {1,...,2780},
do € {1,..., 2%}

3) For each w"(wpo,Wpo, wso.do) sequence, gen-
erate  2"(Fes+Re+2,4L5)  length-n  sequences v
through p(vi[u™) = 17, p(vjilu:), and index

them as U;?' (’lfjp(), TIJP(), w0, do, Wiy Wsys dj, lj), where

wp; € {1,200} wg e {1, 27 Be)
dyed{l,..., 2ndit I e {1,..., 27k}

Encoding: Assume (wyo, Wen, Wp1, W1, Wp2, Ws2) is the
message to be transmitted. Randomly pick dy, di, do. Next,
we find an (1, [5) pair such that the corresponding sequence
tuple (¢", u™, v}, v¥) is jointly typical. Due to mutual covering
lemma [11], if Ly, L, satisfy

Ly + Ly > I(V1: V3|U) (68)

with high probability, there will be at least one such /1, [» pair.

Decoding:  The jth legitimate user decodes
(wpo, weo, do, Wpj, wej,d;) in two steps. In the first

step, it decodes (w0, ws0,dg) by looking for the unique
(q",u™) pair such that (¢",u",y%) is jointly typical. In the
second step, given that (wpg, wsn, do) is decoded correctly in
the first step, the jth legitimate user decodes (ws;, wp;,d;)
by looking for the unique (¢",u",v}) tuple such that
(q",u", v}, y") is jointly typical. If the following conditions
are satisfied:

Rpo+ Roo+ Ap £ .Hlilﬂz I(U;Y;) (69)
=1,
Ry + Ryo + Ao <I(U;Y1|Q) (70)
Ry + R+ A1+ Ly <I(Vi; 1 |U) (71)
Ry + Ryo + Ao <I(U;Y2|Q) (72)
Rps + Roo+ As + Ly <I(Vo; Ya|U) (73)

both legitimate users decode their messages with vanishingly
small probability of error.
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Equivocation Computation: We now show that the
proposed coding scheme satisfies the perfect secrecy require-
ment on the confidential messages given by (67). We start as
follows:

H(Wqo, War, Wea| Z™) > H(Wiso, Wor1, Wea |27, Q™)
= H(Weo, We1, Waa, W0, W1, Wya, Do, D1, D2|Z7, Q™)
- H(WPO’WPLWPQ’D07D17D2|Z7L7QVVL7W307W31-,W52)
(74)
= H(W@O7W€17w7523 Li/p07WplsI/[/])Q'/DOaDl:DQl(Qn)
— I(Wso, Wsl, W527 Wpo, I/Vpl, WP27D01D1,D2; Z’7L|Qn)
— H(W 0, Wp1, Wy, Do, D1, D2| 2™, Q" , Wag, War, W)
(75)
= H(Wao, War, Waz) + H(W o, W1, W2, Do, D1, D)
- I(WsOaWslaW€27W]JO:VVpl;Wp?aDU',DlaDQ;anQn)
- H(WYP(HWPDWp27DU7-D17D2|Zn7QnsWSOaWsh 752)
(76)

= H(Wy, Wo1, Wea) +n | Ry + ZRM + Z Ay
j=1 k=0
— I(Wao, War, Waa, W0, Wy, Wy, Do, Dy, D; Z7Q")
- H(va(lv WP17 WP27 D()y -Dlv D2|Zn7 Qn,’ Ws()a Wsl, stz)
(77)

= H(Ws0, W51, Wi2) +n | Rpo + ZRM + Z Ay
j=1 k=0
— [(Un’ I/rl?’lr7 V2n, Zn|Qn)

- H(Wp()a VV])17 WanD07D17D2|Zn7 Qna W€07 W@l: WGZ)
(78)

R 2 2
> H(Wao, War, Waa) + 0 | Rpo + Y Ry + > A
j=1 k=0

- ”(I(Uv Vls ‘/2* Z|Q) + ’Yln,)
- H(va(lv th Wp27DU7-D17 D2|Zn7 Qn,’ Ws()a Wsl; VVSZ)
(79)

where (76) and (77) follow from the facts that the
messages Wy, Wy, W, W’po, Wpi1, Wya, Do, Dy,
Ds are independent among themselves, uniformly dis-
tributed, and also are independent of ™, (78) stems from
the fact that given the codewords (Q", U™, V" V),
(Wao, War, Waa, W0, Wyr, Wya, Dy, D1, D2) and Z" are
independent, and (79) comes from the fact that

IU™ V' Vet Z20Q7) < nd (U, Vi, Vai Z|Q) + nyry (80)
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where v1, — 0 as n — oo. The bound in (80) can be shown by
following the analysis in [12]. Next, we consider the conditional
entropy term in (79). To this end, we introduce the following
lemma.

Lemma 1: We have

H ({Vij',Dj}?:ﬂZna(gna{W@j}?:OprOaDO) S Yon,
(81)

where v, — 0 asn — oo, if the following conditions are
satisfied:

2
ST Ryi+ A+ Ly ST(Vi, Vo Z|U) + (Vi Va|U) (82)
Ji=1
Rpl + Al + L1 SI(V&Z V2|U)
Ryy + Ag + Ly <I(Vo: Z, V1 |U).

(83)
(84)

The proof of Lemma 1 is given in Appendix B. This lemma
implies the following.
Corollary 4: We have

H(WPO7D0|Z"'7Q17'7W750,W517IV52) S n7Y3n (85)

where 73, — 0 asn — oo, if the following condition is satis-
fied:

Ryo +A¢ £ I(U; Z1Q). (86)

Now, we set the rates Rp(), Ay, Rp1, A1, Ly, Rpa, Ao, Ls as
follows:

Ry + Do =I(U; Z|Q) — ¢ (87)

Lit+ Ly =I(Vi;ValU)+ 5 (88)
Rp1+A1+Rp2+A2:I(Vl,VQ;Z\U)—e (89)
Ron+ A+ Ly <I(Vy; Z,V5|U) (90)

Rps + Do + Ly < I(Va; Z,V1|U). o1

In view of Lemma 1 and Corollary 4, the selections of ]N?po, Ay,
Rpl, Al, Ll, RPQ, AQ, L2 in (87)—(91) 1mply that

H (Wpo,{ij}i:h{Dj}?:dZ",Q",{Wg]—}i:o) < nvan
92)

using which and (87)—(89) in (79), we get

H(Woo, Wy, Wea| Z2™) > H(Wao, Wy, Waa)
+n (-i?p() + Rpo+ Ryt + Rpo + Ao+ Aq + Az)
= n(I(U, V1, Va5 Z|Q) + vin) — nv2n (93)
= H(Wso, W1, Wa) — "% = n(V1n + Y20 +Y3n) (94)
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which implies that the proposed coding scheme satisfies the per-
fect secrecy requirement on the confidential messages; com-
pleting the equivocation computation.

Hence, we show that rate tuples (R,o, Bso, Bp1, Bs1, By,
R,o) satisfying

Ly + Ly = 1(Vy; Va|U) (95)

Rpo+ R0+ Ag < leun I(U;Y;) (96)

Ryo + Ryp + Ag < min [(UsY;Q)  O7)

Rp1 + Ra + A1+ Ly <I(Vi; 11 |U) (98)
Ryo 4+ Reo + As + Ly < I(Va; Y U) (99)
Ryo + Ao = I(U; Z|Q) (100)

Ryt + Ar+ Ry + Ay =1(Vy, Vo3 Z|U) (101)
Ry + Ay + Ly <I(V1: Z,WL|U) (102)

Rpo + Aoy + Ly <I(Vy; Z,V1|U) (103)

are achievable. Next, one can obtain the achievable rate re-
gion in Theorem 1 by using Fourier—Motzkin elimination in
conjunction with the fact that since the common public and
confidential messages W, W, are decoded by both users,
they can be converted into public and confidential messages
(W1, W, Wpa, W) of the legitimate users.

APPENDIX B
PROOF OF LEMMA 1

Assume that, given (W = we, War = wa,We =
ws1, Wyo = wyo), the eavesdropper tries to decode W1, D1,
L1, W2, Ds, Ls by looking for the unique (V;*, V3*) such that
(g™, u", v}, v5 . 2™) is jointly typical. There are four possible
error events.

D & = {(¢", u™, v}, 05, 2™) is not jointly typical for the

transmitted (¢™, ™, v, v5)}.

2) & = {(Wplv Dy, L) = (L, 1,1, (VVP% Dy, Ly) #
(1,1,1), and the corresponding tuple (g™, u™. v}, v}, z™)
is jointly typical }.

3) & = {(WPth'/ L) # (1,1,1), (Wp27 Dy, L) =
(1,1,1) and the corresponding tuple (¢", u”
is jointly typical }.

4) &5 = {(Wpl’ Dy, Ll) # (17 1, 1)7 (WP27 D2“ LZ) 7é
(1,1,1), and the corresponding tuple (g™, u™. v}, v}, z™)
is jointly typical }.

Thus, the probability of decoding error at the eavesdropper is
given by

X2 n n
s U1, V2, 2 )

Pr[€°] < Prl&§] + Pr[&f] + Pr[€5] + Pr[€5,]
<ern + Pr&F] + Pr[€L] + Pr[€5,]

it

(104)
(105)

where we first use the union bound, and next the fact that
Pr[€5] < e, for some €1, satisfying €1, — 0 asn — oo,
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which follows from the properties of the jointly typical se-
quences [8]. Next, we consider Pr[£f] as follows:

Plesl < S Prl(ah ol VL 2Ty € AT](106)
(wp2,dz,l2)#1
S Z Z (1]51,|u‘n)p(z’n 71,7 'U{L) (107)
(wpz do 1o ) (L,”."’ )E.A"
S Z Z 777,(H(V2IU)f');)27n(H(Z|U,Vl)7’y&)
(wpz . do l2)Z£L (e} ,z")EAR
(108)
= Z | A7 |2~ H (V| U)=7e) g =n(H(ZIUVA) )
(wp2.da l2)#1
(109)
< Z on{H(V2,Z|U,Vi)+ve) g—n(H(Va|U)—7c)
(wpz,da,l2)#1
o n(H(ZIUV) ) (110)
S 2n(Rp2+A2+L2)2fn(I(Vz;Z,Vl|U)73*/5) (111)

where 1 denotes the all 1s vector of appropriate size, A" denotes
the typical set, v, is a constant that is a function of ¢, and satisfies
Yo — 0 ase — 0, (107) is due to the joint distribution of
(g™, u™, v}, vh), (108) is due to the properties of the typical
sequences [8], and (110) comes from the bounds on the size of
A? [8]. Equation (111) implies that Pr[€f] — 0 asn — oo if
the following condition is satisfied:

Ry + A + Ly < I(Va; ZV1|U) = 3. (112)

Similarly, we can show that Pr[S] — 0 asn — oo if the
following condition is satisfied:

Rpl—l—Al—I—Ll <I(V1;Z,V2|U)—3’YE. (113)
Next, we consider Pr[£5;] as follows:
Prleg] < D0 Pri(ghut VLV Z2Y) € AT (114)

(wpr,di1,l1)#1
(wp2,da,l2)#1

< ¥ S ol (el e )
(’wpl,dl,ll)#l (UT.'U; ,Z"')EAZ"
(wpz2,d2,l2)#1
(115)
< Z Z o—n(HWV1|U)=v)g—n(H(V210)=7.)
(wpr,d1,1)#£L (0] 0l 2" )EAD
(wp2,d2,l2)#1
o—n(H(Z|U)=.) (116)
= Z A7 |2 nHVD+HD+HEZI0)-8%)  (117)
(wpl,dl,ll);él
(wp/_),dz,lz);él
< Z 271,(H(V1,VQ,Z\U)+"/F)
(wyp1,dy,11)#1
(wyp2,dz,l2)#1
o —n(HWA D)+ H (V2 [U)+H(Z|U)-37.) (118)
< 271(2?:1 Rm+Aj+Lj) o n(I(V1,Va; ZIU)+T(Va:Vi|U) —4e)

(119)
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where (115) is due to the joint distribution of (¢, u™, v}, v}),
(116) stems from the properties of the typical sequences [8], and
(118) comes from the bounds on the size of .A” [8]. Equation
(119) implies that Pr[£F;] vanishes as n — oo if the following
condition is satisfied:

i1

2
S Ry + A+ Ly < IV Ve Z|U) + I(Va: Vi |U) — e,
i=1
! (120)

Thus, we show that if the rates (R,1,Aq, L1. Rpa, Ao, Lo)

satisfy (112), (113), and (120), the eavesdropper can de-

code W1, Dy, L1, Wyo, D, Ly by using its knowledge of

(W, We1, Wea, W), i.e., Pr[€°] vanishes as n — oc. In

view of this fact, using Fano’s lemma, we get

({ijv Dj7Lj};2':1|Z7L7 Qn7 {Wsj};z':(]v WIPCH DO) S TYan

(121)
where v2,, — 0 as n — oc, completing the proof.
APPENDIX C
PROOF OF THEOREM 3
We define the following auxiliary random variables:
Uy =WaWY{ "2, i=1,...n (122)

which satisfy the Markov chains U; — X; — Y7, — Yy, —
Z;, Y1, since the channel is degraded and memoryless. For any
(n,2nBer onfla onltpr onResy code achieving the rate tuple
(Rpl, Rsl, RI,Q, RSQ), we have

H(W;, Wy;Y[") <nep, j=1,2 (123)
I(Wfsl; WSZ; Zn) S nyn (124)

where ¢, — 0, v, — 0 asn — oo. Equation (123) is due to

Fano’s lemma, and (124) is due to the perfect secrecy require-

ment in (1). We note that (124) implies the following:
H(W%l: M/SQ) S H(VVsla VVSQ; Wpla VV])2|Z”) ‘I’ NYn. (125)

We introduce the following lemma which follows from
Csiszar—Korner sum identity [2, Lemma 7].

Lemma 2:
I(VZ;TF’IQ) - (W T3(Q)
=S W T QT T )~ IO T Q. T4 T ).
- (126)
First, we obtain an outer bound for R,» as follows:
nRse < Z Wao; Yo Vs ™1, 214 )
(W2 ZilYs ™ Z) + nlen + ) (127)

i1 on i—1.v-
Wy, Yo, Z3 1. Y] 3 Yay)

<y

— I(Weo, Wy, Yy = Z2 YN Z) + mlen + )
(128)
= I(U; Yoi) = I(Ui; Zi) + 07 + €) (129)

i=1
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where (127) comes from the converse proof for the secrecy ca-
pacity of wiretap channels in [2], and (128) and (129) come from
the following Markov chains:

Wo. Wy, Yo~ H 27 | Y™ 1—>Y2, — 7
Ws?awp27zi 7Y2i - Yl _)YQL !

(130)
(131)

respectively, which follow from the fact that the channel is de-
graded and memoryless.
Next, we obtain an outer bound for 12,1 + 2,2 as follows:

n(Re1 + Ryo) < H(Woy, Wy, Wea, Wia| Z7) + 1y, (132)
<I(Way, Wors Y Woas, Wya) = I(Wat, Wy 27 W, W,y2)
b I(Waa, Wi Vi) — I(Waz, Wy Z7) + i + zen)

(133)

S I(Wsl-, Wp1§ Y1n|VVsZ: Wp?) _I(Vvslv I/Vpl; Zn|W527 VVpZ)

+ 3 I(Uis Yai) — I(Us; Zi) + nl(ym + 260) (134)
i=1
= ZI(WshVVpl; 1i|Ui) = I(Wir, Wy Zi|Us)
i=1
+ I(Ui:, YZi) (U Z; ) + ’Il(’}/n + QFn) (135)

< ZI(X‘i;Yl‘i|Ui) + I(U;s; Yo,) — I( X35 Zi) + n(yn + 2¢5)
im1

(136)

where (132) comes from (125), (134) is due to (129), (135)
comes from Lemma 2, (136) is a consequence of the fact that
the channel is memoryless and degraded.

Next, we obtain an outer bound for F,» + E,» as follows:

(Rpg + Rgo) S I(Wio, Wye: Y5') + ey, (137)
= ZI w2, Wo2: Yau V5 1) + nep, (138)
= ZI(WQ Woo, Yi ™1 20 Yo Y1)
— IV 20 Yei Wi, Wi, Y9 1) + e, (139)
S I(Wao, W, i1,V 2015 Vai)
— HYy N 20 Yoi[Weo, Wie Yo ™) + me, (140)
ZiI(UﬁYm)— I 200 YaiWaa, Wi, Y3 71)
7——1i- ney, (141)
< i I(U;; Ya) + ney, (142)
i=1

where (141) comes from the Markov chain in (131).
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Finally, we obtain an outer bound for the sumrate 1 + R+
R,» + Ry». To this end, we consider the following:

n(Rp1 + Re1) S T(Wp1, W1 Y" |Wpo, Wea) + ne, (143)
=3 I(Wp, Wa; Yii[Wyo. W, Y 1) + ne,, (144)
=1
<N I(Wpr, War, 2013 Vi W, Waa, Y1) + ney,
=1
(145)

= ZI(Z;ZA; i Wz, Waa, V{78 4+ T(Wo, W Y| Us)
i=1

(146)

+ ne,
n

<Y (200 Yl Woe Wea, Vi) + 1(X3: Yii|U3) + ey,
i=1
(147)
using which and (141), we have

"L(Rpl + Rsl + Rp2 + RSQ)

<Y (U Yai) = IV 2005 Yol VS Woa, Wia)
i=1
+ 12} 13 Y1i Wi, Waa, YY) + I( X33 Y0 | U3) + 2ney,
(148)

= S U Vo) — (i Vol Vi Wa, W)
i=1
LY Yal Y Was Wi, 20 )
+ I Z]: Yai Wz, W Y{1) + I(X33 Y1 |U3) + 2,
(149)

= > Ui Yar) = I(Ys 5 23 Waa, Wa, ZF41)
i=1
— IV 5 Yo Yyt W, W, Z74)
+ 1Y) Zi|Wpo, Wea, Z2% 1) + T(Xy; Yo |U2) + 2nes,
(150)

=Y Ui Yar) = 1Yy Y5 23 Wea, Wya, ZF4y1)
=1
— IV} 75 Yo [V Wo, W2, Z{'1)

+ (Y] LYY Zi W, Weo, Z0 1) + (X0 Y| Us)
+ 2ne, (151)

= ZI(Ui§Y2i) — IV Yo Yy W, Wpe, 27, 1)
im1

+ I(Y{ 7Y Zi\Wya, Wea, Z7 1, Vi) 4 (X4 YiulUs)

+ 2ne, (152)
=3 I(UssYar) — (Y] 55 Yay, Zi|Y] 1 Wea, Wia, Z74)

i=1

+I(Y Y 23|\ Wae, Weg, 271 Yy ) + 1(X0; Y |Uy)
+ 2ne, (153)

k2

= ZI(Ui§Y2i) — IV Yo Yy W, Wya. Z{" 1, Zi)
im1

+I(XLY1L|U1) —|—2TLE,L (154)
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where (150) comes from Csiszar—Korner sum identity [2,
Lemma 7], (151) is due to the Markov chain in (131), and (153)
is a consequence of the Markov chain in (130). Equation (154)
implies

n(Rp1 + Rs1 + Rpo + Ry2) < Z U You) + I(X5; Y |US)
=1

+ 2n€,. (155)

Using (129), (136), (142), and (155), Theorem 3 can be
concluded.

APPENDIX D
PROOFS OF THEOREMS 5 AND 6

A) Background: Here, we introduce some properties of the
Fisher information and the differential entropy.

Definition 1 ([6, Definition 3]): Let (U, X) be an arbitrary
length-n random vector pair with well-defined densities. The
conditional Fisher information matrix of X given U is

J(X|U) = E [p(X[U)p(X[U) ] (156)
where the expectation is over the joint density f(u,x), and
p(x|u) is the conditional score function given by p(x|u) =
Vi log f(x|u).

The following two lemmas, which were proved in [6], will be
used in the upcoming proof.

Lemma 3 ([6, Lemma 6]): Let T, U, V1, V, be random
vectors such that (T, U) and (V1, V2) are independent. More-
over, let V1, V3 be Gaussian random vectors with covariance
matrices X1, £ such that 0 < ¥; < ¥,. Then, we have

JTHU+Vo|T) -5, = I U+ V,T) - ;. (157)

Lemma 4 ([6, Lemma 8]): Let K; and K, be positive
semidefinite matrices satisfying 0 < K; < K3, and f(K) be a
matrix-valued function such that f(K) > 0 forK; < K < K.
Moreover, f(K) is assumed to be gradient of some scalar field.
Then, we have
K
/ f(K)dK > 0. (158)
JK,

The following generalization of the de Bruijn identity is due
to [9], where the unconditional form of this identity, i.e., U =
¢, is proved. Its generalization to this conditional form for an
arbitrary U is rather straightforward, and is given in Lemma 16
of [6].

Lemma 5 ([6, Lemma 16]): Let (U,X) be an arbitrarily
correlated random vector pair with finite second-order mo-
ments, and also be independent of the random vector N which
is zero-mean Gaussian with covariance matrix X > 0. Then,
we have

Ve, (X +N|U) =

J(X + N|U). (159)

1
2

The following lemma is due to [13] and [14] which lower
bounds the differential entropy in terms of the Fisher informa-
tion matrix.
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Lemma 6 ([13], [14]): Let (U, X) be an arbitrary random
vector, where the conditional Fisher information matrix of X,
conditioned on U, exists. Then, we have

h(X|U) > = log|(2me)d

(XU (160)

1
2

B) Proofs: First, we prove Theorem 5 by showing that for
any (U, X), there exists a Gaussian (U%, X“) which provides
a larger region. Essentially, this proof will also yield a proof for
Theorem 6 because the outer bound in Theorem 3 is defined
by the same inequalities that define the inner bound given in
Theorem 2 except for the inequality in (21).

First Step: We consider the bound on R,» given in (18) as
follows:

<I(U;Y,) - I(U;Z) (161)
=[h<Yz)—h( )]+ [A(Z|U) = h(Yo[U)] (162)
1S+ 5
<gls g +22| [M(Z|U) — h(Y2[U)] (163)

where (163) follows from the worst additive noise lemma [15,
Lemma I1.2]. Next, we consider the remaining terms in (163) as
follows:

5
h(Z|U) — h(Y5|U) = %/E JX+N[U)Ey  (164)

which follows from Lemma 5, and N is a Gaussian random
vector with covariance matrix X satisfying ¥o < X5 < Xz.
Using Lemma 3, we have

JTHX +NyU) -8, =T~

=J

(X +NJ|U) -

HX 4+ Nz|U) - 8z (165)

for any Y satisfying 35 < ¥y < Xz, which imply

[I7HX +Nz|U) -2z +Ex]
< J(X + N|U)

< [I74(X + N, |U) -

-+ ZN]
(166)

Using these inequalities in (164) in conjunction with Lemma
4, we get

1 B4 NSIU)
2 "IN X+ Ny -Zz+ 5,
< h(Z|U) — h(Y:[U)
JITHX + No|U) — 3 + Eg
X + Ny

1 (167)

which can be expressed as

J(0) < A(Z|U) — h(Y2|U) < /(1) (168)

where f(t) is defined as

K () + X7

1
t)=-log —+—=—, 0<t<1

(169)
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and K (#) is given by
K, (f) = (1~ ) [T1(X + N2[U) - 7]
+t[JH(X 4+ N, [U) - 5] . (170)

Since f(#) is continuous in #, due to the intermediate value the-
orem, there exists a 7 such that 0 < #7 < 1, and

. |K1 + Z|
t7) = MZ|U) — h(Y2|U 1 —_— 171
where K; = K (¢7). Since 0 < &} < 1, K; satisfies
T HX4N,[U)-%; < K; 2T H(X+Nz|U)-8z (172)
in view of (170). Moreover, we have
K; <J (X +Nz|U) - (173)
< Cov(X 4+ Nz|U) - (174)
<Cov(X+Ngz)-Xz (175)
=S (176)

where (174) comes from the conditional Cramer—Rao inequality
[6, Lemma 13] and (175) is due to the fact that conditioning
reduces the MMSE matrix in a positive semidefinite ordering
sense. Thus, in view of (172) and (176), K; satisfies

J X +NyJU) -8 <K; <S. (177)

Now, using (171) in (163), we get the following bound on Rso:

[S + X5 1
K + o | 2

IS+ Xz|

o < 5l e

(178)

which completes the first step of the proof.
Second Step: We consider the bound on 1?41 + 12,5 given
in (19) as follows:

o+ Ry < UV + GO~ 1052) (179
PN
= W) - W)+ IYAIU) ~ A(Ya[U)] - o
(180)
LIS+ 12
< 38 gy +MYAIU) — A(Y2[U)] - lo 51,1
(181)

where (181) comes from the worst additive noise lemma [15,
Lemma II.2]. Next, we consider the remaining term in (181) as
follows:

1 [
5/ J(X+NU)dBy (182)

Js,

WY |U) = M(Y:1|U) =
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which follows from Lemma 5, and N is a Gaussian random

vector with covariance matrix Yy satisfying 3; < ¥y < 3o,
For any Gaussian random vector N with X < X5, we have

JI(X+NJU) - Ey <™

=K,

H(X +N2|U) - %, (183)

(184)

where (183) is due to Lemma 3, and (184) comes from (177).
Equation (184) implies

JX+N|U) = (K1 +2x) 7!, By <8 (185)

Using (185) in (182) in conjunction with Lemma 4, we have

235
MY2|U) — h(Y1]U) > %/ (K; +Zy) 1dEx
p71
(186)
K1+ %]

10 -
Ky + %

(187)

Using (187) in (181), we get

IS + s 1
R + Ry < = 1 g — =24 -
! 2 K+ 5, 2
S + Xz|
— log

2 Xz

K+ X
|34]

(188)

which completes the second step of the proof.
Third Step: We consider the bound on 2 + R,2 given in
(20) as follows:

Rp? + Ry SI(U7Y2) (189)
1
< S log (2me)(S + 22| — h(Y5[U) (190)

where (190) comes from the maximum entropy theorem [8].
Next, we consider the remaining term in (190). Using (171), we
have

|K; + Xz|

1

(191)

|K; + Xz
K1 + 3|
(192)

(193)

1 1
> log |(2me) "HX 4+ Nz|U)| - 5 log

g|K1+2Z|
K + 2o

| \/

1
5 log |(2me)(K; + Xz)| —

1
= §log|(27re)(K1 + )] (194)
where (192) is due to Lemma 6, and (193) comes from (173)
and monotonicity of | - | in positive semidefinite matrices. Using
(194) in (190), we get

|S + X5

Rys+ Res < =2l
p2+ 2> |K1+22‘

3 log (195)

which completes the third step of the proof.
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Fourth Step: We consider the bound in (21) as follows:

Rsl + Rp? + R$2

<I(U;Y2) + I(X;Y1|U) - I(X; Z|U) (196)
¥
= 1Y) — (Y[0) + [(YA[U) — MEZI0)] - Jlog 1
(197)
1
< 5 log (2me)(S + X2)| — h(Y2|U)
¥
+ (WY1 |U) = h(Z[U)) - _1 5 15 || (198)
1
< Llog (2ne)(S + 82)| — 1 log |(2ne)(K + Ea)
pN
+ [M(Y1|U) — h(Z|U)] - _1 |21|| (199)
IS + Xy
1 og K, + 5 + [A(Y1|U) = h(Y-[U)]
1[5
+ [W(Y2|U) = h(Z[U)] - = log (200)
2 7 Xy
_ 1S + Xy
= 1 0g Ky + 5 + [A(Y1]U) = h(Y2|U)]
1 Ki+%, 1 ||
+ -log - ——— — - log 201
2B IR, s, 2 By 2o0h
<ll IS + %] 110 1Ky + %]
2 BTK, | T2 B K, +
oK+ 3 10 [N
+ —log ——— — - log 202
2 P 12, 2708, (202)
_ 1g IS + 2| llog|K1+21|_llog|K1+2Z|
Ki+3Xo] 207 |3 27 [N
(203)

where (198) comes from the maximum entropy theorem [8],
(199) comes from (194), (201) is due to (171), and (202) comes
from (187).
Fifth Step: We consider the bound in (22) as follows:
R+ R+ Rps + Reo < I(U;Y2) + I(X;Y1|U) (204)
1
= h(Ys2) + [h(Y1|U) - K(Y-|U)] — 3 log |(27e)% |
(205)
< —108-, |(2me)(S + 322)[ + [A(Y1[U) — A(Y2|U)]

— —1og|(27re ¥ (206)
K, + 5|

< — -

< 1og|(27rp)(s+zz)\+ - Jog 8 IR, 5 5]
~5 10g |(2me) X | (207)
1. S+%5 1. [Ki+%

= —log oo =2 L Zgg ML T 208
2 %K, + 5| 2 =1 (208)

where (206) comes from the maximum entropy theorem [8], and
(207) comes from (187).

Hence, we have shown that for any feasible (U, X), there
exists a Gaussian (U%, X%) which yields a larger rate region.
This completes the proof.
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