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Abstract—We study the Gaussian wiretap channel with an
energy harvesting transmitter which does not have a battery
to save energy. In the absence of a battery, the necessary
transmission energy is maintained by an i.i.d. energy arrival
process. We observe that this channel is an instance of the
state-dependent wiretap channel with state available only to the
transmitter causally, where the state is the available energy at
the transmitter. We prove that the entire capacity-equivocation
region can be obtained by single-letter Shannon strategies and
its boundary is achieved by input distributions with support set
of Lebesgue measure zero.

I. INTRODUCTION

We consider the Gaussian wiretap channel [1], [2] with

a batteryless energy harvesting transmitter [3]–[5], which

consists of a transmitter, a legitimate user and an eavesdropper.

The transmitter gathers the necessary energy from an exoge-

nous energy arrival process, and each communication link is a

memoryless additive white Gaussian noise (AWGN) channel,

see Fig. 1. In this model, the transmitter wants to have secure

communication with the legitimate user while keeping this

communication as secret as possible from the eavesdropper.

The transmitter harvests energy from nature and does not

have a battery to save energy for future use. Therefore, the

code symbols of the channel input obey time-varying ampli-

tude constraints which are dictated by the i.i.d. energy arrivals

that are known causally by only the transmitter. Viewing the

available energy at the transmitter as a channel state, the prob-

lem of data transmission with an energy harvesting transmitter

and the problem of data transmission over state-dependent

channels are inherently connected [5]. Consequently, by treat-

ing the i.i.d. energy arrivals as channel states, and since the

energy arrivals are known only to the transmitter causally,

our channel model becomes a state-dependent wiretap channel

with causal state information only at the transmitter.

Once this observation is made1, we show that single-letter

Shannon strategies are sufficient to attain the entire capacity-

equivocation region of the Gaussian wiretap channel with a

batteryless energy harvesting transmitter. Next, we consider

the boundary of the capacity-equivocation region as given

by the single-letter description obtained, and in particular,
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1Although there is literature on state-dependent wiretap channels [6]–
[9], none of these works considers the wiretap channel with causal state
information only at the transmitter.
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Fig. 1. The Gaussian wiretap channel with a batteryless energy harvesting
transmitter.

the optimal distributions that can attain the boundary of the

capacity-equivocation region. However, an explicit character-

ization of the optimal distributions seems to be hard, since

i) the links of the extended wiretap channel by Shannon

strategies are not additive noise channels, and ii) the inputs

are amplitude constrained. We address these challenges by

using the technique originally devised by Smith [10], and later,

extended in [11]–[15].

In particular, we generalize our previous work in [5], [16]

to study the optimal distributions attaining the boundary of the

capacity-equivocation region of the Gaussian wiretap channel

with a batteryless energy harvesting transmitter. We show that

these optimal distributions are discrete and their support set

have zero Lebesgue measure. Although this result does not

imply the finiteness for the support set of optimal distributions,

we numerically observe that the optimal distributions have

finite support set.

II. SYSTEM MODEL AND MAIN RESULTS

The Gaussian wiretap channel is defined by

Yi = Xi + NBi
, i = 1, . . . , n (1)

Zi = Xi + NEi
, i = 1, . . . , n (2)

where Xi, Yi, and Zi denote the channel input, the legitimate

user’s received signal and the eavesdropper’s received signal,

respectively. NBi
and NEi

are i.i.d. zero-mean Gaussian ran-

dom variables with variances σ2

B and σ2

E , respectively, where

σ2

B < σ2

E . The energy required to transmit code symbols is

maintained by an i.i.d. energy arrival process Ei and there is

no battery to save unused energy. The transmitter observes the



energy arrivals causally. For convenience, we assume that the

energy arrivals Ei take one of two values E = {e1, e2} with

probabilities p1 and p2 = 1 − p1, respectively. Thus, there is

a stochastic amplitude constraint on the channel input Xi as

|Xi| ≤
√

Ei, i = 1, . . . , n (3)

and the transmitter observes the arrived energy causally.

An (n, 2nR) code for the Gaussian wiretap channel with

a batteryless energy harvesting transmitter with causal infor-

mation of energy arrivals consists of a message set W =
{1, . . . , 2nR}, a sequence of encoders at the transmitter

fi : W × E i → R satisfying the constraint in (3), i.e.,

|fi(w,E1, E2, . . . , Ei)| ≤ √
Ei for i = 1, 2, . . . , n, and a

decoder at the legitimate user gn : R
n → W . Equivocation

of a code is measured by the normalized conditional entropy

(1/n)H(W |Zn), where W is a uniformly distributed random

variable over W . Probability of error for a code is defined

as Pn
e = Pr[gn(fn(W )) 6= W ]. A rate-equivocation pair

(R,Re) is said to be achievable if there exists an (n, 2nR)
code satisfying limn→∞ Pn

e = 0, and

Re ≤ lim
n→∞

1

n
H(W |Zn) (4)

The capacity-equivocation region consists of all achievable

rate-equivocation pairs, and is denoted by C. A rate R is said

to be perfectly secure if we have Re = R, i.e., if there exists

an (n, 2nR) code satisfying limn→∞(1/n)I(W ;Zn) = 0.

Supremum of such rates is defined to be the secrecy capacity

and denoted by Cs.

The energy arrivals can be viewed as channel states which

are available only to the transmitter causally, as noticed in

[5]. Using this observation, [5] obtains the capacity of the

main channel. In particular, [5] shows that Shannon strategies

[17] can attain the capacity of the main channel. Following

this reasoning, we argue that the wiretap channel we consider

here corresponds to an instance of the state-dependent wiretap

channel with causal state information available only to the

transmitter, where channel states are the memoryless energy

arrivals. Once this connection has been made, we are able to

obtain the capacity-equivocation region of the Gaussian wire-

tap channel with a batteryless energy harvesting transmitter as

follows.

Theorem 1 The rate-equivocation region C of the Gaussian

wiretap channel with a batteryless energy harvesting trans-

mitter is the union of the rate-equivocation pairs (R,Re)
satisfying

R ≤ I(T1, T2;Y ) (5)

Re ≤ I(T1, T2;Y ) − I(T1, T2;Z) (6)

for some input distribution FT1,T2
∈ Ω, where the feasible set

Ω is given by

Ω =

{

FT1,T2
:

∫

√
e1

−√
e1

∫

√
e2

−√
e2

dFT1,T2
= 1

}

(7)

and the conditional densities pY (y|t1, t2) and pZ(z|t1, t2) are

given by

pY (y|t1, t2) = p1φB(y − t1) + p2φB(y − t2) (8)

pZ(z|t1, t2) = p1φE(z − t1) + p2φE(z − t2) (9)

respectively, where φB(·) and φE(·) are Gaussian densities

with variances σ2

B and σ2

E , respectively.

We show the achievability for Theorem 1 in two steps.

First, we use single-letter Shannon strategies T1, T2 to convert

the original state-dependent wiretap channel into a wiretap

channel without states for which the conditional densities are

given by (8)-(9). Next, since the wiretap channel we consider

is degraded, we use Wyner’s achievability [1] to complete the

achievability proof. The converse proof of Theorem 1 com-

bines the converses of wiretap and state-dependent channels.

The details of the proof can be found in [18].

As the rate-equivocation region C is convex due to time-

sharing, it can be characterized by its supporting hyperplanes,

i.e., by solving the following optimization problem

max
FT1,T2

∈Ω

gµ(FT1,T2
) = max

FT1,T2
∈Ω

(µ + 1)I(T1, T2;Y )

− I(T1, T2;Z) (10)

for all µ ≥ 0. We will show that the support set of the optimal

input distribution for (10) has zero Lebesgue measure in R
2.

Theorem 2 Let F ∗
T1,T2

be the maximizer of the optimization

problem in (10) with a support set SF∗

T1,T2

. The support set

SF∗

T1,T2

has zero Lebesgue measure in R
2.

Theorem 2 implies that the secrecy capacity Cs is also

achieved by a discrete distribution with zero Lebesgue measure

in R
2.

Corollary 1 Let F ∗
T1,T2

be the secrecy capacity achieving

distribution for the extended input Gaussian wiretap channel.

The support set SF∗

T1,T2

has zero Lebesgue measure in R
2.

In the following sections, we first prove Corollary 1 and

then, we generalize it to prove Theorem 2.

III. PROOF OF COROLLARY 1

The secrecy capacity of the extended input wiretap channel

is given by

Cs = max
FT1,T2

∈Ω

g0(FT1,T2
) (11)

where the objective function g0(FT1,T2
) is a strictly con-

cave functional of the input distribution FT1,T2
due to the

assumption σ2

B < σ2

E and the resulting degradedness of the

wiretap channel. Moreover, the feasible set Ω is convex and

sequentially compact with respect to the Levy metric. Thus,

(11) is a convex optimization problem with a unique solution.

Next, we obtain the necessary and sufficient condi-

tions that the optimal distribution F ∗
T1,T2

should satisfy.

We first note that the output densities for Y and Z



exist for any input distribution FT1,T2
, and are given

by pY (y;FT1,T2
) =

∫

√
e1

−√
e1

∫

√
e2

−√
e2

pY (y|t1, t2)dFT1,T2
and

pZ(z;FT1,T2
) =

∫

√
e1

−√
e1

∫

√
e2

−√
e2

pZ(z|t1, t2)dFT1,T2
, respec-

tively.

We define the equivocation density re(t1, t2;FT1,T2
) as

re(t1, t2;FT1,T2
) , iY (t1, t2;FT1,T2

) − iZ(t1, t2;FT1,T2
)

(12)

where iY (t1, t2;FT1,T2
) and iZ(t1, t2;FT1,T2

) are:

iY (t1, t2;FT1,T2
) =

∫

R

pY (y|t1, t2) log

(

pY (y|t1, t2)
pY (y;FT1,T2

)

)

dy

(13)

iZ(t1, t2;FT1,T2
) =

∫

R

pZ(z|t1, t2) log

(

pZ(z|t1, t2)
pZ(z;FT1,T2

)

)

dz

(14)

Since the Gaussian wiretap channel is stochastically de-

graded, without loss of generality, we can assume Z = Y +ZD

for some zero-mean Gaussian random variable ZD with vari-

ance σ2

D = σ2

E −σ2

B . We denote the density of ZD by φD(x)
which leads to the identity φE = φB ∗ φD.

Now, we are ready to obtain the necessary and sufficient

conditions for the optimal distribution of the optimization

problem in (11). To this end, first, we note that the objective

function g0(FT1,T2
) in (11) is Frechet differentiable and the

derivative of g0(FT1,T2
) at F 0

T1,T2
in the direction of FT1,T2

is expressed using the equivocation density as [12]

lim
θ→0

1

θ

[

g0(θFT1,T2
+ (1 − θ)F 0

T1,T2
) − g0(F

0

T1,T2
)
]

=

∫

√
e1

−√
e1

∫

√
e2

−√
e2

re(t1, t2;F
0

T1,T2
)dFT1,T2

− g0(F
0

T1,T2
)

(15)

Following similar arguments to those in [10], the necessary

and sufficient Kuhn-Tucker conditions for the optimal distri-

bution F ∗
T1,T2

maximizing (11) can be obtained from (15) as

re(t1, t2;F
∗
T1,T2

) ≤ Cs, t1 ∈ [−√
e1,

√
e1], t2 ∈ [−√

e2,
√

e2]

(16)

re(t1, t2;F
∗
T1,T2

) = Cs, (t1, t2) ∈ SF∗

T1,T2

(17)

where Cs is the secrecy capacity.

Next, we prove by contradiction that the support set SF∗

T1,T2

of the optimal distribution has zero Lebesgue measure in R
2.

It suffices to show that SF∗

T1,T2

cannot include an open set in

R
2. To reach a contradiction, we will use the optimality con-

ditions in (16)-(17). We first note that both iY (t1, t2;FT1,T2
)

and iZ(t1, t2;FT1,T2
) have analytic extensions over the two-

dimensional complex numbers C
2 [5], and, hence, the equivo-

cation density re(t1, t2;FT1,T2
) also has an analytic extension

over C
2. Now, we assume that SF∗

T1,T2

includes an open set

in R
2. In view of the optimality condition (17), analyticity

of re(z1, z2, FT1,T2
) over all C

2 and the identity theorem, we

should have re(z1, z2;F
∗
T1,T2

) = Cs for all z1, z2 ∈ C, which,

in turn, implies

re(t1, t2;F
∗
T1,T2

) = Cs, ∀t1, t2 ∈ R (18)

Next, we show that (18) causes a contradiction. In particular,

we show that the equality in (18) causes a contradiction over

the line t1 = t2. Therefore, we set t1 = t2 = t and obtain

re(t, t;FT1,T2
) =

1

2
log

(

σ2

E

σ2

B

)

− φB(t) ∗ [log (pY (t;FT1,T2
)) − φD(t) ∗ log (pZ(t;FT1,T2

))]
(19)

Next, we rearrange (18) by using (19) and get
∫

R

φB(y − t)v(y)dy = 0, ∀t ∈ R (20)

where v(y) and c are defined as

v(y) = c + log
(

pY (y;F ∗
T1,T2

)
)

−
∫

R

φD(τ) log
(

pZ(y − τ ;F ∗
T1,T2

)
)

dτ (21)

c = Cs −
1

2
log

(

σ2

E

σ2

B

)

(22)

Our next step towards reaching a contradiction is to show

that if (20) holds, we should have v(y) = 0, ∀y ∈ R. To

this end, we note that by using Jensen’s inequality, one can

show that | log
(

pY (y;F ∗
T1,T2

)
)

| ≤ ay2 + b for some a, b > 0

and | log
(

pZ(z;F ∗
T1,T2

)
)

| ≤ mz2 + n for some m,n > 0.

Consequently, we have |v(y)| ≤ qy2 + f for some q, f > 0,

which, in conjunction with (20) and using [14, Corollary 9],

implies that we should have v(y) = 0 for all y ∈ R.

Next, we show that v(y) = 0, ∀y ∈ R causes a contradic-

tion. We have the following lemma [18].

Lemma 1 For any given FT1,T2
∈ Ω, there exists sufficiently

large y′ such that ∀y ≥ y′, we have
∫

R

φD(τ) log (pZ(y − τ ;FT1,T2
)) dτ ≥ log (pY (y;FT1,T2

))

(23)

Applying Lemma 1 for F ∗
T1,T2

and using the fact that c < 0
as shown in [18], we conclude that v(y) < 0,∀y ≥ y′, which

implies that (20) cannot hold. This leads us to the conclusion

that S∗
FT1,T2

cannot include an open set in R
2; completing the

proof of Corollary 1.

As emphasized by [11], [15], analyticity arguments in multi-

dimensional problems may not yield much insight about the

optimal input distribution, in particular, may not imply the

finiteness of the support set SF∗

T1,T2

. However, here, we

provide a numerical result which shows that the support set

SF∗

T1,T2

might be finite. In particular, we consider the wiretap

channel whose parameters are σ2

B = 1 and σ2

E = 2, e1 = 2.25,

e2 = 0.25, p1 = 0.6, and numerically verify that the

optimal input distribution is quaternary located at (t1, t2) =
(0.75, 0.5), (t1, t2) = (−0.75,−0.5), (t1, t2) = (1.5, 0.5)
and (t1, t2) = (−1.5,−0.5) with probability masses 0.0635,
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0.0635, 0.4365 and 0.4365, respectively. The equivocation

density generated by this input distribution is given in Fig.

2. The plot shows the range t1 ∈ [−1.5, 1.5] and t2 ∈ [0, 0.5]
and the remaining range is obtained by symmetry with respect

to the origin. We observe that the equivocation density for this

distribution is less than or equal to the secrecy capacity with

equality at the mass points; satisfying the optimality conditions

in (16)-(17). Since the distribution satisfying these optimality

conditions should be unique, the aforementioned distribution is

optimal for the prespecified channel; implying that the support

set SF∗

T1,T2

is finite.

IV. PROOF OF THEOREM 2

The boundary of the rate-equivocation region can be char-

acterized by solving the following optimization problem

max
FT1,T2

∈Ω

(µ + 1)I(T1, T2;Y ) − I(T1, T2;Z) (24)

for all µ ≥ 0. Since the objective function gµ(FT1,T2
) in

(24) is strictly concave, and the feasible set Ω is convex

and sequentially compact with respect to the Levy metric, the

optimization problem in (24) has a unique maximizer, which

we denote as F ∗
T1,T2

.

Using similar arguments to those in [10], the necessary and

sufficient conditions for the optimal input distribution of the

optimization problem in (24) can be obtained as follows: For

all t1 ∈ [−√
e1,

√
e1], t2 ∈ [−√

e2,
√

e2]:

µiY (t1, t2;F
∗
T1,T2

) + re(t1, t2;F
∗
T1,T2

)

≤ (µ + 1)IY (F ∗
T1,T2

) − IZ(F ∗
T1,T2

) (25)

with equality for (t1, t2) ∈ SF∗

T1,T2

, where IY (F ∗
T1,T2

) and

IZ(F ∗
T1,T2

) are I(T1, T2;Y ) and I(T1, T2;Z) evaluated at

F ∗
T1,T2

, respectively.

Now, we show that the support set of the optimal input dis-

tribution F ∗
T1,T2

should have zero Lebesgue measure. Similar

to the proof of Corollary 1, here also, we prove the desired

result by contradiction using the optimality condition in (25).

Assume that SF∗

T1,T2

includes an open set in R
2. Under this

assumption, equality in (25), analyticity of iY (t1, t2;F
∗
T1,T2

)
and re(t1, t2;F

∗
T1,T2

) over all C
2 and identity theorem imply

µiY (t1, t2;F
∗
T1,T2

) + re(t1, t2;F
∗
T1,T2

)

= (µ + 1)IY (F ∗
T1,T2

) − IZ(F ∗
T1,T2

), ∀t1, t2 ∈ R (26)

Next, we show that (26) results in a contradiction. We again

set t1 = t2 = t and rearrange (26) to get:
∫

R

φB(y − t)v̂(y)dy = 0 (27)

where v̂(y) and ĉ are given by

v̂(y) = ĉ + (µ + 1) log
(

pY (y;F ∗
T1,T2

)
)

−
∫

R

φD(τ) log
(

pZ(y − τ ;F ∗
T1,T2

)
)

dτ (28)

ĉ = µ(IY (F ∗
T1,T2

) +
1

2
log
(

2πeσ2

B

)

)

+ (IY (F ∗
T1,T2

) − IZ(F ∗
T1,T2

) − 1

2
log

(

σ2

E

σ2

B

)

) (29)

By using similar arguments to those in the proof of Corollary

1, one can show that |v̂(y)| ≤ ay2 + b for some a, b > 0. By

[14, Corollary 9], this implies that if (27) holds, we should

have v̂(y) = 0,∀y ∈ R. Next, we show that v̂(y) = 0,∀y ∈ R

cannot be true. Using Lemma 1 and the fact that IY (F ∗
T1,T2

)−
IZ(F ∗

T1,T2
) − 1

2
log
(

σ2

E

σ2

B

)

< 0 in (28) due to [18], we get

v̂(y) − µ
(

q + log
(

pY (y;F ∗
T1,T2

)
) )

< 0, ∀y ≥ y′ (30)

where q , IY (F ∗
T1,T2

) + 1

2
log
(

2πeσ2

B

)

. Hence, if v̂(y) =
0,∀y ∈ R holds, due to (30), we have

q + log
(

pY (y;F ∗
T1,T2

)
)

> 0, ∀y ≥ y′ (31)

which implies

pY (y;F ∗
T1,T2

) ≥ e−q, ∀y ≥ y′ (32)

However, since pY (y;F ∗
T1,T2

) is a density function, it has to

vanish as y → ∞, and (32) cannot hold. This is a contradiction

and hence the support set of the optimal input distribution

cannot include an open set, completing the proof.

V. NUMERICAL RESULTS

In this section, we provide numerical illustrations for the

secrecy capacity and the rate-equivocation region of the Gaus-

sian wiretap channel with a batteryless energy harvesting

transmitter. We consider a binary on-off energy arrival process

at the transmitter with e1 > 0, e2 = 0, and probabilities

pon, 1−pon, respectively. For this specific case, optimal input

distribution can be shown to have finite support set [18], since

the problem is one dimensional in this case.

We first examine the secrecy capacity. In Fig. 3, we set

pon = 0.6 and plot the secrecy capacity with respect to

the non-zero energy arrival e1. We also plot the secrecy

capacity when energy state information (ESI) is available at the

transmitter, legitimate user and the eavesdropper. The secrecy
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capacity in this case is equal to the average of amplitude

constrained secrecy capacity [16] over the energy arrivals:

pon

(

max
|X|≤√

e1

I(X;Y ) − I(X;Z)

)

(33)

Moreover, we plot the secrecy capacity of the Gaussian wiretap

channel with an energy harvesting transmitter with infinite

battery, which is the secrecy capacity of the Gaussian wiretap

channel with average power constraint pone1 [4]:

1

2
log

(

1 + pone1

σ2

B

1 + pone1

σ2

E

)

(34)

We observe that the secrecy capacity with an infinite capacity

battery is significantly higher than the secrecy capacities in

the other cases.

Next, we find the capacity-equivocation region with causal

energy state information at only the transmitter2. In Fig. 4,

we plot the entire capacity-equivocation region of the wiretap

channel when σ2

B = 1, σ2

E = 2 for two different values of e1.

When e1 = 1.44, both the secrecy capacity and the capacity

can be attained simultaneously. In particular, for e1 = 1.44,

the binary input distribution located at ±√
e1 achieves both

the capacity and the secrecy capacity. On the other hand,

when e1 = 2.89, the secrecy capacity and the capacity cannot

be achieved simultaneously. In particular, for e1 = 2.89,

the binary input distribution located at ±√
e1 achieves the

capacity, while a ternary distribution located at ±√
e1 and 0

with probability masses 0.357 at ±√
e1 and 0.286 at 0 achieves

the secrecy capacity, i.e., the optimal input distributions for the

secrecy capacity and the capacity are different and therefore,

there is tradeoff between the rate and the equivocation.

VI. CONCLUSION

We study the Gaussian wiretap channel with a batteryless

energy harvesting transmitter. We first obtain a single-letter

description of the capacity-equivocation region. Next, we show

2We obtain the corresponding optimal distributions by numerical verifica-
tions of the necessary and sufficient optimality conditions in (25).
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Fig. 4. The rate-equivocation regions for σ
2

B
= 1 and σ

2

E
= 2 under on-off

energy arrivals with pon = 0.6 and e1 = 2.89 and e1 = 1.44.

that the optimal distributions attaining the boundary of the

capacity-equivocation region are discrete with support set of

Lebesgue measure zero.
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