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Abstract—We investigate the effects of user cooperation on the US?,%((Rday)
secrecy of broadcast channels by considering a cooperative relay 12
broadcast channel. We show that user cooperation can increase ~.
the achievable secrecy region. We propose an achievable scheme
that combines Marton’s coding scheme for broadcast channels A

“A

and Cover and El Gamal's compress-and-forward scheme for Xy - =Y,
relay channels. We derive outer bounds for the rate-equivocation Transmitter User 2
region using auxiliary random variables for single-letterization.
Finally, we cor)slder a Gaussian chan.nel f'ind show that both users Fig. 1. The cooperative relay broadcast channel.
can have positive secrecy rates, which is not possible for scalar
Gaussian broadcast channels without cooperation.

|. INTRODUCTION communication have been studied more recently. In [14], a

MAC is considered where both users over-hear a noisy version

Bt the signal transmitted by the other user, and transmit in

cooperation by allowing users to exploit the over-heard "uch a way to increase their achievable rates. In [15], [16]
formation to increase achievable rates. However, the sa 9] cooperation is done on the receiver side, where in’a BC’

open nature of wireless communications make_:s I v_ulnera fie or both of the receivers transmit cooperative signals to
to security attacks such as eavesdropping and jamming. In rove the achievable rates of both users

paper, we investigate the interaction of these two phenomenaOur goal is to study the effects cooperation on the secrecy
namely cooperation and secrecy. In particular, we investigat]e . L -y
the effects of Cooperation on Secrec of multiple userswhere secrecy refers to individual confiden
Th vesdr pin ttack w firy.t wdied from an inf tiality of each user. One of the simplest models to study this
i € i‘z es fopp .gta fac' ag st studie 1 0 ha h0|Fiteraction is the cooperative relay broadcast channel (CRBC),
mation Ieoretic point of View by Wy_ner in [1], where Svhere there is a single transmitter and two receivers, and each
established the secrecy capacity forsiagle-user degraded

X ' . receiver would like to keep its message secret from the other
wire-tap channel. Later, Csiszar and Korner [2] studied th P g

| i v d dsihg! d : ueser; see Fig. 1. In this model, in order to incorporate the
general, not necessarily degra gIe-USETreavesarobPiNg a5 of cooperation, there is a single-sided cooperation link
channel, and found the secrecy capacity. More recemtliti-

from the first user to the second user. We note that if we

userversions of the secrecy problem have been considered eMmove the cooperation link, our model reduces to the BC with

various channel models. References 3], [4], [5], [6] ConSId%ronfidential messages in [7], [8], and if we set the rate of the

multiple access channels .(MAC).’ where in [3], [4] the CAVeHLSt user to zero, our model reduces to the relay channel with
dropper is an external entity, while in [5], [6] the users in th

MAC act q h other. Ref - fidential messages in [9], [10], and if we both set the rate of
act as eavesaroppers on €ach other. Relerences [ ]’t first user to zero and remove the cooperation link between
consider broadcast channels (BC) where both receivers w.

. . . . users, our model reduces to the single-user eavesdropper
to have secure communication with the transmitter; in here &annel in [1], [2]. Our model is the simplest model (except
well, each receiver of the BC is an eavesdropper for the ot 1 Al : : -

: ) rhaps for the “dual” model of cooperating transmitters in a
user. References [9], [10], [11], [12] consider secrecy in relg P P g

. . AC with per-user secrecy constraints [18]) that allows us to
channels, where in [9], [10], the relay is the eavesdropptaudy the effects of cooperation (or lack there of) of the first

Wr:"e n [.11|]’ [12] tr:jgre IS an exttlelrnal eavesdropper. . user (the transmitting end of the cooperative link) on its own
N a wire'ess mecditim, since all USers receive a version gzuivocation rate as well as on the equivocation rate of the
all signals transmitted, they can cooperate to improve th%'{her user (receiving end of the cooperative link).

communication rates. The simplest example of a cooperative - . .
. ! Our motivation to study this problem can be best explained
system is the relay channel [13] where the relay helps increase

- : .~ 71n a Gaussian example. Imagine a two-user Gaussian BC.
the communication rate of a single-user channel using

: . : ) . This BC is degraded in one direction, hence both users
over-heard information. Multi-user versions of cooperative . .
cannot have positive secrecy rates simultaneously [1], [7],
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the directions and provide positive secrecy rates to both useré\ (2% 27%2 n) code for this channel consists of

simultaneously. We wish to achieve the same effect withtao message sets ap/; = {L...,Z”Rl} and W, =
single transmitter antenna, by introducing cooperation from,...,2”R2}, an encoder at the transmitter with map-
one user to the other. Imagine now a Gaussian CRBC [1§lng W; x W, — X', a set of relay functions at
[16] as in Fig. 1, where user 1 acts as a relay for user 2ser 1, z2; = fi(v11,-..,%1,4-1) for 1 < i < mn,

message, i.e., that there is a cooperative link from userto decoders, one at each user with the mappings:

to user 2. Let us assume that in the underlying BC, userdd* — W,; and ¢go : Y3 — W,. The probability of

has a better channel. Without the cooperative link, useregror is defined asP; = max {P?,, P,} where P}'; =

cannot have secure communication with the transmitter. We (g, (Y") # W1), PP’y = Pr(g2(Y3') # Wa). The secrecy

show that user 1 can transmit cooperative signals and imprafethe users are measured by the normalized entropy of their

the secrecy rate of user 2, while not compromising its owmessages conditioned on the other user’'s channel observation,

secret communication. Our main idea is that user 1 can usél (W;|Y3") and 2 H(W,|Y7") which hereafter will be called

a compress-and-forward (CAF) based relaying scheme for tihe equivocation rates.

message of user 2, and increase user 2's rate to a level which i rate tuple(R, Rz, R. 1, R 2) is said to be achievable if

not decodable at user 1 [18]. This improves user 2's secretlyere exists 2" 22 p) code withlim,, .. P? =0 and

Now, let us assume that in the underlying BC, user 1 has 1

the worse channel. Without cooperation, user 1 cannot hayen —H(Wi[Yy") = Rey,  lim —H(W2[Y(") = Re

secure commgmcgﬂon W|th the trapsmnter. We shgw that user . AN ACHIEVABLE SCHEME

1 can transmit a jamming signal in the cooperative channel ) ) _ )
We now provide an achievable scheme which combines

first to guarantee a positive secrecy rate for itself assumirl\llga : )
it has enough power. This essentially brings the system rton's coding scheme for BCs [19] and Cover and El
al's CAF scheme for relay channels [13]. The scheme

the setting described in the previous case, and now user 1

send a cooperative signal to user 2 to help it achieve a positRi&Sented here extends the one in [20] to include the equivo-
secrecy rate as well. cation rates. In this scheme, user 1 sends a quantized version

In this paper, we propose an achievable scheme that caits observation to user 2, which uses this information to
bines Marton's coding scheme for BCs [19] and Cover a code its own message. The corresponding achievable rate-

El Gamal's CAF scheme for relay channels [13]. A similafduivocation region is given by the following theorem.
achievable scheme has appeared in [20]; here we extent;h“E g
. orem 1 The rate tuples R, Rs, R, 1, R. 2) satisfyin
to include the secrecy rates of the users. Then, we develop a Ples iy, By, Re.1, Re.2) fying
single-letter outer bound on the rate-equivocation region; weR1 < I(V1;Y1]X>2)
accomplish singe-letterization by using tools proposed in [2], r, < I(Vz;yz,yﬂXQ)
namely by determining suitable auxiliary random variables. . . N _
Besides this outer bound, for the second user, that is beingR1 + Ry <I(Vi; 11| Xo) +I(V2’}/2’Y1|X2) —1(V1;1a)
helped, we develop another single-letter outer bound whichRe,1 < I(V1;Y1]|X2) — I(V1;Ys, Y1[Va, Xo) — I(Vi; Va)
depgnds only on thg channel inputs and outputs. Res < I(Va; Yo, V1| Xa) — I(Va; Y1 |Vi, Xo) — I(V4; Va)
Finally, we consider a Gaussian CRBC and show that <R R..<R 1)
both users can have positive secrecy rates through user co-¢! = "> 72 =712
operation. To obtain positive secrecy rates for both usegsg achievable for any distribution of the form
we provide different assignments for the auxiliary rando
variables appearing in the achievable rates. These auxili _ _
random variable assignments have dirty paper coding (DPg)bject to the constraint

?&)1,vz)p(xg)p(x1|v1,vg)p(:l)1|x27y1,v1)p(y1,y2|x17x2) (2

interpretations [21]. In addition, we combine jamming and I(Y1;Y1|Xo, Vi) < I(Y1, Xo: Ya) ©)
relaying to provide secrecy for both users when the relaying N
user is weak. Remark 1 We note that both the form of the probability

distribution in (2) and the constraint in (3) in Theorem 1 are

somewhat different than the classical CAF scheme in [13].
The CRBC can be viewed as a relay channel where tige condition the distribution of; on V; to prevent the

transmitter sends messages both to the relay node and dbmpressed version df; to leak any information on user

destination. Therefore, one of the users, user 1 in our case]i® message. The constraint in (3) also reflects this concern.

a CRBC both decodes its own message and also helps the other

user. A CRBC consists of two message setse W,,w, € Remark 2 If we disable the assistance of user 1 to user 2

Ws, two input alphabets, one at the transmittere X; and by settingX, = Y; = ¢, the channel model reduces to the

one at user k, € X5, and two output alphabets € V,,y, € Standard BC, and the equivocation rates become

V., where the_ former is for user 1 and the latter is_for user 2 REC < I(Vi:Y3) — I(Vi: Ya|Va) — I(Vi; V&)

The channel is assumed to be memoryless and its transition i

probability distribution isp(y1, yo|x1, z2). Ry < 1(Vo;Ya) = I(Ve; Va|[Vi) = I(Vi;V2)  (4)

Il. THE CHANNEL MODEL AND DEFINITIONS



which were derived for standard BCs in [8]. is in the Markov chain over which the union is taken. The
Markov chain in (10) contains the one in [8], which is
Remark 3 If we disable both cooperation between receivers
by settingX, = Y, = ¢, and also the confidential messages
sent to user 1 by setting; = ¢, the channel model reduceswhich means that our outer bound here evaluates to a larger
to the single-user eavesdropper channel, and the equivocatiegion than the one in [8]. This should be expected since
rate constraint for the second user becomes the achievable rate-equivocation region here in our CRBC
Res < I(Va: Ya) — I(Vis Vi) ®) contains the achievable region in the BC.

and the Markov chairl, — X; — (Y3,Ys) is required by Corollary 1 A simpler outer bound for the equivocation rate
the probability distribution in (2). This is exactly the secrecgf user 2 can be obtained by the union of the rates
capacity of the single-user eavesdropper channel given in [2].

pacity g pp g (2] Res < I(X1: Y| X, V1) (12)

U— (W, V) = X1 — (Y1,Y2) (11)

Remark 4 If we disable the confidential messages sent to user V. AN EXAMPLE: GAUSSIAN CHANNELS
1 by settingl, = ¢, the channel model reduces to a standard We now provide an example to show how the proposed

relay channt_al with secrecy constraints, and the e(wivocaﬁ(?:\'ghievable scheme can enlarge the secrecy region for a Gaus-
rate constraint for the second user becomes sian BC. The channel outputs of a Gaussian CRBCYare:

Rep < I(Va; Y2, V1| X3) — I(Va; 1| X2) 6) Xi+721,Ys =X+ Xy + Zy whereZ, ~ N(0, V1), Z ~
_ N(0,N;) and independentt {X?} < P,E{X3} < aP.
subject to R . We also assume tha¥, > Ny, i.e., user 1 has a stronger
I(Y1;Y1]X2) < I(Y1, X2;Y2) (7)  channel in the corresponding BC. Note that, in this case, if

user 1 does not help user 2, e.g., in the corresponding BC,
R. 2 = 0. We present two different achievable schemes for this
IV. AN OUTER BOUND channel where each one corresponds to a particular selection
We now provide an outer bound for the rate-equivocatio?f the u_qderlying ra_ndom var ‘_ab'?‘s in Theorem_l_ satisfying the
region. Our first outer bound in Theorem 2 uses auxiliar obability dlstr|but|on_ condition in (2). Proposition 1 assigns
random variables. Next, in Corollary 1 we provide a simplé dependent channellmplljt.s for each usef, whereas Prgp03|t|on
outer bound for user 2 using only the channel inputs a uses a DPC. For simplicity, we provide only the achievable

outputs, without employing any auxiliary random variables, €duivocation region in the following propositions.

which was found in [9] as an achievable secrecy rate.

IJf’roposition 1 The following equivocation rates are achiev-

Theorem 2 The rate-equivocation region of the CRBC lies i
d g able forva € [0,1] (@ =1 - a)

the union of the following rate tuples,

1 aP 1 aP
< I(Vy; Rei<zlog|l+ ———)—zlog|l4+—
Ry < I(Vi; V1| X) ,120g< +&P+Nl> 20g< +N2)
RQ S I(X27‘/27}/2)
Ros < log (1+aP L, 1
Ry < win {R%Y,RUZ, By | €258 aP+ N, Nt N,
1 aP
. U, U,
Re. < min {Re’;,Re;, Rg} 8) — 5 log (1 + N1> (13)
where where N, is subject to
R = I(Vi; V1| X2, U) — I(V1; Ya| X2, U) N > Ne(@P +Ny) + P(aaP + ) (14)
Ry = I(Va; Ya|Xa,U) — I(Va; 1| X2,U) — | a]? |
32112 — [(Vi; Yi| Xa, Va) — I(VA; Ya| Xo, Va) Proof: This achievable region can be obtained by se-

oo lecting Vi ~ N(0,aP),Va ~ N(0,aP), X1 = Vi + V4,

Rey = 1(Va; Ya| X2, Vi) — I(V2; Y1 X2, V1) 9 Xy ~N(©0,aP), Y1 =Y, —Vi+ Z, = Vo + Zy + Z, and
where the union is taken over all joint probability distributions?e ~ V' (0: Ne), whereVy, V5, X» and Z. are independentm
satisfying the following Markov chain Th|s achievable region can bg (_anlarged py |r_1troducmg cor-

relation betweerl/;, V5. Since a joint encoding is performed
U— (V,Va) = (X1,X2,Y1) = Y2 (10) at the transmitter, one of the users’ signals can be treated as a
non-causally known interference, and DPC [21] can be used.
Remark 5 The bounds on the equivocation rates in Thedn the following proposition, transmitter treats user 2’s signal
rem 2 and those in [8], where the outer bounds are faas a non-causally known interference.
the equivocation rates in a two-user BC, have the same
expressions. The only difference between the two outer bouRdsposition 2 The following equivocation rates are achiev-



able for anyy andva € [0, 1]
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where Fig. 2. Achievable equivocation region using Proposition 1.

n=(a+7@) PlaN; + (1 —v)*aP(a + @)]

0.35

— (P + No) [Ni(a+v%a) + aa(y — 1)*P] s
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> [(P+N2) ((1—’)/)2@P+N1)—(1—’}/)2072P2] 025F~ _ a=100] |
6 = a(a+ay*)P (17) T
(bits/channel use, S
Proof: The rates are obtained by applying DPC for user 1. osf el T
The channel input of the transmitter ¥, = U, + Uy where N
Uy ~ N(0,aP),Uy ~ N(0,aP). The other selections are oLy RN
Vo = Us, Vi = Uy +~Us, where for user 1, the signal of user 2 005l N
is treated as non-casually known interference at the transmitter. S
The compressed signal is =Y, — V1 + Z. = (1 - 7)Uz + % 005 01 o015 02 025 03 03 64\ 045
Z1+ Z. whereZ, ~ N (0, N.) is the compression noise. The R, ; (bitsichannel use)
channel input of user 1 is selected &s ~ A (0,aP). Here,
again,Uy,Us, Z. and X, are all independent. [ |

. . Fig. 3. Achievable equivocation region using Proposition 2.
Each rate region is evaluated fot = 8, Ny = 1, Ny = 2 9 a 9 g rrop

and corresponding plots are given in Figs. 2, 3. Note that since
N, > Ny, if there was no cooperation between the users, ussind a jamming signal to user 2. However, a more interesting
2 could not have a positive secrecy rate. We observe from thegestion is whether both users can achieve positive secrecy
figures that, thanks to the cooperation of the users, both ussifaultaneously. The following theorem provides an achievable
enjoy positive secrecy rates. Moreover, by comparing Fig.s¢heme, where user 1 performs a combination of jamming and
with Fig. 3, we observe that inducing correlation betweeelaying, to provide both users with positive secrecy rates.
V1, V4 improves the rates.
Theorem 3 The rate tupleS R, Rz, R 1, Re,2) satisfying

The proposed achievability scheme and its application to Lo < I3 }jl‘XZ’ U)
Gaussian example show us that user cooperation can enlarfle < 1(V2: Y1, Y2|U)
the secrecy region. However, this achievability scheme and thr, + R, < I(Vy; V1, Ya|U) + I(Vi; V1| X2, U) — I(Vi; Va)
Gaussian example provide us with only a limited picture of ) O )
what can be achieved. In particular, the proposed achievabilitgl%e’1 <I(%; ¥1|X2’ U) = 1(Vi; Y1, 15|U, Vo) = 1(V2; V2)
scheme is designed with the cooperating user (user 1) beirge,2 < 1(V2; Y1, Y2|U) — I(V2; Y1 | X2, U, V1) — 1(V1;V2)
the stronger of the two users in mind. Next, we want toR, ; < R;, R.2 < Rs (18)
explore what can be done when the cooperating user (user
1) is the weaker of the two users. In this case, without tfee
cooperative link, user 1 cannot have a positive secrecy rate. p(vy,vs)p(z1|vy, v2)p(w)p(91|u, vi, y1)p(wa|u) (19)
Therefore, the first question to ask is, whether user 1 can, . . :
have a positive secrecy rate by utilizing the cooperative Iinﬁybject to the following constraint
The answer is positive if user 1 uses the cooperative link to I(Yl;Y1|U, 1) < I(U, Yl;Y2) (20)

VI. JOINT JAMMING AND RELAYING

achievable for any distribution of the form



Remark 6 In Theorem 3,U denotes the actual help signal, 07

while X5, which is correlated with, may include an ad- S o
ditional jamming attack. The intuition behind this scheme is 08 N\ ~ —a=50 1
that, although user 2 should be able to decddgeit cannot N =100
decode the entir&,. Hence, since user 2 cannot decode and l 1
subtract X, from Y5, its channel becomes an attacked one, R, o4f \i\\\ ]
where decodindg’; may be impossible. Thus, here, user 1 first (itsichannel use NN

attacks user 2 to make its channel worse by associating 03f NN 1
with manyXss, and then helps it to improve its secrecy rate. ol . |
Remark 7 This scheme is reminiscent of “cooperative jam- 01l . ]
ming” [3] and “noise forwarding” [11]. However, in [3],

[11], there is an external eavesdropper, and the jamming % 02 o2  os o8 1 2 14
attack hurts both the eavesdropper and also the receiver, with R, 1 (bits/channel use)

the hope that it hurts the eavesdropper more, i.e., helps the
receiver. Moreover, jamming codewords should be decoded by

] ) TR Fig. 4. Achievable equivocation region using Proposition 3.
the receiver in [11], which is not the case here.
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