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Abstract— We study the two-user one-eavesdropper discrete
memoryless compound wiretap channel, where the transmitter
sends a common confidential message to both users, which needs
to be kept perfectly secret from the eavesdropper. We provide
a new achievable secrecy rate which is shown to be potentially
better than the best known lower bound for the secrecy capacity
of this compound wiretap channel. We next consider the two-
user one-eavesdropper Gaussian multiple-input multiple-output
(MIMO) compound wiretap channel. We obtain an achievable
secrecy rate for the Gaussian MIMO compound wiretap channel
by using dirty-paper coding (DPC) in the achievable scheme we
provided for the discrete memoryless case. We show that the
corresponding achievable secrecy rate achieves at least half of
the secrecy capacity of the two-user one-eavesdropper Gaussian
MIMO wiretap channel. We also obtain the secrecy capacity
of the two-user one-eavesdropper Gaussian MIMO compound
wiretap channel when the eavesdropper is degraded with respect
to one of the two users.

I. I NTRODUCTION

The compound wiretap channel consists of a user and an
eavesdropper, where there are a finite number of channel states
determining the channel transition probability distribution. The
channel state is assumed to be fixed during the entire trans-
mission and known at the receivers, but not at the transmitter.
The goal of the transmitter in the compound wiretap channel
is to ensure a perfect secrecy rate irrespective of the channel
state realization. In addition to this definition, the compound
wiretap channel admits another interpretation. Regardingeach
channel state as a user and eavesdropper pair, the compound
wiretap channel can be viewed as a wiretap channel with
a group of users and a group of eavesdroppers, where the
transmitter sends a common confidential message to the users
while keeping all eavesdroppers ignorant of this message. In
this paper, we adopt this interpretation.

The compound wiretap channel is first studied in [1], [2],
which consider the parallel wiretap channel with two sub-
channels where each sub-channel is wiretapped by a different
eavesdropper. Recent works on compound wiretap channels
are [3]–[11]. Reference [3] studies the fading wiretap channel
with many receivers, [4]–[6] consider the transmission of a
common confidential message to many legitimate receivers in
the presence of a single eavesdropper, [7] focuses on two-
user one-eavesdropper and one-user two-eavesdropper scenar-
ios. Reference [8] considers the general discrete memoryless
compound wiretap channel and provides inner and outer
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bounds for the secrecy capacity. In addition to these inner
and outer bounds, [8] also establishes the secrecy capacity
of the degraded compound wiretap channel as well as its
degraded Gaussian multiple-input multiple-output (MIMO)
instance. Another work on the compound wiretap channel
is [9] where the secrecy capacity of a class of non-degraded
Gaussian parallel compound wiretap channels is established,
and an upper bound for the secrecy capacity of the discrete
memoryless compound wiretap channel is proposed. Recently,
compound multi-receiver wiretap channels, where there are
two groups of users and a group of eavesdroppers, and each
group of users receives a confidential message, have been
studied in [10], [11].

Here, we first consider the two-user one-eavesdropper dis-
crete memoryless compound wiretap channel. Recently, [7]
proposed an achievable scheme for this compound wiretap
channel. The achievable scheme in [7] uses indirect decod-
ing [12] and Marton’s inner bound for discrete memoryless
broadcast channels [13]. In [7], it is shown that this achievable
scheme provides a strictly better achievable secrecy rate than
the one in [8], which corresponds to an extension of the
Csiszar-Korner achievable scheme in [14] to a compound
setting. To the best of our knowledge, the achievable scheme
in [7] constitutes the best known lower bound for the secrecy
capacity of the two-user one-eavesdropper discrete memo-
ryless compound wiretap channel. Here, we provide a new
achievable scheme which is potentially better than this best
known lower bound in [7]. In other words, the secrecy rate
our scheme can provide is always as large as the secrecy rate
that the achievable scheme in [7] can provide. Our achievable
scheme is similar to the achievable scheme in [7] in the sense
that it also uses indirect decoding [12] and Marton’s inner
bound [13]. However, our achievable scheme differs from the
one in [7] in the way we compute the equivocation rate. In
particular, at a certain step of the equivocation computation
in [7], joint conditional entropy of two random variables is
upper bounded by conditional individual entropies, and the
proof is concluded. Here, we compute the equivocation rate
without using this potentially loose outer bound, which is
also the reason why the achievable scheme in this paper is
potentially better than the achievable scheme in [7].

We next consider the two-user one-eavesdropper Gaussian
MIMO compound wiretap channel. We first propose an achiev-
able secrecy rate by using dirty-paper coding (DPC) [15] in the
achievable scheme we provided for the discrete memoryless
channel. We address the tightness of the resulting achievable



secrecy rate, and show that the achievable secrecy rate relying
on DPC can achieve at least half of the secrecy capacity. We
also consider a special class of two-user one-eavesdropper
Gaussian MIMO compound wiretap channels. In channels
belonging to this class, the eavesdropper is degraded with
respect to one of the two users. We obtain the secrecy capacity
of these channels as the minimum of the secrecy capacities
of the two underlying wiretap channels in the two-user one-
eavesdropper Gaussian MIMO compound wiretap channel.

II. CHANNEL MODEL AND DEFINITIONS

We study the two-user one-eavesdropper discrete memory-
less compound wiretap channel with a transition probability
p(y1, y2, z|x) wherex ∈ X is the channel input,yj ∈ Yj is
the jth user’s observation, andz ∈ Z is the eavesdropper’s
observation. We consider the scenario where the transmitter
sends a common confidential message to both users, which
needs to be kept perfectly secret from the eavesdropper.

An (n, 2nR) code for this channel consists of one message
set W = {1, . . . , 2nR}, one encoder at the transmitterfn :
W → Xn, and one decoder at each usergj,n : Yn

j →
W, j = 1, 2. The probability of error is defined asPe,n =
maxj=1,2 Pr [gj,n(fn(W )) 6= W ], where W is a uniformly
distributed random variable inW. We measure the secrecy of
the messageW by its equivocation rate at the eavesdropper
(1/n)H(W |Zn) [14], [16].

A perfect secrecy rateR is said to be achievable if there
exists an(n, 2nR) code which haslimn→∞ Pe,n = 0, and

lim
n→∞

1

n
I(W ;Zn) = 0 (1)

The secrecy capacityCS is defined to be the supremum of all
achievable perfect secrecy rates.

III. A N ACHIEVABLE SECRECYRATE

Here, we revisit the existing achievability results for two-
user one-eavesdropper discrete memoryless compound wire-
tap channels, and provide a potentially higher achievable
secrecy rate than the best known achievable secrecy rate given
in [7]. The first achievable scheme for discrete memoryless
compound wiretap channels is proposed in [8]. This achiev-
able scheme can be viewed as an extension of the Csiszar-
Korner achievable scheme for discrete memoryless wiretap
channels [14] to compound wiretap channels. The achievable
secrecy rate in [8] is stated in the following theorem.

Theorem 1 ([8], Theorem 1) The secrecy capacity of the
two-user one-eavesdropper discrete memoryless compound
wiretap channel is lower bounded as follows

CS ≥ max
U→X→(Y1,Y2,Z)

min
j=1,2

I(U ;Yj) − I(U ;Z) (2)

This inner bound is strictly improved in [7], where a new
achievable scheme is proposed by using indirect decoding [12]
and Marton’s achievable scheme for discrete memoryless
broadcast channels [13]. This achievable secrecy rate is stated
in the following theorem.

Theorem 2 ([7], Theorem 1) The secrecy capacity of the
two-user one-eavesdropper discrete memoryless compound
wiretap channel is lower bounded by the maximum ofR
satisfying

R ≤ I(V0, V1;Y1) − I(V0, V1;Z) (3)

R ≤ I(V0, V2;Y2) − I(V0, V2;Z) (4)

2R ≤ I(V0, V1;Y1) + I(V0, V2;Y2) − 2I(V0;Z)

− I(V1;V2|V0) (5)

for some (V0, V1, V2) such that (V0, V1, V2) → X →
(Y1, Y2, Z), and

I(V1, V2;Z|V0) + I(V1;V2|V0) ≤ I(V1;Z|V0) + I(V2;Z|V0)
(6)

We now show that the third bound in (5) is redundant. To see
this point, consider the sum of the first two bounds in (3)-(4)

I(V0, V1;Y1) − I(V0, V1;Z) + I(V0, V2;Y2)

− I(V0, V2;Z) (7)

= I(V0, V1;Y1) + I(V0, V2;Y2) − 2I(V0;Z) − I(V1;Z|V0)

− I(V2;Z|V0) (8)

≤ I(V0, V1;Y1) + I(V0, V2;Y2) − 2I(V0;Z)

− I(V1, V2;Z|V0) − I(V1;V2|V0) (9)

≤ I(V0, V1;Y1) + I(V0, V2;Y2) − 2I(V0;Z)

− I(V1;V2|V0) (10)

where (9) comes from the constraint in (6). Equation (10)
implies the redundancy of the third bound in (5). Thus,
Theorem 2 can be equivalently expressed as follows.

Theorem 3 ([7], Theorem 1) The secrecy capacity of the
two-user one-eavesdropper discrete memoryless compound
wiretap channel is lower bounded by the maximum ofR
satisfying

R ≤ I(V0, V1;Y1) − I(V0, V1;Z) (11)

R ≤ I(V0, V2;Y2) − I(V0, V2;Z) (12)

for some (V0, V1, V2) such that (V0, V1, V2) → X →
(Y1, Y2, Z), and

I(V1, V2;Z|V0) + I(V1;V2|V0) ≤ I(V1;Z|V0) + I(V2;Z|V0)
(13)

We now provide a new achievable secrecy rate for two-
user one-eavesdropper discrete memoryless compound wiretap
channels. This new achievable scheme is similar to the achiev-
able scheme given in Theorem 3 in terms of the techniques
used. In particular, this new achievable scheme also uses
indirect decoding [12] and Marton’s inner bound for discrete
memoryless broadcast channels [13]. The only new ingredient
in the achievable scheme we provide here as compared to the
achievable scheme in Theorem 3 is the way we compute the
equivocation rate. In particular, while computing the equivo-
cation rate in the proof of Theorem 3, one needs to show the



following

lim
n→∞

1

n
H(V n

1 , V n
2 |W,V n

0 , Zn) = 0 (14)

To this end, [7] first considers the following bound

1

n
H(V n

1 , V n
2 |W,V n

0 , Zn) ≤
1

n
H(V n

1 |W,V n
0 , Zn)

+
1

n
H(V n

2 |W,V n
0 , Zn) (15)

and shows that each term on the right hand side of (15)
vanishes asn → ∞. The upper bound in (15) might result in
potential suboptimality in the achievable secrecy rate given in
Theorem 3 as compared to the achievable secrecy rate that can
be obtained by directly showing (14) without any recourse to
the bound in (15). The corresponding new achievable secrecy
rate, obtained by showing (14) without using the bound in
(15), is given in the following theorem.

Theorem 4 The secrecy capacity of the two-user one-
eavesdropper discrete memoryless compound wiretap channel
is lower bounded by the maximum ofR satisfying

R ≤ I(V0, V1;Y1) − I(V0, V1;Z) (16)

R ≤ I(V0, V2;Y2) − I(V0, V2;Z) (17)

2R ≤ I(V0, V1;Y1) + I(V0, V2;Y2) − 2I(V0;Z)

− I(V1, V2;Z|V0) − I(V1;V2|V0) (18)

for some (V0, V1, V2) such that (V0, V1, V2) → X →
(Y1, Y2, Z).

The proof of this theorem is given in Appendix I. We note
that the achievable secrecy rate given in Theorem 4 has one
more rate constraint than the achievable secrecy rate given
in Theorem 3, while both achievable secrecy rates have two
rate constraints (16)-(17) in common. On the other hand, the
new achievable secrecy rate in Theorem 4 does not have
the constraint in (13) that Theorem 3 has. We next obtain
a potentially looser version of the achievable secrecy ratein
Theorem 4, which will be useful to compare the achievable
secrecy rates in Theorems 3 and 4. This potentially looser
version of the achievable secrecy rate given in Theorem 4 is
stated in the following corollary.

Corollary 1 The secrecy capacity of the two-user one-
eavesdropper compound wiretap channel is lower bounded as
follows

CS ≥ max
{

R12
S , R21

S

}

(19)

for some (V0, V1, V2) such that (V0, V1, V2) → X →
(Y1, Y2, Z), and R12

S , R21
S are given by

R12
S = min{I(V0, V1;Y1) − I(V0, V1;Z), I(V0, V2;Y2)−

I(V0;Z) − I(V2;Z, V1|V0)} (20)

R21
S = min{I(V0, V1;Y1) − I(V0;Z) − I(V1;Z, V2|V0),

I(V0, V2;Y2) − I(V0, V2;Z)} (21)

The proof of Corollary 1 is given in Appendix II. We now
compare the potentially looser version of Theorem 4 given

in Corollary 1 with Theorem 3 to show that the achievable
secrecy rate in Theorem 4 is potentially higher than the one
in Theorem 3. We note that the constraint in (13) implies

0 ≤ I(V1;Z|V0) + I(V2;Z|V0) − I(V1;V2|V0)

− I(V1, V2;Z|V0) (22)

= I(V2;Z|V0) − I(V1;V2|V0) − I(V2;Z|V0, V1) (23)

= I(V2;Z|V0) − I(V2;Z, V1|V0) (24)

= −I(V2;V1|V0, Z) (25)

which is equivalent to

I(V2;V1|V0, Z) = 0 (26)

Consider a random variable triple(V0, V1, V2) such that it
satisfies(V0, V1, V2) → X → (Y1, Y2, Z) and (13). Due to
(26), we have

R12
S = R21

S = min{I(V0, V1;Y1) − I(V0, V1;Z),

I(V0, V2;Y2) − I(V0, V2;Z)} (27)

which is the achievable secrecy rate in Theorem 3. Thus,
for any random variable triple(V0, V1, V2) satisfying (13),
both the new achievable secrecy rate in Corollary 1, hence
in Theorem 4, and the achievable secrecy rate in Theorem 3
are equal. However, since the new achievable secrecy rate in
Theorem 4 does not have the constraint, i.e., restriction, in
(13), it is potentially higher than the achievable secrecy rate
in Theorem 3.

IV. GAUSSIAN MIMO COMPOUND WIRETAP CHANNEL

We consider the two-user one-eavesdropper Gaussian
MIMO compound wiretap channel which is defined by

Y1 = X + N1 (28)

Y2 = X + N2 (29)

Z = X + NZ (30)

where the channel inputX, a t × 1 vector, is subject to a
covariance constraint as

E
[

XX
⊤

]

¹ S (31)

and S is a positive semi-definite matrix, i.e.,S º 0. The
noise covariance matrices of the Gaussian random vectors
N1,N2,NZ , t × 1 vectors, are denoted byΣ1,Σ2,ΣZ ,
respectively, where we assumeΣ1 ≻ 0,Σ2 ≻ 0,ΣZ ≻ 0. We
remark that the Gaussian MIMO compound wiretap channel
defined in (28)-(30) actually corresponds to a special case
of the more general form of the Gaussian MIMO compound
wiretap channel given by

Yj = HjX + Nj , j = 1, 2 (32)

Z = HZX + NZ (33)

However, using the rather straightforward analysis given in
Section 7.1 of [17], the results we obtain for the channel
model in (28)-(30) can be extended to the most general form of
the Gaussian MIMO compound wiretap channel in (32)-(33).



Thus, here, we restrict our attention to the channel model in
(28)-(30). Another remark about the channel model is the way
we impose the power constraint on the channel inputX. We
note that the covariance constraint in (31) subsumes the more
common total power constraintE

[

X
⊤
X

]

≤ P , in that both
inner and outer bounds proved for the covariance constraint
in (31) can be extended to the case where the channel input
X is subject to a total power constraint; see Lemma 1 and
Corollary 1 in [18]. Thus, without loss of generality, we
consider only the covariance constraint in (31).

We now present an achievable secrecy rate for the two-user
one-eavesdropper Gaussian MIMO compound wiretap channel
in (28)-(30) given in the following theorem.
Theorem 5 The secrecy capacity of the two-user one-
eavesdropper Gaussian MIMO compound wiretap channel
CS(S) is lower bounded by the maximum ofR satisfying

R = max
{

R12
S (K0,K1,K2), R

21
S (K0,K1,K2)

}

(34)

for some positive semi-definite matricesK0,K1,K2 such that
K0 + K1 + K2 ¹ S, and R12

S (K0,K1,K2) is given by

R12
S (K0,K1,K2) = min{R12

S1(K0,K1,K2),

R12
S2(K0,K1,K2)} (35)

whereR12
S1(K0,K1,K2), R

12
S2(K0,K1,K2) are

R12
S1(K0,K1,K2) =

1

2
log

|K0 + K1 + K2 + Σ1|

|K2 + Σ1|

−
1

2
log

|K0 + K1 + K2 + ΣZ |

|K2 + ΣZ |
(36)

R12
S2(K0,K1,K2) =

1

2
log

|K0 + K1 + K2 + Σ1|

|K1 + K2 + Σ2|

−
1

2
log

|K0 + K1 + K2 + ΣZ |

|K1 + K2 + ΣZ |

+
1

2
log

|K2 + Σ2|

|Σ2|
−

1

2
log

|K2 + ΣZ |

|ΣZ |
(37)

Moreover, R21
S (K0,K1,K2) can be obtained from

R12
S (K0,K1,K2) by swapping the indices1 and 2.

Theorem 5 can be obtained from Corollary 1 by choosing
(V0, V1, V2) to be jointly Gaussian with a specific correlation
structure.V0, to which the covariance matrixK0 is allotted,
can be viewed as the common part, and is decoded by both
users.V1 (resp.V2) can be thought of as a private message
that is directed to only the first (resp. second) user, the
second (resp. first) user does not bother to decode.V1, V2 are
encoded using DPC [15]. Thus, depending on the encoding
order used in DPC, we get a different achievable secrecy rate.
For example,R12

S (K0,K1,K2) comes from encodingV1 first,
then using DPC forV2. We next note the following special case
of Theorem 5.
Corollary 2 The secrecy capacity of the two-user one-
eavesdropper Gaussian MIMO compound wiretap channel
CS(S) is lower bounded by the maximum ofR satisfying

R = max
{

R12
S (K1,K2), R

21
S (K1,K2)

}

(38)

for some positive semi-definite matricesK1,K2 such that
K1 + K2 ¹ S, and R12

S (K1,K2) is given by

R12
S (K1,K2) = min{R12

S1(K1,K2), R
12
S2(K1,K2)} (39)

whereR12
S1(K1,K2), R

12
S2(K1,K2) are

R12
S1(K1,K2) =

1

2
log

|K1 + K2 + Σ1|

|K2 + Σ1|

−
1

2
log

|K1 + K2 + ΣZ |

|K2 + ΣZ |
(40)

R12
S2(K1,K2) =

1

2
log

|K2 + Σ2|

|Σ2|
−

1

2
log

|K2 + ΣZ |

|ΣZ |
(41)

Moreover,R21
S (K1,K2) can be obtained fromR12

S (K1,K2)
by swapping the indices1 and 2.

This corollary can be obtained by settingK0 = φ in The-
orem 5. We next assess the tightness of the inner bound in
Corollary 2. To this end, we introduce the following simple
outer bound on the secrecy capacity of the two-user one-
eavesdropper Gaussian MIMO compound wiretap channel.

Lemma 1 The secrecy capacity of the two-user one-
eavesdropper Gaussian MIMO compound wiretap channel is
upper bounded as follows

CS(S) ≤ min{CS1(S), CS2(S)} (42)

whereCSj(S), j = 1, 2, is given by

CSj(S) = max
0¹K¹S

1

2
log

|K + Σj |

|Σj |
−

1

2
log

|K + ΣZ |

|ΣZ |
(43)

We note thatCSj(S) is the secrecy capacity of the Gaus-
sian MIMO wiretap channel between thejth user and the
eavesdropper. If one wants to multicast a common confidential
message to both users, one cannot transmit at a higher rate
than the secrecy capacity of the wiretap channel between the
jth user and the eavesdropper forj = 1, 2. This observation
proves Lemma 1. We now provide the following theorem
which assesses the tightness of the achievable secrecy rate
in Corollary 2 in terms of the outer bound in Lemma 1.

Theorem 6 The secrecy capacityCS(S) of the two-user one-
eavesdropper Gaussian MIMO compound wiretap channel
satisfies

1

2
min{CS1(S), CS2(S)} ≤ CS(S) ≤ min{CS1(S), CS2(S)}

(44)

The proof of this theorem is omitted due to space limitations
here. In the proof of this theorem, we use the achievable
secrecy rate in Corollary 2 and the channel enhancement tech-
nique [18]. Hence, Theorem 6 states that using Corollary 2,
one can get an achievable secrecy rateR such that

min{CS1(S), CS2(S)} ≤ 2R (45)

which, in turn, implies thatCS(S) ≤ 2R using Lemma 1.
Thus, the achievable secrecy rate given in Corollary 2 achieves



at least half of the secrecy capacity. We note that there are two
possible directions that might improve this result. The first
one is to consider the more general form of Corollary 2 given
in Theorem 5. This might lead to higher achievable secrecy
rates. The second possible improvement is to find better
outer bounds for the secrecy capacity of the Gaussian MIMO
compound wiretap channel. The outer bound in Lemma 1
seems to be loose. In general, we do not expect the secrecy
capacity of a Gaussian MIMO compound wiretap channel to
be the minimum of the secrecy capacities of the underlying
wiretap channels. However, still, there might be cases thatthe
outer bound in Lemma 1 is tight. To give an example, assume
that the eavesdropper is degraded with respect to the second
user, i.e., we haveX → Y2 → Z, which is equivalent to

Σ2 ¹ ΣZ (46)

The secrecy capacity of a Gaussian MIMO compound wiretap
channel satisfying (46) is given by the following theorem.

Theorem 7 The secrecy capacity region of the two-user one-
eavesdropper Gaussian MIMO compound wiretap channel
satisfying (46) is given by

CS(S) = min{CS1(S), CS2(S)} (47)

The proof of this theorem is also omitted due to space
limitations here. Theorem 7 states that if the eavesdropper
is degraded with respect to one of the two users, the secrecy
capacity of the two-user one-eavesdropper Gaussian MIMO
compound wiretap channel is equal to the minimum of the
secrecy capacities of the underlying two Gaussian MIMO
wiretap channels.

V. CONCLUSIONS

We study two-user one-eavesdropper compound wiretap
channels. We first propose an achievable secrecy rate for
the general two-user one-eavesdropper discrete memoryless
compound wiretap channel. We show that this new achievable
secrecy rate is potentially better than the best known lower
bound in [7]. We next consider the two-user one-eavesdropper
Gaussian MIMO compound wiretap channel. We propose
an achievable secrecy rate by using DPC in the achievable
scheme we provided for the discrete case. We show that the
resulting secrecy rate achieves at least half of the secrecy
capacity. Finally, we consider a special class of two-user one-
eavesdropper Gaussian MIMO compound wiretap channels,
where the eavesdropper is degraded with respect to one of the
two users. We obtain the secrecy capacity of these Gaussian
MIMO wiretap channels.

APPENDIX I
PROOF OFTHEOREM 4

We fix a random variable tuple(V0, V1, V2,X) such that

p(v0, v1, v2, x, y1, y2, z) = p(v0, v1, v2)p(x|v0, v1, v2)

p(y1, y2, z|x) (48)

Codebook generation:

• Generate 2n(R+R̃0) length-n v0 sequences through
p(v0) =

∏n

i=1 p(v0,i). Index them asv0(w, w̃0) where
W ∈ {1, . . . , 2nR}, andW̃0 ∈ {1, . . . , 2nR̃0}.

• For each v0 sequence andj ∈ {1, 2}, generate
2n(R̃j+Lj) length-n vj sequences throughp(vj |v0) =
∏n

i=1 p(vj,i|v0,i). Index them as vj(w, w̃0, w̃j , lj)

where W̃j ∈ {1, . . . , 2nR̃j}, Lj ∈ {1, . . . ,
2nLj}.

Encoding:

If W = w is to be transmitted, randomly pick(w̃0, w̃1, w̃2).
Then, find an(l1, l2) pair such that

(V n
0 (w, w̃0), V

n
1 (w, w̃0, w̃1, l1), V

n
2 (w, w̃0, w̃2, l2)) (49)

is jointly typical. Finally, generate the channel inputXn

through
∏n

i=1 p(xi|v1,i, v2,i).

Selection ofR̃0, R̃1, R̃2, L1, L2:

We select the rates̃R0, R̃1, R̃2, L2 as follows

R̃0 = I(V0;Z) − ǫ (50)

R̃1 + R̃2 = I(V1, V2;Z|V0) − 2ǫ (51)

L1 + L2 = I(V1;V2|V0) + ǫ (52)

R̃1 + L1 ≤ I(V1;Z, V2|V0) (53)

R̃2 + L2 ≤ I(V2;Z, V1|V0) (54)

Probability of error analysis:
• Since we haveL1 + L2 > I(V1;V2|V0), encoding, i.e.,

to find an (l1, l2) pair such that (49) is jointly typical,
can be accomplished with vanishingly small probability
of error.

• Thejth user decodesW through(V n
0 , V n

j ), which can be
accomplished with vanishingly small probability of error
if we have

R + R̃0 + R̃j + Lj < I(V0, Vj ;Yj), j = 1, 2 (55)

Equivocation computation:

We now show that this coding scheme satisfies the perfect
secrecy requirement in (1). To this end, consider the following

H(W |Zn) = H(W, W̃0, W̃1, W̃2|Z
n)

− H(W̃0, W̃1, W̃2|Z
n,W ) (56)

= H(W, W̃0, W̃1, W̃2) − I(W, W̃0, W̃1, W̃2;Z
n)

− H(W̃0, W̃1, W̃2|Z
n,W ) (57)

The first term in (57) is

H(W, W̃0, W̃1, W̃2) = n(R + R̃0 + R̃1 + R̃2) (58)

where we used the fact that(W, W̃0, W̃1, W̃2) are independent
and uniformly distributed random variables. The second term
in (57) is

I(W, W̃0, W̃1, W̃2;Z
n) ≤ I(V n

0 , V n
1 , V n

2 ;Zn) (59)

≤ nI(V0, V1, V2;Z) + nγ1n (60)



whereγ1n → 0 asn → ∞. Equation (59) is due to the Markov
chain(W, W̃0, W̃1, W̃2) → (V n

0 , V n
1 , V n

2 ) → Zn, and (60) can
be proved by following Lemma 8 [16]. We next consider the
third term in (57)

H(W̃0, W̃1, W̃2|Z
n,W )

= H(W̃0|Z
n,W ) + H(W̃1, W̃2|Z

n,W, W̃0) (61)

= H(W̃0|Z
n,W ) + H(W̃1, W̃2|Z

n,W, W̃0, V
n
0 ) (62)

Since R̃0 < I(V0;Z), given W = w, the eavesdropper can
decodeW̃0 throughV n

0 . Thus, for the first term in (62), we
have

H(W̃0|Z
n,W ) ≤ nγ2n (63)

due to Fano’s lemma, whereγ2n → 0 as n → ∞. Since
R̃1, R̃2, L1, L2 are selected to satisfy (see (51)-(54))

R̃1 + L1 ≤ I(V1;Z, V2|V0) (64)

R̃2 + L2 ≤ I(V2;Z, V1|V0) (65)

R̃1 + R̃2 + L1 + L2 ≤ I(V1, V2;Z|V0) + I(V1;V2|V0) (66)

the eavesdropper can decode(W̃1, W̃2) by looking for the
unique jointly typical tuple

(V n
0 (w0, w̃0), V

n
1 (w0, w̃0, w̃1, l1), V

n
2 (w0, w̃0, w̃2, l2), Z

n)
(67)

Thus, for the second term in (62), we have

H(W̃1, W̃2|Z
n,W, W̃0, V

n
0 ) ≤ nγ3n (68)

due to Fano’s lemma, whereγ3n → 0 asn → ∞. Using (58),
(60), (62)-(68) in (57), we get

H(W |Zn) ≥ nR + n(R̃0 + R̃1 + R̃2) − nI(V0, V1, V2;Z)

− n(γ1n + γ2n + γ3n) (69)

= nR − n3ǫ − n(γ1n + γ2n + γ3n) (70)

where (70) follows from (50)-(51). Hence, takingǫ → 0, and
n → ∞ yields

lim
n→∞

1

n
I(W ;Zn) = 0 (71)

which completes the equivocation computation.
Thus, we have shown that for a given(V0, V1, V2,X) such

that the Markov chain(V0, V1, V2) → X → (Y1, Y2, Z) holds,
the perfect secrecy rateR is achievable if the conditions
in (50)-(55) are satisfied for somẽR1, R̃2, L1, L2. Finally,
Fourier-Motzkin elimination can be used to remove the terms
R̃1, R̃2, L1, L2 from the inequalities in (50)-(55), which results
in the inequalities given in Theorem 4.

APPENDIX II
PROOF OFCOROLLARY 1

We first show the achivability ofR12
S for a given random

variable triple (V0, V1, V2) satisfying (V0, V1, V2) → X →
(Y1, Y2, Z). Let us definea, b as follows

a = I(V0, V1;Y1) − I(V0, V1;Z) (72)

b = I(V0, V2;Y2) − I(V0, V2;Z) (73)

Using (72)-(73) in (16)-(18), we have that

R = min

{

a, b,
a + b − I(V1;V2|V0, Z)

2

}

(74)

is an achievable secrecy rate. Since we have

R ≥ min {a, b − I(V1;V2|V0, Z)} (75)

and

b − I(V1;V2|V0, Z) = I(V0, V2;Z) − I(V0;Z)

− I(V2;Z, V1|V0) (76)

the achievability ofR12
S follows. Using the symmetry, the

achievability ofR21
S for the same given random variable triple

(V0, V1, V2) can be shown as well; completing the proof.
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