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Abstract |

We investigate the behavior of two users and one
jammer in an AWGN channel with and without fad-
ing when they participate in a zero-sum mutual infor-
mation game with the sum capacity as the objective
function. We assume that the jammer can eavesdrop
the channel and can use the information obtained to
perform correlated jamming.

I. Introduction

Correlated jamming, the situation where the jammer has
full or partial knowledge about the user signal has been stud-
ied in the information-theoretic context under various ass ump-
tions [1,2]. In [1] the best transmitter/jammer strategies are
found for an AWGN channel with one user and one jammer
who participate in a two person zero-sum game with the mu-
tual information as the objective function. The jammer is
power constrained and has full or partial knowledge of the
transmitted signal which may be obtained through eavesdrop -
ping. In [2], the problem is extended to a single user MIMO
fading channel with the assumption that the jammer has full
knowledge of the user signal.

We nd the optimum strategies towards achieving maxi-
mum sum-capacity in a system of two users and one jammer
who has full or partial knowledge of the user signals through
eavesdropping. We rst follow the approach of [1] and show
that in a non-fading channel, the power that the jammer al-
locates for jamming each user's signal is proportional to th at
user's power. Then we examine single user and multiuser fad-
ing channels and show that if the jammer is not aware of the
channel states, it would disregard its eavesdropping informa-
tion and only transmit white Gaussian noise, but if it knew th e
channel states, it would employ its eavesdropping informat ion
to optimally jam the users.

Il. System Model

We consider several di erent settings based on the channel
characteristics and the jammer's information. In the absen ce
of fading, the attenuations of the user channels are known
to everyone. Therefore, we can assume that the attenuations
are scalars, and the AWGN channel with two users and one
jammer is modeled as

ph_2X2+ P

P

Y = hi X1+ J +N (l)

where X; is the i™ user's signal, h; is the attenuation of the jth

user's channel,J is the jammer's signal, is the attenuation of

the jammer's channel and N is a zero-mean Gaussian random
Z . To model fading in the received

variable with variance { .
powers, we considerh; and as fading random variables, and
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to further model the phase of theﬂ;@nnel coe cients, we sub-
stitute the scalar attenuations hi and " —, with complex
fading random variables H; for the amplitude fading coe -

cient of the i™ user's channel, and for the amplitude fading

coe cient of the jammer's channel

Y = HiX1+ HoXo+ J+ N @
The user and jammer power constraints are
EXI] P (3)
E[X2] P2 4
ER% Py (5)

Regarding the knowledge of the jammer about the transmit-

ted signals, we analyze both cases of perfect information ard
imperfect information gained through eavesdropping. In th e
rst case, we assume that the jammer knows the signals of the
users perfectly, i.e., it knows X1 and X,. In the second case,
we assume an AWGN eavesdropping channel for the jammer

(6)

where Y. is the signal received at the jammer, g is the at-
tenuation of the i user's eavesdropping channel andNe is a
zero-mean Gaussian random variable with variance 2 which
models the AWGN in the eavesdropping channel. To model
fading in the received powers, we consider™ @ as real fad-
ing variables, and to model fading in the received amplitude s,
we substitute them with complex amplitude fading random
variables G;. Various assumptions are made on the amount of
information that the parties (users, jammer and receiver) h ave
about the channel fading realization of the eavesdropping and
communication channels which are stated at the beginning of
each subsection.

Ye = Parxy+ P@xa + Ne

[1l. Correlated Jamming in Non-fading
Multiuser AWGN Channel
In this section, we nd the best user/jammer strategies
when the channels are non-fading, both when the jammer
knows the exact user signals, and when it eavesdrops the uses’
channel to get the user signals.

LA Jamming with Complete Information

Here the system model is (1) where the attenuations are
constant scalars, and X1 and X, are known to the jammer.
The jammer and the two users are involved in a zero-sum
game with the input/output mutual information | (Y;X1;X2)
as the objective function. We investigate the existence and
uniqueness of a saddle point for this objective function. Us-
ing the method in [6] we show that the mutual information
is a convex function of the transition probabilities when th e
input distributions are xed, and a concave function of each
input distribution when the other input distribution and th e
transition probabilities are xed.



Theorem 1 Let (X1;X2;Y)  p(X1)p(x2)p(yjX1;X2). The
mutual information 1(X1;X2;Y) is a concave function of
p(x1) for xed p(x2) and p(yjxi;x2), a concave function of
p(x2) for xed p(x1) and p(yjx1;x2) and a convex function of
p(yjx1;x2) for xed p(x1) and p(x2).

Proof: Follows the proof of [6, Theorem 2.7.4]. 2

Due to the convexity/concavity of the mutual information,
it has a saddle point which is the solution of the game [7,
Theorem 16, p. 75], [8, Proposition 2.6.9]. We show that
Gaussian input distribution and linear jamming is a saddle
point of the input/output mutual information. Due to the
interchangeability property of saddle points [7, Theorem 8 , p.
48], if there is any other pair of strategies which is a saddle
point as well, it has to result in the same mutual information
value as the saddle point corresponding to Gaussian signalhg
and linear jamming [7, Theorem 7, p. 48].

First, assume that the jamming signal is a linear function
of the transmitted signals plus a Gaussian random variable

J= 1X1+ 2X2+ Ny 7

The power constraint on the jammer will force the following
condition

iPi+ 5P+ &, Py (8
The output of the channel will be
v = Phxa+ Poxo+ P e N ©)
:(ph_l"'p_1)X1+(ph_2+p_2)xz+p—NJ+N
(10)

From the users' perspective, the channel becomes an AWGN
multiple access channel, and therefore the best signalling
scheme for the users is Gaussian [6].

Next we should show that if the users perform Gaussian
signalling, the best jamming strategy is a linear function o fthe
user signals. We write the input/output mutual information
of the channel

I(Y;X1;X2) = h(X1;X2)

h(X1;X2jY) (11)

The jammer's strategy can only a ect the second term above

h(X1;X2jY)= h(X1 ai1Y; Xz aYjY) (12)
h(Xl alY; X azY) (13)
1 oo
Slog (€)% | (14)
where is the covariance matrix of (X1 ai1Y; X, aY)and

the inequalities hold for arbitrary a; and ax.

Now we show that linear jamming can achieve both in-
equalities with equality. Given that X; and X, are i.i.d
Gaussian, Y is jointly Gaussian with X; and X.. Choos-
ing a1 = E[X1Y]=E[Y?] and a; = E[X2Y]=E[Y?], makes
X1 aiY and X2 a2Y uncorrelated with Y, and both in-
equalities will hold with equality. Moreover, for these val ues
of a; and az, j j is only a function of E[X1Y] and E[X.Y],
and therefore, the linear jamming coe cients 1 and > can be
chosen so as to achieve any | value which is allowed under
the power constraints.

The next step is to nd the optimum values of 1 and ».
The sum capacity, which is the maximum | (X1;X2;Y) over

all input distributions, is
!
(ph_1+ P~ 1)%P1 +(ph_2+ P- 2)%P2

2 4 2

Csum = 1Iog 1+
2 N N

(15)
This is a monotone function of SNR, therefore the jammer will
minimize the SNR value. The jammer is better o using all
its available power. Therefore

Py = P+ 3P+ § (16)
We have the following minimization

(ph_1+ P— 1)2P1+(ph_2+ P- 2)%P;

min
fo1: 29 ﬁd + 3
2 2 2 _
s.t. 1Pi+ 5P+ §;, =Py (17)
The Karush-Kuhn-Tucker(KKT) necessary conditions are
p_P— p_
2 ( hy + 1)P1
7y 2 +2 P71 =0 (18)
D N o N
p_P— -
2 ( hy, + 2)P2
7 2 +2 ,P>,=0 (19)
P P p
( h1+p_1)2P1+( ho+ "7 2)%P; B
+ =0 (20)
C 7+ 07
J

where is the complementary slackness variable for ,%,J . The

above equations have the following solution

p— P, + ,%,

! ! (h1P1 + haPy) (21)
2

,= PhipPat w (22)

PN
2P =(h,P; + h,Py)

Therefore whenever these values of ;1 and , are feasible,
they characterize the best jammer strategy and the jammer
transmits as in (7). We observe that the amount of power
the jammer allocates for jamming each user, is proportional
to that user's e ective received power which is h;P; for the
rst user and h,P, for the second user. Ultimately, including
the limiting feasible values, the optimum jamming coe cien ts
are

Ps; hiPi+ h2P:
Pj <hiP1+ h2P;
(23)

3;5) if
1, 2) f

P; P, + ,%‘

-mn hiP1 + thz; P “(h1P1 + h2P2)

(24)

Figure 1 shows the jammer decision regions when = 1,
Pr =10, P,,= 5 ,Py = 5and § = 1. In region A,
(1, 2)=( -+2; -5"2) and the jammer only uses enough
power to zero out the trqélnsmitted signals. In region B,
oy P P :

(15 2)=( " hiy " h2) 535, and the jammer uses
all its power to cancel the transmitted signals as much as pos-
. . . _ . - P+ 3

sible. In region C, (117 2) = (" hi; " he) rrsiey
and the jammer uses part of its power to cancel the transmit-
ted signals, and the rest of its power to add white Gaussian
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Figure 1: Jamming decision regions when =1, P; =10,
P, =5, P; =5 and l%l =

noise to the transmitted signal. Therefore, for low channel co-
e cients where the e ective received powers of the users are
small, the optimum jamming strategy is to subtract the user
signals as much as possible, while in high channel coe cients,
it is not optimal for the jammer to correlate with the user
signals with all its power.

I11.B  Jamming with Eavesdropping Information
Now suppose that the jammer gains information only
through an AWGN eavesdropping channel

Yo=P (25)

Similar to the previous section, it is straightforward that if
the jammer is linear, the best signalling is Gaussian. How-
ever, when the users employ Gaussian signalling, due to the
dependence ofX 1 and X, through (25), linear jamming may
not achieve all j j values that are allowed under the power
constraint, and therefore, we cannot show that Gaussian sig-
nalling and linear jamming is a saddle point for this mutual
information game.

We now derive the jamming coe cient for a suboptimal lin-
ear jammer with eavesdropping information. For this jammer ,
the user signals will be Gaussian. Ignoring the attenuation of
the jamming channel, i.e., =1, the received signal and the
jamming signal are

3= Paxi+ PExo+ Noy+ Ny (26)
v =P Paxa+ (P P@)Xor Not Ny + N

GX1 + P X+ Ne

(27)
and the jammer's power constraint is
2iP1+ @P2+ [,)+ ﬁj P; (28)
The optimization problem is
o Chix Papeie(Pher Py,
ti %o 28t &, TR
st X@P1+ @P2+ {0+ &, =Ps (29)
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Figure 2: SNR as a functionhl whenh, = g; =
=1 and the powers areP; = P, = Py = 2 =1.

O =

The KKTs for this problem result in a third degree equation
of and can be solved using numerical optimization. Figure 2
shows SNR as a function of one of the channel coe cients hy,
when the other channel coe cients are h, = g1 = gp = =
1 and the powers areP; = P, = P; = 3 = 1. SNR is
compared in two scenarios, when the jammer eavesdrops, and
when it has full information about the user signals.

IV. Jamming in Fading AWGN Channel

We now investigate the optimum user/jammer strategies
when the channels are fading. This section is divided into
three parts corresponding to di erent assumptions: A) no
channel state information (CSI) at the transmitter, B) un-
correlated jamming with full CSI at the transmitter, and C)
correlated jamming with full CSI at the transmitter. In each
part, various assumptions are made on the availability of CS |
at the receiver and the jammer.

IV.A No CSI at the Transmitter

When the transmitters do not have the CSI, it is reason-
able to assume that the jammer does not have the CSI either.
In this case, the jammer's information about the transmitte d
signals will be irrelevant and therefore, it will not make an y
di erence whether it has perfect or noisy information about
the transmitted signals. To see this, assume rst that the us er
channels are fading and the jammer channel is non-fading with

= 1. The receiver is assumed to know the fading coe cients
but the users and the jammer only know the fading statistics.
The received signal is

Y =Hi X1+ HxX>+J+N (30)
Here, we assume that all the random variables are complex
valued and H; and H are circularly symmetric complex Gaus-
sian. Following [2] in nding the saddle point of the mutual



information game by conditioning on the fading coe cients,
I(Y;H1 H2; X1 X2)

= h(Xl;Xz)
= h(Xl;Xz)

h(X1;X2jY;H1;H2) (31)
h(X1  A1Y;Xz2 A2YjY;Hi;H2) (32)

where A1 and A; are functions of H; and H,. The jammer's
strategy can only a ect the second term above

h(X1 A1Y;X2 A2YjY;Hi;H»)
h(X1 A1Y;Xz AxYjHiHz)  (33)
Slog (2e)% | (34)
where s the covariance matrix of
(X1 A1Y;X2  AzYjHi;H2)
A1 and Az can be chosen to makeX: AiY and X2 A2Y

uncorrelated given H, and H,. For the last inequality to hold,
Y or equivalently J needs to be jointly Gaussian with X, and
X2 given H1 and H», however J, X1 and X, are independent
of H1 and H, and therefore, the rest will be identical to Section
IIlLA. The saddle point strategies will be Gaussian signall ing
and linear jamming. The jamming signal and the received
signal will be

J= 1 X1+ 2X2+ Ny (35)
Y =(Hi+ 1)Xi+(Hz2+ 2)Xz2+ Ny + N (36)
The last step is to nd the best ; and ». We need to re-

de ne the objective function of the jammer since the mutual
information is a function of the fading coe cients which the
jammer is not aware of. Given that the jammer knows the
statistics of the fading, its objective is to minimize the mu -
tual information, averaged over the fading random variable s,

" #
4 2P 4 M.+ o2
min }E log 1+ Hit 4 El JH22 2P
f o129 2 N + N
s.t. %Pl + %Pz + ﬁj =Py (37)

Distributions of H; and H, are centered around zero, there-
fore intuitively, shifting them will make their norm larger and
hence, we should set 1 = , = 0. This fact can also be easily
derived using [3, Theroem 1]. Therefore, the jammer disre-
gards its complete information, and we conclude that if the
jammer's information is noisy, it cannot do any better than
what it did when it had noiseless information, and therefore ,
it should disregard the incomplete information, whether th e
incompleteness is because of fading or AWGN or both in the
jammer's eavesdropping channel.

IV.B Uncorrelated Jamming with CSI at the
Transmitter

Capacity of fading channels with CSI both at the transmit-
ter and the receiver has been investigated in [4] and [5], and
optimum signalling and power allocation strategies have been
derived. We rst consider the single-user case and ignore the
jamming channel's fading

Y=HX +J+N (38)

If the CSl is available both at the transmitter and the receiv er,
the input/output mutual information will be

I(XGH Y H)Y = h(Y;H)  h(Y;HjX;H)
h(H)+ h(YjH) h(YjX;H)
h(H)+ 1 (X;YjH) (39)

For a given fading model, h(H) is constant, therefore we can
check the existence of a saddle point forl (X ;YjH) instead
of I (X;H ;Y;H). Conditioned on H, | (X;Y]jH) is a convex
function of f (yjx;h) for any xed conditional input distribu-
tion f (xjh), and a concave function of f (xjh) for any xed
conditional transition distribution f (yjx; h). We can say that
at each channel state, there is a saddle point which is to em-
ploy Gaussian signalling and linear jamming. This species
the solution to the mutual information sub-game under any
given channel state. Moreover, if a saddle point exists over all
possible power allocation strategies of the user and the jam
mer, under user and jammer power constraints, that saddle
point power allocation along with the signalling and jammin g
strategies specied as the solution of the sub-games corre-
sponding to each channel state, will give the overall solution.
We proceed with rst assuming that there is no CSI at the
jammer and then assuming that CSl is available at the jam-
mer.

If the jammer has no information about the fading channel
state, just like the non-fading channel with channel coe ci ents
unknown to the jammer studied before, the best strategy for
the jammer is to ignore its information about the user's sign al
and only transmit a white Gaussian noise. The received signal
at fading level h is

pP_—
Y= hX+N;+N

(40)
and the ergodic capacity is
1 hP (h)
C= SE log 1+7§+PJ (41)

where P (h) is the user power at fading level h which should
satisfy

E[P(h]=P (42)
The best user power allocation is water lling over the equiv -
alent parallel AWGN channels [4] with equivalent noise leve Is
@, ie.,
1 3+pP 7
= e

The corresponding two user system, where the jammer is
not aware of the user channel coe cients, is a straightforwa rd
extension of the results in [9] where only one user transmits
at a time. The jammer will again use all its power to add
Gaussian noise.

Next we assume that the uncorrelated jammer has full CSI.
The received signal in the single user system is the same as
(40). At each channel state, the jammer transmits white
Gaussian noise at the power level allocated to that state. The
ergodic capacity is

_1 hP (h)
C= EE log 1+W

where J(h) is the jammer power at fading level h. The power

allocations should satisfy
E[P()]=P
EQPMI= P,

P(h) = (43)

(44)

(45)
(46)



There will exist an optimal solution to this power allocatio n
game if this ergodic capacity has a saddle point in a power
allocation pair. We next show the convexity/concavity prop -
erties of the ergodic capacity.

Theorem 2 Let P(h) and J(h) be power allocation functions
satisfying corresponding power constraints. The set of suc
function pairs is a convex set and the ergodic capacity is a
concave function of P for xed J and a convex function of J
for xed P.

Proof: If two functions P, and P, both satisfy a power con-
straint, any convex combination of them will also satisfy th e
same power constraint and therefore the set of such functions
is convex.

Since every term of the ergodic capacity corresponding to a
channel state h is concave inP (h) for xed J(h) and convex in
J(h) for xed P (h), the ergodic capacity is a concave function
of P for xed J and a convex function of J for xed P. 2

Given the convexity/concavity properties of the ergodic ca -
pacity and using [7, Theorem 16, p. 75], [8, Proposition 2.6.9],
the set of saddle points is compact and nonempty and there-
fore the mutual information game has a solution. At the game
solution, the pair of strategies should satisfy the KKT's of the
two optimization problems corresponding to the user and the
jammer. The user maximizes (44) subject to (45), while the
jammer minimizes (44) subject to (46). Writing the KKTs for
each state-allocated user power, we get

h +
2+ J(h)+ hP(h)

(h)=0 (47)
where (h) is the complementary slackness variable for P (h).
Similarly, writing the KKTs for each state-allocated jamme r
power, we get

hP (h)

+ J(h))( 2 + J(h)+ hP(h)) + (hy=0

(48)

(R

where (h) is the complementary slackness variable for J (h).
The optimum strategies should solve (47) and (48) simulta-
neously. There are four possible cases at each fading level.
Case 1: P(h) > 0 and J(h) > 0, case 2: P(h) = 0 and
J(h) > 0, case 3: P(h) > 0 and J(h) = 0 and case 4:
P(h) =0and J(h) =0. If P(h) =0, (48) cannot be sat-
ised unless (h) > 0, therefore, case 2 never happens. In
case 1, both complementary slackness variables are zero, agh
(47) and (48) become
h
- 2+ J(h)+ hP(h) (49)
hP (h)

+I(N)( & + I(h)+ hP(h)

(50)

(&

which result in a linear relation between the user and jammer
allocated powers

2
_ _ntJ(h)
B P(h) 1)
and solving for the user's power
h
P(hy= —— 52
M= 2 (52)

which is a monotonically increasing function of the fading v ari-
able h. Therefore, at any fading level where the user and

12 T T
—— P(h)w/ jamming
P(h) w/o jamming

1o — —Jh g

power
(2]

15

Figure 3: P(h) and J(h) for E[P(h)] = 10, E[J(h)] =5
and 3 =1.

jammer powers are nonzero, the jammer's power is a linear
function of the user's, and they both allocate more power to
better channel states. Case 1 is valid as long as (51) and
(52) result in positive J(h), which is for P(h) > 2 = or
h> 2=@ & ) Forh< Z=@ 2 ) J(h)=0which
results in cases 3 and 4 combined. In this case (47) will turn
to water lling. Therefore the power allocations are

8

< (it he A
P(y= ., | (53)
e TR
8 2
<0 it he< R
J(h) =, N (54)

h 2
(h+ —) N

Figure 3 showsP (h) and J(h) when E[P(h)] =10, E[J(h)] =
5and 4 = 1. Fading is assumed to be Rayleigh with pa-
rameter 1. Figure 4 is the same plot when E[P (h)] = 10,
E[J(h)] =1 and 2 = 1. We conclude that both the user
and the jammer keep quiet at very low fading levels. Then,
as the channel gets better, the user starts transmitting, wi th
more power allocated to better channels, and eventually at
even better channels, the jammer starts jamming, again with
more power allocated to better channels.

We now discuss the two user system where the jammer is
uncorrelated but it has access to CSI. This is a reasonable
situation since we can assume that the jammer eavesdrops
the downlink communication about the channel state to the
users. Following [9] in nding the conditions that the optim  um
strategies should satisfy, it is straightforward to see that the
strategies follow a pattern similar to Figure 5, that is, the users
do not transmit simultaneously, no party transmits at very
low fading levels, as the channels get better, the user with a
relatively better channel transmits, and eventually the ja mmer
starts transmitting at even better channels. The threshold
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Figure 4: P(h) and J(h) for E[P(h)] = 10, E[J(h)] =1
and 3 =1.

values ul, u2, vl and v2 are to be chosen to optimize the
strategies.

IV.C Correlated Jamming with CSI at the
Transmitter

As in the previous sections we start with a single user sys-
tem. When the jammer knows the channel state and the trans-
mitted signal, the received signal is

p_
Y = h +

(h;P(h);J(h)) X + Ny +N (55)

Given a pair of P(h) and J(h) power allocations, the ergodic

capacity is
2 0 b ) 13
1 A+ (hiP(h);3(h) P(h)
= 5€ dlogBn + 2+ 2. (P (m;I(h) x5
(56)

where the jamming coe cient,  (h;P (h);J(h)) and the jam-
mer's additive white noise, ,%,J (h; P (h);J(h)), together de-
scribe the optimum jamming strategy at each fading level h,
as a function of the fading level and the user and jammer state
allocated powers P (h) and J(h) as follows [1]

memam= By I e
where
s J(h) . I(h)+ g,)
R Y R =I5 8)
and

R, (NP (h);3(h) = J(h)  ( (h;P(h);3(h) P(h) (59)

User 2 and jammer
transmit
7 e 1
h2 [
User 2 : User 1 and jammer
transmits | transmit
I
I
u2-— - — 4 | I
;1 Userl :
| '
Noparty | transmits |
transmits | \
I
I
I
‘ Il
ul vl

h1

Figure 5: User/Jammer transmission regions in uncorre-
lated jamming with CSI.

and f,J is always nonnegative. The power constraints of the

user and the jammer are as in (45) and (46). Therefore, the
problem is reduced to nding the optimum user and jammer
power allocation strategies P(h) and J(h). As opposed to
the previous scenarios, since the ergodic capacity here dog
not have the covexity/concavity properties, the existence of
the saddle point, and nding the optimum user and jammer
power allocation strategies are open problems, both in this
single user system and in a multiuser setting.
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