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Abstract— We study the security of communication between a provides an achievable scheme when each user wishes to
single transmitter and multiple receivers in a broadcast channel receive an independent message. Secondly, [3] focuses on
in the presence of an eavesdropper. We consider several specia he degraded wiretap channel with two receivers and one

classes of channels. As the first model, we consider the degrade d h th . d ded d th
multi-receiver wiretap channel where the legitimate receivers eavesdropper, where there IS a degradedness order among the

exhibit a degradedness order while the eavesdropper is more receivers, and the eavesdropper is degraded with respect to
noisy with respect to all legitimate receivers. We establish the both users (see Figure 1 for a more general version of the

secrecy capacity region of this channel model. Secondly, weproblem that we study). For this setting, [3] finds the segcrec
consider the parallel multi-receiver wiretap channel with a less capacity region. This result is concurrently and indepetigle

noisiness order in each sub-channel, where this order is not btained in thi K ial C I 1
necessarily the same for all sub-channels. We establish theObtained in this work as a special case, see Lorollary L.

common message secrecy capacity and sum secrecy capacity of Another related work is [4] which considers secure broad-
this channel. Thirdly, we study a special class of degraded parallel casting toK users usingM sub-channels (see Figure 2) for
multi-receiver wiretap channels and provide a stronger result. In - two different scenarios: In the first scenario, the trantmit
particular, we study the case with two sub-channels two users \yants to convey only a common confidential message to all

and one eavesdropper, where there is a degradedness order in . - .
each sub-channel such that in the first (resp. second) sub-chael ~USE'S: and in the second scenario, the transmitter wanésntb s

the second (resp. first) receiver is degraded with respect to & ir_ldependent messages to all USErS. For pOth 5_09”3“031'{4] c
first (resp. second) receiver, while the eavesdropper is degrad siders a sub-class of parallel multi-receiver wiretap cieds)
with respect to both legitimate receivers in both sub-channels. where in any given sub-channel there is a degradation order
We determine the secrecy capacity region of this channel. such that each receiver's observation (except the bestisne)

l. INTRODUCTION a degraded version of some other receiver's observatiah, an

. . - . this degradation order is not necessarily the same for &l su
Information theoretic secrecy was initiated by Wyner in [1l,5nnels. For this sub-class of channels, [4] finds the cammo

Where_ he mt_roducv_ed the _eretap channel gnd established mgssage secrecy capacity and the sum secrecy capacityefor t
capacity-equivocation region of thiegraded wiretap channel. first and second scenarios, respectively

Later, his result was generalized to arbitramgt necessarily — ere, our approach would be two-fold: First, we will iden-
degraded, wiretap channels by Csiszar and Korner [2]. ONngy, more general channel models than considered in [3], [4]
basic ext_ensmn of the er_etap channel to Fhe multiuser-enyjp generalize the results in [3], [4] to those channel mmdel
ronment issecure broadcasting to many usersin the presence anq secondly, we will consider a somewhat more specialized
of an eavesdropper. In the most general form of this probleghannel model than in [4] and provide a more comprehensive
one transmitter wants to have confidential communicatidh Wi.o it More precisely, our contributions in this paper. are
an arbnrqry num.ber O.f users in a broadcast channel, whide t_h 1) We consider the degraded multi-receiver wiretap channel
communlc_ayon Is being eavesdropped bY an extgrnal entity. * it an arbitrary number of users and one eavesdropper,
Characterizing the secrecy capacity region of this channel where users are arranged according to a degradedness
model in its most general form is difficult, because the order, and each user has a less noisy channel with
version of this problem without any secrecy constraints, is respe,ct to the eavesdropper, see Figure 1. We find the
the broadcast channel with an arbitrary number of receivers secrecy capacity region whén each user r.eceives both
whose capacity region is open. Consequently, to have megre an independent message and a common message. Since
in understanding the limits of secure broadcasting, werteso degradedness implies less noisiness [2], this channel
to studyjng several special classe.s of channels, with arsimg model contains the sub-class of channel models where
generality. The approach of studying special channel siras in addition to the degradedness order users exhibit, the
was also followed in the existing literature on secure broad eavesdropper is degraded with respect to all users. Con-
casting [3], [4]. . . . . sequently, our result can be specialized to the degraded
_Reference .[.3] first cons_lders an arbitrary wiretap channel o, i receiver wiretap channel with an arbitrary number
with two legitimate receivers and one eavesdropper, and of users and a degraded eavesdropper, see Corollary 1.

This work was supported by NSF Grants CCF 04-47613, CCF @344 2) We then focus On_ a class_ of parallel mUIt"re_(_;eNer
CNS 07-16311 and CCF 07-29127. wiretap channels with an arbitrary number of legitimate
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receivers and an eavesdropper, see Figyre 2, where in 1st sub—channel Mth sub—channel
each sub-channel, for any given user, either the user’s
channel is less noisy with respect to the eavesdrop- Fig. 2. Parallel multi-receiver wiretap channel.

per's channel, or vice versa. We establish the common
message secrecy capacity of this channel, which is )
generalization of the corresponding capacity result fevesdropper, i.e., we have

[4] to a brqader class of chapnels. Secondly, we study IU:Yy) > (U 2) )
the scenario where each legitimate receiver wishes to

receive an independent message for another sub-clewsevery U such thatU — X — (Y%, Z). In fact, since a

agd each user has a less noisy channel with respect to the

of parallel multi-receiver wiretap channels. For channeliegradation order exists among the users, it is sufficient to
belonging to this sub-class, in each sub-channel, thesay that user 1 has a less noisy channel with respect to the

is a less noisiness order which is not necessarily tleavesdropper to guarantee that all users do. Hereafteralve ¢

same for all sub-channels. Consequently, this ordergls channethe degraded multi-receiver wiretap channel with

class of channels is a subset of the class for which v@emore noisy eavesdropper. We note that this channel model

establish the common message secrecy capacity. We fouthtains the degraded multi-receiver wiretap channel vtsic

the sum secrecy capacity for this class, which is agaitefined through the Markov chain

a generalization of the corresponding result in [4] to a

broader class of channels. X=2Yg—..oV1 =2 @)
3) We also investigate a class of parallel multi-receivedr

wiretap channels with two sub-channels, two users ar%1 ndition in (2).

one eavesdropper, see Figure 3. For the channels in t N (n, 270 9n 9nfiic) code for this channel con-

class, there is a specific degradation order in each sub- h ’ L _ R -

channel such that in the first (resp. second) sub—chansgﬁtS of K + 1 message set§V, = {1,...,2"%}, k =

' .., K, an encoderf : Wy x Wi... x Wg — X",

the s_econd (resp. first) user is degraded with respectlt;o' decoders, one at each legitimate receiver,: Yy —
the first (resp. second) user, while the eavesdropper « Wy, k = 1..... K. The probability of error is defined

degraded with respect to both users in both sub-channels’ o "
This is the model of [4] fork = 2 users andV/ = 2 as'’P' = maxp—1,...x Prgn(Yy") # (Wo, Wy)]. A rate tuple

: . Ro, R1,...,Rk) is said to be achievable if there exists a
sub-channels. For this class, we determine the entl(é de withlim,, ., P — 0 and

secrecy capacity region when each user receives bot

[ 1
an mdepende_:nt message and a common message._ln lim ZH(S(W)|Z") > Z Re, VS(W) (4
contrast, [4] gives the common message secrecy capacity n=con oSV

and sum secrecy capacity of this class.
where S(W) denotes any subset ofWW,, Wq,...,Wk}.

cause the Markov chain in (3) implies the less noisiness

Il. DEGRADED MULTI-RECEIVERWIRETAP CHANNELS Hence, we consider only perfect secrecy rates. The secrecy

We first consider the channel model given in Figure 1. Thi:sapacny region is defined as the closure of all achievalite ra

channel consists of a transmitter with an input alphabetX’, Uples, and is given by the following theorem.

K legitimate receivers with output alphabeis € Vi, k = ) ]
1,...,K, and an eavesdropper with output alphabet Z. Theorem 1 The secrecy capacity region of the degraded

The transmitter sends a confidential message to each uger, B4lti-receiver wiretap channel with a more noisy eavespeop

wi € W to thekth user, and a common confidential messad@ 9Vén by the union of the tuplegh,, ..., Rx) satisfying
to all users, both of which need to be kept secret from the ¢ ¢
eavesd_r(_)pper. The_(_:hannel is assumed to be memoryless with g, + ZRk < Z[(Uk; Yi|Up1) — I(Uy; Z),
a transition probabilityp(y1,ya, - .., Yk, z|T). 1 b1
Moreover, users exhibit a certain degradation order, i.e., t=1,.... K (5

their channel outputs satisfy the following Markov chain
where the maximization is ove]F[filp(ui|ui_1), andU, =



X_l’ p(yiilz1) ul p(y2ilyn) 1 p(z1ly1) i A. The Common Message Secrecy Capacity
We first consider the simplest possible scenario where the
transmitter sends a common confidential message to all.users
Xo Yoo Yio Zs The common message secrecy capacity for a special class of
] Ple2) Pyz2lya) Plalyra) == parallel multi-receiver wiretap channels was studied in [4

this class of parallel multi-receiver wiretap channels pfch
sub-channel exhibits a certain degradation order whiclois n
necessarily the same for all sub-channels, i.e., the faligw
Remark 1 Theorem 1 implies that a modified version ofMarkov chain is satisfied

superposition coding can achieve the boundary of the capac-

ity region. The difference between the superposition opdin X1 —= Yo = Yoo — - = Yo k1) 8)
scheme used to achieve (5) and the standard one [5] is that

the former uses stochastic encoding in each layer of thetcodd” the ith sub-channel, where, (1), Yoy (), - -, Yy (1c41)) IS
permutation of(Yyy,..., Yk, Z;). Hereafter, we call this

associate each message with many codewords. This codtroff ith allel dearaded multi . iretan channd
amount of redundancy prevents the eavesdropper from beﬁg‘nne € par degraded muli-receiver wiretap channel.
ough [4] established the common message secrecy capac-

able decode the message. ity for this class of channels, in fact, their result is valat
As stated earlier, the degraded multi-receiver wiretamehahe broader class in which we have one of the following two
nel with a more noisy eavesdropper contains the degradddrkov chains
multi-receiver wiretap channel which requires the eawgsdr
per to be degraded with respect to all users as stated (3%, Thu
we can specialize our result in Theorem 1 to the degradgg”d for every X; and for any (k,l) pair wherek ¢
multi-receiver wiretap channel as given below. (1,...,K}, 1 € {1,...,M}. Thus, i’t is sufficient to have
degradedness order between each user and the eavesdropper
any sub-channel instead of the long Markov chain between
users and the eavesdropper as in (8).
’ Here, we focus on a broader class of channels where in
¢ ¢ each sub-channel, for any given user, either the user'snghan
Ro+» Rp <Y I(UksYilUx-1,7Z), £=1,....,K (6) is less noisy than the eavesdropper's channel, or vice versa
k=1

Fig. 3. Parallel degraded multi-receiver wiretap channel.

Xi—Yuy— 2, o Xj—Z—Yy ()]

Corollary 1 The secrecy capacity region of the degradea
multi-receiver wiretap channel is given by the union of thgll
tuples(Ry, Ry, ..., Rx) satisfying

k=1 More formally, we have either
where the maximization is ovelf[filp(uﬂui,l), andUy = ) )
(ba UK — X. I(U7 Ykl) > I(U7 Zl) (10)
We acknowledge an independent and concurrent work -
garding the degraded multi-receiver wiretap channel. Ref- I(U;Yw) < I(U; 2) (11)
erence [3] considers the two-user case and establishes the
secrecy capacity region as well. forall U — X; — (Y, Z) and any(k,l) pair wherek €

{1,...,K}, 1 € {1,..., M}. Hereafter, we call this channel
] ) _ ) ~ the parallel multi-receiver wiretap channel with a more noisy
Here, we investigate the parallel multi-receiver wiretagayesdropper. Since the Markov chain in (8) implies either
channel where the transmitter communicates \iitlegitimate (10) or (11), the parallel multi-receiver wiretap channéhva
receivers using\/ |ndependept sub-channels in the Presengfore noisy eavesdropper contains the parallel degradetit mul
of an eavesdropper, see Figure 2. The channel transitieiver wiretap channel studied in [4].
probability of a parallel multi-receiver wiretap channsl i A (2"E n) code for this channel consists of a message set,
M Mo\ _ Wo = {1,...,2"%} an encoderf : Wy — AT x ... x X,
my st m/7ZTYL = -:Cm/ = - . .
b <{y1 K b= 14 }m,1) K decoders, one at each legitimate receiyget Vi1 X ... x
M Vim — Wo, k=1,..., K. The probability of error is defined
li[lp(ym, s YKmy Zmlem) (1) g P" = maxp—1, g Pr |Wio # Wo| whereW,, is the k-
h is th e hemth sub-ch I th user’s decoder output. The secrecy of the common message
where,, € Xy, is the input in themth sub-channelyin € s measured through the equivocation rate which is defined
Vim (resp.zm € Z,) is the output in thekth user's (resp. .o LH(W,|Z7,...,27,). A common message Secrecy rate,

eavesdropperfsa h sub_-chan_nel. . is said to be achievable if there exists a code such that
In this section, we investigate special classes of parallel no_
i, ., P’ =0, and

multi-receiver wiretap channels, and our emphasis will be o
the common message secrecy capacity and the sum secrecy lim lH(W \Zn Zn) > R (12)
capacity of these special classes. n—co n 01 M) =

Il1. PARALLEL MULTI-RECEIVERWIRETAP CHANNELS



The common message secrecy capacity is the supremunstoidied in Section 1lI-A but also a subset of parallel multi-
all achievable secrecy rates, and is given by the followingceiver wiretap channels with a less noisiness order ih eac

theorem. sub-channel studied in this section.
A (2nFa  onBx p)  code for this  channel
Theorem 2 The common message secrecy capadity, of consists of K message sets\W, = {1,...,2"F},
the parallel multi-receiver wiretap channel with a moresyoi k¥ = 1,...,K, an encoder,f : W; x ... X Wg —
eavesdropper is given by AT x ... x &Yy, K decoders, one at each legitimate receiver
M gk Vi1 X . X Vet — Wi,k =1,..., K. The probability
Cy = max kfninKZ [1(Xy;Yi) — ](XZ;ZZ)]Jr (13) of error is defined asP} = maxy—;, . g Pr [Wk # Wk}
1 = where W}, is the kth user’s decoder output. The secrecy is
where the maximization is quf[ll‘ilp(xl)_ measured through the equivocation rate which is defined as

LHWy, ..., Wk|Z},...,Z},). A sum secrecy rateR,,
Remark 2 Theorem 2 implies that we should not use the suls said to be achievable if there exists a code such that
channels in which there is no user that has a less noisy charlfi@n— 2" =0, and
than the eavesdropper. Moreover, Theorem 2 shows that the C1 n n
use of independent inputs in each sub-channel is suffictent t Jim EH(Wl’ o WklZYs.. Zy) 2 R (16)

achieve the capacity. The sum secrecy capacity is the supremum of all achievable

As stated earlier, the parallel multi-receiver wiretaprofeel  SUM Secrecy rates, and is given by the following theorem.
with a more noisy eavesdropper contains the parallel degradl_

multi-receiver wiretap channel studied in [4]. Hence, we ca heorem 3 The sum secrecy capacity of the parallel multi-

specialize Theorem 2 to recover the common message Sec‘rs%ylver wiretap channel with a less noisiness order in each

capacity of the parallel degraded multi-receiver wiretapre channel is given by
nel established in [4]. This is stated in the following ctao. M

max Y [I(Xi; Vo) — 1(Xi; 2)] " 17)
Corollary 2 The common message secrecy capacity of the =1
parallel degraded multi-receiver wiretap channel is gisgn \yhere the maximization is ovelF[fle(xl) and p(1) is the

M index of the strongest user in tlih sub-channel such that
Cp = max min I(X;; Y2 14
0 k:l,...,K; (X4 Vil Z1) (14 I(U;Y) < I(U; Y,a0y) (18)
where the maximization is ovg™ , p(.). 1“{0; all [((J} — X; — (Yi,....Yk,Z;) and anyk €

B. The Sum Secrecy Capacity

We now consider the scenario where the transmitter sends%?‘[na,rk 3 Theorem.3 |mpl|es that the sum secrecy capacity
independent confidential message to each legitimate rpeil> achieved by sending information only to the strongest use
and focus on the sum secrecy capacity. We consider a clasdlofach sub-channel. As in Theorem 2, here also, the use of
parallel multi-receiver wiretap channels where the legitie 'MdePendentinputs for each sub-channel is capacity-acige
receivers and the eavesdropper exhibit a certain lessnessi  As mentioned earlier, since the class of parallel multi-
order in each sub-channel. These less noisiness ordersregeejver wiretap channels with a less noisiness order ih eac
necessarily the same for all sub-channels. Thus, the évetg|p-channel contains the class of parallel degraded multi-
channel is not less noisy. In thith sub-channel, for al/’ —  recejver wiretap channels studied in [4], Theorem 3 can be
Xy = (Yu,..., Yk, Z;), we have specialized to give the sum secrecy capacity of the lattesscl

I(U; Y1) > IU; Yay2)) > - > I(U; Yay41) - (15) of channels as well, which was originally obtained in [4].

where (Y, (1), Yr2),--+» Yo, (k+1)) IS @ permutation of Corollary 3 The sum secrecy capacity of the parallel de-
(Y, ..., Yk, Z1). We call this class of channetbe parallel  graded multi-receiver wiretap channel is given by
multi-receiver wiretap channel with a less noisiness order in M

each sub-channel. We note that this class of channels is a maXZI(Xz;Yp(l)lez) (19)

subset of the parallel multi-receiver wiretap channel wath
more noisy eavesdropper studied in Section IlI-A, becatise o S o )
the additional ordering imposed between users’ sub—chzanné_“’here the maximization is _OVeﬂz:1 p(zi) and p(l) is the
We also note that the class of parallel degraded multi-vecei INdex of the strongest user in tiith sub-channel such that
wiretap channels with a degradedness order in each sub- X — Yyuy — Yi (20)
channel studied in [4] is not only a subset of parallel multi-

receiver wiretap channels with a more noisy eavesdropg€f all input distributions onX; and anyk € {1,..., K}.

=1



IV. PARALLEL DEGRADED MULTI-RECEIVERWIRETAP p(u1, 1, uz, x2) = p(ur, x1)p(use, x2), this would not enlarge
CHANNELS the region given in Theorem 4, because all rate expressons i

We consider a special class of parallel degraded muifiheorem 4 depend on eithgfu,,z1) or p(us, z2) but not on
receiver wiretap channels with two sub-channels, two usdR€ joint distributionp(us, uz, z1, z2).
and one eavesdropper. We consider the scenario where eﬁch

user receives both an independent message and a commgrrpark 5 The capacity achieving scheme uses either super-

message, which need be kept secret from the eavesdropp&?smon coding in both sub-channels or superposition regdi

. . : : in_one of the sub-channels, and a dedicated transmission in
For the special class of channels in consideration, theretrllse other one. We again note that this suberposition codin
a specific degradation order in each sub-channel. Pantigula ) 9 perp 9

we have the following Markov chain is different from the standard one [5] in the sense that

it associates each message with many codewords by using
X =Y > Yy — 7y (21) stochastic encoding at each layer of the code due to secrecy

in the first sub-channel, and the following Markov chain concemns.

Xy — Yoy — Yio — Zo (22) Remark 6_If we ignore the eavesdropper by setting =
_ . Zy = ¢, this channel model reduces to the broadcast channel
in the second sub-channel. Consequently, although in efiﬁ?ht was studied in [6], [7]. We recover the capacity regién o

sub-channel, one user is degraded with respect to the Otf}ff underlying broadcast channel [7] by settiig= Z = ¢
one, this does not hold for the overall channel, and the dverg Theorem 4.

channel is not degraded for any user. The corresponding

transition probability of the channel is Remark 7 If we disable one of the sub-channels by setting

Y1 = Yy, = Zy = ¢, the channel model of interest in this
p(y”|x1)p(y21‘y”)p(zl‘ym)p(y”'@)p(y”|y22)p(z2|y122)3 section reduces to the degraded multi-receiver wiretaprila

(23) The corresponding secrecy capacity region is the unionef th

A (n,2nflo onBi onflay - code  for this  channel tuples(Ry, R, Ry) satisfying

consists of three message set3)y;, = 1,..., )

2nfiy = 0,1,2, one encoderf : Wojx Wy X ;{/Vz — Ro + By < (U3 12| 22) (31)

X7 x Xy, two decoders one at each legitimate receiver [0 + Ri + Ro < I(Xo;Ya2|Us, Z) + 1(Us; V12| Z2)  (32)

gj + Vi x Vi — Wo x W;, j = 1,2. The probability of error where the union is over alp(us,z»). This region can be

is defined asP}’ = max;j—; 2 Pr [gj(Yj’{,Yj’é) # (Wo,W;)]. obtained through either Corollary 1 or Theorem 4 implying

A rate tuple (Ro, R1, R2) is said to be achievable if therethe consistency of the results.

exists a code such théin,, .., P}* =0 and

) V. CONCLUSIONS
lim —H(S(W)|Z1,Z3) > Z R;, VSW) (24) In this paper, we studied secure broadcasting to many users
noeen ieS(W) in the presence of an eavesdropper. We took the approach

where S(W) denotes any subset Wy, W1, Wa}. The se- of considering special classes of channels. In particular,

crecy capacity region is the closure of all achievable wreconsmered degraded multi-receiver wiretap channelsllgar

rate tuples, and is given in the following theorem. multi-receiver wi.retap phanqels with a more noisy ga}vqsdro
per, parallel multi-receiver wiretap channels with lessimess

Theorem 4 The secrecy capacity region of the parallel derrderings in each sub-channel, and parallel degraded -multi

graded multi-receiver wiretap channel defined by (23) is tf8Ceiver wiretap channels. For each of these channels, we

union of the rate tuple$Ro, Ry, R) satisfying obtained either partial characterization of the secrepacity
region or the entire region.

Ry < I(Ur;Y11|Z1) + I(Uz; Y12|Z2)  (25)
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