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Abstract— We study the problem of secure lossy source
coding with side information. In all works on this problem,
either the equivocation of the source at the eavesdropper or
the equivocation of the legitimate user’s reconstruction of the
source at the eavesdropper is used as the measure of secrecy.
In this work, we propose a new secrecy measure, namely,
the relative equivocation of the source at the eavesdropper
with respect to the legitimate user. We argue that this new
secrecy measure is the one that corresponds to the natural
generalization of the equivocation in a wiretap channel to the
context of secure lossy source coding, and discuss its advantages
over the other two secrecy measures. Once we adopt the
relative equivocation as the measure of secrecy, we provide
a single-letter description of the rate, relative equivocation and
distortion region. We specialize this single-letter description
to the degraded and reversely degraded cases. Moreover, we
investigate the relationships between the optimal scheme that
attains this region and the Wyner-Ziv scheme.

I. I NTRODUCTION

Secure source coding problem has been studied for both
lossless and lossy reconstruction cases in [1]–[16]. Secure
lossless source coding problem is studied in [1]–[7]. These
works, despite the differences in their models, share a
common framework, in which the legitimate user wants to
reconstruct the source in a lossless fashion by using the
information it gets from the transmitter in conjunction with
its own side information, while the eavesdropper is kept
ignorant of the source as much as possible. Securelossy
source coding problem is studied in [8]–[16]. In these works,
unlike the ones focusing on secure lossless source coding,
the legitimate receiver wants to reconstruct the source in a
lossy fashion, to within a distortion level.

Here, similar to [13]–[16], we also study the problem
of secure lossy source coding with side information. In
this problem, the transmitter wants to describe the source
to the legitimate user within a distortion level, where the
legitimate user has a side information. Meanwhile, this
communication between the transmitter and the legitimate
user needs to be kept secret from the eavesdropper, who
also has a side information, to the extent possible. In [13]–
[16], the security of this communication is measured by the
equivocation of the source at the eavesdropper. Indeed, this
measure of secrecy corresponds to a direct generalization of
the one used for the wiretap channel in [17], [18], where
secrecy is measured by the equivocation of the message
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at the eavesdropper. However, in a wiretap channel, the
equivocation of the message at the eavesdropper measures
not only the confusion of the eavesdropper about the message
but also therelative confusion of the eavesdropper about
the message with respect to the legitimate user. This comes
from the fact that the legitimate user is able to decode the
message, and hence the equivocation of the message at the
legitimate user is asymptotically zero, making the relative
equivocation and the equivocation asymptotically the same.
On the other hand, in the context of securelossy source
coding, there is no such asymptotical equivalence between
the equivocation of the source at the eavesdropper and the
relative equivocation of the source at the eavesdropper with
respect to the legitimate user. The lack of an asymptotical
equivalence comes from the fact that the legitimate user
does not reconstruct the source in a lossless fashion, but
within a distortion, and hence, the legitimate user has an
equivocation about the source sequence as well. Based on
this observation, we argue that, indeed, the use of relative
equivocation of the source as the secrecy measure provides
the natural generalization of the equivocation in a wiretap
channel to a securelossy source coding context.

Before adopting the relative equivocation as the secrecy
measure, we next discuss another possible secrecy measure
which is the equivocation of the legitimate user’s reconstruc-
tion of the source at the eavesdropper [19]. We argue that
although the equivocation of the reconstructed source is use-
ful to measure the confusion of the eavesdropper about the
legitimate user’s reconstruction, from a secrecy point of view,
it provides inconsistent results. This inconsistency results
from the fact that although the correlation between the side
information of the legitimate user and the eavesdropper does
not affect the quality of the legitimate user’s reconstruction
or the quality of the eavesdropper’s reconstruction, it affects
the equivocation of the legitimate user’s reconstruction of the
source at the eavesdropper. Hence, for two models differing
only in the correlation between the side information of the
legitimate user and the eavesdropper, the qualities of the
legitimate user’s and the eavesdropper’s reconstructionsin
both models would be the same. Hence, the capability of
the legitimate user and the capability of the eavesdropper
to reproduce the source will be the same in both cases.
Consequently, both models should have the sameamount of
secrecy. However, the equivocations of the legitimate user’s
reconstructions of the source at the eavesdropper in these
two models might be different since they depend on the



correlation between the side information of the legitimate
user and the eavesdropper. Thus, the equivocation of the
legitimate user’s reconstruction at the eavesdropper is an
inconsistent measure of secrecy.

Once we adopt the relative equivocation as the secrecy
measure, we obtain the single-letter description of the rate,
relative equivocation and distortion region for the secure
lossy source coding problem. To this end, we show that
the coding scheme proposed in [14], where the same prob-
lem is studied when the equivocation of the source at the
eavesdropper is used as the secrecy measure, attains the
rate, relative equivocation and distortion region. This result
implies that the coding scheme in [14] maximizes not only
the equivocation of the source at the eavesdropper but also
the relative equivocation of the source.

Next, we specialize the single-letter description we obtain
to the degraded and reversely degraded cases. Although the
single-letter description of the rate, relative equivocation and
distortion region involves two auxiliary random variables,
when it is specialized to either degraded or reversely de-
graded cases, a single auxiliary random variable is sufficient
for the single-letter description. The latter fact impliesthat
Wyner-Ziv scheme [20] is optimal for both degraded and
reversely degraded cases, though it might not be optimal for
the general case. In the final part of the paper, we address this
issue, and provide a model for which two auxiliary random
variables are needed; implying that Wyner-Ziv scheme is not
optimal in general.

II. T HE SECRECYMEASURE

Let {(Xi, Yi, Zi)}
n
i=1 denote i.i.d. tuples drawn from a dis-

tribution p(x, y, z). The transmitter, legitimate user and the
eavesdropper observeXn ∈ Xn, Y n ∈ Yn, and Zn ∈ Zn,
respectively. The transmitter wants to convey information
to the legitimate user in a way that the legitimate user
can reconstruct the sourceXn within a certain distortion
while keeping the source from the eavesdropper as secret
as possible (see Figure 1). We note that if there was no
eavesdropper, this setting would reduce to the Wyner-Ziv
problem [20].

The distortion of the reconstructed sequence at the legit-
imate user is measured by the functiondn(Xn, X̂n) where
X̂n ∈ X̂n denotes the legitimate user’s reconstruction of the
sourceXn. We consider functionsdn(Xn, X̂n) that have the
following form

dn(Xn, X̂n) =
1

n

n
∑

i=1

d(Xi, X̂i) (1)

whered(a, b) is a non-negative finite-valued function.
In the previous works [13]–[16] on secure lossy source

coding with side information, the objective was to maximize
the uncertainty of the eavesdropper about the sourceXn,
and consequently, the equivocation of the source at the
eavesdropper was chosen as the measure of secrecy:

1

n
H(Xn|M,Zn) (2)
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Fig. 1. Secure lossy source coding with side information.

where M ∈ M, which is a function of the sourceXn,
denotes the signal sent by the transmitter. In this paper, we
propose to userelative equivocation of the source at the
eavesdropper with respect to the legitimate user

1

n

[

H(Xn|M,Zn) − H(Xn|M,Y n)
]

(3)

To measure secrecy by using the equivocation of the
source at the eavesdropper given by (2) is indeed inspired
by the secure transmission of uniformly distributed messages
over a wiretap channel (see Figure 2), where secrecy is mea-
sured by the equivocation of the message at the eavesdropper

1

n
H(W |Zn) (4)

We note that in the wiretap channel, the legitimate user
correctly decodes the messageW , and hence due to Fano’s
lemma, we havelimn→∞(1/n)H(W |Y n) = 0. Thus, the
equivocation of the message at the eavesdropper for the
wiretap channel given by (4) is equivalent to

1

n
[H(W |Zn) − H(W |Y n)] (5)

asn → ∞. In other words, asn → ∞, the equivocation of
the message at the eavesdropper given by (4) is equivalent to
the relative equivocation of the message at the eavesdropper
with respect to the legitimate user given by (5).

In our case, since the legitimate user does not reconstruct
the source in a lossless manner, the legitimate user will
have some confusion about the source. In other words,
as long as the distortion between the source and its re-
construction at the legitimate user is non-zero, the legiti-
mate user will have a non-zero equivocation, i.e., we have
limn→∞(1/n)H(Xn|M,Y n) 6= 0. Hence, as opposed to the
wiretap channel, in our case, if we use the equivocation of
the source at the eavesdropper given by (2) as the secrecy
measure, we do not have an equivalence between (2) and the
relative equivocation of the source at the eavesdropper with
respect to the legitimate user given by (3). In other words,
although in the wiretap channel, the equivocation at the
eavesdropper tells us not only how much the eavesdropper is
confused about the message but also the relative confusion
of the eavesdropper with respect to the legitimate user, in
the secure lossy source coding problem, the equivocation at



W ∼ Unif{1, . . . , 2nR}
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Fig. 2. Wiretap channel.

the eavesdropper tells us just how much the eavesdropper is
confused about the source, but not the relative confusion of
the eavesdropper with respect to the legitimate user.

Moreover, although the equivocation of the source at
the eavesdropper given by (2) cannot indicate whether the
eavesdropper has a better reconstruction of the source or not,
for some models of source and side information, the relative
equivocation of the source at the eavesdropper with respect
to the legitimate user given by (3) would indicate whether
the eavesdropper has a better reconstruction of the source
than the legitimate user. The following example identifies
some models of source and side information where this claim
holds.

Example 1: In this example, we consider the degraded and
reversely degraded models. For the degraded model, we have
the following Markov chain

Xi → Yi → Zi, i = 1, . . . , n (6)

and for the reversely degraded model, we have the following
Markov chain

Xi → Zi → Yi, i = 1, . . . , n (7)

We assume that in both models, both the legitimate user
and the eavesdropper have the same reconstruction alpha-
bet X̂n and use the same distortion metricdn(xn, x̂n) =
(1/n)

∑n

i=1 d(xi, x̂i). We denote the minimum achievable
distortion by the legitimate user and the eavesdropper bydY

and dZ , respectively. We have the following order between
dY and dZ for the models under consideration in this
example.

Lemma 1: When both the legitimate user and the eaves-
dropper use the same reconstruction alphabet and the same
distortion metric, the following orders hold.

• If Xi → Yi → Zi, i = 1, . . . , n, we havedY ≤ dZ .
• If Xi → Zi → Yi, i = 1, . . . , n, we havedY ≥ dZ .
The proof of Lemma 1 as well as the proofs of upcoming

results are omitted due to space limitations here. Correspond-
ing proofs can be found in [21].

Now, we consider the degraded model. For the degraded
model, as Lemma 1 states, the minimum achievable dis-
tortion by the legitimate user is less than the minimum
achievable distortion by the eavesdropper, i.e.,dY ≤ dZ .
Consequently, we expect that the eavesdropper is more
confused about the source than the legitimate user, i.e.,
the relative equivocation of the source at the eavesdropper
with respect to the legitimate user is positive. Indeed, this

expectation is right as seen through

H(Xn|M,Zn) − H(Xn|M,Y n)

= H(Xn|M,Zn) − H(Xn|M,Y n, Zn) (8)

= I(Xn;Y n|M,Zn) (9)

≥ 0 (10)

where (8) is due to the Markov chainM → Xn → Y n →
Zn.

Similarly, for the reversely degraded model, as Lemma 1
states, the minimum achievable distortion by the eavesdrop-
per is less than the minimum achievable distortion by the le-
gitimate user, i.e.,dZ ≤ dY , and consequently, the legitimate
user is more confused about the source than the legitimate
user, i.e., the relative equivocation at the eavesdropper with
respect to the legitimate user is negative:

H(Xn|M,Zn) − H(Xn|M,Y n)

= H(Xn|M,Zn, Y n) − H(Xn|M,Y n) (11)

= −I(Xn;Zn|M,Y n) (12)

≤ 0 (13)

where (11) is due to the Markov chainM → Xn → Zn →
Y n.

We note that although this example shows thatfor some
models of source and side information, the relative equiv-
ocation of the source at the eavesdropper with respect
to the legitimate user given by (3) indicates whether the
eavesdropper will have a better reconstruction of the source
than the legitimate user, we do not expect it to hold for all
source and side information models. For example, if there
is a model with vector source and side information, and the
model is neither degraded nor reversely degraded, then using
the relative equivocation, we might not understand whether
the legitimate user or the eavesdropper is able to reconstruct
a specific component of the source in a better way. Indeed, to
understand the relative qualities of the reconstructions of the
source at the legitimate user and the eavesdropper, the most
appropriate secrecy metric to use is the minimum attainable
distortion of the eavesdropper’s reconstruction of the source.
However, this formulation does not seem to be tractable for
now, especially, if one considers the fact that even for the
degraded case, this problem is still open [11].

Before adopting the relative equivocation given by (3) as
the secrecy metric to formulate the problem of secure lossy
source coding with side information, we discuss another pos-
sible secrecy metric [19] which considers the equivocation
of the reconstructed sequence at the eavesdropper:

1

n
H(X̂n|M,Zn) (14)

Although this secrecy measure is useful in the sense that
it can tell us how much information the eavesdropper has
about the legitimate user’s reconstruction, and hence to
what extent, the eavesdropper can reproduce the legitimate
user’s reconstruction, this secrecy measure also has some
shortcomings. First, we note that although the equivocation



of the reconstructed source at the eavesdropper measures the
capability of the eavesdropper to reproduce the legitimate
user’s reconstruction, it does not measure the capability of
the eavesdropper to reproduce the source itself. Hence, the
use of the equivocation of the legitimate user’s reconstruction
as the measure of secrecy might be misleading, because the
equivocation of the reconstructed source might have a non-
zero value indicating that the eavesdropper cannot duplicate
the legitimate user’s reconstruction, while the eavesdropper
has a better reconstruction of the source than the legitimate
user. The following example demonstrates this observation.

Example 2: In this example, we consider the reversely
degraded model introduced in Example 1. In the reversely
degraded model, the eavesdropper has a better side infor-
mation than the legitimate user, and consequently, is less
confused than the legitimate user. Moreover, as Lemma 1
states, for the reversely degraded model, we havedZ ≤ dY ,
i.e., the eavesdropper has a better reconstruction of the source
than the legitimate user. On the other hand, due to the
non-negativity of the entropy, we haveH(X̂n|M,Zn) ≥
0 indicating that the eavesdropper might not be able to
reproduce the legitimate user’s reconstruction of the source.
This results from the fact that the reconstructed sequenceX̂n

depends onY n, where this dependence cannot be resolved
by conditioning onZn. Hence, the use of equivocation of
legitimate user’s reconstruction might be misleading.

Another point about the equivocation of the reconstructed
sequence at the eavesdropper given by (14) is that it de-
pends on the entire joint distribution of the sourceXn

and side informationY n and Zn, i.e., p(xn, yn, zn). It
is well-known that the minimum achievable distortions by
the legitimate user and the eavesdropper, i.e.,dY and dZ ,
depend only on the distributionsp(xn, yn) and p(xn, zn),
respectively, but not on the joint distributionp(xn, yn, zn).
Hence, by using the equivocation of the reconstructed se-
quence at the eavesdropper given by (14), we might get
different equivocations for models that have identical dis-
tortion pairs (dY , dZ). In particular, consider two models
with joint distributions p1(x

n, yn, zn) and p2(x
n, yn, zn),

for which although the joint distributionsp1(x
n, yn, zn)

andp2(x
n, yn, zn) are not identical, we havep1(x

n, yn) =
p2(x

n, yn) and p1(x
n, zn) = p2(x

n, zn). Let di
Y be the

minimum achievable distortion by the legitimate user in the
model described bypi(x

n, yn, zn), and similarly, letdi
Z be

the minimum achievable distortion by the eavesdropper in
the model described bypi(x

n, yn, zn). Due to the equalities
p1(x

n, yn) = p2(x
n, yn) and p1(x

n, zn) = p2(x
n, zn), we

haved1
Y = d2

Y andd1
Z = d2

Z . On the other hand, in general,
we haveH1(X̂

n|M,Zn) 6= H2(X̂
n|M,Zn)1 because the

equivocation of the reconstructed sequence at the eavesdrop-
per given by (14) depends on the joint distribution, and the
joint distributions for these models are not identical, i.e.,
p1(x

n, yn, zn) 6= p2(x
n, yn, zn). Hence, the equivocation

of the reconstructed sequence at the eavesdropper might

1Hi(X̂
n|M, Zn) denotes the conditional entropy term that is computed

according to the distributionpi(m, xn, yn, zn, x̂n).

be regarded as an inconsistent measure of secrecy because
although the relative qualities of the reconstructions of the
legitimate user and the eavesdropper do not change from
one model to the other, the equivocation of the reconstructed
sequence at the eavesdropper might change.

III. S INGLE-LETTER CHARACTERIZATION

Now, we formulate the secure lossy source coding prob-
lem when the relative equivocation of the source at the
eavesdropper with respect to the legitimate user given by
(3) is used as the merit of secrecy. An(n,R) code for
secure lossy source coding consists of an encoding function
fn : Xn → M = {1, . . . , 2nR} at the transmitter and a
decoding function at the legitimate usergn : M×Yn → X̂n.
A rate, relative equivocation and distortion tuple(R,∆,D)
is achievable if there exists an(n,R) code satisfying

lim
n→∞

1

n

[

H(Xn|M,Zn) − H(Xn|M,Y n)
]

≥ ∆ (15)

lim
n→∞

E[dn(Xn, X̂n)] ≤ D (16)

where M = fn(Xn) ∈ M. The set of all achievable
(R,∆,D) tuples is denoted byR∗. We obtain a single-letter
characterization of the regionR∗ as stated in the following
theorem.

Theorem 1: (R,∆,D) ∈ R∗ iff

R ≥ I(V ;X) − I(V ;Y ) (17)

∆ ≤ I(X;Y |U) − I(X;Z|U) (18)

D ≥ E[d(X, X̂(V, Y ))] (19)

for someU, V satisfying the following Markov chain

U → V → X → Y,Z (20)

and a functionX̂(V, Y ).
We show the achievability of the regionR∗ by using the

coding scheme proposed in [14], where the problem of secure
lossy source coding with side information was studied when
the secrecy of the source is measured by its equivocation at
the eavesdropper given in (2). We note that the two problems,
the one that we consider by using the relative equivocation of
the source at the eavesdropper with respect to the legitimate
user given by (3) as the secrecy measure and the other one
studied in [14] that uses the equivocation of the source at the
eavesdropper given by (2) as the secrecy measure, are not
identical, and hence, having the optimum coding scheme for
the latter problem does not imply that it will be an optimum
solution for our problem that uses the relative equivocation
given by (3) as the secrecy measure. Since here we show that
the coding scheme in [14] can also achieve the regionR∗,
our result implies that maximizing the equivocation at the
eavesdropper given by (2) is equivalent to maximizing the
difference between the equivocations of the legitimate user
and the eavesdropper given by (3).

The coding scheme achieving the regionR∗ is similar to
the Wyner-Ziv scheme [20] in the sense that both schemes,
by means of binning, make use of the side information at the
legitimate user to reduce the transmission rate. The difference



between these two schemes is that although the Wyner-Ziv
scheme uses a single-binning, the coding scheme achieving
the regionR∗ uses a double-binning, where the additional
binning is necessary due to the secrecy consideration in
our problem. In particular, in our problem, the transmitter
generates sequences(Un, V n) and bins both sequences. The
bin indices of these two sequences are delivered to the
legitimate user. Using these bin indices, the legitimate user
identifies the right(Un, V n) sequences, and reconstructsXn

within the required distortion. On the other hand, using the
bin indices of(Un, V n), the eavesdropper identifies only the
right Un sequence, and consequently,U does not contribute
to the equivocation, see (18)2.

IV. D EGRADED AND REVERSELY DEGRADED CASES

We now consider the degraded and reversely degraded
cases. In the degraded case, the source and side information
satisfy the Markov chain in (6) and in the reversely degraded
case, they satisfy the Markov chain in (7).

For the degraded case, Theorem 1 can be specialized into
the following form.

Corollary 1: In the degraded case,(R,∆,D) ∈ R∗ iff

R ≥ I(V ;X) − I(V ;Y ) (21)

∆ ≤ I(X;Y ) − I(X;Z) (22)

D ≥ E[d(X, X̂(V, Y ))] (23)

for someV satisfying the following Markov chainV →
X → Y → Z and a functionX̂(V, Y ).

This corollary can be obtained from Theorem 1 by noting
the fact thatI(X;Y |U)− I(X;Z|U) ≤ I(X;Y )− I(X;Z)
in view of the Markov chain in (6), where the equality can
be attained by settingU = φ. Corollary 1 implies that in
the degraded case, the relative equivocation is not affected
by the choice ofV , and hence, there is no tension between
the achievable rate and the achievable relative equivocation
originating from the choice ofV . This also implies that the
use of optimal compression rate for the given distortion level
is optimal. In other words, the use of Wyner-Ziv coding [20]
is optimal, and the regionR∗ for a fixed distortionD can
be expressed as the union of rate and relative equivocation
pairs (R,∆)

R ≥ RWZ(D) (24)

∆ ≤ I(X;Y ) − I(X;Z) (25)

where RWZ(D) is the Wyner-Ziv rate distortion function
given by

RWZ(D) = min
V →X→Y

E[d(X,X̂(V,Y ))]≤D

I(V ;X) − I(V ;Y ) (26)

The following example obtains the rate and relative equivo-
cation region for the degraded scalar Gaussian model.

Example 3: In this example, we consider the degraded
scalar Gaussian model. In this model, there is an i.i.d.

2The fact that the eavesdropper can decodeUn sequence can be obtained
by observing that for a(U, V ) selection, ifI(U ; Y ) ≥ I(U ; Z), there is
no loss of optimality of settingU = φ which will yield a larger region.

Gaussian source{Xi}
n
i=1 with zero-mean and varianceσ2

X .
The side information are given by

Yi = Xi + NY,i (27)

Zi = Xi + NZ,i (28)

where{NY,i}
n
i=1 and{NZ,i}

n
i=1 are i.i.d. Gaussian random

variables with zero-mean and varianceσ2
Y and σ2

Z , respec-
tively. Xi and (NY,i, NZ,i) are independent for eachi. We
assume thatσ2

Y < σ2
Z . Thus, without loss of generality, we

can assume that the Markov chain

Xi → Yi → Zi (29)

holds, since the correlation betweenNY,i andNZ,i does not
change the rate, relative equivocation and distortion region.
Hence, in view of the Markov chain in (29), the rate, relative
equivocation and distortion region of this model follows from
Corollary 1.

Before evaluating the region in Corollary 1 for the de-
graded scalar Gaussian model, we specify the distortion
metric. For this model, the distortion of the reconstructed
sequence is measured by its mean square error, i.e.,d(x, x̂) =
(x − x̂)2. Since the mean square error is minimized by the
conditional mean, the legitimate user selects its reconstruc-
tion function as

X̂i = E [Xi|Y
n, fn(Xn)] (30)

which implies that the distortion constraint in Corollary 1
can be expressed as

σ2
X|V Y ≤ D (31)

Hence, we can obtain the rate and relative equivocation
region of the degraded scalar Gaussian model by evaluating
the region defined by (21)-(22) and (31), which results in the
region stated in the following corollary.

Corollary 2: In the degraded scalar Gaussian model,
(R,∆) ∈ R∗(D) iff

R ≥ RWZ(D) =
1

2
log

σ2
Xσ2

Y

D((σ2
X + σ2

Y )
(32)

∆ ≤
1

2
log

σ2
X + σ2

Y

σ2
Y

−
1

2
log

σ2
X + σ2

Z

σ2
Z

(33)

We note that in Corollary 2, the relative equivocation is
constant, i.e., does not interact with the rate. This also implies
that we can always transmit at the Wyner-Ziv rate.

Next, we specialize Theorem 1 for the reversely degraded
model as follows.

Corollary 3: In the reversely degraded case,(R,∆,D) ∈
R∗ iff

R ≥ I(V ;X) − I(V ;Y ) (34)

∆ ≤ I(X;Y |V ) − I(X;Z|V ) (35)

D ≥ E[d(X, X̂(V, Y ))] (36)

for someV satisfying the following Markov chainV →
X → Z → Y and a functionX̂(V, Y ).

This corollary can be obtained from Theorem 1 by noting
the fact that I(X;Y |U) − I(X;Z|U) ≤ I(X;Y |V ) −



I(X;Z|V ) in view of the Markov chain in (7), where the
equality can be attained by settingU = V . Corollary 3 im-
plies that unlike the degraded case, in the reversely degraded
case, there might be a tension between the achievable rate
and the achievable relative equivocation originating fromthe
choice ofV , since both the achievable rate and the achievable
relative equivocation depend on the choice ofV . However,
similar to the degraded case, in the reversely degraded case
also, we need only one auxiliary random variable to attain
the rate, relative equivocation and distortion regionR∗. Thus,
similar to the degraded case, in the reversely degraded case
also, Wyner-Ziv coding [20] is sufficient to attain the entire
region R∗. The difference between the degraded and the
reversely degraded cases is that in the degraded case, we
can always transmit at the minimum rate determined by the
Wyner-Ziv rate distortion function in (24), however, in the
reversely degraded case, we might need to transmit at higher
rates to obtain a higher relative equivocation, since in this
case, both the achievable rate and the achievable relative
equivocation depend on the choice of the auxiliary random
variableV . In other words, the choice ofV that minimizes
the rate, i.e., the minimizer for the optimization problem in
(24), might not be the maximizer of the relative equivocation
term in (35). The following example demonstrates this point.

Example 4: In this example, we consider the reversely
degraded scalar Gaussian model which is identical to the
degraded scalar Gaussian model in Example 3 with the only
exception that here, we haveσ2

Z < σ2
Y . Thus, without loss

of generality, we can assume that the Markov chain

Xi → Zi → Yi (37)

holds, since the correlation betweenNY,i andNZ,i does not
change the rate, relative equivocation and distortion region.
Hence, in view of the Markov chain in (37), the rate, relative
equivocation and distortion region of this model follows from
Corollary 3.

Before evaluating the region in Corollary 3, we specify the
distortion metric. Similar to Example 3, here also, we use
the mean square error as the distortion metric, i.e.,d(x, x̂) =
(x− x̂)2. Hence, the optimal reconstruction function for the
legitimate user is given by the conditional mean in (30),
which implies that the distortion constraint in Corollary 3
can be expressed as

σ2
X|V Y ≤ D (38)

Hence, we can obtain the rate, relative equivocation and
distortion region of the reversely degraded scalar Gaussian
model by evaluating the region defined by (34)-(35) and (38),
which results in the region stated in the following corollary.

Corollary 4: In the reversely degraded scalar Gaussian
model,(R,∆) ∈ R∗(D) iff

R ≥
1

2
log

σ2
X

σ2
X|V

−
1

2
log

σ2
X + σ2

Y

σ2
X|V + σ2

Y

(39)

∆ ≤
1

2
log

σ2
X|V + σ2

Y

σ2
Y

−
1

2
log

σ2
X|V + σ2

Z

σ2
Z

(40)

for someσ2
X|V satisfying

σ2
X|V ≤

σ2
Y D

σ2
Y − D

(41)

We note that both rate and relative equivocation constraints
in (39) and (40), respectively, are monotonically decreasing
in σ2

X|V . Hence, there is a tension between the rate and the
relative equivocation, i.e., there is a trade-off between the
achievable rate and the relative equivocation controlled by
σ2

X|V , and equivalently by the choice ofV .

V. M AXIMUM RELATIVE EQUIVOCATION

In the previous section, we consider the degraded and
reversely degraded cases where it turned out that either
(U = φ, V ) or (U = V, V ) is optimal for the evaluation
of the region given in Theorem 1. Here, we address the
question whether one of these two choices(U = φ, V ) and
(U = V, V ) is always optimal. To this end, we consider the
maximum relative equivocation that is achievable when there
is no rate constraint on the transmitter. In other words, we
are interested in the maximum relative equivocation that we
can obtain when the legitimate user needs to reconstruct the
source within a distortionD while there is no concern on
the transmission rateR. We denote the maximum relative
equivocation by∆max(D) which is given in the following
theorem.

Theorem 2: The maximum relative equivocation
∆max(D) at the eavesdropper with respect to the legitimate
user when the legitimate user needs to reconstruct the
source within a distortionD while there is no concern on
the transmission rateR is given by

∆max(D) = max
U→V →X→Y,Z

E

[

d(X,X̂(V,Y ))
]

≤D

I(X;Y |U) − I(X;Z|U)

(42)
We note that in Theorem 2, there are two auxiliary random

variablesU and V over which optimization needs to be
carried out. In the previous section, we observe that when
the model is either degraded or reversely degraded, a single
auxiliary random variable is sufficient. Now, we provide the
following example which shows that there are models for
which two auxiliary random variables are necessary, in other
words, neither(U = φ, V ) nor (U = V, V ) is sufficient
to attain the maximum relative equivocation, and hence the
entire rate, relative equivocation and distortion region.

Example 5: Consider the parallel Gaussian sourceXi =
[X1,i X2,i]

⊤ where{X1,i}
n
i=1 and{X2,i}

n
i=1 are i.i.d. zero-

mean Gaussian random variables with variancesσ2
X,1 and

σ2
X,2, respectively. The side information at the legitimate

receiver and the eavesdropper are given by

Yℓ,i = Xℓ,i + NY,ℓ,i, ℓ = 1, 2 (43)

Zℓ,i = Xℓ,i + NZ,ℓ,i, ℓ = 1, 2 (44)

where{NY,ℓ,i}
n
i=1 and{NZ,ℓ,i}

n
i=1 are zero-mean Gaussian

random variables with variancesσ2
Y,ℓ andσ2

Z,ℓ, respectively,
which are independent of{Xℓ,i}

n
i=1. Moreover, we assume

thatNY,1,i andNY,2,i are independent, and also so areNZ,1,i



andNZ,2,i. We assume that noise variances satisfy

σ2
Y,1 < σ2

Z,1 (45)

σ2
Z,2 < σ2

Y,2 (46)

Hence, without loss of generality, we can assume the follow-
ing Markov chains

X1 → Y1 → Z1 (47)

X2 → Z2 → Y2 (48)

We impose a separate distortion constraint on each compo-
nent of the source as follows

lim
n→∞

1

n

n
∑

i=1

E
[

(Xℓ,i − X̂ℓ,i)
2
]

≤ Dℓ, ℓ = 1, 2 (49)

Using Theorem 2, the maximum relative equivocation
∆max(D1,D2) can be obtained as follows.

Corollary 5:

∆max(D1,D2) = I(X1;Y1) − I(X1;Z1) (50)

if there existsV1 satisfying V1 → X1 → Y1 → Z1 and
σ2

X1|V1Y1

≤ D1.

We note that the maximum relative equivocation given in
(50) corresponds to the choiceU = (φ,X2), V = (V1,X2)
with independentV1 and X2 for the relative equivocation
bound given in Theorem 2. It is clear that this optimal choice
does not correspond to either(U = φ, V ) or (U = V, V ).

Next, we obtain the maximum relative equivocation arising
from the choices(U = φ, V ) and (U = V, V ). When(U =
φ, V ), the corresponding maximum relative equivocation
∆φ

max(D1,D2) is stated in the following lemma.
Lemma 2:

∆φ
max(D1,D2) =

2
∑

i=1

I(Xi;Yi) − I(Xi;Zi) (51)

if there exist (V1, V2) satisfying Vi → Xi → Yi, Zi and
σ2

Xi|ViYi
≤ Di.

Next, we obtain the maximum relative equivocation arising
from the choiceU = V , denoted by∆S

max(D1,D2), as stated
in the following lemma.

Lemma 3:

∆S
max(D1,D2)

= max
V1→X1→Y1→Z1

σ2

X1|V1Y1
≤D1

I(X1;Y1|V1) − I(X1;Z1|V1) (52)

We note that (52) corresponds to the choiceU = V =
(V1,X2) whereV1 andX2 are independent.

Now, we compare the maximum relative equivocation with
the ones arising from the choices(U = φ, V ) and U =
V . First, we compare∆max(D1,D2) and∆φ

max(D1,D2) as
follows

∆φ
max(D1,D2) − ∆max(D1,D2) = I(X2;Y2) − I(X2;Z2)

= −I(X2;Z2|Y2) (53)

< 0 (54)

which implies that(U = φ, V ) is, in general, a sub-optimal
choice for the non-degraded parallel Gaussian model.

Next, we compare∆max(D1,D2) and∆S
max(D1,D2). To

this end, we introduce the following lemma which will be
used in the sequel.

Lemma 4: ([16, Lem. 1]) For jointly Gaussian(X,Y,Z)
satisfying the Markov chainX → Y → Z andPr[Y = Z] 6=
1, if D < σ2

X|Y , we have

min
V →X→Y →Z

σ2

X|V Y
≤D

I(V ;Y |Z) > 0 (55)

Now, we are ready to compare∆max(D1,D2) and
∆S

max(D1,D2) as follows

∆S
max(D1,D2) − ∆max(D1,D2)

= max
V1→X1→Y1→Z1

σ2

X1|V1Y1
≤D1

I(X1;Y1|V1) − I(X1;Z1|V1)

− [I(X1;Y1) − I(X1;Z1)] (56)

= max
V1→X1→Y1→Z1

σ2

X1|V1Y1
≤D1

I(V1;Z1) − I(V1;Y1) (57)

= max
V1→X1→Y1→Z1

σ2

X1|V1Y1
≤D1

−I(V1;Y1|Z1) (58)

= − min
V1→X1→Y1→Z1

σ2

X1|V1Y1
≤D1

I(V1;Y1|Z1) (59)

< 0 (60)

where (58) is due to the Markov chainV1 → X1 → Y1 → Z1

and (60) comes from Lemma 4. Hence, (60) implies that
U = V is, in general, a sub-optimal choice for the non-
degraded parallel Gaussian model.

This example shows that in general, we might need two
different auxiliary random variables to evaluate the region
R∗ in Theorem 1 for non-degraded models. Hence, we
conclude that, in general, the Wyner-Ziv coding scheme [20]
is not sufficient to attain the regionR∗ for general non-
degraded models.

VI. U NCODED TRANSMISSION

We note that in Theorem 2, there is no concern about
the transmission rateR. Hence, the encoder can use any
uncoded scheme that requires an infinite rate. We would
like to understand whether the maximum relative equivo-
cation ∆max(D) can be attained by an uncoded scheme.
To this end, we consider a slightly more general scenario,
where the encoder is allowed to use anyinstantaneous
encoding function in the form ofgi(Xi) where gi(·) can
be a deterministic or a stochastic mapping. Whengi(·) is
chosen to be a stochastic function, we assume that it is
independent across time. We note that since any uncoded
scheme can be obtained from an instantaneous encoding
scheme by choosinggi(·) to be a linear function, the instan-
taneous encoding scheme encompasses any uncoded scheme.
Moreover, uncoded transmission with artificial noise can
also be obtained from an instantaneous encoding scheme by
selectinggi(x) = αx+N , whereN denotes the noise. When



the encoder uses an instantaneous encoding scheme, the
transmitted signal is given byM = [g1(X1), . . . , gn(Xn)].
We denote the maximum relative equivocation when the
encoder uses an instantaneous scheme by∆ins(D), where,
as usual,D denotes the distortion level within which the
legitimate user needs to reconstruct the source. The following
example shows that, in general,∆max(D) cannot be achieved
by an instantaneous encoding scheme, i.e., there are mod-
els where the maximum relative equivocation∆max(D) is
strictly larger than∆ins(D), i.e., ∆max(D) > ∆ins(D).

Example 6: In this example, we consider the degraded
scalar Gaussian source and side information model which
is defined in Example 3. Consequently, here, we have the
Markov chain

Xi → Yi → Zi, i = 1, . . . , n (61)

Using Theorem 2 and Corollary 1, the maximum relative
equivocation∆max(D) for the degraded scalar Gaussian
model can be written as

∆max(D) = I(X;Y ) − I(X;Z) (62)

as long as there is aV satisfyingσ2
X|V Y

≤ D.

Next, we obtain∆ins(D) for the degraded scalar Gaussian
source and side information model.

Lemma 5:

∆ins(D) = max
V →X→Y →Z

σ2

X|V Y
≤D

I(X;Y |V ) − I(X;Z|V ) (63)

We now compare∆max(D) and∆ins(D) as follows

∆ins(D) − ∆max(D)

= max
V →X→Y →Z

σ2

X|V Y
≤D

I(X;Y |V ) − I(X;Z|V )

− [I(X;Y ) − I(X;Z)] (64)

= max
V →X→Y →Z

σ2

X|V Y
≤D

I(V ;Z) − I(V ;Y ) (65)

= max
V →X→Y →Z

σ2

X|V Y
≤D

− I(V ;Y |Z) (66)

= − min
V →X→Y →Z

σ2

X|V Y
≤D

I(V ;Y |Z) (67)

< 0 (68)

where (66) follows from the Markov chainV → Y → Z
and (68) is due to Lemma 4. Hence, (68) implies that for the
degraded scalar Gaussian source and side information model,
the maximum relative equivocation cannot be achieved by an
uncoded scheme, i.e.,∆max(D) > ∆ins(D).

Example 6 shows that in general, the maximum relative
equivocation cannot be achieved by an uncoded scheme.
In other words, even when there is no concern on the
transmission rateR that encoder uses, we still need to use a
coded scheme to achieve the maximum relative equivocation
at the eavesdropper.

VII. C ONCLUSIONS

Here, we study the problem of secure lossy source coding
with side information. Unlike the earlier works [13]–[16]
using the equivocation of the source at the eavesdropper
as the secrecy measure, we formulate this problem under
a new secrecy measure, namely the relative equivocation of
the source at the eavesdropper with respect to the legitimate
user. We argue that this new secrecy measure corresponds
to the natural generalization of the equivocation in a wiretap
channel to the context of secure lossy source coding. We
obtain a single-letter description of the rate, relative equivo-
cation and distortion region for the problem of secure lossy
source coding with side information under this new secrecy
measure. We specialize this single-letter expression to the
degraded and reversely degraded cases. We also discuss
the relationships between the optimal scheme attaining this
region and the Wyner-Ziv scheme.
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