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Abstract— We study the degraded compound multi-receiver
wiretap channel, which consists of two groups of users and a
group of eavesdroppers. We consider two different communi-
cation scenarios. In both scenarios, the transmitter sends two
confidential messages, one for each group of users. In the first
scenario, both messages need to be kept confidential from the
eavesdroppers. For this scenario, we assume that there is only
one eavesdropper. We obtain the secrecy capacity region for
the general discrete memoryless channel model, the parallel
channel model, and the Gaussian parallel channel model. For
the Gaussian multi-input multi-output (MIMO) channel model,
we obtain the secrecy capacity region when there is only one
user in the second group. In the second scenario, the message
sent to the first group of users needs to be kept confidential from
both the second group of users and eavesdroppers, whereas the
message sent to the second group of users needs to be kept
confidential only from the eavesdroppers. For this scenario, we
do not put any restriction on the number of eavesdroppers.
We find the secrecy capacity region for the general discrete
memoryless channel model, the parallel channel model, and
the Gaussian parallel channel model. For the Gaussian MIMO
channel model, we obtain the secrecy capacity region when
there is only one user in the second group.

I. I NTRODUCTION

In recent years, multi-user versions of the wiretap chan-
nel [1], [2] have attracted a considerable amount of research
interest; see for example references [3-21] in [3]. Among
all these extensions, two natural extensions of the wiretap
channel to the multi-user setting are particularly of interest
here:secure broadcastingandcompound wiretap channels.

Secure broadcastingrefers to the situation where a trans-
mitter wants to communicate with several legitimate re-
ceivers confidentially in the presence of an external eaves-
dropper. We call this channel model themulti-receiver wire-
tap channel. Since the underlying channel model without
an eavesdropper is the broadcast channel, which is not
understood to the full extent even for the two-user case, most
works on secure broadcastinghave focused on some spe-
cial classes of multi-receiver wiretap channels, where these
classes are identified by certain degradation orders [4]–[7].
In particular, [5]–[7] consider thedegradedmulti-receiver
wiretap channel. In [5], the secrecy capacity region of the
degraded multi-receiver wiretap channel is derived for the
two-user case, and in [6], [7], the secrecy capacity region is
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established for an arbitrary number of legitimate users. The
importance of this result lies in the facts that the Gaussian
multi-receiver wiretap channel belongs to this class, and
the secrecy capacity region of the degraded multi-receiver
wiretap channel serves as a crucial step in establishing the
secrecy capacity region of the Gaussian multi-input multi-
output (MIMO) multi-receiver wiretap channel [3], though
the latter channel is not necessarily degraded. In [3], besides
proving the secrecy capacity region of the Gaussian MIMO
multi-receiver wiretap channel, we also present new opti-
mization results regarding extremal properties of Gaussian
random vectors, which we generalize here.

Another extension of the wiretap channel that we are par-
ticularly interested in here, is thecompound wiretap channel.
In compound wiretap channels, there are a finite number of
channel states determining the channel transition probability.
The channel takes a certain fixed state for the entire duration
of the transmission, and the transmitter does not have any
knowledge about the channel state realization. Thus, the
aim of the transmitter is to ensure the secrecy of messages
irrespective of the channel state realization. In additionto
this definition, the compound wiretap channel admits another
interpretation. Consider the multi-receiver wiretap channel
with several legitimate users and many eavesdroppers, where
the transmitter wants to send a common confidential message
to legitimate users while keeping all of the eavesdroppers
totally ignorant of the message. Since each eavesdropper and
legitimate user pair can be regarded as a different channel
state realization, this channel is equivalent to a compound
wiretap channel. Therefore, one can interpret a compound
wiretap channel as multicasting a common confidential mes-
sage to several legitimate receivers in the presence of one or
more eavesdroppers [8]. In this work, we mostly refer to this
interpretation, which is also the reason why we classify the
compound wiretap channel as an extension of the wiretap
channel to a multi-user setting.

Keeping this interpretation in mind, the works which im-
plicitly study the compound wiretap channel are [4], [6], [7],
[9]–[11]. In [9], [10], parallel wiretap channels with two sub-
channels, where each sub-channel is being wiretapped by a
different eavesdropper, is studied. Reference [11] considered
the fading wiretap channel with many receivers, and in [4],
[6], [7], the transmission of a common confidential message
to many legitimate receivers in the presence of a single



eavesdropper is studied. Reference [8] considers the gen-
eral discrete compound wiretap channel and provides inner
and outer bounds for the secrecy capacity. Moreover, [8]
establishes the secrecy capacity of the degraded compound
wiretap channel as well as its degraded Gaussian MIMO
instance. Reference [12] obtains the secrecy capacity of a
class of non-degraded Gaussian parallel compound wiretap
channels.

Here, we consider compound broadcast channels from a
secrecy point of view, which enables us to study thesecure
broadcastingproblem overcompound channels. We note
that the current literature regarding the compound wiretap
channel considers the transmission of only one confidential
message, whereas here, we study the transmission of multiple
confidential messages, where each of these messages needs
to be delivered to a different group of users in perfect secrecy.
Hereafter, we call this channel model thecompound multi-
receiver wiretap channelto emphasize the presence of more
than one confidential message. The compound multi-receiver
wiretap channel we study here consists of two groups of users
and a group of eavesdroppers, see Figure 1. We focus on
a class of compound multi-receiver wiretap channels which
exhibits a certain degradation order. In particular, we assume
that there exist two fictitious users. The first fictitious user is
degraded with respect to any user from the first group, and
any user from the second group is degraded with respect to
the first fictitious user. There exists a similar degradedness
structure for the second fictitious user in the sense that
it is degraded with respect to any user from the second
group, and any eavesdropper is degraded with respect to
it. Without eavesdroppers, this channel model reduces to
the degraded compound broadcast channel in [13]. Adapting
their terminology, we call our channel model thedegraded
compound multi-receiver wiretap channel. Here, we consider
the general discrete memoryless channel model as well as its
specializations to the parallel channel model, the Gaussian
parallel channel model, and the Gaussian MIMO channel
model. We study two different communication scenarios
for each version of the degraded compound multi-receiver
channel model.

In the first scenario, see Figure 2, the transmitter wants
to send a confidential message to users in the first group,
and a different confidential message to users in the second
group, where both messages need to be kept confidential
from the eavesdroppers. For this scenario, we assume that
there exists only one eavesdropper and obtain the secrecy
capacity region in a single-letter form. While obtaining
this result, the presence of the fictitious user between two
groups of users plays a crucial role in the converse proof
by providing a conditional independence structure in the
channel, which enables us to define an auxiliary random
variable that yields a tight outer bound. After establishing
single-letter expressions for the secrecy capacity region,
we consider the parallel channel model. For the parallel
channel model, we obtain the secrecy capacity region in
a single-letter form as well. Though the general discrete
memoryless channel model encompasses the parallel channel

model as a special case, we still need a converse proof to
establish the optimality of independent signalling in each
sub-channel. After we obtain the secrecy capacity region
for the parallel channel model, we evaluate this single-
letter description of the secrecy capacity region for the
Gaussian case, which is tantamount to finding the optimal
joint distribution of auxiliary random variables and channel
inputs, which is shown to be Gaussian. We accomplish this
by using Costa’s entropy power inequality [14]. Finally, we
consider the Gaussian MIMO channel model, and evaluate
its secrecy capacity region when there is only one user in the
second group. We show the optimality of a jointly Gaussian
distribution for auxiliary random variables and channel inputs
by generalizing our optimization results in [3].

In the second scenario, see Figure 3, the transmitter
wants to send a confidential message to users in the first
group which needs to be kept confidential from users in the
second group and eavesdroppers. Moreover, the transmitter
sends a different confidential message to users in the sec-
ond group, which needs to be kept confidential from the
eavesdroppers. If there were only one user in each group
and one eavesdropper, this channel model would reduce to
the channel model that was studied in [15]. However, here,
there are an arbitrary number of users in each group and an
arbitrary number of eavesdroppers. Hence, our model can be
viewed as a generalization of [15] to a compound setting.
Adapting their terminology, we call this channel model
the degraded compound multi-receiver wiretap channel with
layered messages. We first obtain the secrecy capacity region
in a single-letter form for a general discrete memoryless
setting, where again the presence of fictitious users plays
a key role in the converse proof. Next, we consider the
parallel channel model and establish its secrecy capacity
region in a single-letter form. In this case as well, we provide
the converse proof which is again necessary to show the
optimality of independent signalling in each sub-channel.
After we obtain the secrecy capacity region of the parallel
channel model, we evaluate it for the Gaussian case by
showing the optimality of a jointly Gaussian distribution
for auxiliary random variables and channel inputs. For that
purpose, we again use Costa’s entropy power inequality [14].
Finally, we consider the Gaussian MIMO channel model, and
evaluate its secrecy capacity region when there is only one
user in the second group. To this end, we show that jointly
Gaussian auxiliary random variables and channel inputs is
optimal by extending our optimization results in [3].

II. SYSTEM MODEL

We consider the degraded compound multi-receiver wire-
tap channel, see Figure 1, which consists of two groups of
users and a group of eavesdroppers. There areK1 users
in the first group,K2 users in the second group, andKZ

eavesdroppers. The channel is memoryless with a transition
probability
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Fig. 1. The degraded compound multi-receiver wiretap channel.
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Fig. 3. The second scenario for the degraded compound multi-receiver wiretap channel.

whereX ∈ X is the channel input,Y 1

j ∈ Y1

j is the channel
output of thejth user in the first group,j = 1, . . . ,K1,
Y 2

k ∈ Y2

k is the channel output of thekth user in the second
group,k = 1, . . . ,K2, andZt ∈ Zt is the channel output of
the tth eavesdropper,t = 1, . . . ,KZ .

We assume that there are two fictitious users with obser-
vationsY ∗ ∈ Y∗, Z∗ ∈ Z∗ such that they satisfy the Markov
chain

X → Y 1

j → Y ∗ → Y 2

k → Z∗ → Zt, ∀(j, k, t) (2)

This Markov chain is the reason why we call this channel
model thedegraded compound multi-receiver wiretap chan-
nel. Actually, there is a slight inexactness in the terminology
here because the Markov chain in (2) is more restrictive than
the Markov chain

X → Y 1

j → Y 2

k → Zt, ∀(j, k, t) (3)

and it might be more natural to define the degradedness of
the compound multi-receiver wiretap channel by the Markov
chain in (3). However, in this work, we adapt the terminology
of the previous work on compound broadcast channels [13],
and call the channel satisfying (2) the degraded compound
multi-receiver wiretap channel. Finally, we note that when
there is no eavesdropper, this channel reduces to the degraded
compound broadcast channel that was studied in [13].

A. Parallel Degraded Compound Multi-receiver Wiretap
Channels

The parallel degraded compound multi-receiver wiretap
channel, where each user’s and each eavesdropper’s channel

consists ofL independent sub-channels, i.e.,

Y 1

j = (Y 1

j1, . . . , Y
1

jL), j = 1, . . . ,K1 (4)

Y 2

k = (Y 2

k1
, . . . , Y 2

kL), k = 1, . . . ,K2 (5)

Zt = (Zt1, . . . , ZtL), t = 1, . . . ,KZ (6)

has the following overall transition probability
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whereXℓ, ℓ = 1, . . . , L, is the ℓth sub-channel’s input. We
again define the degradedness in a similar fashion. We call a
parallel compound multi-receiver wiretap channel degraded,
if there exist two sequences of random variables

Y ∗ = (Y ∗

1
, . . . , Y ∗

L ) (8)

Z∗ = (Z∗

1
, . . . , Z∗

L) (9)

which satisfy Markov chains

Xℓ → Y 1

jℓ → Y ∗

ℓ → Y 2

kℓ → Z∗

ℓ → Ztℓ, ∀(j, k, t, ℓ) (10)

B. Gaussian Parallel Degraded Compound Multi-receiver
Wiretap Channels

The Gaussian parallel compound multi-receiver wiretap
channel is defined by

Y
1

j = X + N
1

j , j = 1, . . . ,K1 (11)



Y
2

k = X + N
2

k, k = 1, . . . ,K2 (12)

Zt = X + N
Z
t , t = 1, . . . ,KZ (13)
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L × 1. {N1
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are Gaussian

random vectors with diagonal covariance matrices
{Λ1

j}
K1

j=1
, {Λ2

k}
K2

j=1
, {ΛZ

t }
KZ

t=1
, respectively. The channel

input X is subject to a trace constraint as

E
[

X
⊤
X

]

= tr
(

E
[

XX
⊤

])

≤ P (14)

In this paper, we will be interested in Gaussian parallel
degradedcompound multi-receiver wiretap channels which
means that the covariance matrices satisfy the following
order

Λ
1

j ¹ Λ
2

k ¹ Λ
Z
t , ∀(j, k, t) (15)

Since noise covariance matrices are diagonal, (15) implies

Λ1

j,ℓℓ ≤ Λ2

k,ℓℓ ≤ ΛZ
t,ℓℓ, ∀(j, k, t, ℓ) (16)

whereΛ1

j,ℓℓ,Λ
2

k,ℓℓ,Λ
Z
t,ℓℓ denote theℓth diagonal element of

Λ
1

j ,Λ
2

k,ΛZ
t , respectively.

The diagonality of noise covariance matrices also ensures
the existence of diagonal matricesΛ

∗

Y andΛ
∗

Z such that

Λ
1

j ¹ Λ
∗

Y ¹ Λ
2

k ¹ Λ
∗

Z ¹ Λ
Z
t , ∀(k, j, t) (17)

For example, we can selectΛ∗

Y as Λ∗

Y,ℓℓ =
maxj=1,...,K1

Λ1

j,ℓℓ which already satisfies (17) because
of maxj=1,...,K1

Λ1

j,ℓℓ ≤ mink=1,...,K2
Λ2

k,ℓℓ which is due
to (16). Similarly, we can selectΛ∗

Z . Thus, for Gaussian
parallel compound multi-receiver channels, two ways of
defining degradedness, i.e., (2) and (3), are equivalent due
to the equivalence of (15) and (17).

C. Gaussian MIMO Degraded Compound Multi-receiver
Wiretap Channels

The Gaussian MIMO degraded compound multi-receiver
wiretap channel is defined by

Y
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with covariance matrices{Σ1

j}
K1

j=1
, {Σ2

k}
K2

k=1
, {ΣZ
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, re-

spectively. Unlike in the case of Gaussian parallel channels,
these covariance matrices are not necessarily diagonal. The
channel inputX is subject to a covariance constraint

E
[

XX
⊤

]

¹ S (21)

whereS º 0.
In this paper, we study Gaussian MIMOdegradedcom-

pound multi-receiver wiretap channels for which there exist

covariance matricesΣ∗

Y andΣ
∗

Z such that

Σ
1

j ¹ Σ
∗

Y ¹ Σ
2

k ¹ Σ
∗

Z ¹ Σ
Z
t , ∀(j, k, t) (22)

We note that the order in (22), by which we define the
degradedness, is more restrictive than the other possible order
that can be used to define the degradedness, i.e.,

Σ
1

j ¹ Σ
2

k ¹ Σ
Z
t , ∀(j, k, t) (23)

In [13], a specific numerical example is provided to show
that the order in (23) subsumes the one in (22).

D. Comments on Gaussian MIMO Degraded Compound
Multi-receiver Wiretap Channels

The first comment is about the covariance constraint in
(21). Though it is more common to use a total power con-
straint, i.e.,tr

(

E
[

XX
⊤

])

≤ P , the covariance constraint
in (21) is more general and it subsumes the total power
constraint as a special case [16].

The second comment is about the assumption that the
transmitter and all receivers have the same number of an-
tennas, see (18)-(20). We can extend the channel definition
in (18)-(20) to let the transmitter and receivers have different
number of antennas as follows

Y
1

j = H
1
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1

j , j = 1, . . . ,K1 (24)

Y
2

k = H
2

kX + N
2

k, k = 1, . . . ,K2 (25)

Zt = H
Z
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Z
t , t = 1, . . . ,KZ (26)

where H
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2

k,HZ
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j × t, r2

k × t, rZ
t × t,

respectively, andX is of size t × 1. Y
1

j ,Y2

k,Zt are of
sizes r1

j × 1, r2

k × 1, rZ
t × 1, respectively. Gaussian noise

vectorsN1

j ,N
2

k,NZ
t are assumed to have identity covariance

matrices. In this case, observations of the fictitious usersare

Y
∗ = H

∗

Y X + N
∗

Y (27)

Z
∗ = H

∗

ZX + N
∗

Z (28)

For the channel model in (24)-(26), we can define degrad-
edness accordingly using the definition in [13] which states
that Ya = HaX + Na is said to be degraded with respect
to Yb = HbX + Nb, if there exists a matrixD such that
DHb = Ha and DD

⊤ ¹ I. We note that the channel
model in (24)-(26) subsumes the channel model in (18)-
(20). Nevertheless, we note that if we establish the secrecy
capacity region for the channel model defined by (18)-(20),
we can also obtain the secrecy capacity region for the channel
model defined by (24)-(26) using the analysis in [3], [13].
Thus, focusing on the channel model in (18)-(20) does not
result in any loss of generality.

III. PROBLEM STATEMENT AND MAIN RESULTS

We consider two different communication scenarios for
the degraded compound multi-receiver wiretap channel.

A. The First Scenario: External Eavesdroppers

In the first scenario, see Figure 2, the transmitter wants to
send a confidential message to users in the first group and a
different confidential message to users in the second group,



where both messages need to be kept confidential from the
eavesdroppers. In this case, we assume that there is only one
eavesdropper, i.e.,KZ = 1.

An (n, 2nR1 , 2nR2) code for the first scenario
consists of two message setsW1 = {1, . . . ,
2nR1},W2 = {1, . . . , 2nR2}, an encoderf : W1 × W2 →
Xn, one decoder for each legitimate user in the first
group g1

j : Y1,n
j → W1, j = 1, . . . ,K1, and one

decoder for each legitimate user in the second group
g2

k : Y2,n
k → W2, k = 1, . . . ,K2. The probability of error,

Pn
e , is defined as the maximum error probability among the

legitimate users.
A secrecy rate pair(R1, R2) is said to be achiev-

able if there exists an(n, 2nR1 , 2nR2) code which has
limn→∞ Pn

e = 0 and

lim
n→∞

1

n
I(W1,W2;Z

n) = 0 (29)

where we dropped the subscript ofZt sinceKZ = 1. We
note that (29) implieslimn→∞(1/n)I(W1;Z

n) = 0 and
limn→∞(1/n)I(W2;Z

n) = 0. From these definitions, it is
clear that we are only interested in perfect secrecy rates of
the channel. The secrecy capacity region is defined as the
closure of all achievable secrecy rate pairs. A single-letter
characterization of the secrecy capacity region is given as
follows.

Theorem 1:The secrecy capacity region of the degraded
compound multi-receiver wiretap channel is given by the
union of rate pairs(R1, R2) satisfying

R1 ≤ min
j=1,...,K1

I(X;Y 1

j |U,Z) (30)

R2 ≤ min
k=1,...,K2

I(U ;Y 2

k |Z) (31)

where the union is over all(U,X) such that

U → X → Y 1

j → Y ∗ → Y 2

k → Z (32)

for any (j, k) pair.
We omit the proof of this theorem as well as the proofs

of upcoming theorems due to lack of space. All of the
proofs can be found in [17]. Showing the achievability is
rather standard. We just comment about the converse proof,
where the presence of the fictitious user with observationY ∗

is critical. Essentially, it brings a conditional independence
structure to the channel, which enables us to define the
auxiliary random variableU , which, in turn, provides the
converse proof.

As a side note, if we disable the eavesdropper by setting
Z = φ, the region in Theorem 1 reduces to the capacity
region of the underlying degraded compound broadcast chan-
nel which was established in [13].

1) Parallel Degraded Compound Multi-Receiver Wiretap
Channels: In the upcoming section, we will consider the
Gaussian parallel degraded compound multi-receiver wiretap
channel. For that purpose, here, we provide the secrecy
capacity region of the parallel degraded compound multi-
receiver wiretap channel in a single-letter form.

Theorem 2:The secrecy capacity region of the parallel

degraded compound multi-receiver wiretap channel is given
by the union of rate pairs(R1, R2) satisfying

R1 ≤ min
j=1,...,K1

L
∑

ℓ=1

I(Xℓ;Y
1

jℓ|Uℓ, Zℓ) (33)

R2 ≤ min
k=1,...,K2

L
∑

ℓ=1

I(Uℓ;Y
2

kℓ|Zℓ) (34)

where the union is over all distributions of the form
∏L

ℓ=1
p(uℓ, xℓ) such that

Uℓ → Xℓ → Y 1

jℓ → Y ∗

ℓ → Y 2

kℓ → Zℓ (35)

for any (j, k, ℓ) triple.

Though Theorem 1 provides the secrecy capacity region
for a rather general channel model including the parallel
degraded compound multi-receiver channel as a special case,
we still need a converse proof to show that the region in
Theorem 1 reduces to the region in Theorem 2 for parallel
channels. In other words, we still need to show the optimality
of independent signalling on each sub-channel.

2) Gaussian Parallel Degraded Compound Multi-Receiver
Wiretap Channels: We now obtain the secrecy capacity
region of the parallel Gaussian degraded compound multi-
receiver wiretap channel. To that end, we need to evaluate
the region given in Theorem 2, i.e., we need to find the opti-
mal joint distribution

∏L

ℓ=1
p(uℓ, xℓ). We first introduce the

following theorem which will be instrumental in evaluating
the region in Theorem 2 for Gaussian parallel channels.

Theorem 3:Let N1, N
∗, N2, NZ be zero-mean Gaussian

random variables with variancesσ2

1
, σ2

∗
, σ2

2
, σ2

Z , respectively,
where

σ2

1
≤ σ2

∗
≤ σ2

2
≤ σ2

Z (36)

Let (U,X) be an arbitrarily dependent ran-
dom variable pair, which is independent of
(N1, N

∗, N2, NZ), and the second-moment ofX be
constrained asE

[

X2
]

≤ P . Then, for any feasible(U,X),
we can find aP ∗ ≤ P such that

h(X + NZ |U) − h(X + N∗|U) =
1

2
log

P ∗ + σ2

Z

P ∗ + σ2
∗

(37)

and

h(X + NZ |U) − h(X + N1|U) ≥
1

2
log

P ∗ + σ2

Z

P ∗ + σ2

1

(38)

h(X + NZ |U) − h(X + N2|U) ≤
1

2
log

P ∗ + σ2

Z

P ∗ + σ2

2

(39)

as long as(σ2

1
, σ2

2
) satisfy (36).

Costa’s entropy-power inequality [14] plays a key role in
the proof of this theorem.

We are now ready to establish the secrecy capacity region
of the Gaussian parallel degraded compound multi-receiver
wiretap channel.

Theorem 4:The secrecy capacity region of the Gaussian
parallel degraded compound multi-receiver wiretap channel



is given by the union of rate pairs(R1, R2) satisfying

R1 ≤ min
j=1,...,K1

L
∑

ℓ=1

1

2
log

(

1 +
βℓPℓ

Λ1

j,ℓℓ

)

−
1

2
log

(

1 +
βℓPℓ

ΛZ,ℓℓ

)

(40)

R2 ≤ min
k=1,...,K2

L
∑

ℓ=1

1

2
log

(

1 +
β̄ℓPℓ

βℓPℓ + Λ2

k,ℓℓ

)

−
1

2
log

(

1 +
β̄ℓPℓ

βℓPℓ + ΛZ,ℓℓ

)

(41)

where the union is over all{Pℓ}
L
ℓ=1

such that
∑L

ℓ=1
Pℓ = P

and β̄ℓ = 1 − βℓ ∈ [0, 1], ℓ = 1, . . . , L.
In Theorem 4,Pℓ denotes the part of the total available

powerP which is devoted to the transmission in theℓth sub-
channel. Furthermore,βℓ denotes the fraction of the power
Pℓ of the ℓth sub-channel spent for the transmission to users
in the first group.

3) Gaussian MIMO Degraded Compound Multi-receiver
Wiretap Channels: We now obtain the secrecy capacity
region of the Gaussian MIMO degraded compound multi-
receiver wiretap channel. To that end, we need to evaluate
the region given in Theorem 1. In other words, we need to
find the optimal random variable pair(U,X). We are able
to do this when there is only one user in the second group,
i.e., K2 = 1. To prove this claim, we need the following
theorem.

Theorem 5:Let (N1,N
∗,NZ) be zero-mean Gaussian

random vectors with covariance matricesΣ1,Σ
∗,ΣZ , re-

spectively, where

Σ1 ¹ Σ
∗ ¹ ΣZ (42)

Let (U,X) be arbitrarily dependent random vector, which is
independent of(N1,N

∗,NZ), and let the second moment of
X be constrained asE

[

XX
⊤

]

¹ S. Then, for any feasible
(U,X), we can find a positive semi-definite matrixK∗ such
that K∗ ¹ S, and it satisfies

h(X + NZ |U) − h(X + N
∗|U) =

1

2
log

|K∗ + ΣZ |

|K∗ + Σ∗|
(43)

and

h(X + NZ |U) − h(X + N1|U) ≥
1

2
log

|K∗ + ΣZ |

|K∗ + Σ1|
(44)

for any Σ1 satisfying the order in (42).
The proof of this theorem can be found in [3]. Using this

theorem, we can establish the secrecy capacity region of the
Gaussian MIMO degraded compound multi-receiver wiretap
channel whenK2 = 1 as follows.

Theorem 6:The secrecy capacity region of the Gaussian
MIMO degraded compound channel whenK2 = 1 is given
by the union of rate pairs(R1, R2) satisfying

R1 ≤ min
j=1,...,K1

1

2
log

|K + Σ
1

j |

|Σ1

j |
−

1

2
log

|K + ΣZ |

|ΣZ |
(45)

R2 ≤
1

2
log

|S + Σ
2|

|K + Σ2|
−

1

2
log

|S + ΣZ |

|K + ΣZ |
(46)

where we dropped the subscript ofΣ
2

k sinceK2 = 1, and
the union is over all positive semi-definite matricesK such
that K ¹ S.

B. The Second Scenario: Layered Confidential Messages

In the second scenario, see Figure 3, the transmitter wants
to send a confidential message to users in the first group
which needs to be kept confidential from the second group of
users and eavesdroppers. The transmitter also wants to send
a different confidential message to users in the second group,
which needs to be kept confidential from the eavesdroppers.
As opposed to the first scenario, in this case, we do not
put any restriction on the number of eavesdroppers. The
situation where there is only one user in each group and one
eavesdropper was investigated in [15]. Hence, this second
scenario can be seen as a generalization of the model in [15]
to a compound channel setting. Following the terminology
of [15], we call this channel model the degraded compound
multi-receiver wiretap channel withlayered messages.

An (n, 2nR1 , 2nR2) code for the degraded compound
multi-receiver wiretap channel withlayered messagescon-
sists of two message setsW1 = {1, . . . , 2nR1},W2 =
{1, . . . , 2nR2} and an encoderf : W1 × W2 → Xn, one
decoder for each legitimate user in the first groupg1

j :

Y1,n
j → W1, j = 1, . . . ,K1, and one decoder for each

legitimate user in the second groupg2

k : Y2,n
k → W2, k =

1, . . . ,K2. The probability of error,Pn
e , is defined as the

maximum error probability among the legitimate users.
A secrecy rate pair is said to be achievable if there exists

an (n, 2nR1 , 2nR2) code which haslimn→∞ Pn
e = 0,

lim
n→∞

1

n
I(W2;Z

n
t ) = 0, t = 1, . . . ,KZ (47)

and

lim
n→∞

1

n
I(W1;Y

2,n
k |W2) = 0, k = 1, . . . ,K2 (48)

We note that these two secrecy conditions imply that
limn→∞

1

n
I(W1,W2;Z

n
t ) = 0, t = 1, . . . ,KZ . Further-

more, it is clear that we are only interested in perfect secrecy
rates of the channel. The secrecy capacity region is defined
as the closure of all achievable secrecy rate pairs. A single-
letter characterization of the secrecy capacity region is given
as follows.

Theorem 7:The secrecy capacity region of the degraded
compound multi-receiver wiretap channel with layered mes-
sages is given by the union of rate pairs(R1, R2) satisfying

R1 ≤ min
j=1,...,K1

k=1,...,K2

I(X;Y 1

j |U, Y 2

k ) (49)

R2 ≤ min
k=1,...,K2

t=1,...,KZ

I(U ;Y 2

k |Zt) (50)

where the union is over all random variable pairs(U,X)
such that

U → X → Y 1

j → Y ∗ → Y 2

k → Z∗ → Zt (51)

for any triple (j, k, t).



Similar to the converse proof of Theorem 1, the presence
of the fictitious usersY ∗ andZ∗ plays an important role here
as well. In particular, these two random variables introduce
a conditional independence structure to the channel which
enables us to define the auxiliary random variableU that
yields a tight outer bound. Despite this similarity in the role
of fictitious users in converse proofs, there is a significant
difference between Theorems 1 and 7; in particular, it does
not seem to be possible to extend Theorem 1 to an arbitrary
number of eavesdroppers, while Theorem 7 holds for any
number of eavesdroppers. This is due to the difference of
two communication scenarios. In the second scenario, since
we assume that users in the second group as well as the
eavesdroppers wiretap users in the first group, we are able to
provide a converse proof for the general situation of arbitrary
number of eavesdroppers.

As an aside, if we setK1 = K2 = KZ = 1, then
as the degraded compound multi-receiver wiretap channel
with layered messages reduces to the degraded multi-receiver
wiretap channel with layered messages of [15], the secrecy
capacity region in Theorem 7 reduces to the secrecy capacity
region of the channel model in [15].

1) Parallel Degraded Compound Multi-receiver Wiretap
Channels with Layered Messages:In the next section, we
investigate the Gaussian parallel degraded compound multi-
receiver wiretap channel with layered messages. To that
end, here we obtain the secrecy capacity region of the
parallel degraded compound multi-receiver wiretap channel
with layered messages in a single-letter form as follows.

Theorem 8:The secrecy capacity region of the parallel
degraded compound multi-receiver wiretap channel with
layered messages is given by the union of rate pairs(R1, R2)
satisfying

R1 ≤ min
j=1,...,K1

k=1,...,K2

L
∑

ℓ=1

I(Xℓ;Y
1

jℓ|Uℓ, Y
2

kℓ) (52)

R2 ≤ min
k=1,...,K2

t=1,...,KZ

L
∑

ℓ=1

I(Uℓ;Y
2

kℓ|Ztℓ) (53)

where the union is over all
∏L

ℓ=1
p(uℓ, xℓ) such that

Uℓ → Xℓ → Y 1

jℓ → Y ∗

ℓ → Y 2

kℓ → Z∗

ℓ → Ztℓ (54)

for any (ℓ, j, k, t).
Since parallel degraded compound multi-receiver wiretap

channels with layered messages is a special case of the
degraded compound multi-receiver wiretap channel, Theo-
rem 7 implicitly gives the secrecy capacity region of parallel
degraded compound multi-receiver wiretap channels with
layered messages. However, we still need to show that the
region in Theorem 7 is equivalent to the region in Theorem 8.
That is, we need to prove the optimality of independent
signalling in each sub-channel.

2) Gaussian Parallel Degraded Compound Multi-receiver
Wiretap Channels with Layered Messages:We now obtain
the secrecy capacity region of Gaussian parallel degraded
compound multi-receiver wiretap channels with layered mes-

sages. To that end, we need to evaluate the region given in
Theorem 8, i.e., we need to find the optimal distribution
∏L

ℓ=1
p(uℓ, xℓ). We first introduce the following theorem,

which is an extension of Theorem 3.
Theorem 9:Let N1, N

∗, N2, Ñ ,NZ be zero-mean Gaus-
sian random variables with variancesσ2

1
, σ2

∗
, σ2

2
, σ̃2, σ2

Z , re-
spectively, where

σ2

1
≤ σ2

∗
≤ σ2

2
≤ σ̃2 ≤ σ2

Z (55)

Let (U,X) be an arbitrarily dependent ran-
dom variable pair, which is independent of
(N1, N

∗, N2, Ñ ,NZ), and the second moment ofX
be constrained asE

[

X2
]

≤ P . Then, for any feasible
(U,X), we can find aP ∗ ≤ P such that

h(X + Ñ |U) − h(X + N∗|U) =
1

2
log

P ∗ + σ̃2

P ∗ + σ2
∗

(56)

and

h(X + NZ |U) − h(X + N2|U) ≤
1

2
log

P ∗ + σ2

Z

P ∗ + σ2

2

(57)

h(X + N2|U) − h(X + N1|U) ≥
1

2
log

P ∗ + σ2

2

P ∗ + σ2

1

(58)

as long as(σ2

1
, σ2

2
, σ2

Z) are in the range given in (55).
The proof of this theorem basically relies on Theorem 3

and Costa’s entropy-power inequality [14].
Using this theorem, we can establish the secrecy capacity

region of the Gaussian parallel degraded compound multi-
receiver wiretap channel with layered messages as follows.

Theorem 10:The secrecy capacity region of the Gaussian
parallel degraded compound multi-receiver wiretap channel
with layered messages is given by the union of rate pairs
(R1, R2) satisfying

R1 ≤ min
j,k

L
∑

ℓ=1

1

2
log

(

1 +
βℓPℓ

Λ1

j,ℓℓ

)

−
1

2
log

(

1 +
βℓPℓ

Λ2

k,ℓℓ

)

(59)

R2 ≤ min
k,t

L
∑

ℓ=1

1

2
log

(

1 +
β̄ℓPℓ

βℓPℓ + Λ2

k,ℓℓ

)

−
1

2
log

(

1 +
β̄ℓPℓ

βℓPℓ + ΛZ
t,ℓℓ

)

(60)

where β̄ℓ = 1 − βℓ ∈ [0, 1], ℓ = 1, . . . , L, and the union is
over all {Pℓ}

L
ℓ=1

such that
∑L

ℓ=1
Pℓ = P .

Similar to Theorem 4, here also,Pℓ denotes the amount of
powerP devoted to the transmission in theℓth sub-channel.
Similarly, βℓ is the fraction of the powerPℓ of the ℓth sub-
channel spent for the transmission to users in the first group.

3) Gaussian MIMO Degraded Compound Multi-receiver
Wiretap Channels with Layered Messages:We now obtain
the secrecy capacity region of the Gaussian MIMO degraded
compound multi-receiver wiretap channel with layered mes-
sages. To that end, we need to evaluate the region given
in Theorem 7, i.e., find the optimal random vector pair
(U,X). We are able to find the optimal random vector pair



(U,X) when there is only one user in the second group, i.e.,
K2 = 1. To obtain that result, we first need the following
generalization of Theorem 5.

Theorem 11:Let (N1,N2,N
∗,NZ) be Gaussian random

vectors with covariance matricesΣ1,Σ2,Σ
∗,ΣZ , respec-

tively, where

Σ1 ¹ Σ2 ¹ Σ
∗ ¹ ΣZ (61)

Let (U,X) be an arbitrarily dependent ran-
dom vector pair, which is independent of
(N1,N2,N

∗,NZ), and the second moment ofX be
constrained asE

[

XX
⊤

]

¹ S. Then, for any feasible
(U,X), there exists a positive semi-definite matrixK

∗ such
that K∗ ¹ S, and it satisfies

h(X + N
∗|U) − h(X + N2|U) =

1

2
log

|K∗ + Σ
∗|

|K∗ + Σ2|
(62)

and

h(X + NZ |U) − h(X + N2|U) ≤
1

2
log

|K∗ + ΣZ |

|K∗ + Σ2|
(63)

h(X + N2|U) − h(X + N1|U) ≥
1

2
log

|K∗ + Σ2|

|K∗ + Σ1|
(64)

for any (Σ1,ΣZ) satisfying the order in (61).
Using this theorem, we can find the secrecy capacity

region of the Gaussian MIMO degraded compound multi-
receiver wiretap channel with layered messages whenK2 =
1 as follows.

Theorem 12:The secrecy capacity region of the Gaussian
MIMO degraded compound multi-receiver wiretap channel
with layered messages whenK2 = 1 is given by the union
of rate pairs(R1, R2) satisfying

R1 ≤ min
j=1,...,K1

1

2
log

|K + Σ
1

j |

|Σ1

j |
−

1

2
log

|K + Σ
2|

|Σ2|
(65)

R2 ≤ min
t=1,...,KZ

1

2
log

|S + Σ
2|

|K + Σ2|
−

1

2
log

|S + Σ
Z
t |

|K + ΣZ
t |

(66)

where the union is over all positive semi-definite matricesK

such thatK ¹ S.
As an aside, if we setK1 = KZ = 1 in this theorem,

we can recover the secrecy capacity region of the degraded
multi-receiver wiretap channel with layered messages that
was established in [15].

IV. CONCLUSIONS

In this paper, we studied two different communication
scenarios for the degraded compound multi-receiver wiretap
channel. In the first scenario, the transmitter wants to send
a confidential message to users in the first group, and a
different confidential message to users in the second group,
where both messages are to be kept confidential from an
eavesdropper. We establish the secrecy capacity region of
the general discrete memoryless channel model, the parallel
channel model, and the Gaussian parallel channel model. For
the Gaussian MIMO channel model, we obtain the secrecy
capacity region when there is only one user in the second
group.

In the second scenario we study, the transmitter wants
to sends a confidential message to users in the first group
which is wiretapped by both users in the second group and
eavesdroppers. In addition to this message sent to the first
group of users, the transmitter sends a different message to
users in the second group which needs to be kept confidential
from only eavesdroppers. In this case, we do not put any
restriction on the number of eavesdroppers. Similar to the
first scenario, we establish the secrecy capacity region for
the general discrete memoryless channel model, the parallel
channel model, and the Gaussian parallel channel model. For
the Gaussian MIMO channel model, we obtain the secrecy
capacity region when there is only one user in the second
group.
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