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Abstract— We develop an outer bound for the secrecy ca-
pacity region of a class of multiple access wiretap channels
(MAC-WT). In this class, which we call the weak eavesdropper
class, each user’s link to the legitimate receiver is stronger
than its link to the eavesdropper. Our outer bound partially
matches the achievable region in ann-letter form. In addition, a
looser version of our outer bound provides close approximations
to the capacity region of the Gaussian MAC-WT channel.
In particular, we prove that our outer bound is within 0.5
bits/channel use of the achievable rates along the individual
rates for all weak eavesdropper Gaussian MAC-WT, and
within 0.5 bits/channel use in all directions for certain weak
eavesdropper Gaussian MAC-WT channels.

I. I NTRODUCTION

Information theoretic secrecy has attracted a considerable
amount of interest recently. Following the pioneering works
of Wyner [1] and Csiszar and Korner [2] who studied the
single-transmitter single-receiver single-eavesdropper wire-
tap channel, many multi-user channel models have been
considered from a secrecy point of view.

The multiple access wiretap channel (MAC-WT) is intro-
duced in [3], [4]. In MAC-WT, there is an eavesdropper in
addition to the ordinary MAC; see Figure 1. For this channel,
an achievable scheme is proposed in [3], where also the
sum secrecy capacity of the degraded Gaussian channel is
found. In [4], a general, not necessarily degraded, Gaussian
MAC-WT is considered, and achievable sum secrecy rate
maximization problems are studied.

We consider a class of MAC-WT where each user’s link
to the legitimate receiver is stronger than its link to the
eavesdropper. We call this class of MAC-WT theweak
eavesdropperclass. We develop ann-letter outer bound for
this class, which partially matches the achievable region.
Even though the matching achievable region and the outer
bound give us the capacity, unfortunately, the capacity ex-
pressions are inn-letter form, and are not computable. We
then consider a Gaussian MAC-WT which satisfies theweak
eavesdroppercondition. We develop a looser outer bound for
this Gaussian case. This looser version of our outer bound for
the Gaussian MAC-WT yields close approximations to the
capacity region along the individual rate axes. In particular,
we show that the gap between our inner and outer bounds is
independent of the channel parameters, and is less than 0.5
bits/channel use.
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Fig. 1. The multiple access wiretap channel (MAC-WT).

We then consider a special class of weak eavesdropper
Gaussian MAC-WT, where each user has an orthogonal
link to the legitimate receiver, while the channel from the
users to the eavesdropper is a general MAC. In this case,
our outer bound yields close approximations to the capacity
region not only along the individual rate dimensions, but
also for the sum rate line. In particular, we show that these
gaps are independent of the channel parameters, and are
all less than 0.5 bits/channel use. Furthermore, for a set of
specific channel parameters, we obtain the exact sum secrecy
capacity.

In the final part of this paper, we discuss the implica-
tions of our results on the degraded MAC-WT which, by
definition, belongs to the weak eavesdropper class studied in
this paper. Moreover, we consider the interference wiretap
channel (IC-WT) which consists of an ordinary interference
channel (IC) and an eavesdropper listening to the ongoing
communication in the IC. The similarity between the IC-
WT with very strong interference among the users and
the weak eavesdropper Gaussian MAC-WT with orthogonal
components is discussed.

II. CHANNEL MODEL

The MAC-WT (Figure 1) consists of two input alphabets,
X1,X2, and two output alphabets,Y,Z. The channel is
assumed to be memoryless with conditional distribution
p(y, z|x1, x2). The inputs can be selected from product
distributions onX1 × X2. A

(
2nR1 , 2nR2 , n

)
code for this

channel consists of two independent message setsW1 ={
1, . . . , 2nR1

}
,W2 =

{
1, . . . , 2nR2

}
, two encodersfi :

Wi → Xn
i , i = 1, 2, and a decoderg : Yn → W1 × W2.

The error probability isPn
e = Pr (g(Y n) 6= (W1,W2)). The

secrecy of the users is measured by the equivocation rates at
the eavesdropper which are1nH(W1|Zn), 1

nH(W2|Zn) and
1
nH(W1,W2|Zn). A rate pair,(R1, R2), is said to be achiev-



able with perfect secrecy if there exists a
(
2nR1 , 2nR2 , n

)
code satisfyinglimn→∞ Pn

e = 0 and

lim
n→∞

1
n

H(W1|Zn) ≥ R1 (1)

lim
n→∞

1
n

H(W2|Zn) ≥ R2 (2)

lim
n→∞

1
n

H(W1,W2|Zn) ≥ R1 + R2 (3)

Thus, we only considerperfectsecrecy in this paper.
The Gaussian MAC-WT is given by

Y = X1 + X2 + Ny (4)

Z =
√

h1X1 +
√

h2X2 + Nz (5)

where Ny and Nz are i.i.d. Gaussian random variables
with zero-mean and unit-variance. We have average power
constraints on the channel inputs:E

[
X2

j

] ≤ Pj , j = 1, 2.

III. MAC-WT WITH WEAK EAVESDROPPER

We define the weak eavesdropper MAC-WT channels as
those that satisfy

I(X1; Y |X2) ≥ I(X1;Z|X2) (6)

I(X2; Y |X1) ≥ I(X2;Z|X1) (7)

for all joint input distributions of the formp(x1, x2) =
p(x1)p(x2). This condition can be interpreted as requiring
each user to have amore capablechannel to its legitimate
receiver in the absence of the other user.

We first state an achievable region for thegeneralMAC-
WT in the following theorem.

Theorem 1:The rate pairs(R1, R2) satisfying

R1 ≤ lim
n→∞

1
n

[I(Xn
1 ;Y n|Xn

2 )− I(Xn
1 ; Zn)]+ (8)

R2 ≤ lim
n→∞

1
n

[I(Xn
2 ;Y n|Xn

1 )− I(Xn
2 ; Zn)]+ (9)

R1 + R2 ≤ lim
n→∞

1
n

[I(Xn
1 , Xn

2 ;Y n)− I(Xn
1 , Xn

2 ;Zn)]+

(10)

are achievable with perfect secrecy for any distribution of
the formp(xn

1 , xn
2 ) = p(xn

1 )p(xn
2 ).

In Theorem 1,(·)+ denotes the positivity operator, i.e.,
(x)+ = max(0, x). This theorem is an extension of the
achievable region provided in [3], hence its proof is omitted.

For a MAC-WT channel satisfying (6)-(7), the rates in
(8)-(9) are always positive [5]. Thus, as long as we consider
channels that satisfy (6)-(7), we do not need the positivity
operators in (8)-(9). However, we note that the conditions
in (6)-(7) do not imply the positivity of the achievable
sum secrecy rate in (10). Therefore, even in the weak
eavesdropper MAC-WT, we do need the positivity operator
in (10). The following corollary states these observations
formally.

Corollary 1: For weak eavesdropper MAC-WT, the rate
pairs (R1, R2) satisfying

R1 ≤ lim
n→∞

1
n

[I(Xn
1 ; Y n|Xn

2 )− I(Xn
1 ; Zn)] (11)

R2 ≤ lim
n→∞

1
n

[I(Xn
2 ; Y n|Xn

1 )− I(Xn
2 ; Zn)] (12)

R1 + R2 ≤ lim
n→∞

1
n

[I(Xn
1 , Xn

2 ; Y n)− I(Xn
1 , Xn

2 ; Zn)]+

(13)

are achievable with perfect secrecy for any distribution of
the formp(xn

1 , xn
2 ) = p(xn

1 )p(xn
2 ).

Next, we provide our outer bound on the secrecy capacity
of the weak eavesdropper MAC-WT.

Theorem 2:The secrecy capacity region of a weak eaves-
dropper MAC-WT lies in the union of the rates satisfying

R1 ≤ lim
n→∞

1
n

[I(Xn
1 ; Y n|Xn

2 )− I(Xn
1 ; Zn)] (14)

R2 ≤ lim
n→∞

1
n

[I(Xn
2 ; Y n|Xn

1 )− I(Xn
2 ; Zn)] (15)

R1 + R2 ≤ lim
n→∞

1
n

[
I(Xn

1 ;Y n|Xn
2 ) + I(Xn

2 ;Y n|Xn
1 )

− I(Xn
1 , Xn

2 ; Zn)
]

(16)

where the union is taken over allp(xn
1 , xn

2 ) = p(xn
1 )p(xn

2 ).
This theorem is proved in Appendix I. The difference be-

tween our inner and outer bounds for the weak eavesdropper
MAC-WT is in the sum secrecy rate expressions in (13)
and (16). Apart from these, the individual achievable secrecy
rate terms in (11)-(12) and the individual secrecy rate upper
bounds in (14)-(15) match, yielding a partial characterization
of the secrecy capacity region in ann-letter form.

IV. GAUSSIAN MAC-WT WITH WEAK EAVESDROPPER

Gaussian MAC-WT channels that satisfy the weak eaves-
dropper conditions in (6)-(7) haveh1, h2 < 1; see Ap-
pendix II for a proof. For the weak eavesdropper Gaussian
MAC-WT (as for any weak eavesdropper MAC-WT), the
identical inequalities in (11)-(12) and (14)-(15) give the
secrecy capacity along the individual rate axes. However,
the difficulty is, even for Gaussian channels, finding the
optimal input distributionsp(xn

1 ), p(xn
2 ) and evaluating the

boundary of (11)-(12) and (14)-(15) seems to be intractable
for now. Consequently, we loosen our outer bound to obtain
computable expressions. We show however that even the
loosened outer bound is within 0.5 bits/channel use of the
achievable region along the individual rate dimensions. We
give our loosened outer bound in the following theorem,
which we prove in Appendix II.

Theorem 3:The secrecy capacity region of Gaussian
MAC-WT with h1, h2 < 1 is contained in the following
region.

R1 ≤ 1
2

log (1 + P1)− 1
2

log
(

2 + h1P1 + h2P2

2(1 + h2P2)

)
(17)

R2 ≤ 1
2

log (1 + P2)− 1
2

log
(

2 + h1P1 + h2P2

2(1 + h1P1)

)
(18)

Next, we compare our outer bound in Theorem 3 with our
achievable rates in Corollary 1. The optimum set of achiev-
able rates that Corollary 1 gives is not known. However, we
can always obtain potentially sub-optimal achievable rates by
using i.i.d. (in time) Gaussian signalling. We note that the



ultimate achievable rates thus calculated may yield either a
pentagon, a triangle or a trapezoid, as the sum rate expression
in (13) may dominate the individual rates in (11) and (12).
Since our aim is to investigate how far our outer bound is
from the achievable region along the individual rate axes, we
will choose our parameters to guarantee that we do not have
a triangle as an achievable region. Thus, let us assume that
h1, h2, P1, P2 are such that at least one of the inequalities

h1 ≤ 1
1 + P2

, h2 ≤ 1
1 + P1

(19)

is satisfied so that we have either a trapezoid or a pentagon
as an achievable region; see Figure 2. Then, we have the fol-
lowing achievable rates expressed in four different possible
cases.

Corollary 2: Without loss of generality, we assumeh1 <
h2 < 1. The following secrecy regions are achievable.
• Case I:h1 ≤ 1

1+P2
, h2 ≤ 1

1+P1

R1 ≤ 1
2

log (1 + P1)− 1
2

log
(

1 +
h1P1

1 + h2P2

)

(20)

R2 ≤ 1
2

log (1 + P2)− 1
2

log
(

1 +
h2P2

1 + h1P1

)

(21)

R1 + R2 ≤ 1
2

log (1 + P1 + P2)

− 1
2

log (1 + h1P1 + h2P2) (22)

• Case II:h1 ≤ 1
1+P2

, 1
1+P1

≤ h2 ≤ 1+h1P1
1+P1

R2 ≤ 1
2

log (1 + P2)− 1
2

log
(

1 +
h2P2

1 + h1P1

)

(23)

R1 + R2 ≤ 1
2

log (1 + P1 + P2)

− 1
2

log (1 + h1P1 + h2P2) (24)

• Case III:h1 ≤ 1
1+P2

, 1+h1P1
1+P1

≤ h2

R2 ≤ 1
2

log (1 + P2)− 1
2

log
(

1 +
h2P2

1 + h1P1

)

(25)

R1 + R2 ≤ 1
2

log (1 + P1)− 1
2

log (1 + h1P1) (26)

• Case IV: 1
1+P2

≤ h1, h2 ≤ 1
1+P1

R1 ≤ 1
2

log (1 + P1)− 1
2

log
(

1 +
h1P1

1 + h2P2

)

(27)

R1 + R2 ≤ 1
2

log (1 + P1 + P2)

− 1
2

log (1 + h1P1 + h2P2) (28)

The achievable regions in Corollary 2 are obtained by
using i.i.d. (in time) Gaussian signalling in Corollary 1. We
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Fig. 2. Illustration of outer and inner bounds for differenth1, h2 values.

now check the gap between our inner and outer bounds on
the individual rates. Here, as an example, we evaluate the
difference between the achievable rate and the outer bound
for user 1, i.e., the difference of (20) and (27) with (17); such
difference for the rate of user 2 can be calculated similarly.
For user 1, this difference is:

1
2

log
(

1 +
h1P1

1 + h2P2

)
− 1

2
log

(
2 + h1P1 + h2P2

2(1 + h2P2)

)

=
1
2

log
(

2(1 + h1P1 + h2P2)
2 + h1P1 + h2P2

)
(29)

which is always less than 0.5 bits/channel use. Thus, if
the first (resp. second) inequality in (19) is satisfied, then
the secrecy rate achievable for the second (resp. first) user
via i.i.d. Gaussian signalling and without pre-processing is
within half bit of the maximum possible secrecy rate for that
user. A graphical illustration of our inner and outer bounds
is given in Figure 2.

V. A SPECIAL CLASS: ORTHOGONAL COMPONENTS

We now consider a special sub-class of weak eavesdropper
Gaussian MAC-WT class where each user has an orthogonal
link to the legitimate receiver while the links from the users
to the eavesdropper form a general Gaussian MAC:

Y1 = X1 + Ny1 (30)

Y2 = X2 + Ny2 (31)

Z =
√

h1X1 +
√

h2X2 + Nz (32)

whereNy1, Ny2 and Nz are i.i.d. zero-mean unit-variance
Gaussian random variables. Here again we haveh1, h2 < 1.
We have the following achievable region.

Corollary 3: The following region is achievable for the
orthogonal-component weak eavesdropper Gaussian MAC-
WT



R1 ≤ 1
2

log (1 + P1)− 1
2

log
(

1 +
h1P1

1 + h2P2

)
(33)

R2 ≤ 1
2

log (1 + P2)− 1
2

log
(

1 +
h2P2

1 + h1P1

)
(34)

R1 + R2 ≤ 1
2

log (1 + P1) +
1
2

log (1 + P2)

− 1
2

log (1 + h1P1 + h2P2) (35)

This achievable region is obtained by using i.i.d. (in time)
Gaussian signalling in Corollary 1. We have the following
outer bound on the secrecy capacity region of this channel.

Theorem 4:The secrecy capacity region of the
orthogonal-component weak eavesdropper Gaussian
MAC-WT is contained in the following region.

R1 ≤ 1
2

log (1 + P1)− 1
2

log
(

2 + h1P1 + h2P2

2(1 + h2P2)

)

(36)

R2 ≤ 1
2

log (1 + P2)− 1
2

log
(

2 + h1P1 + h2P2

2(1 + h1P1)

)

(37)

R1 + R2 ≤ 1
2

log(1 + P1) +
1
2

log(1 + P2)

− 1
2

log
(

2 + h1P1 + h2P2

2

)
(38)

This theorem is proved in Appendix III. Thus, for this
special class of channels, using a calculation similar to that
in (29), we can show that the difference between the sum
secrecy rate expressions on the right hand sides of (35) and
(38) is less than 0.5 bits/channel use. The situation in this
special weak eavesdropper Gaussian MAC-WT is illustrated
in Figure 3.

Moreover, if we restrict the channel gains toh1 + h2 <
1, then we can determine the sum secrecy capacity of this
channel as stated in the next theorem, which we prove in
Appendix IV.

Theorem 5:If h1+h2 < 1, then the sum secrecy capacity
of this channel is given by

R1 + R2 ≤ 1
2

log(1 + P1) +
1
2

log(1 + P2)

− 1
2

log(1 + h1P1 + h2P2) (39)

VI. FURTHER REMARKS

We now discuss the implications of our results on the
secrecy capacity of the degraded MAC-WT. Degraded MAC-
WT satisfies the Markov chain

(X1, X2) → Y → Z (40)

and consequently, satisfies the conditions given in (6)-(7).
Thus, our outer bound in Theorem 2 holds for these channels
as well. Indeed, our Theorem 2 can be improved to give the
entire capacity region in ann-letter form as given in the
following theorem.

R2

R1

≤ 0.5 bits/use

≤ 0.5 bits/use

≤ 0.5 bits/use

Fig. 3. Illustration of outer and inner bounds for MAC-WT with orthogonal
components.

Theorem 6:The secrecy capacity region of a degraded
MAC-WT is given by the union of the following rates

R1 ≤ lim
n→∞

1
n

[I(Xn
1 ; Y n|Xn

2 )− I(Xn
1 ; Zn)] (41)

R2 ≤ lim
n→∞

1
n

[I(Xn
2 ; Y n|Xn

1 )− I(Xn
2 ; Zn)] (42)

R1 + R2 ≤ lim
n→∞

1
n

[I(Xn
1 , Xn

2 ; Y n)− I(Xn
1 , Xn

2 ; Zn)]

(43)

where the union is taken over allp(xn
1 , xn

2 ) = p(xn
1 )p(xn

2 ).
The proof of Theorem 6 is given in Appendix V. We

further remark that the sum secrecy capacity of the de-
graded MAC-WT can be put into a single-letter form as
I(X1, X2; Y |Z).

As a result of Theorem 6, we establish the secrecy capacity
region of the degraded MAC-WT inn-letter form. Prior
to our result here, only the sum secrecy capacity of the
degraded Gaussian MAC-WT was known due to [3], where
the degraded Gaussian MAC-WT is defined by (4)-(5) with
h1 = h2 = h < 1. Hence, using our outer bound in
Theorem 3, and with the sum rate capacity result of [3],
we have the following corollary for the degraded Gaussian
MAC-WT.

Corollary 4: The achievable region described by (20)-(22)
coincides with the sum secrecy rate points of the degraded
Gaussian MAC-WT. Moreover, this region is within half bit
of the straight lines of the pentagon corresponding to the
capacity region ifh ≤ min (1/(1 + P1), 1/(1 + P2)).

In Corollary 4, the claim regarding the sum secrecy
capacity is due to [3]. The other claim can be proved by
simply settingh1 = h2 = h in Theorem 3 and in Corollary 2,
and checking the gap between these rates as it is done in (29).

A further remark is about IC-WT when the interference
among the users isvery strong. We now show that the
results obtained for the Gaussian MAC-WT with orthogonal
components in Section V hold for IC-WT with very strong
interference as well. The Gaussian IC-WT is defined by

Y1 = X1 +
√

αX2 + Ny1 (44)

Y2 = X2 +
√

βX1 + Ny2 (45)

Z =
√

h1X1 +
√

h2X2 + Nz (46)

whereY1, Y2 andZ denote the users’ and the eavesdropper’s
observation, respectively. We have power constraints on the



channel inputs asE
[
X2

j

] ≤ Pj , j = 1, 2 and the channel
inputs should be independent. All of the definitions in
Section II regarding the codes and the achievability hold for
IC-WT with appropriate modifications. Since there are now
two receivers, we have two decoders, each one associated
with one receiver. Consequently, each decoder has its own
probability of error that needs to decay to zero. Similar to
MAC-WT, each transmitter uses a codebook that is indepen-
dent of the other user’s codebook and the secrecy is measured
through 1

nH(W1|Zn), 1
nH(W2|Zn), 1

nH(W1,W2|Zn).
If α andβ satisfy

α ≥ 1 + P1, β ≥ 1 + P2 (47)

interference at each terminal becomesvery strongwhich can
be eliminated entirely leaving each user a clean, single-user
channel [6]. Consequently, the resulting channel becomes
equivalent to the channel in (30)-(32). Thus, in light of the
results obtained in Section V, we find the secrecy capacity
region of this channel to within half bit. This is stated in the
next theorem which is proved in Appendix VI.

Theorem 7:The achievable secrecy region given in Corol-
lary 3 is within half bit of the secrecy capacity region of the
IC-WT if α andβ satisfy (47) andh1, h2 < 1. Moreover, if
h1 +h2 < 1, then the sum secrecy capacity is given by (39).

VII. C ONCLUSIONS

We focused on a special class of MAC-WT which we call
the weak eavesdropperMAC-WT. We developed ann-letter
outer bound for the perfect secrecy capacity of this class of
channels. Thisn-letter outer bound matches the achievable
region partially. Although this partial matching gives us a
limited characterization of the capacity region, it is in ann-
letter form, and is incomputable. Focusing our attention to
Gaussian channels, we were able to evaluate a looser version
of our bound which determines the secrecy capacity region
along individual rates axes within half bit irrespective of
the channel parameters. We then considered a special class
of weak eavesdropperMAC-WT where each user has an
orthogonal link to the legitimate receiver. For this class of
channels, a looser version of our outer bound determines the
entire capacity region within half bit. Furthermore, implica-
tions of our results on the degraded MAC-WT as well as on
the IC-WT with strong interference are addressed.

APPENDIX I
PROOF OFTHEOREM 2

First, we note that for channels satisfying (6)-(7), we also
have

I(Xn
1 ; Y n|Xn

2 , U) ≥ I(Xn
1 ; Zn|Xn

2 , U) (48)

I(Xn
2 ; Y n|Xn

1 , U) ≥ I(Xn
2 ; Zn|Xn

1 , U) (49)

for all p(xn
1 , xn

2 ) = p(xn
1 )p(xn

2 ) and any random variableU
such thatU → (Xn

1 , Xn
2 ) → (Y n, Zn), Xn

1 → U → Xn
2

[5]. Thus, using this result, we can obtain

I(Xn
1 ; Y n|Xn

2 ,W1) ≥ I(Xn
1 ; Zn|Xn

2 ,W1) (50)

≥ I(Xn
1 ; Zn|W1) (51)

where in the second inequality, we use the fact that(Xn
1 ,W1)

and Xn
2 are independent, and that conditioning decreases

entropy. Similarly, we have

I(Xn
2 ; Y n|Xn

1 ,W2) ≥ I(Xn
2 ; Zn|Xn

1 ,W2) (52)

≥ I(Xn
2 ; Zn|W2) (53)

Furthermore, starting with (48), we get

I(Xn
1 ; Y n|Xn

2 ,W1) ≥ I(Xn
1 ; Zn|Xn

2 ,W1) (54)

= I(Xn
1 ; Zn|Xn

2 ,W1, W2) (55)

≥ I(Xn
1 ; Zn|W1,W2) (56)

where the equality is due to the fact that givenXn
2 , W2 is

independent of everything else and the last inequality follows
from the fact that(Xn

1 ,W1) and (Xn
2 ,W2) are independent

and that conditioning decreases entropy. If we combine (56)
with

I(Xn
2 ; Y n|Xn

1 ,W2) ≥ I(Xn
2 ; Zn|Xn

1 ,W2, W1) (57)

which follows from (55) due to symmetry, we get

I(Xn
1 ; Y n|Xn

2 ,W1) + I(Xn
2 ; Y n|Xn

1 ,W2) ≥
I(Xn

1 , Xn
2 ; Zn|W1, W2) (58)

which will be used in the derivation of our outer bound
on the sum secrecy rate. Hence, we have all the necessary
inequalities, i.e., (51), (53), (58), for the remaining part of
the proof.

We start with the derivation of our outer bound onR1,

nR1 ≤ H(W1|Zn) ≤ I(W1; Y n)− I(W1; Zn) + εn (59)

≤ I(W1; Y n|Xn
2 )− I(W1; Zn) + εn (60)

≤ I(W1; Y n|Xn
2 )− I(W1; Zn) + εn

+ I(Xn
1 ;Y n|Xn

2 ,W1)− I(X1; Zn|W1) (61)

= I(W1, X
n
1 ; Y n|Xn

2 )− I(W1, X
n
1 ; Zn) + εn (62)

= I(Xn
1 ; Y n|Xn

2 )− I(Xn
1 ; Zn) + εn (63)

where (59) is due to Fano’s lemma [7], (60) is due to the
fact thatW1 andXn

2 are independent and that conditioning
decreases entropy, (61) is obtained by using (51), and (63)
follows from the fact that givenXn

1 , W1 is independent of
everything else. This gives us (14). Similarly, one can get
(15).

We next prove our outer bound on the sum secrecy rate.

n(R1 + R2) ≤ H(W1, W2|Zn) (64)

≤ I(W1,W2;Y n)− I(W1,W2;Zn) + εn (65)

≤ I(W1;Y n|Xn
2 ) + I(W2;Y n|Xn

1 )− I(W1, W2;Zn)
+ εn (66)

≤ I(W1;Y n|Xn
2 ) + I(W2;Y n|Xn

1 )− I(W1, W2;Zn)
+ I(Xn

1 ; Y n|Xn
2 , W1) + I(Xn

2 ; Y n|Xn
1 ,W2)

− I(Xn
1 , Xn

2 ; Zn|W1,W2) + εn (67)

= I(Xn
1 ;Y n|Xn

2 ) + I(Xn
2 ;Y n|Xn

1 )
− I(Xn

1 , Xn
2 ; Zn) + εn (68)

where (65) is due to Fano’s lemma [7], (66) follows from the



fact thatW1 (resp.W2) andXn
2 (resp.Xn

1 ) are independent
and that conditioning decreases entropy, (67) follows by
using (58) and (68) comes from the fact that givenXn

1 (resp.
Xn

2 )), W1 (resp.W2) is independent of everything else. This
gives us (16).

APPENDIX II
PROOF OFTHEOREM 3

First, we show that Gaussian MAC-WT withh1, h2 < 1
satisfies (6)-(7), hence Theorem 2 is applicable. To this end,
define the following random variables

Ỹ1 = Y −X2 = X1 + Ny (69)

Z̃1 =
√

h1(X1 + Ny) +
√

1− h1Ñ (70)

whereÑ ∼ N (0, 1) and is independent of everything else.
Note thatỸ1 and Z̃1 satisfy

I(X1;Y |X2) = I(X1; Ỹ1) = I(X1; Ỹ1, Z̃1) (71)

I(X1; Z|X2) = I(X1; Z̃1) (72)

where the second equality of(71) is due to the Markov chain
X1 → Ỹ1 → Z̃1. Thus, we have

I(X1; Y |X2)− I(X1;Z|X2) = I(X1; Ỹ1, Z̃1)− I(X1; Z̃1)
(73)

= I(X1; Ỹ1|Z̃1) ≥ 0 (74)

proving that Gaussian MAC-WT withh1, h2 < 1 satisfies
(6)-(7).

We now bound the following term

I(Xn
1 ; Y n|Xn

2 )− I(Xn
1 ; Zn)

= H(Xn
1 + Nn

y ) + H(
√

h2X
n
2 + Nn

z )

−H(
√

h1X
n
1 +

√
h2X

n
2 + Nn

z )−H(Nn
y ) (75)

where we useH(·) to denote the differential entropy of
a continuous random variable. We will use a variant of
the entropy-power inequality given in [8]. Let{Un

i }N
i=1

be independent length-n random vectors. IfC denotes an
arbitrary collection of subsets of{1, . . . , N}, then we have

exp

(
2
n

H

(
N∑

i=1

Un
i

))
≥ 1

r

∑

S∈C
exp

(
2
n

H

( ∑

i∈S

Un
i

))

(76)

where r denotes the maximum number of subsets inC in
which any one index,i, appears, andS denotes a subset of
{1, . . . , n} that is in the collectionC.

Before using this inequality, first decomposeNn
z as fol-

lows

Nn
z =

√
h1N

n
y +

√
1− h1Ñ

n (77)

whereÑn ∼ N (0, I) and is independent of everything else.
Furthermore, let us define

t1 = H(Xn
1 + Nn

y ) (78)

= H(
√

h1X
n
1 +

√
h1N

n
y )− n

2
log(h1) (79)

and

t2 = H(
√

h2X2 + Nn
z ) (80)

= H(
√

h2X
n
2 +

√
h1N

n
y +

√
1− h1Ñ

n) (81)

Using the inequality in (76), we have the following lower
bound

H(
√

h1X
n
1 +

√
h2X

n
2 + Nn

z ) ≥
n

2
log

(
h1

2
exp

(
2t1
n

)
+

1
2

exp
(

2t2
n

)
+ 2πe

1− h1

2

)

(82)

Using (75) and (82), we obtain the following upper bound

I(Xn
1 ;Y n|Xn

2 )− I(Xn
1 ;Zn) ≤ max

t1,t2
f(t1, t2) (83)

wheref(t1, t2) is

f(t1, t2) = t1 + t2

− n

2
log

(
h1

2
exp

(
2t1
n

)
+

1
2

exp
(

2t2
n

)
+ 2πe

1− h1

2

)

− n

2
log(2πe) (84)

Note thatf(t1, t2) is monotonically increasing in botht1 and
t2. Sincet1 and t2 are maximized whenXn

1 ∼ N (0, P1I)
andXn

2 ∼ N (0, P2I), the maximum value off(t1, t2) is

1
2

log (1 + P1)− 1
2

log
(

2 + h1P1 + h2P2

2(1 + h2P2)

)
(85)

This completes the proof of the upper bound onR1 given
in (17). The upper bound onR2 given in (18) follows from
symmetry.

APPENDIX III
PROOF OFTHEOREM 4

We defineY n = (Y n
1 , Y n

2 ). Using the facts thatXn
1 (resp.

Xn
2 ) andY n

2 (resp.Xn
1 ) are independent, we get

I(Xn
1 ;Y n|Xn

2 ) = I(Xn
1 ; Y n

1 ) (86)

I(Xn
2 ;Y n|Xn

1 ) = I(Xn
2 ; Y n

2 ) (87)

I(Xn
1 , Xn

2 ;Y n) = I(Xn
1 ; Y n

1 ) + I(Xn
2 ; Y n

2 ) (88)

Moreover, following the analysis carried out in the proof of
Theorem 3 in Appendix II, we can show that this channel
satisfies (6)-(7). Thus, our outer bound in Theorem 2 can
be applied to this channel as well. Hence, plugging the
expressions in (86)-(88) into Corollary 1 and Theorem 2, we
get the secrecy capacity region of this channel as follows.

R1 ≤ lim
n→∞

1
n

[I(Xn
1 ; Y n

1 )− I(Xn
1 ; Zn)] (89)

R2 ≤ lim
n→∞

1
n

[I(Xn
2 ; Y n

2 )− I(Xn
2 ; Zn)] (90)

R1 + R2 ≤ lim
n→∞

1
n

[
I(Xn

1 ;Y n
1 ) + I(Xn

2 ;Y n
2 )

− I(Xn
1 , Xn

2 ;Zn)
]

(91)

As opposed to the general weak eavesdropper MAC-WT
class, for this sub-class, we are able to obtain the entire



secrecy capacity region in ann-letter form, because the
expression in (13) is guaranteed to be positive, and the
expressions in (13) and (16) become identical, due to (86)-
(88). The two bounds on the individual secrecy rate terms
are identical to those in the proof of Theorem 3 given in
Appendix II, and hence the bounds in Theorem 3 directly
apply for this channel as well. Hence, we only need to
consider the sum secrecy rate term which is

I(Xn
1 ;Y n

1 ) + I(Xn
2 ; Y n

2 )− I(Xn
1 , Xn

2 ; Zn)
= H(Xn

1 + Nn
y1) + H(Xn

2 + Nn
y2)

−H(
√

h1X
n
1 +

√
h2X

n
2 + Nn

z )− n

2
log(2πe) (92)

We decompose the noise of the eavesdropper as

Nn
z =

√
h1Ñ

n
1 +

√
h2 − h1Ñ

n
2 +

√
1− h2Ñ

n
3 (93)

whereÑn
1 , Ñn

2 , Ñn
3 are independent Gaussian random vec-

tors with zero-mean and identity covariance matrices. We
also define

t1 = H(Xn
1 + Nn

y1) (94)

= H(
√

h1X
n
1 +

√
h1Ñ

n
1 )− n

2
log h1 (95)

and

t2 = H(Xn
2 + Nn

y2) (96)

= H(
√

h2X
n
2 +

√
h2 − h1Ñ

n
2 +

√
h1Ñ

n
1 )− n

2
log h2

(97)

Using the entropy power inequality of [8] given in (76), we
get

2
n

H(
√

h1X
n
1 +

√
h2X

n
2 + Nn

z ) ≥ g(t1, t2) (98)

whereg(t1, t2) is

log
(

h1

2
exp

(
2t1
n

)
+

h2

2
exp

(
2t2
n

)
+ 2πe

2− h2 − h1

2

)

(99)

Thus, the sum secrecy rate can be upper bounded as

I(Xn
1 ; Y n

1 ) + I(Xn
2 ; Y n

2 )− I(Xn
1 , Xn

2 ; Zn) ≤ max
t1,t2

f(t1, t2)

(100)

wheref(t1, t2) is

2
n

f(t1, t2) =
2
n

(t1 + t2) + log(2πe)− g(t1, t2) (101)

which is monotonically increasing in botht1 and t2. Since
t1 and t2 are maximized whenXn

1 ∼ N (0, P1I) andXn
2 ∼

N (0, P2I), the maximum value off(t1, t2) is

1
2

log(1 + P1) +
1
2

log(1 + P2)

− 1
2

log
(

2 + h1P1 + h2P2

2

)
(102)

This completes the proof of the upper bound on the sum
secrecy rate given in (38).

APPENDIX IV
PROOF OFTHEOREM 5

The proof of Theorem 5 is similar to the proof of the sum
rate secrecy bound in Theorem 4. The differences are in the
way we decompose the eavesdropper noise and apply the
entropy power inequality. Here, the classical entropy power
inequality [9], [10] is sufficient to get the result, i.e, we do
not make use of the additional properties of the one in (76)
[8]. Instead of decomposing the noise as in (93), we will use

Nn
z =

√
h1N

n
y1 +

√
h2N

n
y2 + Ñn (103)

whereÑn is i.i.d. Gaussian noise sequence with zero-mean
and variance of1 − h1 − h2. Consequently, using entropy
power inequality, we get

2
n

I(Xn
1 , Xn

2 ; Zn)

=
2
n

H(
√

h1X
n
1 +

√
h2X

n
2 + Nn

z )− log(2πe) (104)

≥ g(t1, t2) (105)

whereg(t1, t2) is

log
(

h1

2πe
exp

(
2t1
n

)
+

h2

2πe
exp

(
2t2
n

)
+ 1− h1 − h2

)

(106)

and t1, t2 are

t1 = H
(
Xn

1 + Nn
y1

)
(107)

t2 = H
(
Xn

2 + Nn
y2

)
(108)

Therefore, the sum secrecy rate can be upper bounded as

I(Xn
1 ; Y n

1 ) + I(Xn
2 ;Y n

2 )− I(Xn
1 , Xn

2 ;Zn) ≤ max
t1,t2

f(t1, t2)

(109)

wheref(t1, t2) is

2
n

f(t1, t2) =
2
n

(t1 + t2)− 2 log(2πe)− g(t1, t2) (110)

which is monotonically increasing in botht1 andt2. Sincet1
andt2 are maximized whenXn

1 , Xn
2 are selected as Gaussian

with zero-mean and covariance matrices ofP1I, P2I, we get

I(Xn
1 ; Y n

1 ) + I(Xn
2 ; Y n

2 )− I(Xn
1 , Xn

2 ; Zn)

≤ n

2
log(1 + P1) +

n

2
log(1 + P2)

− n

2
log(1 + h1P1 + h2P2) (111)

which completes the proof.

APPENDIX V
PROOF OFTHEOREM 6

Since degraded channels already satisfy the conditions in
(6)-(7), the outer bound in Theorem 2 is valid for them.
Thus, to prove Theorem 6, we only need to consider the



sum secrecy rate. First, note that for degraded channels

I(Xn
1 , Xn

2 ;Y n|W1,W2)− I(Xn
1 , Xn

2 ; Zn|W1,W2)
= I(Xn

1 , Xn
2 ;Y n, Zn|W1,W2)− I(Xn

1 , Xn
2 ;Zn|W1,W2)

(112)

= I(Xn
1 , Xn

2 ;Y n|W1,W2, Z
n) (113)

≥ 0 (114)

where the first equality is due to the degradedness. We now
bound sum secrecy rate of the degraded channels.

H(W1,W2|Zn)
≤ I(W1,W2; Y n)− I(W1,W2; Zn) + εn (115)

≤ I(W1,W2; Y n)− I(W1,W2; Zn) + εn

+ I(Xn
1 , Xn

2 ; Y n|W1,W2)− I(Xn
1 , Xn

2 ;Zn|W1,W2)
(116)

= I(Xn
1 , Xn

2 ; Y n)− I(Xn
1 , Xn

2 ; Zn) + εn (117)

where (115) is due to Fano’s lemma [7], (116) is obtained by
using (114), and (117) is a consequence of the fact that given
(Xn

1 , Xn
2 ), (W1,W2) is independent of the channel outputs.

APPENDIX VI
PROOF OFTHEOREM 7

We prove Theorem 7 in two parts, starting with achiev-
ability. Useri (i = 1, 2) generates2n(Ri+R̃i) length-n code-
words Xi throughN (0, PiI) and labels themXi(wi, w̃i)
where wi ∈ {1, . . . , 2nRi}, w̃i ∈ {1, . . . , 2nR̃i}. Here, Ri

denotes the rate of the information-carrying messages andR̃i

is the rate sacrificed to confuse the eavesdropper to achieve
secrecy for useri = 1, 2. For example, ifwi is the message
to be transmitted, useri selects aW̃i randomly and transmits
xi(wi, w̃i). Furthermore, these rates satisfy

Ri + R̃i ≤ 1
2

log(1 + Pi), i = 1, 2 (118)

R̃i ≤ 1
2

log(1 + hiPi), i = 1, 2 (119)

R̃1 + R̃2 =
1
2

log(1 + h1P1 + h2P2) (120)

Since interference gains,α, β, satisfy (47), each user can
decode both other user’s messages and its own message with
vanishingly small probability of error [6]. Hence, we only
need to show that this scheme yields perfect secrecy. To this
end, we consider joint secrecy condition which is sufficient
to ensure that secrecy constraints on the individual messages
are satisfied [3]. We have,

H(W1,W2|Zn)
= H(W1,W2, Z

n)−H(Zn) (121)

= H(W1,W2, X
n
1 , Xn

2 , Zn)−H(Xn
1 , Xn

2 |W1,W2, Z
n)

−H(Zn) (122)

= H(W1,W2) + H(Xn
1 , Xn

2 |W1, W2) + H(Zn|Xn
1 , Xn

2 )
−H(Xn

1 , Xn
2 |W1,W2, Z

n)−H(Zn) (123)

= H(W1,W2) + H(Xn
1 , Xn

2 |W1, W2)− I(Xn
1 , Xn

2 ; Zn)
−H(Xn

1 , Xn
2 |W1,W2, Z

n) (124)

where (123) is obtained by using the chain rule and the fact
that given (Xn

1 , Xn
2 ), (W1,W2) and Zn are independent.

We now consider each term of (124) separately. Since given
(W1,W2), (Xn

1 , Xn
2 ) can take2n(R̃1+R̃2) different values

uniformly, we have

H(Xn
1 , Xn

2 |W1,W2) = n(R̃1 + R̃2) (125)

=
n

2
log(1 + h1P1 + h2P2) (126)

The third term of (124) is bounded as

I(Xn
1 , Xn

2 ; Zn) ≤ n

2
log(1 + h1P1 + h2P2) (127)

due to the fact that i.i.d. Gaussian signalling achieves the
capacity of a memoryless Gaussian channel. Finally, we
bound the last term of (124). To this end, assume that
eavesdropper is decoding(Xn

1 , Xn
2 ) given (W1,W2). Since

R̃1 and R̃2 are selected to lie in the capacity region of
the MAC between the users and the eavesdropper, the error
probability of this decoding is vanishingly small, implying

H(Xn
1 , Xn

2 |W1,W2, Z
n) ≤ εn (128)

due to Fano’s lemma. Plugging (126), (127), (128) into (124),
we get

H(W1,W2|Zn) ≥ H(W1,W2)− εn (129)

Thus, this scheme yields perfect secrecy. After eliminating
R̃1 and R̃2 from (118), (119) and (120), one can get the
achievable region of Corollary 3. Hence, we complete the
achievability part.

For the outer bound, we note that this channel satisfies
the conditions in (6)-(7) and consequently, following similar
lines as in the proof of Theorem 4, one can get the outer
bound given in this theorem. Moreover, we can show the
sum secrecy capacity for the caseh1 + h2 < 1 by using the
proof technique developed for Theorem 5 in Appendix IV.
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