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Abstract. Digital fingerprinting is a tool to protect multimedia content
from illegal redistribution by uniquely marking copies of the content dis-
tributed to each user. Collusion attack is a powerful attack whereby
several differently-fingerprinted copies of the same content are combined
together to attenuate or even remove the fingerprint. Coded fingerprint-
ing is one major category of fingerprinting techniques against collusion.
Many fingerprinting codes are proposed with tracing capability and col-
lusion resistance, such as Traceability (TA) codes and Identifiable Parent
Property (IPP) codes. Most of these works treat the important embed-
ding issue in terms of a set of simplified and abstract assumptions, and
they do not examine the end-to-end performance of the coded multimedia
fingerprinting. In this paper we jointly consider the coding and embed-
ding issues and examine the collusion resistance of coded fingerprinting
systems with various code parameters. Our results show that TA codes
generally offer better collusion resistance than IPP codes, and a TA code
with a larger alphabet size and a longer code length is preferred.

1 Introduction

Technology advancement has made multimedia content widely available and easy
to process. These benefits also bring ease to unauthorized users who can dupli-
cate and manipulate multimedia content, and re-distribute it to a large audience.
The protection of multimedia content becomes increasingly important. Digital
fingerprinting is an emerging technology to protect multimedia content from
unauthorized dissemination, whereby each user’s copy is identified by a unique
ID embedded in his/her copy and the ID, which we call fingerprint, can be ex-
tracted to help identify culprits when a suspicious copy is found. A powerful,
cost-effective attack from a group of users is collusion attack, where the users
combine their copies of the same content to generate a new version. If designed
improperly, the fingerprints can be weakened or removed by the collusion attacks.

A growing number of techniques have been proposed in the literature to pro-
vide collusion resistance in multimedia fingerprinting systems. Many of them fall
in one of the two categories, namely, the non-coded fingerprinting and the coded
fingerprinting. The orthogonal fingerprinting is a typical example of non-coded
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fingerprinting. It assigns each user a spread spectrum sequence as the fingerprint
and the sequences among users are mutually orthogonal. The collusion resistance
of orthogonal fingerprinting has been well studied by Wang et al. [1] and Ergun
et al. [2]. Coded fingerprinting employs an explicit coding step to build the fin-
gerprint sequences. One of the earliest works is by Boneh and Shaw [3], where
a two-level code construction known as a c-secure code was proposed to resist
up to c colluders with a high probability. This binary code was later used to
modulate a direct spread spectrum sequence to embed the fingerprints in multi-
media signals [4]. Following Boneh and Shaw’s framework, many recent works
consider the construction of fingerprinting codes for generic data that have trac-
ing capability and are able to resist collusion. We collectively call these codes
traceability codes, which include Identifiable Parent Property (IPP) codes and
Traceability (TA) codes1 [5]- [9]. In [10] and [11], TA codes are applied to multi-
media fingerprinting and extended to deal with symbol erasures contributed by
noise or cropping in multimedia signal domain. Fernandez and Soriano [12] em-
ploy TA codes constructed through algebraic-geometry codes for fingerprinting
multimedia content. They define identifiable colluders and propose to employ the
Guruswami-Sudan soft-decision list decoding algorithm for algebraic-geometry
codes to find such users. Existing coded fingerprinting mainly focuses on the
code layer and treat the embedding issues through an abstract model known
as the marking assumption [3] [10]. It typically assumes that colluders can only
change fingerprint symbols where they have different values, and the collud-
ers assemble pieces of their codes to generate a colluded version. Although the
marking assumption may work well with generic data, it alone is not always ap-
propriate to model multimedia fingerprinting. Both coding and embedding issues
need to be considered in multimedia fingerprinting. A recent work by Trappe et
al. [13] has shown very promising results by this joint consideration. In their
work, a code based on combinatorial design was proposed, and each code bit
is embedded in an overlapped fashion by modulating a spreading sequence that
covers the entire multimedia signal. The overlap spreading confines the types of
manipulation from colluders, and colluders can be identified through the code
bits shared by them.

In our recent work on coded fingerprinting [14] [15] [16], we jointly consider
coding and embedding and have found that coded fingerprinting allows for a
much more efficient detection than non-coded orthogonal fingerprinting [1], but
it has rather limited collusion resistance. Based on this joint consideration, we
propose a Permuted Subsegment Embedding (PSE) technique [16] which sub-
stantially improves the collusion resistance of coded fingerprinting. With this
improvement, coded fingerprinting has a better trade-off between collusion re-
sistance and detection efficiency than the non-coded fingerprinting. One question

1 The term “traceability codes”, in a broad sense, refers to the collection of finger-
printing codes with tracing capability, and in a narrow sense, refers to a specific type
of traceability codes that will be discussed later. To avoid confusion, in this paper,
we will use “TA codes” to represent the narrow-sense traceability codes.



that remains to be answered is the effect of the code parameters on the perfor-
mance of the fingerprinting systems.

In this paper, building upon a cross-layer framework and employing our pre-
viously proposed PSE technique, we examine the effect of different codes on the
collusion resistance of coded multimedia fingerprinting. The paper is organized
as follows. Section 2 provides a general background on coded fingerprinting and
reviews fingerprinting codes with emphasis on IPP code and TA code. We exam-
ine the collusion resistance of multimedia fingerprinting based on IPP codes and
TA codes through analysis and simulations in Section 3. Finally the conclusions
are drawn in Section 4.

2 Background on Coded Fingerprinting for Multimedia

2.1 System Framework

A typical framework for coded multimedia fingerprinting includes a code layer
and a spread spectrum based embedding layer [14]. For anti-collusion purposes,
the fingerprint code is constructed such that a colluded codeword by a coalition
of c colluders can be traced back to one of the colluders. Each codeword is then
assigned to one user as the fingerprint. To embed a codeword, we first partition
the host signal into L non-overlapped segments with one segment corresponding
to one symbol. Then we build q mutually orthogonal spread spectrum sequences
{wj , j = 1, 2, ..., q} with identical energy ||w||2 to represent the q possible sym-
bol values in the alphabet. Each user’s fingerprint sequence is constructed by
concatenating the spreading sequences corresponding to the symbols in his/her
codeword. Before the embedding of the spreading sequence, we employ the Per-
muted Subsegment Embedding (PSE) technique proposed in our recent work [16]
to get better collusion resistance. In PSE, each segment of the fingerprint se-
quence is partitioned into β subsegments and these subsegments are then ran-
domly permuted according to a secret key. The permuted fingerprint sequence is
added to the host signal with perceptual scaling to form the final fingerprinted
signal.
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After the distribution of the fingerprinted copies, users may collaborate and
mount cost-effective collusion attacks. The existing works on coded fingerprint-
ing have primarily targeted code-level collusion resistance. The widely considered
collusion model is the interleaving collusion, whereby each colluder contributes a
non-overlapped set of segments (corresponding to symbols) and these segments
are assembled to form a colluded copy. Additional distortion may be added to the
multimedia signal during the collusion, which we model as additive noise. Since
few colluders would be willing to take higher risk than others, they generally
would make contributions of an approximately equal amount in the collusion.
Another major type of collusion is done in the signal domain. A typical example
is the averaging collusion [1], whereby colluders average the corresponding com-
ponents in their copies to generate a colluded version. The averaging collusion
can be modelled as follows:

z =
1
c

∑

j∈Sc

sj + x + d, (1)

where z is the colluded signal, x is the host signal, d is the noise term, sj

represents the fingerprint sequence for user j, Sc is the colluder set, and c is the
number of colluders. For simplicity in analysis, we assume that the additional
noise under both collusions follows i.i.d. Gaussian distribution.

At the detector side, our goal is to catch one colluder with a high probability.
We first extract the fingerprint sequence and inversely permute it according to
the secret key used in the PSE. We then determine the symbol that is most likely
to be present in each multimedia segment using a correlation detector commonly
used for spread spectrum embedding [17]. We search the codebook and identify
the colluder to be the one whose codeword has the smallest Hamming distance
to the extracted codeword. Alternatively, after the inverse permutation of the
fingerprint sequence, we can employ a correlation detector to correlate the entire
test signal directly with every user’s fingerprint signal sj . In this case, the decision
is based on the overall correlation and no intermediate hard decision needs to be
made at the symbol level. The user whose fingerprint has the highest correlation
with the test signal is identified as the colluder, i.e. ĵ = arg maxj=1,2,...,Nu TN (j).
Here, the detection statistic TN (j) is defined as:

TN (j) =
(z− x)T sj√

‖s‖2 j = 1, 2, ..., Nu, (2)

where z is the colluded signal, x is the original signal which is often available in
fingerprinting applications, and ‖s‖ = ‖sj‖ for all j based on the equal energy
construction. Compared with the former 2-step hard-decision scheme, the latter
scheme takes advantage of the soft information on the symbol level and provides
a better performance.

2.2 Fingerprinting Codes

At the code layer, a code with tracing capability is employed for the purpose of
collusion resistance. In the literatures of fingerprint code design, codes such as



Identifiable Parent Property(IPP) codes and Traceability(TA) codes are widely
studied [5]- [9]. We briefly review these two kinds of codes in the following.

c-TA Code A c-TA code satisfies the condition that any colluded codeword by
any c (or fewer) colluders has a smaller distance to at least one of these colluders’
codewords than to the innocent users’ [5]. We can construct a c-TA code using an
established Error Correcting Code (ECC), provided that the minimum distance
D is large enough and satisfies [5]

D >

(
1− 1

c2

)
L. (3)

Here L is the code length and c is the number of colluders that the code is
intended to resist. With the minimum distance achieving the Singleton bound,
a Reed-Solomon code is a natural choice for constructing a c-TA code. Then,
the number of c-TA codewords over an alphabet of size q constructed through a
Reed-Solomon code is Nu = qk, where k = dL/c2e.

c-IPP Code A c-IPP code satisfies the condition that any colluded codeword
by a coalition of size at most c can be traced back to at least one member of the
coalition [5]. A c-TA code is a c-IPP code, but a c-IPP code is not necessarily a
c-TA code. Therefore, the set of c-TA codes is a subset of c-IPP codes. In terms
of the traceability, the c-TA codes are stronger than those c-IPP codes that are
not c-TA codes, which we call proper c-IPP codes. Van Trung et al. propose a
method that can be used to construct a proper c-IPP code as follows [9]:

Let A be an (L2, N2, q2) c-IPP code with code length L2, codeword number
N2 and alphabet size q2. Let B be an (L1, q2, q1) c-IPP code with code length
L1, codeword number q2 and alphabet size q1. Then the concatenated code C
of A and B is an (L1L2, N2, q1) c-IPP code with code length L1L2, codeword
number N2 and alphabet size q1.

The concatenation of code A and code B is done by replacing each symbol in the
alphabet of code A by a codeword in code B. Since a c-TA code is also a c-IPP
code, the construction of a proper c-IPP code can be done by concatenating two
c-TA codes.

In this paper, we are interested in the comparison of c-TA codes with proper
c-IPP codes. From this point on, for the sake of brevity we use the term c-IPP
codes to refer to proper c-IPP codes.

3 Performance Evaluation

In this section, we compare the collusion resistance of fingerprinting systems
employing different codes. We try to answer the questions: what kind of code
is better for collusion resistance and what parameter settings of the codes are
favorable for building the fingerprint sequences? We provide analysis on the
relationship between collusion resistance and code parameters. Simulations are
then used to validate the analysis and conjectures.



3.1 Analysis of Collusion Resistance

We measure the collusion resistance of a fingerprinting system in terms of the
probability of catching one colluder, denoted as Pd. To get the analytic approxi-
mation, first consider an ideal fingerprinting system whose fingerprint sequences
have a constant pairwise correlation denoted as ρ. Without loss of generality,
we assume that the first c users perform averaging collusion. (Notice that with
the PSE technique, the interleaving collusion has similar effect to the averaging
collusion. [16]) The vector of detection statistics TN ’s defined in (2) follows a
Nu-dimensional Gaussian distribution:

T = [TN (1), ..., TN (Nu)]T ∼ N([m1,m2]
T
, σ2

dΣ) (4)

with m1 = ‖s‖
(

1
c

+
(

1− 1
c

)
ρ

)
1c, m2 = ‖s‖ρ1n−c,

where 1k is an all one vector with dimension k-by-1, and Σ is an n-by-n matrix
whose diagonal elements are 1’s and off-diagonal elements are ρ’s, σ2

d is the
variance of the noise, m1 is the mean vector for colluders, and m2 is the mean
vector for innocent users. Given the same colluder number c and fingerprint
strength ‖s‖, the mean correlation values with colluders and with innocents are
separated more widely for a smaller ρ. This suggests that in the absence of any
prior knowledge on collusion patterns, a smaller ρ leads to a higher colluder
detection probability Pd. Therefore, we prefer fingerprint sequences with a small
pairwise correlation ρ in the system design.

For the coded fingerprinting, the pairwise correlation can be calculated by
examining the code construction. Codes with a larger minimum distance have a
smaller upper bound on the correlation and thus are preferable. This is consistent
with the principle indicated in (3) to employ codes with large minimum distance.
Under the code construction with large minimum distance, the largest pairwise
correlation between the fingerprinting sequences ρ0 will be close to 0 and we can
use the above equal pairwise correlation model with ρ = ρ0 to approximate the
performance of the coded fingerprinting under averaging collusion.

Taking a Reed-Solomon code based fingerprinting as an example, we calculate
its pairwise correlation. We denote the alphabet size as q, dimension k, and code
length L. The total number of codewords is Nu = qk and the minimum distance
is D = L−k+1. We use si and sj to represent the fingerprint sequences for user
i and user j, respectively, and wim as the orthogonal sequence representing the
symbol in user i’s codeword at position m with ‖wim‖ = ‖w‖. The normalized
correlation between si and sj is

< si, sj >

‖s‖2 =
< [wi1wi2 · · ·wiL], [wj1wj2 · · ·wjL] >

L‖w‖2

=

∑L
m=1 wimwT

jm

L‖w‖2 ≤ L−D

L
=

k − 1
L

, ρ0. (5)

We can choose k and L to make ρ0 close to 0 to achieve better collusion resistance.



3.2 Comparisons on Collusion Resistance

c-IPP codes versus c-TA codes Inequality (3) shows the sufficient condition
for a code to be a c-TA code, and it does not hold for a c-IPP code. Rewriting
inequality (3) as

L−D

L
<

1
c2

,

and combining it with Eqn.(5), we can see that a c-TA code has pairwise correla-
tion ρ0 < 1/c2, while c-IPP code has pairwise correlation ρ0 > 1/c2. According
to the analysis in Section 3.1, the fingerprinting system constructed on c-TA
code should have better performance than the fingerprinting system employing
c-IPP code.

To validate the analysis, we examine the performance of a c-IPP code based
fingerprinting system and a c-TA code based fingerprinting system through sim-
ulation. For a host signal with length N = 40, 000, we design two systems that
are capable of holding Nu = 256 users as follows:

• System 1 is built upon a 2-IPP code (40,256,4) with code length L=40,
codeword number Nu = 256 and alphabet size q=4. This 2-IPP code is
constructed through the concatenation of two 2-TA Reed-Solomon codes
(8,256,16) and (5,16,4) following the method proposed in [9]. The pairwise
correlation of the fingerprint sequences ρ0 is 0.3 according to Eqn. (5).

• System 2 is built upon a 2-TA Reed-Solomon code (8,256,16) with code
length L=8, codeword number Nu = 256 and alphabet size q=16. The pair-
wise correlation ρ0 is 0.14.

In both systems, we employ our previously proposed PSE technique and choose
the same subsegment size 200 for permutation. We examine the probability of
catching one colluder Pd of both systems against interleaving collusion and av-
eraging collusion with colluder number c ranging from 2 to 30 and Watermark-
to-Noise-Ratio(WNR) ranging from -20dB to 0dB. The simulation results are
shown in Fig. 2. For ease of comparison, we show the case of WNR=−12dB in
Fig. 2(e) and (f). From the results, we can see that under averaging collusion
(Fig. 2(b), (d) and (f)) 2-TA code based System 1 has 8% gain in the proba-
bility of detection Pd. Under interleaving collusion (Fig. 2(a), (c) and (e)), the
performance gain can be up to 30%. The results are consistent with our analysis
that due to the low pairwise correlation among the fingerprint sequences, 2-TA
code based system outperforms 2-IPP code based system in all the cases we
examined.

c-TA codes with different parameters From the above comparison results,
we can see that the fingerprint sequences constructed based on a c-TA code
have lower correlation than the sequences constructed based on a c-IPP code.
This low correlation helps defending against collusion attacks. A TA code is thus
preferred in designing the fingerprint sequences. A natural question is, that given
a host signal and the number of users the system needs to hold, how should we
choose the parameters of TA codes to achieve good collusion resistance.
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Fig. 2. Simulation results for IPP codes and TA codes based fingerprinting systems:
the performance of 2-IPP code based system under (a) interleaving collusion and (b)
averaging collusion; the performance of 2-TA code based system under (c) interleav-
ing collusion and (d) averaging collusion. The performance of both systems under (e)
interleaving collusion and (f) averaging collusion with WNR=−12dB.



In the following, we consider TA codes constructed on Reed-Solomon codes
over alphabet size of q with dimension k. Examining Eqn. (5) we find that in
order to get a small ρ0, we can decrease k and increase L. In order to meet the
desired number of users Nu and reduce the dimension k, larger q is preferred.
Moreover, for Reed-Solomon code (including extended Reed-Solomon code), L ≤
q+1. In order to get larger L, a larger q is also preferred. Therefore, our conjecture
is that the fingerprinting system constructed on a TA code with a larger alphabet
size q and a longer code length L should have better collusion resistance.

To validate our analysis, we examine the collusion resistance of the systems
with various parameters through simulations. We construct three fingerprinting
systems as follows:

• System 3 is built upon a TA code (15, 4096, 16) with code length L =
15, codeword number Nu = 4096 and alphabet size q = 16. According to
Eqn. (5), the pairwise correlation ρ0 is 0.13.

• System 4 is built upon a TA code (14, 4096, 64) with code length L =14,
codeword number Nu=4096 and alphabet size q =64. The pairwise correla-
tion ρ0 is 0.07.

• System 5 is built upon a TA code (62, 4096, 64) with code length L =62,
codeword number Nu=4096 and alphabet size q =64. The pairwise correla-
tion ρ0 is 0.016.

System 3 and System 4 have approximately the same code length but different
alphabet size. System 4 and System 5 have the same alphabet size but different
code lengths. All the systems are designed to protect a host signal with length
N = 15, 000 and to accommodate Nu = 4096 users. We employ the PSE tech-
nique for the fingerprint embedding, and a subsegment size of 50 is chosen for
the permutation. We examine the probability of catching one colluder Pd of all
three systems against interleaving collusion and averaging collusion, with col-
luder number c ranging from 2 to 20 and WNR ranging from -20dB to 0dB. We
show the simulation results in Fig. 3, where the results for WNR = 0dB and -8dB
cases are shown separately in Fig. 4 for better illustration. Comparing System
3 and System 4, we observe that under averaging collusion (Fig. 4(b) and (d))
System 4 with a larger alphabet size has 8% gain in the probability of detection
Pd. The performance gain under interleaving collusion (Fig. 4(a) and (c)) can
be as high as 40%. The comparison of System 3 and System 4 shows that with
the same code length and the same subsegment permutation, the system with a
larger alphabet size has better performance. Comparing System 4 and System
5, we can see that under both averaging and interleaving collusions, System 5
has about a 5% performance gain due to a longer code length. This small per-
formance gain is because in this particular experimental settings, the pairwise
correlations of both System 4 and 5 are very small and close to 0. There is little
room for the improvement brought about by the smaller pairwise correlation of
System 5. The simulation results of all three systems are consistent with our
analysis in Section 3.1 in that TA codes with larger alphabet size q and longer
code length L result in fingerprint sequences with smaller pairwise correlation,
and thus better collusion resistance.
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Fig. 3. Simulation results for systems with different code parameters under collusion
attacks: System 3 under (a) Interleaving Collusion and (b) Averaging Collusion; System
4 under (c) Interleaving Collusion and (d) Averaging Collusion; System 5 under (e)
Interleaving Collusion and (f) Averaging Collusion.
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Fig. 4. Simulation results for systems with different code parameters under interleaving
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3.3 Discussions

The above results show that larger q and L values are preferred in code construc-
tion. However, q and L cannot be chosen arbitrarily. There are several constraints
on them depending on the code constructions. Specifically, for the Reed-Solomon
code construction, we have following constraints:

System requirement on the total user number: q = k
√

Nu; (6)
Reed-Solomon code construction constraint: L ≤ q + 1; (7)

Orthogonality of the FP sequences for each segment: q ≤ N

L
. (8)

where N is the host signal length, Nu is the total number of users, q is the
alphabet size and L is the code length. Taking L as the maximum value q + 1,
we get from (8) that

q(q + 1) ≤ N ; (9)

which means the upper bound of q value is roughly on the order of
√

N . Usually,
in multimedia fingerprinting the host signal length N >> Nu and k ≥ 2 for
Reed-Solomon codes. Therefore, Eqn. (6) is a more stringent requirement on q.
In Eqn. (6), the dimension k can be used to achieve the desired trade-off between
the collusion resistance and the computational complexity in detection which is
O(qN) according to our previous study [16]. Notice that the extreme case of
k = 1 reduces to orthogonal fingerprinting which has better collusion resistance
but high computational complexity in detection [16].

Other c-TA code constructions can be analyzed in a similar way. It is worth
mentioning that the TA code proposed in [8] can be regarded as a TA code
with dimension k lying between 1 and 2, which offers a fine adjustment on the
trade-off between the collusion resistance and detection efficiency.

4 Conclusions

In this paper, we examine the collusion resistance of the coded fingerprinting
through jointly considering fingerprint encoding, embedding, and detection. The
results show that for a given host signal the pairwise correlation among fin-
gerprint sequences is a key indicator of the collusion resistance, the lower the
correlation the higher the collusion resistance. According to this principle, c-TA
codes can be used to introduce a lower correlation among fingerprint sequences
and thus is preferred over c-IPP codes in fingerprint design. Furthermore, a TA
code with a larger alphabet size and a longer code length can provide better
collusion resistance. The fingerprinting code construction provides a systematic
way to introduce the correlation and to achieve a desired trade-off between the
collusion resistance and detection efficiency.
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