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ABSTRA CT

In network delivery of compressedvideo, packets may be lost if the channel is unreliable. Such lossestend to occur in
burst. In this paper, we develop an error resilient video encoding approach to help error concealment at the decoder.
We intro duce a new block shu²ing schemeto isolate erroneousblocks causedby packet losses.And we apply data
hiding to add additional protection for motion vectors. The incorporation of theseschemeadds little complexity to
the standard encoder. Experimental results suggestthat our approach can achieve a reasonablequality for packet
lossup to 30% over a wide range of video materials.
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1. INTR ODUCTION

Due to the congestionin the transmissionof video over the Internet, packet may be lost and the losstends to occur in
burst.1 This makesthe useof error resilienceand error concealment techniquesnecessary. For a channel with bursty
errors such asthe Internet, forward error concealment may not be appropriate.2 Most error concealment approaches
using postprocessingat the decoder recover the corrupted areasbasedon the correlation of the neighboring data.
Such approachesare not e®ective against packet losswhich often results in damaginga large contiguous region. The
error resilient tools proposedin MPEG-4,3 such as resynchronization, data partitioning, reversible VLC coding and
intra-refresh methods, are designedto combat random bit errors, sothey are not very e®ective to packet loss,because
packet losscan be viewed as highly bursty error with known position.

In this paper, we proposea robust error resilient approach to improve the performanceof error concealment at the
decoder for the video stream transport over the unreliable channelssuch as the Internet. We discussour approach
in terms of MPEG coded video, for which each DCT block is 8 £ 8 and a macroblock is 16£ 16.

Most of the error concealment methods for MPEG video fall into two categories: spatial and temporal error
concealment. Spatial approacheshas higher complexity, but produce better visual quality. So it is often applied to I
frame while temporal concealment is applied to P and B frames. Both approachesdesire the damagedblocks to be
isolated. In this paper, we shall intro duce a new block-shu²ing scheme, so that a packet loss only causeserrors of
isolated blocks. Another concern is that in temporal error concealment, motion vector recovery is not easyfor high
activit y videos. We shall proposea schemeto embed interframe-wise parit y bits of motion vectors in the successive
intraframe(or interframes) to help the exact recovery of motion vectors. The incorporation of thesetwo featuresadd
little overhead.

We shall useMPEG-1 for our discussion.The extension to other block-basedmotion compensatedvideo coding
schemesis straightforward. We shall only consider packet loss, becausethe IP layer of Internet will discard any
packet with random bit errors. And each packet contains one row of macroblocks with resynchronization mark. A
block shu²ing scheme is presented in Section 2. The use of data hiding to protect motion vector is discussedin
Section 3. The overall schemeis presented in Section 4, followed by experimental results and conclusion.
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Figure 1. Use 8, 4, or 2 correctly received neighboring blocks to recover the lost block: White blocks are correctly
received blocks, dark block is lost block.

2. BLOCK SHUFFLING

2.1. Prop osed Scheme

When using error concealment at decoder, it is desirablethat the damagedblock is surrounded by correctly received
blocks, as illustrated in Figure 1. To increasethe likelihood that the lost block is surrounded by correctly received
neighboring blocks, we propose to shu²e the blocks before entropy coding and shu²e them back after entropy
decoding. Ideally, the shu²ing of the blocks should causethe damagedblocks to be separatedas far as possible.
In doing so, the error concealment can be more e®ective. In addition, the visual artifacts are lessnoticeable as the
errors are not localized. Another side advantage of block shu²ing is that concentrated errors are more likely to
propagate to the following dependent frames by motion compensation, so by shu²ing blocks, we can spread errors
thus reducing the e®ectof error propagation. However, other issuessuch as delay and e®ecton compressionmust be
taken into account. A well designedshu²ing pattern should keepa good balanceamong thesefactors.

The \random block shu²ing" 4 requires that the erroneousblocks should be lessthan 4% to be e®ective to de-
localize errors, making it unsuitable for Internet application. The \even-odd block interleaving" or \t wo-way block
interleaving(2BI)" approach5 is shown in Figure 2(a). All blocks are labelled as \1" or \2". All \1" blocks in each
row are encoded in order, followed by the \1" blocks in the next row, and so forth. After all the \1" blocks are
encoded, then all \2" blocks are encoded in the sameway. Each \1" block is surrounded by 4 \2" blocks, and each
\2" block is surrounded by 4 \1" blocks. So this shu²e can handle lost blocks up to 50%. Lost blocks, however, are
localized.

The new shu²ing pattern proposedin this paper dispersesthe errors over a wide areaof the image, thus lowering
the probabilit y that the connectedimportant blocks are lost at the sametime. We shall call this shu²ing pattern
\Error SpreadingShu²ing( ESS)", which canmoree®ectively spreaderrorsand minimize the overheadin compression.
The basic idea is that each transmitted packet will include blocks running through all the columns and rows of
blocks, and that every column and row of blocks will have the same probabilit y to be lost. One such pattern is
shown in Figure 2(b). This pattern can be generatedas follows. Supposethe image has N rows and M columns of
blocks/macroblocks, and assumeM > N . We label the (i; i ) blocks as \1" starting with the top left corner. After
the N \1" blocks, we label as \2" all the (i; i + N ) blocks, starting from the (1; N + 1) block. When the labelling
reachesthe right extreme of the image, it wraps around to the left side. When the label \ k" reachesthe bottom row,
say the (N ; j ) block, a new label \ k + 1" beginswith the (1; j + 1) block. If the (1; j + 1) block has already labelled,
then \ k + 1" is assignedto the (1; j 0) block, where j 0 is the median of j + 1 and the column index of its greater
nearest labelled neighbor. If it also has been labelled, then assign\ k + 1" to the (1; j 00), where j 00 is the median of
j + 2 and the column index of its greater nearest labelled neighbor. Continue with this manner until all the blocks
have beenlabelled. This kind of shu²ing can isolate error blocks under bursty packet loss.

We have noticed that ¯xed shu²ing pattern can causeartifacts in ¯xed pattern, which can be annoyed for long
video streams. In practice, mixing shu²ing pattern of di®erent direction can be employed to reducethe artifacts.

2.2. Source and Channel Co ding

Block Shu²ing in sourcecoding can be analogueto bit (block) interleaving in channel coding, which aims to break
bursty error into random bit errors. The di®erencelies at decoder: sourcedecoder makesuseof the remaining natural
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Figure 2. Several shu²ing patterns

redundancy to recover random block error, while channel decoder usesexplicit Forward Error Correction (FEC) code
to recover the random bit error. Becausethe structure of MPEG video usually leads bit error to block error, and
there is always someredundancy left in the coded video, sourceblock shu²ing can be more e®ective than channel
interleaving in dealing with burst error. In wirelessvideo transmission, while both random bit error and bursty error
are severe, those two approachescan be combined.

3. DATA HIDING TO PR OTECT MOTION VECTORS

Motion vectors are essential for temporal error concealment, thus many error concealment methods have been dis-
cussedto recover the corrupted motion vectors,2 but they almost all fail if the corrupted region has little correlation
with its neighbors. Forward error correction can restore the exact motions, but to be used against burst errors, it
requires high redundant correction code,6 which may in turn incur more lossof packets. In this paper, we propose
to usedata hiding to help recover motion vectors by embedding explicit error correction bits.

Data hiding has been widely used for the purpose of ownership veri¯cation and tampering detection. But in
general,data hiding provides a way to convey side information that can also be usedfor many other purposes.9 In
this work, we usedata hiding to help recover motion vectors. The alternativ e way to convey side information is to
attach it separately such as in user data ¯eld or header ¯eld in the packet. These two approaches can be analogue
to intro ducing explicit redundancy in the sourcecoding or the channel coding. The error correction capability is
the same,but the advantage of data hiding is its capability to convey the information in a computationally e±cient
manner while preserving the standard compliant appearance.9 In addition, data hiding can easily keep the total
bit rates, while for attaching the side information in the user ¯eld (if available), we would need to transcode video
to a lower rate. Such transcoding is not a trivial task becausesophisticated rate control may have to be involved
for a good tradeo® between bit rate and visual quality. Though data hiding sacri¯ces a little objective quality of
video to convey side information, the perceptual quality can be maintained by applying proper imperceptible data
hiding schemes.Many algorithms have beenproposedin the literature for data hiding with di®erent tradeo®between
robustnessand capacity. For our application, we prefer to useimperceptible data hiding schemewith higher capacity
and the schemeshould be able to survive video compression.

In our approach, the error correction capability is achieved via parit y bits. Song,et al. proposedto insert parit y
bits acrossGroup of Macroblocks (GOB) in a picture,10 which has the limitation that lost motion vectors are
restricted to one GOB in a frame, making it not suitable for Internet transmission, where continuous GOBs may
be lost in one frame. We propose to generate frame-wise parit y bits for motion vectors acrossa pre-set group of
interframes and embed them to the successive intraframe or interframes, depending on coding structure and delay
requirement. This schemecan recover lost motion vectors in burst error environment. The useof data hiding keeps
the rate unchanged. We shall call it PMVDE (Protect Motion Vector by Data Embedding). Since only P frames
in the interframes will be usedas anchor frame and are sensitive to error propagation, we will only protect motion
vectors in those frames.

The generation of the parit y bits is illustrated in Figure 3. In MPEG, the motion vectors are di®erentially
Hu®man coded. We arrange the coded bits of the motion vectors of each P frame row by row. If a macroblock
does not have motion vector, we assigna \0" to it. One bit overhead is neededto indicate whether a macroblock



(differentially Huffman coded motion vectors)
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Fig. 3. Protect motion vectors by adding frame-wise parity bits
Figure 3. Protect motion vectors using frame-wiseparit y bits

is intra- or inter-coded. We then generatedthe modulo-2 sum of the rows of coded motion vectors, as indicated in
Figure 3. Becausethe uneven lengths of rows, the shorter rows are padded with bit `0'. This schemeusesone parit y
bit to correct one bit error along each bit plane. The position of error bits can be detected by packet number. The
generatedparit y bits are then embedded to the successive frame. The advantage of adopting the interframe-wise
parit y bits is their abilit y to protect against consecutive errors in the sameframe using fewer parit y bits.

The parit y bits are embedded in the quantized DCT coe±cients. In order to produce lessnoticeable artifacts,
the DC and low AC coe±cients are unchangedand a human visual model is usedto selectwhich coe±cients are used
for embedding. A shu²ing is applied beforethe actual embedding to equalizethe uneven embedding capacity of the
blocks.7 If the embedding capacity of the video is low, we can chooseto selectively embed the motion vectors or
only embed the sum or averageof motion vectors along one slice. And we may usemore than one frame to embed
one set of parit y bits.

4. ERR OR CONCEALMENT

Figure 4 shows the main processing°ow of our approach for generating an error resilient MPEG stream from an
original MPEG stream. At the encoder, the MPEG stream is entropy de-coded, and the blocks are shu²ed according
to Section 2. If de-entropied frame is I picture (or the ¯rst frame of a pre-set group of pictures), the frame-wise
parit y bits are embedded as described in Section 3. After entropy coding, the newly generatedMPEG stream is
packetized and sent.

The bit stream received by the decoder is ¯rst entropy decoded. The blocks are then shu²ed back to their original
order. If the de-entropied stream is I frame (or the ¯rst frame of a pre-set group of pictures) and there are errors in
previous P frames, the embeddeddata is extracted. De-quantization and inverseDCT are performed as a standard
decoder. Error concealment is performed after decoding the video. Notice that from packet numbers of received
packets, we know exactly which packet is lost.

For I frame, Multi-Directional Interpolation(MDI ) is performed.8 For P frames,of all slicesin the sameposition
in each P frame in a GOP, if only oneslice is lost, the motion vectorsof that slicecan be recoveredexactly assuming
the corresponding slice in the following I frame (or P frame) is received correctly. Otherwise, Median Filter( MF) can
be used to interpolate lost motion vectors from neighboring motion vectors . Furthermore, an overlapped motion
compensation such as the one suggestedin H.263 can be employed to improve the performance of temporal error
concealment.

5. SIMULA TION

We implemented the proposed approach in software. To simulate packet loss behavior in Internet, a simple 2
state Markov Model6 is used. The channel is characterized by average packet loss probabilit y (Pl ) and average
burst length(L b). The video is packetized in variable length. Each packet consistsone row of macroblocks with a
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Figure 4. Main processing°ow: (a) encoder; (b) decoder

resynchronization marker. We have tested a wide range of videos with various frame size,encoding pattern and bit
rates to show the performanceof our method.

5.1. Channel Mo del

Internet can be fairly well modelled by a two-state Markov chain.6 In this model, the channel is associated with
oneof two states: a \good"state, 0, and a \bad"state, 1. In state 0, packets are received correctly whereasin state 1
packets are lost. The model is fully described by the transition matrix P. Let sn = 0 if the channel is good during
the nth time unit, and sn = 1 otherwise. Then sn is a binary Markov processwith transition matrix

P =
µ

P[sn = 0jsn ¡ 1 = 0] P[sn = 1jsn ¡ 1 = 0]
P[sn = 0jsn ¡ 1 = 1] P[sn = 1jsn ¡ 1 = 1]

¶
=

µ
p00 p01

p10 p11

¶
(1)

assumingthe Markov chain is stationary. The averagelossprobabilit y

Pl =
p01

p10 + p01
(2)

and the averageburst length

L b =
1

p10
: (3)

will be usedto characterize the channel condition.

5.2. Exp erimen tal Result

We shall only show the experiment results for \fo otball", which is known by its high motion activit y. The sequenceis
coded with MPEG-1 encoder of sizeQSIF(176£ 112) at 10 frames/s. The frame GOP is IPPPP and we have skipped
2B frames in-between (B frames do not causeerror propagation). Fixed quantizer is used to test the e®ectof our
approach on coding e±ciency. The quantization scaling factor for I -frame is 8, for P-frame is 10. The number of an
interframe group is 4. The motion vector is within the range of § 15 pixels and its precision is half pixel. Intra-block
is restricted to P frame to save the overhead. The resulting bit rate is 256 Kbps. Three simulations are carried
out and the results are compared. Each simulation consistsof 3 parts: shu²ing scheme, spatial error concealment
methods and temporal error concealment methods. We list the components of each simulation in Table 1 and the
detailed description to the acronyms in the simulations in Table 2.

First, it is observed that the bit rate increasesfor Sim2 over Sim1 by 0.35% and for Sim3 by 1.02%. It is thus
clear that our algorithm decreasesthe compressionratio negligibly.

Second,we show in Figure 5 the averagePSNR as a function of Pl from simulations using 5 di®erent channel
conditions. We simulate a random losscaseand a burst casewhereaverageburst length is 2, which is typical for the



Table 1. Simulation Schemes

shuffling scheme spatial error temporal error
concealment methods concealment methods

Sim1 NONE COPYING COPYING
Sim2 2BI MDI MF
Sim3 ESS MDI PMVDE + MF

Table 2. Description of Acronyms Used in Simulation

acronym full name/ description related section
2BI two-way block i terleaving 2.1
ESS error spreading shuffling 2.1

COPYING replace the damagedblock by the block
in the previous frame with same spatial position

MDI multi-d irectional i nterpolation 4
MF median f ilter 4

PMVDE protect motion vector by data embedding 3

Internet transmission.1 The results show that Sim3 has a PSNR gain up to 3.81 dB over Sim1 and 1.98 dB over
Sim2 in random loss case,and 3.37 dB and 1.63 dB in burst case,respectively. Visual di®erencecan be observed
from Figure 6. Figure 6(a) shows the pattern of lost blocks when the 3r d packet in an I frame is lost. Figure 6(b)
shows the reconstructed I frame. Figure 6(c) shows the PSNR of the reconstructed I frame and its 4 dependent P
framesunder the assumption that no error occurs in those P frames. We can seethat Sim3 is much better than the
other 2 methods. Spreadingerrors in I frame not only improves the error concealment quality, but also reducesthe
e®ectof error propagation to other dependent frames.

We notice that although the proposedPMVDE may worsenthe image objective quality for I frame and produce
drift errors for dependedP frames, the visual degradation is hardly noticeableby taking advantage of human percep-
tual redundancy. (If the required quality is high, the drift errors can be eliminated by subtracting them in P frames.)
More powerful error correction code can be applied if the successive I frame has enoughembedding capacity.

6. CONCLUSION

In this paper, we proposean approach to improve the performanceof error concealment at decoder for video trans-
mission over Internet. The additional complexity of the approach is small and the coding e±ciency is maintained.
Experiments show that the approach can achieve a reasonablequality for packet lossup to 25-30%.

The proposedapproach seeksways to add redundancy in sourcecoding. Its alternativ e is to add explicit redun-
dancy in channel coding. However, our approach takesuseof the structure and syntax of the video, and it is useful
in combating packet losses. Further comparison and combination of these two approaches is a direction of future
work.
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