
Case study: Heartbleed
• SSL is the main protocol for secure 

(encrypted) online communication

• Heartbleed was a vulnerability in the most 
popular SSL server
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https://xkcd.com/1354/

Dachman-Soled, Fall 2021



39Dachman-Soled, Fall 2021



40Dachman-Soled, Fall 2021



Heartbleed:
A Closer Look at Buffer Read Overflow
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Case study: Heartbleed
• SSL is the main protocol for secure 

(encrypted) online communication
• Malformed packet allows you to see server 

memory
• Passwords, keys, emails, visitor logs …..

• Fix: Don’t let the user tell you how much data 
to send back!
• This is a design flaw
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Heartbleed:
A Closer Look at Buffer Read Overflow

• Read Overflow: A bug that permits reading past the end of a 
buffer.
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Heartbleed:
A Closer Look at Buffer Read Overflow
• Sample Output:
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