
Introduction to Cryptology 

Lecture 17 



Announcements 

• HW6 due Thursday 4/13 

• Sign up for Extra Credit Opportunity 

– See instructions on course webpage 

– Due on Tuesday, May 9. 

 



Agenda 

• Last time 

– Finished RC4 (K/L 6.1) 

– SPN (K/L 6.2) 

 

• This time 

– Finish up SPN (K/L 6.2) 

– Feistel Networks (K/L 6.2) 

– More details on AES/DES (K/L 6.2) 

 













Details on DES 
• The Data Encryption Standard was developed in the 1970s 

by IBM (with help from the National Security Agency), and 
adopted in 1977 as a Federal Information Processing 
Standard for the US.  

• DES is no longer considered secure due to its short key 
length of 56 bits which makes it vulnerable to brute-force 
attacks.  

• It remains in wide use today in the strengthened form of 
triple-DES, described in Section 6.2.4. 

• DES is of great historical significance. It has undergone 
intensive scrutiny within the cryptographic community, 
arguably more than any other cryptographic algorithm in 
history. The common consensus is that, relative to its key 
length, DES is an extremely well designed cipher.  
– To date, the best known attack on DES in practice is an 

exhaustive search over all 256 possible keys. 



Details on DES 

• The DES block cipher is a 16-round Feistel 
network with a block length of 64 bits and a 
key length of 56 bits. The same round function 
𝑓  is used in each of the 16 rounds.  

• Round function takes a 48-bit sub-key and, as 
in a (balanced) Feistel network, a 32-bit input  

• The key schedule of DES is used to derive a 
sequence of 48-bit sub-keys 𝑘1, . . . , 𝑘16 from 
the 56-bit master key. 



Details on DES 

• The DES round function 𝑓 —the DES mangler 
function—is constructed using a 1-round 
substitution-permutation network 

• S-boxes are not permutations!! 

– Map 6-bit inputs to 4-bit outputs. 



Details on DES 


