
ENEE 459E/CMSC 498R:  Introduction to Cryptology 
MAC Class Exercise 3/2/17 

Let 𝐹 be a length-preserving pseudorandom function. Show that each of the following 
message authentication codes is insecure. (In each case the shared key is a random 𝑘 ∈
0,1 𝑛.) 

 
1. To authenticate a message 𝑚 = 𝑚1||𝑚2, where 𝑚1, 𝑚2 ∈ 0,1 𝑛, compute 𝑡 ≔

𝐹𝑘 𝑚1 ||𝐹𝑘 𝑚2 ⊕ 𝐹𝑘 𝑚1 . 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

2. To authenticate a message 𝑚 = 𝑚1|| ⋯ ||𝑚ℓ, where 𝑚𝑖 ∈ 0,1 𝑛, choose 𝑟 ∈ 0,1 𝑛 at 
random and compute 𝑡 ≔ 𝑟||𝐹𝑘 𝑚1 ⊕ 𝑟 || ⋯ ||𝐹𝑘 𝑚ℓ ⊕ 𝑟 . 
 
 
 
 
 
 
 
 
 

 


