
Introduction to Cryptology 

Lecture 13 



Announcements 

• Midterm 

– Grades (Medians: 68,72) 

– Extra Credit opportunity coming up 

• HW6 up on course webpage 

 



Agenda 

• Authenticated Encryption (4.5) 

– Definitions 

– Constructions 

 



Authenticated Encryption 

The unforgeable encryption experiment 
𝐸𝑛𝑐𝐹𝑜𝑟𝑔𝑒𝐴,Π 𝑛 : 

1. Run 𝐺𝑒𝑛 1𝑛  to obtain key 𝑘. 

2. The adversary 𝐴 is given input 1𝑛 and access to 
an encryption oracle 𝐸𝑛𝑐𝑘 ⋅ .  The adversary 
outputs a ciphertext 𝑐. 

3. Let 𝑚 ≔ 𝐷𝑒𝑐𝑘 𝑐 , and let 𝑄 denote the set of 
all queries that 𝐴 asked its encryption oracle.  
The output of the experiment is 1 if and only if 
(1) 𝑚 ≠⊥ and (2) 𝑚 ∉ 𝑄. 



Authenticated Encryption 

Definition:  A private-key encryption scheme Π is 
unforgeable if for all ppt adversaries 𝐴, there is a 
negligible funcion 𝑛𝑒𝑔 such that: 

Pr 𝐸𝑛𝑐𝐹𝑜𝑟𝑔𝑒𝐴,Π 𝑛 = 1 ≤ 𝑛𝑒𝑔(𝑛) . 

 

Definition:  A private-key encryption scheme is 
an authenticated encryption scheme if it is CCA-
secure and unforgeable. 



Generic Constructions 



Encrypt-and-authenticate 

Encryption and message authentication are 
computed independently in parallel. 

𝑐 ← 𝐸𝑛𝑐𝑘𝐸
𝑚       𝑡 ← 𝑀𝑎𝑐𝑘𝑀

𝑚  

𝑐, 𝑡  

 

Is this secure?  NO! 



Authenticate-then-encrypt 

Here a MAC tag 𝑡 is first computed, and then the 
message and tag are encrypted together. 

𝑡 ← 𝑀𝑎𝑐𝑘𝑀
𝑚       𝑐 ← 𝐸𝑛𝑐𝑘𝐸

(𝑚| 𝑡  

𝑐 is sent 

 

Is this secure?  NO!  Encryption scheme may not 
be CCA-secure.   



Encrypt-then-authenticate 

The message 𝑚 is first encrypted and then a 
MAC tag is computed over the result 

𝑐 ← 𝐸𝑛𝑐𝑘𝐸
𝑚      𝑡 ← 𝑀𝑎𝑐𝑘𝑀

𝑐  

𝑐, 𝑡  

 

Is this secure?  YES!  As long as the MAC is 
strongly secure. 



Secure Authenticated Encryption 
Scheme 

Let Π𝐸 = 𝐸𝑛𝑐, 𝐷𝑒𝑐  be a CPA-secure private key encryption 
scheme.  Let Π𝑀 = (𝑀𝑎𝑐, 𝑉𝑟𝑓𝑦) be a strongly secure MAC.  
In each case key generation is done by choosing a uniform 𝑛-
bit key.  Define 𝐺𝑒𝑛′, 𝐸𝑛𝑐′, 𝐷𝑒𝑐′  as follows: 

• 𝐺𝑒𝑛′:  on input 1𝑛, choose independent, uniform 
𝑘𝐸 , 𝑘𝑀 ∈ 0,1 𝑛 and output the key 𝑘𝐸 , 𝑘𝑀 . 

• 𝐸𝑛𝑐′:  on input a key 𝑘𝐸 , 𝑘𝑀  and a plaintext message 𝑚, 
compute𝑐 ← 𝐸𝑛𝑐𝑘𝐸

𝑚 , 𝑡 ← 𝑀𝑎𝑐𝑘𝑀
𝑐 .  Output 𝑐, 𝑡 . 

• 𝐷𝑒𝑐′: on input a key 𝑘𝐸 , 𝑘𝑀  and a ciphertext 𝑐, 𝑡 , first 
check whether 𝑉𝑟𝑓𝑦𝑘𝑀

𝑐, 𝑡 = 1. If yes, output 𝐷𝑒𝑐𝑘𝐸
𝑐 ; 

if no, then output ⊥. 

 



Secure Authenticated Encryption 
Scheme 

Theorem:  Let Π𝐸  be a CPA-secure private-key 
encryption scheme and let Π𝑀 be a strongly 
secure message authentication code.  Then the 
construction is an authenticated encryption 
scheme. 


