
Cryptography

Lecture 9



Announcements

• HWϮ ŝƐ�due DŽŶday, Ϯ/Ϯϲ
• ,tϯ�ŝƐ�ƵƉ�ŽŶ��ĂŶǀĂƐ�ĂŶĚ�ƚŚĞ��ŽƵƌƐĞ�ǁĞďƉĂŐĞ�
ĚƵĞ�tĞĚŶĞƐĚĂǇ͕�ϯͬϲ



Agenda

• Last time:
– WZ&��ůĂƐƐ��ǆĞƌĐŝƐĞ
– Block Ciphers (K/L 3.5)
– Modes of Operation (K/L 3.6)

• This time:
– Introduction to MACs
– Security Definition for MAC (K/L 4.2)
– Constructing MAC from PRF (K/L 4.3)
– �ĞŐŝŶ��ŝƐĐƵƐƐŝŶŐ�Domain Extension for MACs (K/L 4.4)
– �ůĂƐƐ��ǆĞƌĐŝƐĞ









Unforgeability for MACs
Consider a message authentication code Π = (𝐺𝐺𝐺𝐺𝐺𝐺,𝑀𝑀𝑀𝑀𝑀𝑀,𝑉𝑉𝑉𝑉𝑉𝑉𝑉𝑉), any 
adversary 𝐴𝐴, and any value 𝐺𝐺 for the security parameter.

Adversary 𝐴𝐴(1𝑛𝑛) Challenger
Experiment 𝑀𝑀𝐴𝐴𝑀𝑀𝑉𝑉𝑀𝑀𝑉𝑉𝑀𝑀𝐺𝐺𝐴𝐴,Π(𝐺𝐺)
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𝑀𝑀𝐴𝐴𝑀𝑀𝑉𝑉𝑀𝑀𝑉𝑉𝑀𝑀𝐺𝐺𝐴𝐴,Π 𝐺𝐺 = 1 if both of the following hold:
1. 𝑚𝑚 ∉ 𝑄𝑄

2. 𝑉𝑉𝑉𝑉𝑉𝑉𝑉𝑉𝑘𝑘 𝑚𝑚, 𝑡𝑡 = 1

Otherwise, 𝑀𝑀𝐴𝐴𝑀𝑀𝑉𝑉𝑀𝑀𝑉𝑉𝑀𝑀𝐺𝐺𝐴𝐴,Π 𝐺𝐺 = 0







Strong Unforgeability for MACs
Consider a message authentication code , any 
adversary , and any value for the security parameter.

Adversary ௡ Challenger
Experiment ஺,ஈ

௡
ೖ

is the set of all 
message, tag pairs

ᇱ ᇱ

queried/received 
by ஺,ஈ if both of the following hold:

௞

Otherwise, ஺,ஈ


























