
Cryptography

Lecture 5



Announcements 

• HW1 due Monday, 2/12
• HW2 posted, Monday, 2/26



Agenda

• Last time:
– Indistinguishability in the presence of an eavesdropper (K/L 3.2)
– Defining PRG (K/L 3.3)

• This time:
– Constructing computationally secure SKE from PRG (K/L 3.3)
– Security Proof (K/L 3.3)
– Class Exercise on PRG's





D

Pseudorandom Generator (PRG)

PRF: Any efficient D cannot tell which world it is in.
Pr[𝐷𝐷 𝑟𝑟 = 1] − Pr[𝐷𝐷(𝐺𝐺(𝑠𝑠)) = 1] ≤ 𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛

𝑠𝑠 ∈ 0,1 𝑛𝑛,𝐺𝐺(𝑠𝑠)

Truly random bit 
string 𝑠𝑠 of length 𝑛𝑛 is 
sampled. 𝐺𝐺(𝑠𝑠) is 
given to D.

𝑟𝑟 ∈ 0,1 ℓ 𝑛𝑛

Truly random bit 
string 𝑟𝑟 of length 
ℓ(𝑛𝑛) is sampled and 
given to D. 
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