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From Wikipedia:

1. Prove that 𝑎𝑎 ∈ 𝑍𝑍𝑝𝑝∗ (where 𝑝𝑝 is an odd prime) is a quadratic

residue iff 𝑎𝑎
𝑝𝑝−1
2 𝑚𝑚𝑚𝑚𝑚𝑚 𝑝𝑝 = 1.

Hint: For the backwards direction, use the fact that 𝑍𝑍𝑝𝑝∗ is a 
cyclic group, and thus has some generator 𝑔𝑔. 

(a) If a is a quadratic residue then a^{(p-1)/2} mod p = 1.
To show this, we assume a is a QR so a = x^2 for some x \in Z^*_p. 
So a^{(p-1)/2} = (x^2)^{(p-1)/2} = x^{p-1} = 1.
where the last equality holds by the "generalized theorem" since p-1 is the order of Z^*_p.

(b) If a^{(p-1)/2} mod p = 1 then a is a QR.
Since Z^*_p is cyclic, it has some generator g and a = g^i for some i \in Z_{p-2}. So g^{i * (p-1)/2} = 
1 = g^0.
By a theorem we saw in class, this means that i * (p-1)/2 = 0 mod p-1.
By definition of modulo, this means that (p-1) | i * (p-1)/2.
Rearranging, we get that 2 * (p-1)/2 | i * (p-1)/2, which implies that 2|i. So a = g^i and i is even. 
Therefore, a is a QR with square root plus or minus g^{i/2}.
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2. Let 𝑝𝑝 be an odd prime, such that 𝑝𝑝 ≡ 3 𝑚𝑚𝑚𝑚𝑚𝑚 4. For quadratic
residues 𝑎𝑎 ∈ 𝑍𝑍𝑝𝑝∗ , show an efficient algorithm for computing the
square roots of 𝑎𝑎.

Hint: Use the fact from the previous problem that for any 𝑥𝑥 ∈ 𝑍𝑍𝑝𝑝∗

𝑥𝑥
𝑝𝑝−1
2 ≡ ±1 𝑚𝑚𝑚𝑚𝑚𝑚 𝑝𝑝 and use the fact that 2 ⋅ 𝑝𝑝+1

4
= 𝑝𝑝−1

2
+ 1.

Assume a is a QR. So a = x^2 mod p. 
Consider a ^{(p+1)/4} = x^{2 * (p+1)/4} = x^{(p-1)/2 + 1} = plus or minus x.
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