
Cryptography

Lecture 5



Announcements

• NEW: HW2 due Wednesday 2/15
• Canvas quizzes due on 2/10 at 11:59pm



Agenda

• Last time:
– Limitations of Perfect Secrecy (K/L 2.3)
– Shannon’s Theorem (K/L 2.4)
– The Computational Approach (K/L 3.1)

• This time:
– The Computational Approach (K/L 3.1)
– Defining computationally secure SKE (K/L

3.2)















Indistinguishability in the presence of an 
eavesdropper

Consider a private-key encryption scheme Π = (𝐺𝑒𝑛, 𝐸𝑛𝑐, 𝐷𝑒𝑐), any 
adversary 𝐴, and any value 𝑛 for the security parameter.

Adversary 𝐴(1𝑛) Challenger

Experiment 𝑃𝑟𝑖𝑣𝐾𝐴,Π
𝑒𝑎𝑣(𝑛)
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lndistinguishability in the presence of 

an eavesdropper 

Consider a private-key encryption scheme n =

(Gen, Enc, Dec), any adversary A, and any value n for 
the security parameter. 

The eavesdropping indistinguishability experiment PrivKeav 

A 0
(n):

, 

1. The adversary A is given input 1 n, and outputs a pair of messages
m0, m1 of the same length.

2. A key k is generated by running Gen(l n), and a random bit b � {0,1}
is chosen. A challenge ciphertext c � Enck (mb ) is computed and
given to A.

3. Adversary A outputs a bit b'.

4. The output of the experiment is defined to be 1 if b' = b, and 0
otherwise. If Priv Keav 

An (n) = 1, we say that A succeeded.
, 





Coming up with the right definition 

Third Attempt: 

 “An encryption scheme is secure if no 
adversary learns meaningful information about 
the plaintext after seeing the ciphertext” 

 

How do you formalize learns meaningful 
information? 














