
Cryptography

Lecture 9



Announcements 

• HW3 due on Wednesday, 2/23



Agenda

• Last time:
– Pseudorandom Functions (PRF) (K/L 3.5)
– CPA-secure encryption from PRF (K/L 3.5)

• This time:
– Class Exercise on PRF's
– PRP (Block Ciphers) (K/L 3.5)
– Modes of operation (K/L 3.6)





𝑓𝑓, 𝑓𝑓−1 𝐹𝐹𝑘𝑘 ,𝐹𝐹−1𝑘𝑘

A

Pseudorandom Permutation (PRP)
Block Cipher

𝑥𝑥,𝑦𝑦

𝑓𝑓 𝑥𝑥 , 𝑓𝑓−1(𝑦𝑦) 𝑥𝑥,𝑦𝑦

𝐹𝐹𝑘𝑘 𝑥𝑥 ,𝐹𝐹𝑘𝑘−1(𝑦𝑦)

𝑓𝑓 is chosen at 
random from all 
permutations 
over 0,1 𝑛𝑛

𝑘𝑘 is chosen at random 
from 0,1 𝑛𝑛. 𝐹𝐹𝑘𝑘 is the 
pseudorandom 
permutation indexed by 𝑘𝑘.queries queries

PRP: Any efficient A cannot tell which world it is in.
Pr[𝐴𝐴𝑓𝑓 ) = 1 − Pr[𝐴𝐴𝐹𝐹𝑘𝑘( ) = 1] ≤ 𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛
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