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ABSTRACT defined interdices required in most RPC implementations are not ade-
guate. The kneledge shared by the client and sgmust be reduced
We propose a standardvéd of support for nomadic computing in from a specific set of intexes to a general intade description lan-
which a mobile client can me into unamiliar ewvironments and  guage in which highdevel data types are definedbrRnstance, the
obtain services for which it has no corresponding client RPC\Aib  data type INTEGER is generally well-kmo. In a higher feel lan-
call this actiity service disceery and motiate its importance for guage, the type DOCUMENTawmId also be well-knen, with sub-
mobile computing. This paper describes the general components types such as ASCIl, POSTSCRJPACROBAT, or HTML.
service disceery and points out where traditional paradigms of dis-Additionally, semantic knwledge will need to be attached to certain
tributed computingdll short of its requirements.&$uggest an archi- variable names oraviable-name »ensions. Br instance, suppose
tecture for an erronment which uses a directory service based orthe \ariableDocumentas a type of ASCII and the intack specifies
the ODP trading function and a dynamic irdegf mechanism for ad another ariable calledocument-Lengthof type INTEGER. The “-

hoc client-serer interaction. Length” keyword has semantic meaning attached to it, thatahev
of the \ariable Document-Lengtttan be devied from the ariable
1 INTRODUCTION Document An ohbvious corollary is that aariable calledFoobar

Lengthwithout a correspondingpobaris to be ignored.

The goal of nomadic computing transcends simply makingsone’
environment portable; mobile users require the ability to communiCommunication. The common denominator in virtually all systems
cate with local semlrs despite location and the ability to obtain local world-wide is the Internet Protocol. Therefore, the protocol for com-
services despite statically defined service iate$. © this end, we  munication should be IWVhile we vait for a mobile IP standard to be
expect the portable computer or Rib perform as a “umersal inter-  adopted and supported, there is a short-term solutidnaNy every
actor” [46]. There are three fundamental problems that need to meobile client has a modem, and freee or shamgare \ersions of
addressed to achie a minimal lgel of interaction: SLIP and PPP are widelyailable. & suggest that in the short term
a mobile client can connect to local resources via traditional TCP/IP
messaginger SLIP or PPP connections. The abage is that SLIP
2. How does a mobile client interact with the (srproviding and PPP are kmm interfaces with plenty of supported soéixe, and

access to the) resource? the local emironment can hae userids with restricted capabilities
prepared in adwnce for visitors. Theurden of preiding twisted pair
connections is on the locah@émnment.

1. How does a mobile client locate an appropriate resource?

3. What plysical communication is used?

The first problem is Igely sohed. The second is not. The third has a
simple short-term solution. For the purposes of this discussion, we assumexibizece of solu-
tions for the first and third problems. This paper describes a model for

Location. A client can locate resources via a directdtyere are se client-serer interaction in a nomadicdronment.
eral such directories, including the CCITT X.500 Directory [7],
CORBA's Interfice Repository [31], and the ODP trading function1.1 A Standard for Nomadic Computing
[22]. There are also geral academic systems including Prospero [30]
and Cygnus [8, 9, 39]. These systemwigi@methods that enable cli- While mobile, we wish to be able to interact with the locairen-
ents to locate services in a distitied emironment. V¢ hae previ- ment in arbitrary \&ys. Haovever, the current dominant paradigm for
ously described the fibility of the trading function in [23]. distributed computing, RPC, inhibits such free-form interaction. RPC
Whatever ones choice of directorythe point remains: the ability requires static knaledge of a service and its intacg. It is impossi-
exists for a client to locate services based solely on descriptions of thée, using present RPC implementations such as DCE or Sun RPC
service desired, rather than some specific piece oflkdge such as [32, 44], to disceer and use me services unless thieconform
the name of the se#v or a unique ID referencing the service. Oneexactly to the intedices gpected by the client. A user desiring the use
could een go asdr as using the &b [3] to locate services, as igan  of a nevly discovered service has no alternatitut to roll up his or
cataloging and webpage-directory services alreagy. e her shirtsleees and start coding.

We propose a mestandard to define a fundamentakleof sup-
Interaction. A client must be able to communicate intelligently with port for nomadism—that afervice disceery This is the ability for a
seners that it has wer heard of before. This implies not only that the client to disceer services based on descriptnames, bind dynami-
client does nohavean RPC stub for the appropriate service int&f  cally to the serers that der them, and communicate intelligently
but that the client does noeedan RPC stubThe client must deter- with the serers to obtain the servicesfared. Ary system which
mine hav to interact with the seev dynamically; the statically allows such ad hocwocation of services supports service disry
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The analogy is that of a telephone booth containingaafpe local
yellow pages, and maeki with the well knevn international symbol

of the knavledge is required statically; the syntactic information
required by RPC at compile time could instead be determined at run

for a payphone. A stranger to the area in search of donuts need miate.
know the location of the nearest supplier of donuts; he must only be Ravishankar describes the problem in the grefto [9]. He

familiar with payphones, the payphone symbol, and tocuse a yel-
low pages directoryFrom the directory he can look up the listings for

amues that the benefits of an abstract model are undermined by bind-
ing too mawy concrete implementation details:

all local suppliers of donuts and can call each one for donut prices,

donut types, and directions.

The adantage of this scenario is that it reduces the amount of

knowledge necessary for intelligent interactions inaumifiar ervi-
ronments fronsyntactic and semantto justsemantic The wander-
ing donut consumer need not knary specifics about the location of

donut stores, the prices of donuts, the manner of ordering donuts from

the stores; he need only kmt¢he service that heamts (donuts), v
to get to a directory (look for a payphone symbol), andd taoask a
donut supplier for the specific information (look up ‘donuts’ in the
directory and call the listed phone number). As long as hektie

semantics of the interaction (obtain donuts), he can learn the syntax

(how to get there, what choices amaitable, hov are thg ordered,
howv much do the cost).

Similarly, a mobile client meing into an urdimiliar ervironment
may wish to ail itself of local services,ut should not need to kno
the interices beforehand. Kming the semantics of the interaction

should be sftitient; a mobile client should be able to learn the syntax

of the interaction dynamically

1.2  Service Discovery and RPC

The Remote Procedure Call paradigm (RPC) [5] has begelyar
responsible for the shape of distried computing. Operating systems
such as the Mach micreknel [15, 38], Amoeba [29, 45], Spring [17,
25], and V [10] range from being patterned aftercompletely cen-
tered around RPC. SimilayliRPC is the central theme of most stan-
dards of distribted computing, including the Open Saiter
Foundations Distrituted Computing Brironment (OSF DCE) and
its Apollo predecessor [32], S8riRPC [44], the Object Management
Groups Common Object Request Bewk Architecture (OMG&
CORBA) [31], and the International eElecommunication Uniog’
Open Distriluted Processing recommendation (IFWDP) [21].
RPC prwides a quick ay to turn a monolithic application into a dis-
tributed application wolving processes on \sal diferent
machines. The syntax of a procedure calkjgessed in a highel
language from whiclstubs(object code to be lirdd into client and

The service notion hasa@ved into a dominant system
structuring paradigm with the guth of distrikution. This

powerful abstraction sees both as an @ant alternatie to

the classical approaches to resource management as well as a
practical means for ensuring scalabilifye client/serer

model, which may current systems use, represents the
prevalent implementation of this idea. Systemeehiagely

tended to use the seninterfice that implements a service as

a representation of the service itself.

However, this approach promotes an artificial association
between function and implementations. An irgeef is
concrete. It already binds maspecifics lile syntax and may
bind others, including protocols. It mayesa be specific to a
sener. A client interested in abstract functionality is therefore
committed to detail ... an alternatiand more abstract we

is clearly required.

The problem with RPC, as well as virtually all disttdd mecha-
nisms in lage-scale use, is that a client interested in abstract function-
ality is committed to kneing too much ahead of timeoTuse a
service, the client program mustveaan &plicit reference to a func-
tion call praviding the desired service (including the correct parame-
ters in the correct order), and often aplieit reference to a remote
sener. Systems lik Prospero and Cygnus address the latter problem:
they provide attrilute-based lookup of services. Jhecognize that
binding serers to services and their int@eces undercuts the Xibil-

ity of distributed systems, and instead @llolients to search for ser-
vices using descriptions of the desired services.

However, half of the problem remains—that of implicitly binding
clients to service intesites. This is a real issue, recognized by the
OMG and the ITU. Their CORB and ODP standards address the
issue, It since thg are proposed standardsytiseiggest functionality
and say little about implementation. The C@R&andard adwates
an intermediary between objects, called the Object RequestiBrok
that can translate between protocols. The responsibility of learning

sener applications) are created for both the client side and ther servservice interdices thus shifts from the client object to the ORB. The

side. The stubs handle the netlwvconnection as well as the marshal-
ling and de-marshalling of the data peisk Thg male the netwrk
communication transparent to both client andespso that the client

ODP standard specifiestiading function[21, 22] in which semr
objects &port service dérs to traders and client object imporfeos.
The recommendation tvever does not specify oclients and serv-

and serer applications can be written as if the procedure call is a typers are to communicate.

ical stack-based function call. The sarprovides a function and the
client merely calls it, urvaare of the netark communication occur-
ring between the call andecution of the function. The stubs perform
all communication functions once liedt into the client and sew

Most RPC systems require an Int&e€é Description Language
(IDL) file to specify the service interfe—including the parameters,
their orderand their types. A special compiler callestizb gneator
uses this file to create the client and eestubs. Client applications
must be written using the procedure irded defined in the IDL file.

An implementation similar to the ORB, call&PC aents[19]
solves the intedce problem by interposing itself between RPC cli-
ents and seers and translating between client and eseprotocols,
thus freeing the client from theutlen of learning manprotocols or
interfaces. The client object must still kmavhat information to send
to a serer and what information tocpect in return. This has the same
weakness as the solution proposed by CARBliance on an inter-
mediary simply shifts theunden of learning e service interdices
one lerel higher and does not attack the heart of the problem. As

The stub is a prerequisite for communication between client andewly created objects f&r their services at the globaVés, they must
sener, but in current RPC implementations the IDL file is a prerequi-either adhere to a small set of standard iate that the intermediar-
site for creating the stubs. Therefore the IDL file must be preseiigs knav (an almost selfxédently nave requirement), or the interme-
before the remote procedure can be called. The human programnaiiry must be periodically updated to suppow irgerfaces. Clearly

must write the procedure call using the corregtiarents in the cor-

this is only a short-term solution.e/gue that it is the responsibility

rect ordermust create and link the stubs—only then can communicasf the client to learn the neinterfaces, and the responsibility of the
tion happen. This is an unwieldy model; the problem is that too muckeners to mak learning them easy



1.3 Service Discovery and Java

Suns netvork programming languagewida[16] is a possible candi-
date for preiding service disozery. Whereas RPC is a passiser-
vice-invocation mechanism in that clients send serrequests and
some amount of information to alothe serer to carry out the
request, Ja supports an agé service-imocation mechanism. Cli-
ents do not merely send requests toessnthg send the actual code
for the serer to execute.

This model of interaction isxegemely flexible. A mobile client
would not need to ke ary service intedces, since it suld define
them itself. A client in search of a serviceuld need only find a ya
Virtual Machine willing to gecute client code. Heever, Java has
two problems: first, there @ been man questions mgarding the
security of such a servicevimcation model [14]; second,véadoes
not sole the entire problem—a programmer still mustvkrihe
interfaces of the local resources that eaJapplet might need to use.
Standardization of inteates will sole the latter problem,ub it is as

unlikely to be realized on a global scale as standardization of RPC

interfaces.

1.4 It Will Become a Problem

represent service intades, similar to most intexée description lan-
guages lie OSFs DCE Interice Description Language [32] or
Xerox FARC's ILU Interface Specification Language [50]. Insaxés
are defined by seevs and learned by clients at the time of service
invocation through aervice inquinon the part of a client. Sems are
located through a directory service such as the X.500 Directory
CORPBA'’s Interice Repositornyor the ODP trading function.

A client interested in a service performs the folitg steps:

1. locate a directory objekt

2. submit a service inquiry to the directory object to obtain a list of
service names and piiders,

3. select and connect to a servicevler,

4. submit a service inquiry to the servicepder to obtain the
service interéice description, and

5. interact with the service prier in the manner needed t@eute
the service.

The primary components are the servicesaiibement and the client-
sener interfice.

Service advertisement. The service adwutisement informs prospec-

The rapid commercialization of the Internet and the National Inforiive clients of the details of the service and where to obtain it. A client
mation Infrastructure [47] imply that the future of general-purposeuses this information to distinguish between serpreiding similar
computing combines heterogeneity and ubiquitous computing seservices. Br example, a “print” sergr will want to mention “post-

vices [36]. Future systems must not only suppotrekpecta distrib-

script” somahere in the adsrtisement if it accepts PostScript. The

uted ewmironment similar to a shopping mall, where virtually all structure needs to besible enough to oer a lage range of service

computing needs can be mee Wave already witnessed the aai of

types as well as heterogeneous machine types. An ASCII representa-

diverse usetevel applications, from information services [3] to order- tion is one obious choice.

ing pizza [35]. The deatto standard of distuited information ser-

vices is the Wrld-Wide Web [49], primarily because of the ease with Client-server interface. Once the client chooses a s&nit will con-

which aryone can publish information.

In an ermironment where grone can simply “hang a shingle” on
the net and tggn offering services, it is liély that @eryone will.
Anything one can imagine andrfmore that one cannot will beedl-
able. A discussion of pay-pseervice lies bgond the scope of this
paper hut it seems reasonable that there will be amdance of free
or virtually free services. Just as hotels andsention centers &ér

tact the serer via its rgistered address and send a service inquiry
referencing the name of the serviceegi in the service adwtise-
ment. The seer responds with a description of the iraed, looking
much like a typical IDL file. It difers from an IDL file in that the data
types and some of thenable names are well-kwa keywords. A
client therefore can learn the syntax and-level semantics of a pro-
cedure call at run time. There are mamecedents for such a lan-

perks lile free meals, discounts on local goods and services, anfliage—the Abstract Syntax Notation One (ASN.1) of X.400/X.500
access tocilities like swimming pools and nautilus equipment, these[6, 7], the Al-oriented kneledge representation language KQML

types of establishments will i@ to ofer on-line services to patrons
with portable computers and RB. Initial services could include

[13], or standard IDL languages such as in ILU, DCE, or CARB

such things as communications, information services, file system$he rest of this paper describes aviremment that supports service

memory services (distritted virtual memory on demandist pag-
ing), CPU gcles (service requests mighteake form of interpreted

code), and display services (foalwsized presentations, or to aug-

ment a machine with a small or naxistent screen).
In this ewironment, a mobile user will frequently encounteradnf
miliar services, man of which the user will ant to obtain. One

discovery, illustrates in more detail the limitations of RPC, and dis-
cusses s@ral issues in implementing service digany.

2 WHAT NOMADIC COMPUTING SHOULD BE LIKE

You are mobile. 8u are at a conferenceoff presentation is on your

should only need to kmothe description of a service to be able to usemachine. 6u hare been wrking on the slides continuously since you
it; this implies an amount of adaptability in the client machine. Clienteft town and hae not printed them out. Perhaps you aggeeting to

systems must be able to ¢akdwantage of n& services that suddenly

be able to connect to a projector directly ane @i virtual slide pre-

become wailable, &en if the designers of the system did not foreseesentation through RwerPoint or something similaPerhaps you

such services, i.even if the client has nstubfor such a service. The
system must not be restricted by static iaiggf as in typical RPC
mechanisms; it must be possible for a clientvoka a service kng-
ing only a descriptie service name, using inteces determined
dynamically

1.5 Overview

This paper motiates the service diseery paradigm as a measure of
support for nomadic &tonments, and suggests an architecture forl-

an implementation. ¥&/propose the use of a higldélanguage to

expect to print out the slides when you are done and simply transfer to
transparencies the usuahy

Whatever your choice of methods, you do n@nwyour interac-
tion with the local evironment to be dependent on the details of a
specific type of pysical interice: this includes cable intaces and
disk formats. ¥u do not vant to hae to access the local printer sys-
tem by transferring your files to flopthen reading the flopfrom a

“Object” is used in the “aaté object” sense, as in [12]. It is more or less
equvalent to the wrd “sener”



LA: Service-Inquiry = print

PR: Service-List = lpr-ascii, lpr-gif, Ipr-postscript, Ipr-ps, Ipr-tex, |pr-text
Servi ce- Speci fication
Service-Name = | pr-ascii, |pr-text
Service-Description = prints out an ascii Document, ignores non-printing characters
Service-Interface
Servi ce- 1 nput = Docunent - Lengt h: | NTEGER, Docunent : ASCI |
Servi ce-Qut put = Null
Servi ce-Keys = ascii, print, text
Servi ce- Specification
Servi ce-Nane = | pr-tex
Servi ce-Description = translates and attenpts to print out a tex file
Service-Interface
Servi ce- I nput = Docunent-Length: | NTEGER, Docunent: ASCl |
Servi ce- Qut put = Stat us: ERROR, SUCCESS
Servi ce-Keys = tex, latex, pictex, print
Servi ce- Speci fication
Servi ce-Name = | pr-gif
Service-Description = interprets Docunent as a gif file
Service-Interface
Servi ce-1 nput = Docunent - Lengt h: | NTEGER, Docurent : | MAGE
Servi ce-Qut put = St at us: ERROR, SUCCESS
Service-Keys = gif, print
Servi ce- Speci fication
Servi ce-Name = | pr-postscript, |pr-ps
Service-Description = interprets Docunent as a postscript file
Service-Interface
Servi ce- 1 nput = Docunent - Lengt h: | NTEGER, Docunent : POSTSCRI PT
Servi ce-Qut put = Stat us: ERROR, SUCCESS
Servi ce-Keys = postscript, print, ps
Figurel..

machine on the local net, and you do nahttto access the projection
machinery via serial cable. Printing your document to a Yl
transferring to one of the local machines, hoping that itfaee the

appropriate grsion of the program that you are using, is not a reliable

option—although it is common practice todalf you are a Pwer-
Book user and the local Wronment is Unix, you are out of luck;
most Unix workstations do notven hae floppy drives. If you are a
Windows fanatic and the locals arevdéed Macintoshans, you may
find a compatible piece of sofawne, tut one vould not be advised to
risk it. It is likewise unacceptable to rely upon a/gieal serial con-
nection to a projection machine; your laptop mayehhe wrong con-
nector or no connector whatsee
Here are tw illustrative scenarios:

« You want to print something out.

You want to project your presentation virtually
The net sections describe each of these scenarios in more detail.

2.1  Printing a Document

Here is the ideal scenaficThe local evironment supports service
discovery. You can connect to the local neke using something akin

generated pseudo-pronounceable passwAt registration time you
are gven your login ID and pas®nd:

| ogi n: guest 287

password: garnfrod

You ask at the check-in for the address of the local service trader as

well as the location of the nearest PostScript privau are told to
head to the modem pool for local connections and the printer

You follow the signs to the modem pool andwaaiin a room with
a dozen twisted pair connections coming out of th#é. Wou plug
into your modem (virtually \ery laptop user these days has a
modem) and run your SLIP/PPP safte. You login as guest287.
You nav have restricted access to the local ratw Perhaps you can
run Netscape. Perhaps you can telnet to your homieement and
access your mail. At theewy least, you can print out your slides. The
sign on the all says:

LOCAL SERVI CE TRADER: trader @ocal . net

TH'S PRINTER printer@ocal . net
Since you hee the address of the printgou need not go through the
trader You type:

| ocal access printer@ocal.net print
/ulblj/presentation. ps

to SLIP or PPPThe local administrator has created a nu_mber of guestpe program localaccess talkspunter@local.netand attempts to
login IDs, one for each of the conference attendees, with a randomlyyoke a print service for the file /u/blj/presentation.ps (it can distin-

2. Often knavn as “sneafrnet’

guish /u/blj/presentation.ps as alguanent of type FILE and not a
keyword by the pathname prefix). The interaction looks something
like the code in Figure 1 (LA is the localaccess program running on



LA: Service-Inquiry = gif projector
AD: Match-List = renote-display, |Ipr-gif, gcc
I nqui ry-Match = gif+projector
Servi ce- Nanme = renote-displ ay
Servi ce-Provi der = display@ ocal . net
Servi ce-Description = controls the renote projectors in the conference w ng
Service-Keys = gif, nonitor, postscript, projector, renpte display, screendunp
Inquiry-Match = gif
Servi ce-Name = | pr-gif
Servi ce-Description = interprets Document as a gif file
Servi ce-Provider = printer@ocal . net
Service-Keys = gif, print
I nqui ry-Match = project
Servi ce- Nane = gcc
Servi ce-Description = G\NU project C and C++ conpil er
Servi ce-Provi der = conpil er @ocal . net
Servi ce-Keys = C, C++, conpiler

Figure2..

your mobile host, PR is the printer semon the local netork, allowing the client machine to use services of which the user had no
indents inserted for readability). previous knavledge.

At this point, the localaccess application must choose between the
various services fdred by the print seex. The document to be 2.2  Virtual Projection
printed out is called /u/blj/presentation.ps and since “.ps” iwRrixy
the softvare to indicate a POSTSCRIPT file, the application searchebhe preceding»>ample is simplified by theatt that the fictional sys-
for “postscript” and “ps” among the choicesvaservices are found, tem administrator had prieusly set up numerous restricted accounts
Ipr-postscriptand Ipr-ps  but since thg share a specification this so that the print seev could assume gpaclets on the local netwk
implies thg are equialent aliases for the same service. Tiueu- came from trusted machines. Also, the name and address of the print
mentvariable has type POSTSCRIPT which the systemvkrto be  sener were knan beforehand. The scenario becomes more compli-
the same type as thegament typed by the user (presentation.ps) saated when authentication and authorization aio# and the
the system binds thesedwr he alue ofDocument-Lengtis derved sener is unknavn.

from the file. All\ariables are accounted fde service iwocation In this scenario, the administrator has just installed a projection
can commence without aid from the usdre system has one more sener the morning of the conference, so the presenter does mot kno
exchange with the print sesw. its address, and the sendoes not implicitly trust messages sent to it.
LA: Servi ce- Request = | pr- postscri pt You hae a program calledcreendumpwhich will send a GIF
Docunent - Length = 34572 version of whateer is on the screen to wheee you tell it, so that
Docunent you can use something as simple as ghostscript or ghostvihov
Raw- St ar t your slides. Biling that, you can alays photocop your slides and
<sends file data> give your presentation manuallou type:
Raw End | ocal access trader @ocal .net gif projector
PR: SUCCESS Since the location of the servcontrolling the projector is unkwao,
The document prints out at the local printer and you head to yodfu must go through the @efit serer trader@Ilocal.netto which all
hotel room to mag more changes. seners post service aditisements. This sesw performs the trading

This example is meant to illustrate the use of Seevice-Inquiry function [21_, 2_2], allwing cller_lts to con_nect to sems based solely
and Service-Requesnechanisms. Clealyhe printer seer could ~ ON @ description of the service yhdesqe. The trader performs a
simply ofer one service callegrint with an additional gument ~ 100kup on whateer keyword/s is/are pnided and returns a list of
called Type which could tak on the aluesascii, gif, postscriptps, ~ Potential matches. Since neither “gif” nor “projector” aggwords or
tex, or text. However this would not illustrate the use of the mecha- obvious files, thg are treated as service descriptions. The localaccess

nism quite as well. system sends these to the trader to perform a lookup.xtharge
In this scenario, the mobile client has a desgeptiotion of the looks like the code in Figure 2. ]
service it vants print /u/blj/presentation.pgsand knevs the location The local softwre determines that the first match—the one that

of where to get itrinter@local.neY; it has a semantic model of what hit on both leywords—is the best sesw to choose. It contacts the
it wants. What the client lacks is the syntactic model—tyenaents ~ remote-display seev, as shan in Figure 3

and data types desired by the serVhese are learned dynamically At this paint, the localaccess systemsdhe syntax for the ser-
vice invocation, lot unlike the preious example where the name of

the document as gven by the usethe system does notveadefini-

3. To keep the discussion at a high enoughelléo be both informate and tions for aly of these ariables. In this situation, it can only ask the
readable, we will use sendmail-style addresses to denote objects on theuser The system pops up a dialogue box asking you to definarihe v
network, and gloss\er the details of contacting the DNS for name reso- ghleProjector The projector has the name “Room 1200” stenciled on
lution. it, so you try that. The system pops up a dialogue box asking to define




LA: Service-lnquiry = renote-display
RD: Servi ce- Speci fication
Servi ce- Nane renot e- di spl ay
Servi ce-Description
Service-Interface
Servi ce- | nput

Projector: ASCl |, I|nage:|

controls the renpte projectors in the conference w ng

MAGE, | nage-Lengt h: | NTEGER,

Aut hori zati on: aut h@ ocal . net : Bl NARY

= Nul |
noni t or,

Ser vi ce- Qut put

Service-Keys = gif, postscri pt,

Figure3..

LA: Servi ce- Request renot e- di spl ay

proj ector,

renot e di splay, screendunp

Proj ector = Room 1200
Aut hori zati on: aut h@ ocal . net
Raw- St ar t
<sends token obtained from auth@ ocal . net>
Raw End
| mage- Length = 875607
| mage
Raw- St ar t
<sends G F data>
Raw- End

Figure4..

the \ariablelmage. You connect the output of your screendump pro-

gram to this ariable. The system kns hav to derve Image-Length
from Image, so it does not need to ask you about thatble. The
keyword Authorization has semantic connotations: the system con
nects to the seev auth@local.netwhich asks for a username and
passwrd. You enter the guest ID and passd you were gien,
which satisfies the authentication snit returns a toén to your
localaccess system, which attaches it to thdakle Authoriza-
tion:auth@local.net

Now the output of your screendump program goes directly to th

remote-display seer. Every time a ne& screen dump appears it sends
a paclet like the one shan in Figure 4.

Perhaps théuthorizationtoken has a timexpiration on it—se-
eral hours later it will be no good and a dialogue box will pop up i
you continue to use the tiek for ekample if you are ging a tutorial
or a second presentation.

3 RPC FAILS TO SUPPORT SERVICE DISCOVERY

Binding to a Server

As has been discussed before, most RPC mechanisms require thattrﬂw

client knav something of the seev implementing the service before
attempting to imoke the service.d¥ example, before a client can con-
nect to a selr in DCE, the client must kiothe folloving things:

The service id—a generated unique id from which the type of
service rendered cannot be deduced.

This: “002FD6B8-17F7-1B74-B¥9-02608C2C83B2” is an
example. One cannot learn the servicexicept by obtaining a
copy of the interéce file.

Either the authentication id of the sernor a shared secret
between the client and the serv-in this case a unique pathname
in the CDS Namespace. No more than one clienesgair may
rendezwus at a gien CDS shared secret.

The service intedfce—a collection of message structures to be
passed between the client and semach containing the service
interface id, a message type id, and message-specific data.

Less restrictie hut equally problematic, SusY RPC mechanism
requires a service priger to be on the same host as its portmapper
This arrangement compelgagy host to der the same set of services,
or a client to knev beforehand what host to contact. These types of
requirements wrk fine in a closed system where the clients and serv-

rs are under the same administration aralyliwritten by the same

rogrammer However, as systems get &g it is unreasonable to
expect clients to hae global knaledge.

As described before, masystems including Prospero [30], Cyg-
us [9], CORRB\ [31], and ODP [21] hee solutions for this problem.
hey allow a client to look up a service based on a general descrip-

tion. The lookup returns a (possibly empty) set of exsrthat can
handle the service requested.

3.2 Using Service Interfaces

By definition, RPC imolves a procedure call. The procedure call
ales an abstraction of and hides the entire remote serviaevetp

Bise the service behind the procedure call it must be called, and
more importantly it must bexplicitly coded into the program. This is

the behwior of static interfacesystems such as RPC; a sengdeter-

face must be kmen not only before the transactiongbes, ut must

have been knan and used by the programmer at the time he/she
wrote the client program. Both semantics and syntax are required at
the time of compilatiol

In a wide-area or mobile @inonment where onexpects service

requests to frequently cross administatind aganizational bound-
aries, the usefulness of such a paradigm breaks.ddlient systems
will frequently come in contact with ndy discovered services
requiring interéces unknen to the client at compile time. Only a
system supportindynamic interfacewill support service disa@ry.



4 ISSUES IN IMPLEMENTING SERVICE DISCOVERY

These are a¥eof the outstanding issues about the nomadican

ment described, and are the topics of our current research. Thg

based map engine which will produce a map of @ea, gien an
Internet domain name or US mailing address [37].

SUMMARY

include security issues such as protecting a user from malicious serv-

ers, hilure issues such as dealing wittulf-tolerance and denial of
service, and conneeiiy issues such as maintaining adkeof service
while moving through diferent oganizational domains.

Security. The simplest method in a globavennment maks eery

principal responsible for itswm security This is not a bad idea, as
AT&T' s experiences shothat a semr should not necessarily trust its
portmapper [2, 11]. Similaryt should not be up to a directory object

to provide security for the client and senobjects with which it con-
ducts transactions. A potential security holests: if the client sub-
system can respond with whege information a seer object
requests, the enduser could become compromisedioMot vant a
client to belige ary average passerby is &koeros seer, so the cli-

Today nomadic computing is restricted to merely makingoheime
ervironment portable; it is fundamentally non-intenaeti Making
nomadic computing fundamentally interaetihas the potential to
revolutionize the ey portable computers are usedt turrent para-
digms of distrilited computing stand in theaw What is needed is
the ability for a mobile client to interact in anfilliar evironments to
obtain preiously unheard-of services from pieusly unknevn serv-
ers. This actiity is calledservice disceery, the ability for a client
program to inquire about services usinguel descriptions and bind
dynamically to semrs preiding the services diseered. A method
for learning the service intexes dynamically is a necessary compo-
nent. This paper mettes the adoption of service digery as a stan-
dard of support for nomadic computing, illustrates its use, and

ent does not automatically authenticate for the endiisere is other
material the client subsystem may access that an enduser might not
want to transmit to a res@r posing as a sew object. The partial
solution lets the user decide what information can and cannot be
handed out, and to simply not neagensitie information wailable.  [1]
However, there will doubtlessly be information appropriate to send to
a serer desiring some form of confirmation or authenticatian, b
inappropriate to broadcast to objects posing agserv [2]

Failure. How should the client detect and respondaitufe condi-
tions, including malicious seevs? There has been much research i3l
the area of making distiibed servicesalult-tolerant, much of it cen-
tered around reliable communications [4, 24, 27, 28, 34, 42]. One c%
detect when a sesv crashes in an openv@onment on the global
scale much less easily than in a closed system. Further complicating
the matter is the possibility of malicious sens/that do notxecute 5
the service bt respond positely, or poorly-written ones that perform
the service it forget to respond.

6]
Connectivity. Above and bgond the problem of paek routing [1,
33], mobile client systems might need to periodicadlyify whether
they are still connected to the nearest directory object. There are tw7]
paradigms for managing nomadic, possibly disconnected, computers.
It can be up to the system to locate the mobile party and pass on infé#
mation when it suits the central system, as in the XefXCHAB
personal communication system [41, 43]. Altermyi it can be up
to the mobile client to check in with the system periodicalligh as 9]
when the client changes location or reestablishesonetwonnecti- [10]
ity, as in the Coda file system [26, 40] or Littl@N/mobile system
[18, 20]. It seems most reasonable to place the responsibility of Ioc?ﬂ]
tion determination on the client. One k®one$ location in a cellu-
lar ervironment [48], and todag’'personal digital assistants @#=f)
can be outfitted with an optional global locator attachmentoltdv
be simple if time-consuming to query a global directory fgistered
directory objects satisfying certain location criteria; a “map” of the[13]
users surrounding area could be cached for future use. Global loca-
tion is becoming a hot area; foragnple, Proximus priades a web-

(12]

(14]

4. One can alays ague that RPC could batended to a more dynamic
form by allaving serers to send out their IDL files in response to service
interface inquiries, allwing clients to compile the requisite stubs at the [15]
last minute. This just-in-time RPCowld sole the problem it would no
longer be RPC; it is nothing Bka procedure call. In a procedure call, the
argument types and ordering are wmoin adwance. By contrast, service
discovery requires that systems adapt to the requirements ofuineren
ment—that the correctly handle guments notlicitly prepared for or
expected.

(16]

discusses seral client-side implementation details.
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