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ABSTRACT

Digital fingerprinting of multimedia data involves embedding in-

formation in the content, and offers protection to the digital rights
of the content by allowing illegitimate usage of the content to be
identified by authorized parties. One potential threat to fingerprints

termarking scheme can offer better collusion resistance[5]. These
results are also supported by [4]. Stone suggested that the most
powerful attack may succeed to defeat uniformly distributed wa-
termarks if as few as one to two dozen independent copies are
available [7]. In our previous work, we analyzed the collusion re-
sistance of an orthogonal fingerprinting system under different at-

is collusion, whereby a group of adversaries combine their indi- (5. when employing different performance criteria, and derived
vidual copies in an attempt to remove the underlying fingerprints. lower and upper bounds for the maximum number of colluders
Former studies indicate that collusion attacks based on a few dozen, oo ded to thwart the system[9].

independent copies can c_onfound a flnge_rprlntlng system t_hat €M Regardless of the superior collusion resistance of orthogonal
lF’ll(O)I/s ortholg'i]ocr;al m(r)]dulatlon. Howehver, Slﬂce an adversary is MOre Gaussian fingerprints over other fingerprinting schemes, previous
Ikely to collude with some users than other Users, we Propose a,n )y sis revealed that attacks based on a few dozen independent

g(o#p-bar]sedhfingerprint!ng sdchemel Whgrf? users likely to colllude copies can confound a fingerprinting system using orthogonal mod-
with each other are assigned correlated fingerprints. We evaluatq,|aiion [4, 5, 9]. Therefore, an alternative fingerprinting scheme is

the performance of our group-based fingerprints by studying the
collusion resistance of a fingerprinting system employing Gaus-
sian distributed fingerprints. We compare the results to those of
fingerprinting systems employing orthogonal modulation.

1. INTRODUCTION AND PROBLEM DESCRIPTION

With the rapid deployment of multimedia technologies and the

substantial growth in the use of the Internet, digital protection of

multimedia data has become increasingly critical. Digital finger-

printing is an effort to offer such protection by providing a means

for authorized parties to identify fingerprints embedded in the mul-
timedia content. There is, however, a class of cost-effective and
powerful attacks, calledollusionattacks, whereby a coalition of

needed that will exploit a different aspect of the collusion problem
in order to achieve improved collusion resistance. To accomplish
this, we propose to exploit the fact that adversaries are more likely
to collude with some users than others. We propose an alternative
fingerprinting scheme which still employs Gaussian watermarks
but assigns correlated fingerprints to members of a group of po-
tential colluders while the fingerprints assigned to different groups
are independent of each other. Throughout this paper, we consider
additive embedding, a general watermarking scheme, where a wa-
termark signal is added to a host signal, and will focus entirely on
the averaging form of collusion attack.

2. THE PROPOSED FINGERPRINTING SCHEME

users combine their different marked copies of the same med'aFingerprinting systems using orthogonal modulation do not con-

content in an attempt to attenuate/remove the trace of any origi-
nal fingerprint. The fingerprint must therefore survive both stan-

dard distortions and collusion attacks. Several methods have been

proposed in the literature to embed and hide fingerprints (water-
marks) in different media [2, 3]. The spread spectrum watermark-
ing method, where the watermarks have a componentwise Gaus

sian distribution and are statistically independent, was argued to

be highly resistant to collusion attacks [3, 5].

The research on the collusion-resistant fingerprinting systems

include designing collusion-resistant fingerprint codes [1, 8], and
examining the resistance performance of specific watermarking

schemes under different attacks. We are aware of only a few works

on the latter [4, 5, 6, 7]. Proposing a simple linear collusion at-
tack that consists of adding noise to the averagk afidependent
copies, the authors concluded in [5] that, fousers and finger-
prints usingN samples,0(4/ N/ logn) independently marked
copies are sufficient for an attack to defeat the underlying sys-
tem with non-negligible probability, when Gaussian watermarks
are considered. It was further shown to be optimal: no other wa-

sider the following issues:

1. Orthogonal fingerprinting schemes are designed for the equal
possibility of collusion among all users. However, some
groups of users are more likely to come together and carry
out collusion (i.e. users from the same region, or users shar-
ing the same cultural background).

. Orthogonality of fingerprints helps to distinguish individual
users. However, this orthogonality also puts innocent users
into suspicion with equal probability. It was shown in [9]
that when the number of colluders is beyond a certain value,
catching one colluder successfully is very likely to require
the detection system to suspect all users as guilty.

. The performance can be improved by applying appropriate
detection strategies. The challenge is to take advantages of
the previous points in designing the detection process.

By considering these issues, we improve on the orthogonal fin-
gerprinting system, and provide a means to enhance the collusion
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Fig. 1. Model for collusion by averaging. ands,;'s are Gaussian distributed. We also assume the additive
distortiond is an N-dimensional vector following an i.i.d. Gaus-
sian distribution with zero-mean and variangg In this model,
the number of colluder&” and the subsetS,;’s are unknown pa-
rameters. The non-blind scenario is assumed in our consideration,
meaning that the host signslis available at the detector and thus
always subtracted from for analysis.

The detection scheme consists of two stages. The first stage
focuses on identifying groups including colluders, and the second

resistance performance. To accomplish this, we design a finger-
printing system by employing grouping and code modulation.
Grouping: the overall fingerprinting system is implemented by
designingL sub-systems. For simplicity, we assume that each sub-
system can accommodate upitbusers. Therefore, the total num-
ber of users iss = M x L. The choice ofV/ is affected by many

factors, such as the number of potential purchasers in one regiony < involves identifying colluders within each “guilty” group.

and_the coIIusi_on pattern of users. We also assume that ﬁngerprint%tage 1 - Group detectionbecause of the independency of differ-
assigned to different groups are independent of each other. Two :

in advant ided by ind d ent groups and the assumption of i.i.d. Gaussian distortion, it suf-
main advantages are provicded by Independency among groudsg.oq v, consider the (normalized) correlator ve&or for identi-
First, the detection process is simple to carry out, and secondly,

when collusion occurs, the independency among groups helps tofymg groups including colluders. Thee— th component off's is

limit the innocents under suspicion within one group, since the expressed by

possibility to wrongly accuse another group is negligible. T (e ) ,

Code modulation within each group: we will apply the same Ta(i) = Y =) (St St & Sine) 3)
code matrix to each group. For each grayghere areM or- \/||SH2[M + (M2 — M)y

thogonal basis signa® = [u;1, .2, ..., u;m], €ach is with the
Euclidean nornj| u ||. These sets of orthogonal basis for different
groups are also independent. In code modulation, information is

fori = 1,2, ..., L. Utilizing the special structure of the correlation
matrix R;, we can show that

. ,th . . . . .
encoded int®;;, thej*" fingerprint in groug, via T Ko o) N(0,02), if ki =0
7 ,Ki, O, = . / I — .
M Ptea d N(M, 0—3)’ otherwise.
Sij = E cliu; 1) KvM
(%) lJ il ( (4)
) =t whereT¢(4) is independent of each other. If no colluder is present
where the symbat;; is a real value, and adlandu terms are col- in groupi, T () will only consist of small contributions. If more

umn vectors with lengttV and with equal energy. We shall callthe  colluders belong to group we are likely to get a larger value of
matrixC = (ci;) = [c1, €2, ..., car] acode matrixvhose columns T (;). We comparél(i) to a thresholdhc, and report that the

are codevectors of different users. We h8ve [si1,si2, ..., sin] = i — th group iscolluder-presentf T (i) exceeds. That s,
UC, with the correlation matrix ofs;; } is
2 L .
R.=|u|*R, withR = C"C. i = arg max{Ts(i) > ha} (5)

As we can see, a key point in designing the set of fingerprints is to
select the matriRs. With the assumption in mind that the users
in the same group are equally likely to collude with each other,
we would like to have the fingerprints in one group equally corre-
lated. Therefore, we choose a matRxsuch that all its diagonal
elements are set dsand all its off-diagonal elements are setpas

It is clear that the correlation matrix is fully characterized by the i
coefficienty. groups into the colluder-absent class or the colluder-present class,

Based on this proposed fingerprinting scheme, we need to ad-we need to further identify colluders within eat;h group. For each
dress such issues as the size of groups and the coefficidfite groupi € i, because of the orthogonality of bafis: , wiz, ..., “iTML
parameters\/ andp shall be chosen to yield a good system per- itis sufficient to consider the correlatdRs, with T} (j) = ¥ —<_2ii

2
formance. vV llull

forj =1,..., M. Suppose the parametdisandk;’s are assumed
known, we can estimate the sub$gt via

where the set indicates the indices of groups including collud-
ers. As indicated in the distribution (4), the threshald here is
determined by the pdf. Since normally the number of groups in-
volving in the collusion is small, we can correctly classify groups
with high probability under the non-blind scenario.

Stage 2 - Colluder detection within each groupafter classifying

3. DETECTION SCHEME

Sei arg max p(Ti|K,Sei,03)
In this section we discuss the problem of detecting the colluders 1Scil=ki
when the above scheme is considered. As in Fig. 1, the system ac- = theindices of the; largestTs;(j)'s (6)



where  Tui(j) = T c; = (y —x)"si; matrix R should be positive definite, - (M — 1)p > 0 is re-
| s12 quired. On the other hand, suppose that the fingerprinting system
is designed to accommodate a large number of users, then Stage 1
is of critical importance and thus a positive coefficigrghould be
p(Tui| K, Ses U?z) = N(u aﬁR) @ employed to yield high accuracy in group detection. In this case,
’ ' ’ we design fingerprint$s;; }'s in a simple way,

and we can show thaks; has the distribution

Liki—De |||, ifj € Se
Where ; . — K I .] .CZ
Hil7) { ke |||, otherwise . sij = /1 — peij +v/pai, (10)

However, applying (6) to locate colluders is not preferred due to where{e;1, ..., eins, a;} are orthogonal basis vectors of group
two concerns. One is that the knowledggofindk; is usually not with equal energy. The bases of different groups are independent.
available in practice, and needs to be estimated. For the remaindeNow we haveTs;(j) = Tei(j) + Tu (i), with

of this paper, however, we assume that the detector kridvasd

k;. In addition, the above approach aims to minimize the joint esti- Li(j) = T—ply —x)"ey T.(i) = Vely — x)"a;
mation error of all colluders, and it lacks of the capability in adjust- Is1? ’ IEXE
ing parameters to satisfy specific system requirements. Regardless 5 5
of these concerns, the observation in (6) suggests the UBg od P(Teil K, Seiy 0q) = N(pei, (1 = p)oalar),
detect colluders within each group. Therefore, we employ a sim- ith N 1—7/’ s, ifj€ Se,
ple detection approach by compariifig;(;) to a thresholdv; and with pici(7) 0, otherwise.
indicating a colluder-presence whene¥&r(j) is greater tharh,.
That is, Since, for each groug T, (¢) is common for alll’;(5)’s, it is only
ji = arg maX{Tm( ) > hi} (8) useful in group detection and can be subtracted in detecting collud-

ers. Therefore, the detection process (8) in Stage 2 now becomes

where the sej; indicates the indices of colluders within group
and the threshold; is determined by other system parameters. Ji=arg maX{Tn( ) > h}. 11)
In our approach, we choose the thresholds such that

Now the threshold: is chosen such that
Pr{Tc(i) > halki =0} = Q(hg/oq) = a1, )

0 (hkp||s||/K) = o, PriTei(j) 2 hlj ¢ Sei} = <

0d

h
V1 —pog

o o 1 ) Note thath is a common threshold for different groups. Advan-
where theQ-functionisQ(t) = [~ —s=exp(—a?/2)dz,andthe  tages of the process (11) are that components of the Vctcare

Pr{Tsi(j) > hilki,j & Sei} ) =, (12)

values ofa; andaz depend upon the system requirements. independent and that the resulting variance is smallerafjan
We proceed to evaluate the performance of the above system.
4. PERFORMANCE ANALYSIS Without loss of generality, we assunie= [1,2,...,1], wherei

indicates the indices of groups containing colluders. We have
The purpose of this section is to show the performance of the above _ L _ L1
system under one of the most popular criteria: the probability of a Prp = Pr{linAi} =1 - (1 —p)” ]+
false negativeP;,, (failing to identify any of the colluders) com- !

pared to the probability of a false positiv&, (falsely indicating (1= pis)” Z 1(1 = pjy), with p; = Pr{A;}.
that an innocent user is a colluder). For convenience, we shall use i=1

the probability of detectio®’y = 1— Py, in our analysis. The goal P, = pr{gh N Sei # 0} = Pr{Ul_, B},

of this criteria is to catch at least one colluder with high confidence.

We note that other performance criteria might arise under differ- _ i 1 L .

ent situations, such as described in [9], and do not present results Z ¢l ¢), With ¢; = Pr{B}. 13)

for these criteria due to space considerations. To compare with the

orthogonal scheme [9], we assume the overall MSE (mean-squarewith A, = {Tx(i) > ha,max;¢s,, Tsi(j) > hi} and B; =

error) introduced to the host signal is constant. More specifically, {77, (i) > he, maxjes,, Tsi(j) > hi } by utilizing the indepen-
dency among fingerprints belonging to different groups. Based on

—p PZZ 1 ki )l s Hz +No? A g =||'s Hz this pair of criteria, the system requirements are represented as

Bl y—x *} = (*2 e

. . . Prp<e Pa>p (14)
meaning the overall MSE equals to the fingerprint energy. There-

fore, the variance? is based orf{k;} correspondingly. We can see that the difficulty in analyzing the collusion resis-
One factor of great concern here is the coefficieritVhen the tance lies in calculating such joint probabilitiesgsandg;. We
total number of users is small, for instance< 100, all the users first show the performance by examples when the total number of
will belong to one or two groups, a situation where Stage 1 is nor- users is small and a negatige= —0.01 is used, as in Fig. 2(a).
mally unnecessary and thysshould be chosen to maximize the It is clear that introducing a negatiyehelps to improve the per-
detection probability in Stage 2. We note that the detection per- formance whem is small. It seems the worst case, in the sense
formance is characterized by the mean differefice- p)||s||/ K of performance, happens when each guilty group contributes equal
as referring to (7), therefore a negatiwas preferred. Since the  number of colluders, meanirig = K/|i|, fori € i.



=100, M=50, K=50 N=10*,p=0.4, M=60, n=6000, k =...=k =8, L=100, |=8, 10"

a b
Fig. 22 ROC (cgrvesPd vs. Py, of different exar$1p)les, compared
with the orthogonal scheme in [9]. In (a), a small number of users
n = 100 and a negative = —0.01 are considered. In (b), a large
number of usera = 6000 and a positivep = 0.4 are considered.

We further note that the correlation betwegs(:) andTe;(7)

is equal to , a small value close to 0. For instance,

1—
M+(1M2l:1V1)p
with p = 0.2 and M = 60, this correlation is as small @&s03. It

suggests us to assume tHai(i) and7.;(;)'s are approximately

uncorrelated, therefore we have the following approximation

P Pr{TG(i)Zhg}Pr{%lngei(j)Zh} (15)
— ghezkiryly g h M-k
e e R
il PR YLt Gl )] = VLS
o~ QM) [ - gt = U ORI

lIslv/1+(M—1)p As

in calculatingPy, and P; in (13), withr = KT
shown in Fig. 2(b), we note that this approximation is very accu-
rate, and our scheme is superior to the orthogonal one.

£=10"33=0.8: N=10*, M=60, [i=5, k =K/l

o 10
total number of users n

Fig. 3. Comparison of collusion resistance of the orthogonal
and the proposed group-based fingerprinting systems to the aver-
age attack. Herd/ = 60, k; = K/|i|, |i| = 5, and the system
requirements are representededy 103 andg3 = 0.8.

5. CONCLUSION

In this paper, we investigated how to improve the collusion re-
sistance performance of fingerprinting systems using orthogonal
modulations. We proposed a Gaussian fingerprinting system em-
ploying grouping and introduced equal correlations into finger-
prints for users within the same group. We proposed a two-stage
detection scheme and analyzed the collusion resistance of our fin-
gerprinting system to the average attack under the performance
criteria represented b¥y, and P;. It was demonstrated that the
proposed fingerprinting scheme is superior to orthogonal finger-
prints, when the number of guilty groups is mild. In this work we
assumed that the detector knew the number of colludefeom

each group. However, this is typically not known in practice, and
in the future we plan to investigate techniques for estimating
and studying the effect that using estimatgedas upon detection
performance.
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