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Forensic Signal Processing

Where Sherlock Holmes Meets Signal Processing

—) —) ~,

Digital camera images  forgery  print
scan/photograph  Test image

Can we identify all the processing operations?
Can we identify the source of the test image?
Camera? Scanner? Cell phones

Can we identify if the image was tampered before being re-captured?
Can we identify if the tampering operation was cut-paste tampering?
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Ref: Swaminathan/Wu/Liu in ICASSP’06 and
IEEE Trans. Info Forensics & Security ('07)

Ccomponent Forensics

Real world scene Camera Components Digital image

White
Balancing

Color Filter

Array (CFA) —hsr

Break down the info. processing chain into individual components
component ~ a unit of abstraction that performs a specified task

ldentify algorithms and parameters employed in major component of
a digital device

Building on algorithms and analysis previously developed, we now
focuses on a theoretical framework for component forensics
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Types of Component Forensics

Intrusive forensics
Devices in hand
Break it apart and identify every component

Semi non-intrusive forensics
Devices in hand but not to break it apart

Design test conditions and inputs to
Improve estimation accuracy

Completely non-intrusive forensics
Products /devices not in hand
Sample outputs from devices available

(Ref: ICASSP’06 & ‘07)
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Estimation v Classification
X y

— " Component [ *

A smallest unit of abstraction

Infinite number that does a specified task Finite number of
of possibllities possibilities
Estimation Framework Pattern Classification Framework
ol compoRent pardmetel Component parameters obtained

estimator achieves Cramer-Rao
Lower Bound

Use Fisher info. criterion as a metric
to study goodness of estimator

Analyze interactions between . .
i : Analyze component interactions
components via joint estimators . . :
using pattern classification theory

via classification
Most likely class from an algorithm
space known apriori

(Swaminathan, Wu, Liu, MMSP’07)
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Theoretical Analysis via Pattern Classification

X: Input to the component
—* Component [—* y. output of the component
g: component parameter

q - random variable to denote possible set of algorithms
(parameters) employed in the component; q 1 {d;, 4y, -, Ona }

A component is said to be intrusively classifiable or i-classifiable if
for each possible algorithm g and for all

P(@ly.¥)® plg |y,¥ "1 1 andg 1,2,..N

and there exists at least one x* and its corresponding output y* such
that

PG 1y . x)>plg |y, x) "1 i andg 12.N

Semi non-intrusively classifiable components and completely non-
intrusively classifiable components can be defined appropriately
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Confidence Score and Ideal Inputs

For an i-classifiable component with component parameters g

The confidence score for correct classification under input X
IS given by

g()=p(qlyN- _max PG |y.X

=1,2,..N, Jti

A higher confidence score implies higher trustworthiness in
decision making

No confidence in estimation if "] p(g, |y,XF 1/N,

Very high confidence in estimation if

p(gly.,x)=1 andpg |y xy 0"} i

An ideal input maximizes the confidence score
X =argmaxg &,
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Proved Results based on Classification Theory

If a system is n-classifiable then it is s-classifiable

If a system is s-classifiable then each of its components
are I-classifiable

Question: What about converse?

e-consistent component:

e

Example: A JPEG compressor is Q-consistent, where Q is
guantization step size
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Bridging Intrusive & Semi Non-Intrusive Forensics

If all the components in a device are

1) e-consistent,

2) kth component is i-classifiable with confidence A* = maxg" (x)
then the k' component is s-classifiable with confidence

K K ﬂgik (X)
h'(sem)»/" - 2( N- 1e
e
Confidence under
semi non-intrusive Confidence under
forensics intrusive forensics

Confidence scores for semi non-intrusive analysis is lower
than that of intrusive analysis
Equality attained when all components are 0-consistent
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Case Study with Digital Cameras

Color interpolation in digital cameras: y(k,1)= h(mn Xk md 1

m, n

In matrix-vector form

y(1,1) 1 0 0 0 X (1,1

Yy = q X y@2) h(1) 0 h(0 1) O X (1,2)
- y.3 = 0 0 1 0O x (1,3)

y(m n) 0 O 0 0 x(m, n)

For noiseless case, g can be uniquely classified given y

Completely non-intrusive analysis can do as good as semi non-
Intrusive analysis in noise-free situations.

In the presence of noise: No longer equivalent
Motivate to design good inputs to maximize confidence score
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Heuristic Input Pattern for Forensic Studies
(Ref: ICASSP 2007)

Color Interpolation
Non-adaptive methods (bilinear, etc.)

Adaptive methods to avoid averaging <
across edges

ldentifying interpolation via inputting
Gradients along many directions
Smooth hue, High edge similarity, Naturalness

White balancing
Large black and white regions

Gamma correction
Varying grey levels

Lens distortions: long straight lines
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Result on Optimized Input Patterns
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- Optimized input gives higher
confidence

Estimation results robust to

JPEG compression
Heuristic initialization Optimized input pattern
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Summary

Introduced a theoretical framework for component

forensics
Based on Pattern classification theory
Studied interactions between various components

Demonstrated applications in designing input patterns for
semi non-intrusive forensics

Can combine with Estimation theory to analyze complex
relationships and interactions between different devices
Digital camera images tamper print  scan/photograph

Cascading display devices and a image capture devices ..
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